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C C N A S ec u r i t y  O v er v i ew
� A n ew  co urs e th a t p ro v id es  s tud en ts  w ith  in -d ep th  n etw o rk  s ecurity 
ed uca tio n  a n d  a  co m p reh en s iv e un d ers ta n d in g  o f  n etw o rk  s ecurity 
co n cep ts

� P ro v id es  s tud en ts  w ith  h a n d s -o n  k n o w l ed g e a n d  s k il l s ,  
em p h a s iz in g  p ra ctica l  ex p erien ce,  n eed ed  f o r en try-l ev el  j o b  ro l es  
in  n etw o rk  s ecurity

� T ea ch es  in s ta l l a tio n ,  tro ub l es h o o tin g  a n d  m o n ito rin g  o f  n etw o rk  
d ev ices  to  m a in ta in  in teg rity,  co n f id en tia l ity a n d  a v a il a b il ity o f  d a ta  
a n d  d ev ices

� P rep a res  s tud en ts  f o r CCNA Security certif ica tio n  ( I I NS 6 4 0 -5 5 3  
ex a m ) .

� CCNA Security co urs e I S NO T a  rep l a cem en t f o r th e curren t 
Netw o rk  Security 1  a n d  Netw o rk  Security 2  ( NS1  a n d  NS2 )  
co urs es



B enef i t s  f o r  S t u dent s
� H el p s  s tud en ts  …

–G a in  a n  in tro d uctio n  to  co re s ecurity tech n o l o g ies  a n d  h o w  to  
d ev el o p  s ecurity p o l icies  a n d  m itig a te ris k s
–Acq uire th e s k il l s  n eed ed  to  d ev el o p  a  s ecurity in f ra s tructure,  
reco g n iz e v ul n era b il ities  to  n etw o rk s ,  a n d  m itig a te p o ten tia l  
s ecurity th rea ts
–P rep a re f o r th e CCNA Security certif ica tio n  ex a m
–Sta rt a  ca reer in  n etw o rk in g  s ecurity
–B uil d  a  ca reer in  n etw o rk in g  s ecurity o r s w itch  f o cus  in  th eir I T  
n etw o rk in g  ca reer to  n etw o rk in g  s ecurity
–D if f eren tia te th em s el v es  in  th e m a rk et w ith  s p ecia l iz ed  s k il l s  
a n d  ex p ertis e to  a ch iev e s ucces s  



C i s c o  N et w o r k i ng Ac adem y  
Curricul a  P o rtf o l io

Stud en t Netw o rk in g  K n o w l ed g e a n d  Sk il l s

Networking for 
H om e a nd  S m a l l  
B u s ines s es

W orking a t a  S m a l l -
to-M ed iu m  B u s ines s  

or I S P
I ntrod u c ing R ou ting 
a nd  S witc h ing in th e 

E nterp ris e
D es igning a nd  
S u p p orting 

C om p u ter Networks  

B u il d ing S c a l a b l e 
I nternetworks
I m p l em enting 

S ec u red  C onv erged  
W id e-A rea  Networks
B u il d ing M u l til a y er
S witc h ed  Networks

O p tim iz ing 
C onv erged  Networks

Network 
F u nd a m enta l s

R ou ting P rotoc ol s  
a nd  C onc ep ts

L A N S witc h ing a nd  
W irel es s

A c c es s ing th e W A N

CCNP

C C NA
S ec u rity

CCNA  
E x p l o r a t i o n

I T  E s s entia l s :  
P C  H a rd wa re 
a nd  S oftwa re CCNA  

D i s c o v e r y

I T  E s s e n t i a l s

Ne t w o r k  Pr o f e s s i o n a l

I T  T e c h n i c i a n

S e c u r i t y

Packet Tracer



S ec u r i t y  C er t i f i c at i o ns

SND

C i s c o  C e r t i f i e d  Se c u r i t y  
P r o f e s s i o n  ( C C SP )  C e r t i f i c a t i o n

I I NS
( 6 4 0 -5 5 3 )

C C NA  Se c u r i t y
C e r t i f i c a t i o n

C C NA  Se c u r i t y  C o u r s e

SNR S

SNP A

I P S

H I P S

Ne t w o r k  Se c u r i t y  1  &  2  
( NS1 / NS2 )  C o u r s e s

SNA F

I P S

SNR S

E O L —No v  1 7 ,  2 0 0 9

R e v i s e d
C C SP  C e r t i f i c a t i o n

Professional-lev el A ssoc iat e-lev el

C C N A  cert if icat io n is  a 
p re-req uis it e f o r C C N A  
S ecurit y  cert if icat io n



C C N A S ec u r i t y  T ar get  Au di enc e
� Stud en ts

Co l l eg e a n d  U n iv ers ity-l ev el  s tud en ts  in  a d v a n ced  d eg ree 
p ro g ra m s  o r s eek in g  ca reer-o rien ted ,  en try-l ev el  Security 
s p ecia l is t s k il l s
Ca reer s ta rters ,  Ca reer en h a n cers ,  Ca reer ch a n g ers

� Aca d em ies  – V o ca tio n a l  a n d  U n ivers ity Secto r



C o u r s e D es i gn
� One semester long (~70-h r)  c ou rse f orma t
� D eli v ered  i n th e sa me G ra p h i c a l U ser I nterf a c e (G U I )  a s th e C C N A

D i sc ov ery a nd  C C N A  E x p lora ti on c u rri c u la
� E na b led  f or b oth  I L T  a nd  B lend ed  D i sta nc e L ea rni ng (B D L )  d eli v ery
� 9  C h a p ters
� 1  c omp lex  h a nd s-on la b  p er c h a p ter a nd  P a c k et T ra c er a c ti v i ti es

P r o v i d e d  a s  s e p a r a t e  . z i p  f i l e s  d o w n l o a d e d  f r o m  A C ;  n o t  p a c k a g e d w i t h i n  t h e  G U I
� 9  end  of  c h a p ter ex a ms;  1  f i na l ex a m
� B a la nc ed  a p p roa c h  to th eory a nd  h a nd s-on ex p eri enc e
� A v a i la b le i n E ngli sh  only,  no tra nsla ted  v ersi ons a re p la nned



E q u i p m ent  R eq u i r em ent s
� G oa l i s to mi ni mi z e eq u i p ment c osts

Uses CCNA Discovery/Exploration equipment bundle and topology
NetL ab compatible topology—enabled f or remote operation

� A d d i ti ona l i nv estment req u i red f or memory u p gra d e a nd  A d v a nc ed  I OS  i ma ges

3A C S -1 8 4 1 -R M -1 9C i s c o( O p t i o n a l )  R a c k m o u n t K i t  f o r  t h e  
1 8 4 1

2c 1 8 4 1 -a d v i p s e r v i c e s k 9 -
m z . 1 24 -20 . T 1 . b i n

C i s c oC i s c o  I O S  R e l e a s e  1 2. 4 ( 20 ) T 1
A d v a n c e d  I P  S e r v i c e s

3W S -C 29 6 0 -24 T T -LC i s c oC a t a l y s t  29 6 0  24  1 0 / 1 0 0  +  2 1 0 0 0 B T  
LA N  B a s e  I m a g e

2 C A B -S S -V 35 F CC i s c oV . 35  C a b l e ,  D C E  F e m a l e  t o  S m a r t  
S e r i a l ,  1 0  F e e t

2 C A B -S S -V 35 M TC i s c oV . 35  C a b l e ,  D T E  M a l e  t o  S m a r t  
S e r i a l ,  1 0  F e e t

3W I C -2A / S  o r  W I C -2TC i s c o2-P o r t  A s y n c / S y n c  S e r i a l  W A N  
I n t e r f a c e  C a r d

2M E M 1 8 0 0 -6 4 C FC i s c o6 4 M B  C i s c o  1 8 0 0  C o m p a c t  F l a s h  
M e m o r y

2M E M 1 8 4 1 -6 4 DC i s c o1 28  t o  1 9 2M B  S O D I M M  D R A M  
f a c t o r y  u p g r a d e  f o r  t h e  C i s c o  1 8 4 1

3C I S C O 1 8 4 1C i s c oM o d u l a r  R o u t e r  w / 2x F E ,  2 W A N  
s l o t s ,  32 F L/ 1 28  D R

Qty.P a r t N u m b e rM f r .D e s c r i p ti o n



C C N A S ec u r i t y  C o u r s e O u t l i ne

I m p l e m e n t i n g  V i r t u a l  Pr i v a t e  Ne t w o r k s
Goal: Implement secure virtual private networks.Ch .  8

Ch .  9

Ch .  7

Ch .  6

Ch .  5

Ch .  4

Ch .  3

Ch .  2

Ch .  1

C o u rs e C h ap ter Ti tl es

M a n a g i n g  A  S e c u r e  Ne t w o r k
Goal: Given the security needs of an enterprise, create and implement a comprehensive security policy.

Cr y p t o g r a p h i c  S y s t e m s
Goal: D escrib e methods for implementing  data confidentiality and integ rity.

S e c u r i n g  t h e  L o c a l  A r e a  Ne t w o r k
Goal: D escrib e L A N  security considerations and implement endpoint and L ayer 2  security features.

I m p l e m e n t i n g  I n t r u s i o n  Pr e v e n t i o n
Goal: C onfig ure I P S  to mitig ate attack s on the netw ork .

I m p l e m e n t i n g  F i r e w a l l  T e c h n o l o g i e s
Goal: I mplement firew all technolog ies to secure the netw ork  perimeter.

A u t h e n t i c a t i o n ,  A u t h o r i z a t i o n  a n d  A c c o u n t i n g
Goal: S ecuring  administrative access w ith A A A .

S e c u r i n g  Ne t w o r k  D e v i c e s
Goal: S ecuring  administrative access on C isco routers.

M o d e r n  Ne t w o r k  S e c u r i t y  T h r e a t s
Goal: E x plain netw ork  threats, mitig ation techniq ues, and the b asics of securing  a netw ork .



E nr o l l m ent  and T r ai ni ng
� St u d e n t  e n r o l l m e n t  p r e -r e q u i s i t e :  C C NA -l e v e l  k n o w l e d g e  r e q u i r e d
� I n s t r u c t o r  T r a i n i n g  g u i d e l i n e s :

CCNA-level k now ledge required
R equired f or new  CCNA S ecurity instructors; F ast track  possible w ith  evidence of  CCNA S ecurity or 
h igh er certif ication or industry experience

R ecommended f or existing NS 1 ,  NS 2  or CCNP :  I S CW  instructors
Existing NS 1 ,  NS 2  or CCNP :  I S CW  instructors allow ed to teach  CCNA S ecurity course

� I n s t r u c t o r  T r a i n i n g
B DL  f ormat w ith  3 -day in-person pref erred; Can also be delivered 1 0 0 %  remote
B DL  B est P ractices guide developed to provide guidelines on h ow  to deliver course in a B DL  
environment

� T r a i n i n g  Su p p o r t  – C C NA  Se c u r i t y  T r a i n i n g  C e n t e r s  e s t a b l i s h e d  i n  e a c h  r e g i o n  t o  p r o v i d e  
i n s t r u c t o r  t r a i n i n g ;  C L I  w i l l  t r a i n  C C NA  Se c u r i t y  T r a i n i n g  C e n t e r s ;  De t a i l s  s t i l l  b e i n g  
d e f i n e d .  



C C N A S ec u r i t y
R el eas e D at es  and Av ai l ab i l i t y

End of  J uly  2 0 0 9
General Availability (GA) Release—stu d ent and  
instru c to r m aterials:

• R eleased at same time w ith P ack et T racer v5 . 2  GA
• U se for teaching  student classes

JulJa n

M id-April 2 0 0 9
B eta Release o f  stu d ent c o u rse:

� F or instructor training  and preview  purposes

A p r

Early J anuary 2 0 0 9
D raft S cope and S eq uence

M a r

M ar 2 0 0 9
V irtual S M T  for B eta 

R elease

Jun

End of  J un 2 0 0 9
V irtual S M T  for GA  
R elease

2 0 0 9



C o m m u ni c at i o ns
� A nnou nc ements sent v i a  ema i l to a ll i nstru c tors:

Ne w  C C NA  Se c u r i t y  C o u r s e  a n n o u n c e d  – Se p  2 0 0 8

C u r r e n t  NS1  a n d  NS2  c o u r s e s  m o v e  t o  u n s u p p o r t e d  – Se p  2 0 0 8

C C NA  Se c u r i t y  c o u r s e  a v a i l a b i l i t y  a n n o u n c e d  – O c t  2 0 0 8  

P r e l i m i n a r y  C C NA  Se c u r i t y  Sc o p e  &  Se q u e n c e  a v a i l a b l e  – J a n   2 0 0 9

F A Q s



B un d l es



C u r r ent  E U P -3 4 1  P r o m o t i o n
� E U P -3 4 1  p ro m o tio n  ren ew ed

2 4 th J a n u a r y  - 2 5 th A p r i l ,  2 0 0 9
� Curren t co n ten ts :

C C NA
C C NP
Ne t L a b
I P  T e l e p h o n y

� B un d l es  n o  l o n g er a v a il a b l e:
W i r e l e s s
Ne t w o r k  Se c u r i t y  1  &  2

� R em em b er:  7 5 %  d is co un t o n  a l l  eq uip m en t b un d l es



C C N A S ec u r i t y
� CCNA Security reco m m en d ed  l a b  ( C C NA  Se c u r i t y  Sc o p e  &  Se q u e n c e ) :

x 1  C i s c o  1 8 4 1  R o u t e r  - I P  B a s e  I O S
x 2  C i s c o  1 8 4 1  R o u t e r  - A d v  I P  Se r v I O S
x 3  C i s c o  C a t a l y s t  2 9 6 0  Sw i t c h e s
C a b l e s



C C N A S ec u r i t y  P r o p o s ed B u ndl es

� C C N A  S ecurit y  S t art er B und le
x1  1 8 4 1  router w ith  I P B a s e ; x2  1 8 4 1  routers w ith  A d v  I P S e r v i c e s ; x3  2 9 6 0  sw itch es

� C C N A  S ecurit y  S t and ard  B und le
x1  2 8 0 1  router w ith  I P B a s e ; x2  2 8 0 1  routers w ith  A d v  I P S e r v i c e s ; x3  2 9 6 0  sw itch es

� C C N A  S ecurit y  P remium B und le
x1  2 8 1 1  router w ith  I P B a s e ; x2  2 8 1 1  routers w ith  A d v  I P S e r v i c e s ; x3  2 9 6 0  sw itch es



C C N A S ec u r i t y  P r o p o s ed B u ndl es
� C C N A  S ecurit y  Memo ry  &  I O S  U p grad e - C I S C O 1 8 4 1  R o ut er

B asic Cisco 1 8 4 1  comes w ith  I P  B ase I O S  and 3 2 F /1 2 8 DR AM
x2  6 4  F lash  upgrades; x2  6 4  DR AM  upgrades; x2  Adv I P  S ervices I O S  upgrades

� C C N A  S ecurit y  Memo ry  &  I O S  U p grad e - C I S C O 2 8 0 1  R o ut er
B asic Cisco 2 8 0 1  comes w ith  I P  B ase I O S  and 6 4 F /1 2 8 DR AM
x2  6 4  F lash  upgrades; x2  6 4  DR AM  upgrades; x2  Adv I P  S ervices I O S  upgrades

� C C N A  S ecurit y  I O S  U p grad e - C I S C O 2 8 1 1  R o ut er
B asic Cisco 2 8 1 1  comes w ith  I P  B ase I O S  and 6 4 F /2 5 6 DR AM
x2  Adv I P  S ervices I O S  upgrades

� Av a il a b il ity: w ith in  3 -4  w eek s






