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IPv6 short overview



T h e o ne t h i ng t o  r em em b er

IPv6 is not a Revolution, it is an Evolution!

b ut

IPv6 d oes not inter op er ate w ith  IPv4 !!!



Protocol AspectProtocol Aspect I Pv 4I Pv 4 I Pv 6I Pv 6

ICMPICMPICMPICMP ICMPv 6 , “A R P”, 
S L A A C

ICMPv 6 , “A R P”, 
S L A A C

IPv6 Technology Scope

3 23 2 -- b i t , N e t w o r k  b i t , N e t w o r k  
A d d r e s s  T r a n s l a t i o nA d d r e s s  T r a n s l a t i o n

1 2 8 -b i t , Mu l t i p l e
S c o p e sA d d r e s s  R a n g eA d d r e s s  R a n g e

D H CPD H CPA u t o c o n f i g u r a t i o nA u t o c o n f i g u r a t i o n S e r v e r l e s s ,
R e c o n f i g u r a t i o n , 
D H CP-PD , D H CP

S e r v e r l e s s ,
R e c o n f i g u r a t i o n , 
D H CP-PD , D H CPD H CP

R IPv 2 , E IG R P, R IPv 2 , E IG R P, 
O S PF v 2 , IS IS , O S PF v 2 , IS IS , 

MPMP--B G PB G P
R o u t i n gR o u t i n g R IPn g , E IG R Pv 6 , 

O S PF v 3 , IS IS -S T / MT ,
MP-B G P

R IPn g , E IG R Pv 6 , 
O S PF v 3 , IS IS -S T / MT ,

MPMP--B G PB G P



Protocol AspectProtocol Aspect I Pv 4I Pv 4 I Pv 6I Pv 6

Mo b i l e  IPMo b i l e  IP w i t h  D i r e c t  R o u t i n gMo b i l e  IPMo b i l e  IPMo b i l i t yMo b i l i t y

IPv6 Technology Scope ( cont . )

S e c u r i t yS e c u r i t y IPS e c  Ma n d a t e d ,IPS e c  Ma n d a t e d ,
t a r g e t s  E n d -t o -E n d

IPS e cIPS e c

Q u a l i t yQ u a l i t y -- o fo f -- S e r v i c eS e r v i c e D i f f e r e n t i a t e d  S e r v i c e , D i f f e r e n t i a t e d  S e r v i c e , 
In t e g r a t e d  S e r v i c eIn t e g r a t e d  S e r v i c e

D i f f e r e n t i a t e d  S e r v i c e , D i f f e r e n t i a t e d  S e r v i c e , 
In t e g r a t e d  S e r v i c eIn t e g r a t e d  S e r v i c e

IG MP/IG MP/ PIM/ Mu l t i c a s t  PIM/ Mu l t i c a s t  
B G PB G PIP Mu l t i c a s tIP Mu l t i c a s t ML D /ML D / PIM/ Mu l t i c a s t  PIM/ Mu l t i c a s t  

B G P, B G P, S c o p e  Id e n t i f i e r



C la i mC la i m M y thM y th or or R ea li tyR ea li ty

T r u e , p r i m a r i l y  d u e  t o  l a r g e  a d d r e s s  s p a c e  T r u e , p r i m a r i l y  d u e  t o  l a r g e  a d d r e s s  s p a c e  
a n d  a n d  s c o p p i n gs c o p p i n g

IPv 6  Mu l t i c a s t  s e r v i c e s  a r e  IPv 6  Mu l t i c a s t  s e r v i c e s  a r e  
e a s i e r  t o  d e p l o ye a s i e r  t o  d e p l o y

IPv6 R ela t ed  M yt hs  a nd  R ea li t i es

IPv 6  h a s  i m p r o v e d  Q u a l i t yIPv 6  h a s  i m p r o v e d  Q u a l i t y -- o fo f --
S e r v i c eS e r v i c e

N o t  t r u e , t h e  f l o w  l a b e l  c o u l d  p r o v i d e  N o t  t r u e , t h e  f l o w  l a b e l  c o u l d  p r o v i d e  
a d d e d  c a p a b i l i t i e s  b u t  i t  i s  n o t  u s e da d d e d  c a p a b i l i t i e s  b u t  i t  i s  n o t  u s e d

IPv 6  p r o t o c o l  h a s  p r o b l e m s  IPv 6  p r o t o c o l  h a s  p r o b l e m s  
w i t h   w i t h   m u l t i h o m i n gm u l t i h o m i n g

N o t  t r u e , t h e  p r o t o c o l  i t s e l f  h a s  n o  p r o b l e m s , N o t  t r u e , t h e  p r o t o c o l  i t s e l f  h a s  n o  p r o b l e m s , 
t h e  a l l o c a t i o n  p o l i c y  c r e a t e s  d i f f i c u l t i e st h e  a l l o c a t i o n  p o l i c y  c r e a t e s  d i f f i c u l t i e s

IPv 6  i s  m o r e  S e c u r e  t h a n  IPv 6  i s  m o r e  S e c u r e  t h a n  
IPv 4IPv 4

N o t  t r u e , t h e  c l a i m  i s  b a s e d  o n  N o t  t r u e , t h e  c l a i m  i s  b a s e d  o n  IPs e cIPs e c
r e q u i r e m e n tr e q u i r e m e n t

IPv 6  m o b i l i t y  s e r v i c e s  a r e  IPv 6  m o b i l i t y  s e r v i c e s  a r e  
e a s i e r  t o  d e p l o ye a s i e r  t o  d e p l o y

T r u e , p r i m a r i l y  d u e  t o  c l e a n e r  T r u e , p r i m a r i l y  d u e  t o  c l e a n e r  
i m p l e m e n t a t i o n  i m p l e m e n t a t i o n  

L a c k  o f  N A T  i n  IPv 6  i s  a  L a c k  o f  N A T  i n  IPv 6  i s  a  
s e c u r i t y  c h a l l e n g es e c u r i t y  c h a l l e n g e

N o t  t r u e , a l l  p e r c e i v e d  b e n e f i t s  o f  N A T  N o t  t r u e , a l l  p e r c e i v e d  b e n e f i t s  o f  N A T  
c a n  b e  i m p l e m e n t e d  i n  IPv 6  c a n  b e  i m p l e m e n t e d  i n  IPv 6  



I P v 4  &  I P v 6  H eader  C o m p ar i s o n

Fragment OffsetFl ags

T o tal  L engthT y p e o f S erv i c eI H L

D esti nati o n A d d ress

S o u rc e A d d ress

H ead er C h ec k su mP ro to c o lT i me to  L i v e

I d enti fi c ati o n

V ersi o n

N ex t H ead er H o p  L i mi t

Fl o w  L ab elT raffi c  C l ass

D esti nati o n A d d ress

S o u rc e A d d ress

P ay l o ad  L ength

V ersi o n

IPv4  H e ad e rIPv4  H e ad e r IPv6 H e ad e rH e ad e r

- f i e l d ’s  n a m e  k e p t  f r o m  I P v 4  t o  I P v 6
- f i e l d s  n o t  k e p t  i n  I P v 6
- N a m e  &  p o s i t i o n  c h a n g e d  i n  I P v 6
- N e w  f i e l d  i n  I P v 6Le

ge
nd



IPv 6  B a s i c  H e a d e r  
( 4 0  o c t e t s )
A n y  N u m b e r  o f  
E x t e n s i o n  H e a d e r s
D a t a  ( e x .  T CP o r  U D P)

IPv 6  
Pa c k e t

Next H ea d er E xt H d r L en g th

E xt H d r D a ta

Header Format Simplification
I P v 6 E x tens ion Headers

� T h e  v a l u e  o f  N e x t  H e a d e r  f i e l d  d e t e r m i n e s  t h e  t y p e  o f  i n f o r m a t i o n  f o l l o w i n g  t h e  
b a s i c  IPv 6  h e a d e r ;  i t  c a n  b e  a  t r a n s p o r t  l a y e r  p a c k e t , s u c h  a s  T CP/ U D P o r  c a n  
b e  a n  e x t e n s i o n  h e a d e r

� E x t e n s i o n  h e a d e r s  a r e  o p t i o n a l  f o l l o w i n g  t h e  IPv 6  b a s i c  h e a d e r
� E a c h  e x t e n s i o n  h e a d e r  i s  8  o c t e t s ( 6 4  b i t s ) a l i g n e d
� T o g e t h e r  a l l  e x t e n s i o n  h e a d e r s  f o r m  a  c h a i n e d  l i s t  o f  h e a d e r s



IPv6 extension headers:
order is im p ortant 

IPv6

H o p  b y  h o p  ( 0 )
D e s t i n a t i o n
R o u t i n g  ( 4 3 )

F r a g m e n t a t i o n ( 4 4 )
A u t h e n t i c a t i o n ( 5 1 )

S e c u r i t y
D e s t i n a t i o n  ( 60 )

U p p e r  L a y e r

Pr o c e s s e d  b y  e ve r y  r o u t e r

Pr o c e s s e d  b y  r o u t e r s  l i s t e d  i n  R o u t i n g  e x t e n s i o n  
L i s t  o f  r o u t e r s  t o  c r o s s  
Pr o c e s s e d  b y  t h e  d e s t i n a t i o n
A f t e r  r e a s s e m b l i n g  t h e  p a c k e t
C i p h e r  t h e  c o n t e n t  o f  t h e  r e m a i n i n g  i n f o r m a t i o n
Pr o c e s s e d  only b y  t h e  d e s t i n a t i o n

R F C  2 4 60



I P v 6  Addr es s es  – R F C  2 4 6 0
IPv6 addresses are 128 bits long

Segmented into 8 groups of four HEX characters
Separated b y  a col on ( : )
5 0 %  for netw ork  I D ,  5 0 %  for interface I D
N etw ork  portion is al l ocated b y  I nternet registries 2^ 6 4  ( 1 . 8 x  1 0 19)
Stil l  l eav es us w ith ~  3  b il l ion netw ork  prefix es for each person on earth

gggg:gggg:gggg:ssss: x x x x :x x x x :x x x x :x x x x

Global Routing Prefix
n < =  48  bits

S ubnet I D
6 4 – n bits Host

ssss:

2 0 0 1 :0 0 0 0 :0 0 0 0 :0 0 A 1 : 0 0 0 0 :0 0 0 0 :0 0 0 0 :1 E 2 A0 0 A 1 :

N e tw or k  P or ti on I n te r f a c e  I D
Global U nic as t I d entifier E xam p le

2 0 0 1 :0 :0 : ::1 E 2 AA 1 :

F u l l  F or m a t

A b b r e v i a te d  F or m a t



� T h ree ty p es of  u nic ast address sc op es
L i n k -L o c a l – N on routab l e ex ists on singl e l ay er 2 domain ( F E80 : : / 6 4 )

S i t e / U n i q u e -L o c a l – R outab l e w ith an administrativ e domain ( F C 0 0 : : / 7 )

G l o b a l  A g g r e g a t a b l e U n i c a s t – R outab l e across the I nternet ( 20 0 0 : : / 3 )

� M u ltic ast addresses begin w ith  F F 0 0 ::/ 8

F l ags ( f) carried in 3 r d nib b l e ( 4  b its)
Scope ( s) incorporated into 4 t h nib b l e ( 4  b its)
U nicast prefix es prov ide gl ob al  mul ticast prefix  ( R F C  3 3 0 6 )

I P v 6  Addr es s  T y p es  - R F C  2 4 6 0

F C 0 0 :gggg:gggg: x x x x :x x x x :x x x x :x x x xssss:

F E 8 0 :0 0 0 0 :0 0 0 0 :0 0 0 0 : x x x x :x x x x :x x x x :x x x x

2 0 0 0 :G G G G :G G G G : x x x x :x x x x :x x x x :x x x xssss:

F F f s: x x x x :x x x x :x x x x :x x x x :x x x x :x x x x :x x x x



P I  v er s u s  P A s p ac e
� IPv6 a d d resses c a n  b e a l l oc a ted  in  two wa y s
� Provid er A ssig n ed  ( PA )

A ddresses and p ref ix es assigned to su bsc ribers f rom  p ref ix  
p ool assigned to servic e p rovider
PA  p rovides p ref ix  and rou te aggregation
T h is is good bec au se Internet rou ting table siz e m inim ised

� Provid er In d ep en d en t ( PI)
A ddresses and p ref ix es assigned to su bsc ribers indep endent of  
p rovider p ool
PI allow s su bsc riber to c h ange betw een servic e p roviders;  PA  
req u ires renu m bering of  su bsc riber netw ork
A llow s m u lti-h om ing w ith  sam e address sp ac e
T h is is not so good – eventu ally  w e h ave sam e p roblem  as IPv4

R ou ting tables m ay  grow  ex c essively



P I  and P A Al l o c at i o n P r o c es s  

R e g i s t r i e s

L e v e l  F o u rE n t e r p r i s e

I A NA

IS P O r g

Provid er A ssig n ed

h ttp : / / w w w . r i p e . n e t/ r i p e / p ol i c i e s/ p r op osa l s/ 2 0 0 6 -0 1 . h tm l
h ttp : / / w w w . r i p e . n e t/ r i p e / p ol i c i e s/ p r op osa l s/ 2 0 0 6 -0 5 . h tm l

2000::/3

/4 8

2000::/3

/4 8

/1 2

/32

/1 2

Provid er In d ep en d en t



R o u t i ng:  T h e I P v 4  – I P v 6  P ar al l el

New MP_REACH_NLRI, MP_UNREACH_NLRI, AFI=2 with SAFI for 
Un ic a s t/ Mu l tic a s t/ La b el / V PN
Peerin g  ov er IPv 6  or IPv 4  ( rou te m a p s )

B G P

RIPv 2 for IPv 4
RIPn g for IPv 6
D is tin c t b u t s im il a r p rotoc ol s  with RIPn g ta k in g  a d v a n ta g e of IPv 6  s p ec ific ities

R IP

Ex ten d ed  to s u p p ort IPv 6
( IPv 6 _REQ UEST _T Y PE, IPv 6 _MET RIC_T Y PE, IPv 6 _EX T ERIO R_T Y PE )  
Som e c ha n g es  refl ec tin g  IPv 6  c ha ra c teris tic s

E IG R P

Ex ten d ed  to s u p p ort IPv 6
Na tu ra l  fit to s om e of the IPv 6  fou n d a tion a l  c on c ep ts
Su p p orts  Sin g l e a n d  Mu l ti T op ol og y  op era tion

IS -IS

O SPFv 2 for IPv 4
O SPFv 3  for IPv 6
D is tin c t b u t s im il a r p rotoc ol s  with O SPFv 3  b ein g  a  c l ea n er im p l em en ta tion  
tha t ta k es  a d v a n ta g e of IPv 6  s p ec ific ities

O S PF

� F or al l  intents and purposes,  I P v 6  I G P s are simil ar to their I P v 4  counterparts
� I P v 6  I G P s hav e additional  features that coul d l ead to new  designs



Q u al i t y  o f  S er v i c e
� IPv 6  Q oS

S a m e  a r c h i te c tu r a l  m od e l s a s I P v 4
Differentiated Services (Traffic Class field)
I nteg rated Services (R SV P )

� IPv 6  tra ffic  c l a s s
V a l u e  d e f i n e d  p e r  a p p l i c a ti on s,  sa m e  D S C P  f or  
a p p l i c a ti on s ov e r  b oth  I P v 4  a n d  I P v 6  – d e c i si on  to 
d i f f e r e n ti a te  p e r  p r otoc ol  i s a n  op e r a ti on a l  on e

� RSV P for IPv 6
M a j or  R S V P  R F C ’s d o su p p or t I P v 6
U se  Hop -b y -Hop  op ti on  h e a d e r  f or  R ou te r  A l e r t

� IPv 6  fl ow l a b el  ( RFC 3 6 9 7 )
A  n e w  2 0 -b i t f i e l d  i n  th e  I P v 6  b a si c  h e a d e r
I ts v a l u e  c a n n ot b e  c h a n g e d  b y  i n te r m e d i a te  d e v i c e s
N o  R F C  r e g a r d i n g  f l o w  l a b e l  u s a g e  y e t

� T ra n s ition
M a p p i n g  b e tw e e n  I P v 6  D S C P  &  I P v 4  T oS or  M P L S  E X P

N e x t N e x t 
He a d e rHe a d e r Hop  L i m i tHop  L i m i t

F l ow  L a b e lF l ow  L a b e lT r a f f i c  
C l a ss

D estination A ddressD estination A ddress

S ou rc e A ddressS ou rc e A ddress

P a y l oa d  L e n g thP a y l oa d  L e n g th

V e r si onV e r si on



I P v 4  and I P v 6  M u l t i c as t  C o m p ar i s o n

Sin g l e RP within  G l ob a l l y  
Sha red  D om a in s

MSD P a c ros s  In d ep en d en t 
PIM D om a in sIn terd om a in Sol u tion s

Sc op e Id en tifierB ou n d a ry , B ord erD om a in  Con trol

MLD v 1 , v 2IG MPv 1 , v 2, v 3G rou p  Ma n a g em en t

PIM-SM, PIM-SSM, 
PIM-b id ir, PIM-B SR

PIM-D M, PIM-SM, 
PIM-SSM, PIM-b id ir, PIM-

B SR
Forwa rd in g

Protoc ol  In d ep en d en t, Al l  
IG Ps a n d  MB G P with v 6  

m c a s t SAFI
Protoc ol  In d ep en d en t, Al l  

IG Ps a n d  MB G PRou tin g

1 28 -b it ( 1 1 2-b it G rou p )3 2-b it, Cl a s s  DAd d res s in g  Ra n g e

IPv 6  Sol u tionIPv 4  Sol u tionServ ic e

� Static R P ,  B SR ,  N o A uto-R P
� E m b e d d e d  R P



Why deploy IPv6?



I P v 4  Addr es s  C o m p l et i o n ( R u n-O u t )

� see h ttp :/ / w w w .p otaroo.net/ tools/ ip v4 / index .h tm l f or
m ore details

f r e e  p ool  of  l a r g e  I P v 4  / 8  
b l oc k s w i l l  e x p i r e  
som e ti m e  i n  2 0 1 1 / 2 0 1 2  
ti m e f r a m e



D r i v er s
� In tern a l /E x tern a l  D rivers
� T a c tic a l /S tra teg ic  D rivers
� N o K il l er A p p s b u t p l en ty  other l ess g l a m orou s rea son s
� B u sin ess c a se
� U p g ra d e f or IPv6 a n d  f or its d ep l oy m en t u su a l l y  oc c u rs 
in  the c on tex t of  a n d  c oord in a tion  with other m a j or 
ef f orts ( B W  u p g ra d es,  N G N s,  etc )  

� A l l  in  a l l  … a  g rea t op p ortu n ity  to win  or l ose b u sin ess 
f or l ess ob viou s rea son s!

‘’I t ’s  a n  i n f r a s t r u c t u r e  i s s u e ,  n o t  a n  a p p l i c a t i o n  i s s u e . ’’
Jeff Doyle, CCIE No. 1919



E x t er nal  D r i v er s
IPv4  a d d ress sp a c e ex ha u stion
� G rowth c on stra in ts
� S c a l a b il ity  c on stra in ts
� In c rea sed  O p ex

C u stom er d em a n d :
� F ed era l  m a n d a te
� E a rl y  a d op ters 



I nt er nal  D r i v er s
O p era tion a l  c osts
� M a n a g in g  d evic es
� S im p l if y in g  d esig n s

S ervic es:
� C on ten t d el ivery
� C on n ec ted  hom e
� M a n a g ed  servic es
� F ix ed -M ob il e C on verg en c e 
� L T E  a n d  E vol ved  Pa c k et C ore

I P v 6  @  C om c a st M a n a g i n g  1 0 0 +  
M i l l i on  I P  A d d r e sse s
2 0 0 6 -0 2 -0 6

A l a i n  D u r a n d
A d v a n c e d  E n g i n e e r i n g
D i r e c t o r  – I P v 6  A r c h i t e c t



S t r at egi c  P er s p ec t i v es
L ea d ership :
� In n ova tive servic es
� C om p etitiven ess
� M a rk etin g

Fine Print

F in e Prin t



T r a n s i t i on  m ec ha n i s m s



C o -ex i s t enc e b et w een I P v 6  and I P v 4
� Three main categories:

D u a l  st a c k – I P v 4  a n d  I P v 6  c o e x i st  i n  t h e  sa m e  d e v i c e
T u n e l l i n g – c o n f i g u r e d  o r  a u t o m a t i c  t u n n e l s – I P v 6  a s I P v 4  

p a c k e t  p a y l o a d  a n d  v i c e  v e r sa
P r o t o c o l  T r a n sl a t i o n – e n a b l e s I P v 6 -o n l y  d e v i c e  t o  

c o m m u n i c a t e  w i t h  a n  I P v 4 -o n l y  d e v i c e



D u al  s t ac k s  f o r  I P v 6  dep l o y m ent
� IP c a p a b l e d evic e su p p ortin g  sim u l ta n eou sl y  b oth IPv4  
a n d  IPv6 

� D u a l -sta c k  rou ters a n d  a p p l ic a tion  servers
� I P v 4  - I P v 6  transition:

1 . R e p l a c e  a l l  I P v 4 -o n l y  d e v i c e s w i t h  d u a l  st a c k  d e v i c e s
2. O n c e  a l l  d e v i c e s su p p o r t  b o t h  p r o t o c o l s – i n t r o d u c e  I P v 6 -
o n l y  d e v i c e s – B U T …. . d u a l  st a c k  d e v i c e  st i l l  r e q u i r e  I P v 4  
a d d r e ss



T u nnel s  f o r  I P v 6  D ep l o y m ent
� T u nneling is enc ap su lating th e IPv6 p ac k et into an IPv4  p ac k et 
and vic e versa

Host to R outer,  R outer to R outer
R outer to Host,  Host to Host

� M a n u a l l y  c on f ig u red  tu n n el s – en d p oin ts a re sta tic
M anu al T u nnel ( R F C  289 3 )
IPv6 over G R E  ( R F C  24 7 3 )

� S em i-a u tom a ted  tu n n el s
T u nnel brok er ( R F C  3 0 5 3 ) dedic ated server f or tu nnel c onf ig

� A u tom a tic  tu n n el s
6to4 ( R F C  3 0 5 6) ,  D S T M  ( IPv4 overIPv6)
IS A T A P ( Intra-site A u tom atic  T u nnel A ddressing Protoc ol)



P r o t o c o l  T r ans l at i o n – N AT  P T  
� T ranslation one IP version to anoth er IP version
� N A T  PT  is N O T  transp arent – p roblem s w ith  S IP,  IPS ec
� N A T  PT  obstru c ts  - ability  to p erf orm  global addressing,  alw ay s-on 
sy stem s ( S IP based) ,  p 2p  netw ork s,  p u sh  servic es

� N A T  PT  - D e p r e c a t e d  i n  R F C 4 9 6 6 du e to m u ltip le issu es
� S ec u rity  issu es – N A T  PT  does not h ide internal netw ork
� F or w eb brow sing – I P v 6 -t o -I P v 4  H T T P  p r o x y – du al-stac k  Prox y  
G W  is m ak ing translation betw een IPv6 h ost and IPv4  w eb server 
ac c eseed via IPv4  Internet – H T T P p ort 80  ( sc alability  issu e)



N AT -P T

� N etw ork  A ddress T ranslation – Protoc ol T ranslation
R F C  27 6 6  
R F C  4 9 6 6  ob sol etes R F C  27 6 6  – outl ines N A T -P T  prob l ems
N A T -P T  is b eing mov ed to ex perimental

� A llow s native IPv6 � � IPv4  c om m u nic ation
Host to Host,  A ppl ication to A ppl ication
N A T -P T  front ends I P v 4  onl y  serv er

� Plac e N A T -PT  box  as c lose to IPv4  only  server as p ossible
� B e very  aw are of  p erf orm anc e and m anageability  issu es

I P v 4
P a c k e t

I Pv 6  N etw orkI Pv 6  O nly  S egm ent I Pv 4 O nly  S egm ent

I P v 6 �I P v 4I P v 6
P a c k e t

I P v 6
P a c k e t

N A T -PT

I Pv 6  O nly  H os t

I Pv 6  O nly  S erv er

L egac y  I Pv 4 S erv er



P r i v a te  I P v 4  
a c c e ss

Delaying or assisting the IPv6 transition
Ca r r i e r  G r a d e  N A T  ( CG N )
� W h at is C G N ?  G i g a n t i c  N A T needing O ( 10 G )  p erf orm anc e,  20 M  
sessions,  20 0 K  IP addresses - ru ns on C R S -1 S ervic e PL IM s

� N A T  p rivate-to-p u blic  translation f u nc tion p reviou sly  p erf orm ed at 
th e H G W  f or O ( #  of  su bsc ribers in h om e)  is p u sh ed u p stream ,  at 
S P edge,  f or O ( #  of  total su bsc ribers in th e ac c ess netw ork )   

NAT 1 NAT 1

v 4  ov e r  v 6  
sof tw i r e

P r i v a te  I P v 4

NAT 1

P u b l i c  I P v 4  
a c c e ss

P E

NAT 1

P r i v a te  I P v 4

NAT 1

P u b l i c  I P v 6  
a c c e ss

C G N C G N

P r i v a te  

v 4 v 6

T o d a y T o m o r r o w  ( p o s t 
a d d r es s  c o m p l eti o n )



S of tw ires
� S ta n d a rd iz a tion  of  d isc overy ,  c on trol  a n d  en c a p su l a tion  
m ethod s f or c on n ec tin g  IPv4  n etwork s a c ross IPv6 
n etwork s a n d  IPv6 n etwork s a c ross IPv4  n etwork s

� S of twire:  A  " tu n n el "  tha t is c rea ted  on  the b a sis of  a  
c on trol  p rotoc ol  setu p  b etween  en d p oin ts with a  sha red  
p oin t-to-p oin t or m u l tip oin t-to-p oin t sta te 
S of tw ire C onc entrator ( S C )  - T h e node term inating th e sof tw ire in 
th e servic e p rovider netw ork  
S of tw ire Initiator ( S I)  - T h e node initiating th e sof tw ire w ith in th e 
c u stom er netw ork
A ddress F am ily  B order R ou ter ( A F B R )  - T h e rou ter th at 
interc onnec ts tw o netw ork s th at u se dif f erent address f am ilies



C G N  S olu tion ex am p le
� C G N  is loc ated on th e PE  &  p erf orm ing p rivate IPv4 -to-p u blic  IPv4  
translation

� T h e ac c ess netw ork  is u sing a p rivate IPv4  address sp ac e &  th at 
th e C PE  is req u ired to p erf orm  a p rivate-to-p rivate IPv4  N A T  
translation 

I t is al so possib l e for a dev ice upstream from the C P E ( such as an 
access router or sw itch) to perform the N A T 4 4  function.

C G NC P E I P v 4  I n te r n e t

NAT 4 4 NAT 4 4P r i v a te  
I P v 4

P r i v a te  
I P v 4

P u b l i c  
I P v 4



P r i m ar y  C G N  U s e-C as es  ( 1 )

P r i v a te
I P v 4

CG N

Priv a te
IPv 4

CG N

Pu b l ic
IPv 6

Pu b l ic
IPv6

NAT 4 4
Ed g e

IPv 4 / v 6
Ed g e

Co r e

Co r e

Pu b l ic  IPv4
In tern et

D o u b l e  N A T 4 4 4

D u a l -S t a c k  L i t e *V 4-ov er-V 6  
I P T unnel

=  p u b l i c  I P v 4
=  p r i v a te  I P v 4
=  p u b l i c  I P v 6

* AKA S o f t w i r e s +  N AT  =  S N AT

IPv4 p riv a te

IPv6



A  S trategy f or Dealing w ith the IPv4  A d d ress 
C om p letion Prob lem  

IPv 4

IPv 4

IPv 4

C u s to m er s

P u b l i c  I P v 4
I n te r n e t

S P N e t w o r k Pu b l i c  In t e r n e t

IPv 4

IPv 4

IPv 4

P u b l i c  I P v 4
I n te r n e t

CG N

=  p u b l i c  I P v 4
=  N O T  p u b l i c  I P v 4

Pos t IPv 4
Ad d res s  Com p l etion C a r r i er  G r a d e 

NA T

C o r e

C o r e

IPv4 p u b l ic

( N O T ) -IPv4 p u b l ic



C o m m o n D ep l o y m ent  S c enar i o s

Y esI SA T A P
L 3  infrastructure – not I P v 6  

capab l e,  or sparse I P v 6  hosts 
popul ation

Y esD ual  StackL 3  infrastructure – I P v 6  capab l eC ampus

Y esD ual  StackI P v 6  ov er L 2 serv ices

Y esD ual  StackI P v 6  serv ices on L 3  M anaged 
Serv icesW A N

Y es6 P E/ 6 V P EM P L S – C ore is I P v 6  unaw are

Y esD ual  StackN ativ e I P  – C ore is I P v 6  aw areC o r e

Y esScal ab il ity  &  
M anagementI P v 6  ov er I P v 4  tunnel sL ess 

optimum
Y esScal ab il ity ,  

adaptab il ity , …T ransl ation ( N A T -P T )

C i s c o  I O S  
s u p p o r tS c en a r i oE n v i r o n m en t



S erv ice
P rov id ers

• C a r r i e r  – T r a n si t  se r v i c e s
h t t p : / / w w w . s i x x s . n e t / f a q / c o n n e c t i v i t y / ? f a q = i p v 6 t r a n s i t
• I n t e r n e t  e X c h a n g e P o i n t  ( I X )  – N R N  &  I S P
h t t p : / / w w w . b g p 4 . a s / i n t e r n e t -e x c h a n g e s
• B r o a d b a n d  S P
J a p a n  - h t t p : / / w w w . i p v 6 s t y l e . j p / e n / s t a t i s t i c s / s e r v i c e s / i n d e x . s h t m l
E u r o p e - h t t p : / / w w w . s i x x s . n e t / f a q / c o n n e c t i v i t y / ? f a q = n a t i v e
• M o b i l e  S P  – R & D  a n d  T r i a l s f o r  3G /4 G  se r v i c e s

Service Providers

Who is Deploying IPv6 Today?

E nterp rises
• N R N ,  U n i v e r si t i e s,  S c h o o l s,  R e se a r c h  L a b s
• G o v e r n m e n t  a g e n c i e s,  e g .  U S  F e d e r a l  m a n d a t e ,  
E u r o c o n t r o l ,  M i l i t a r y , …
• I T  V e n d o r s a n d  S y st e m  I n t e g r a t o r s,  e g .  C i sc o ,  B e c h t e l ,
M i c r o so f t ,  C o m m a n d  I n f o r m a t i o n , …
• I T  d e p a r t m e n t  d e p l o y i n g  V i st a  a n d  S e r v e r  2008

U N I V E R S I T YU N I V E R S I T Y



IPv6 f or  S er vi c e 
Pr ovi der s



I P v 6  Addr es s  As s i gnm ent
• L o w e s t -o r d e r  6 4 -b i t  f i e l d  o f  u n i c a s t  a d d r e s s e s  m a y  b e  a s s i g n e d  i n  
s e v e r a l  d i f f e r e n t  w a y s

M anu ally  c onf igu red

S tateless c onf igu ration

A ssigned via D H C P

A u to-generated p seu do-random  
nu m ber ( rf c 3 0 4 1)  

D H C Pv 6  Req ues t
D H C Pv 6  Rep ly

Router 
S ol i c i ta ti on

Router 
A n n oun c em en t2

1 Router 
S ol i c i ta ti on

Router 
A n n oun c em en t2

1

(/64 prefix, timers, etc…)

RS

RA2
1

4
3

IPv
4 &

 IP
v6

IPv
6 O

nly



I nt er f ac e L ev el  – Addr es s  As s i gnm ent
� D H C Pv6

S am e as in IPv4
� A u tom a tic  E U I-64

S tateless A ddress A u toc onf igu ration
� Priva c y  E x ten sion s ( R F C 3 0 4 1 )

C h allenging f or netw ork  m anagem ent
M ay  not h ave reverse D N S  entries

� C ry p tog ra p hic a l l y  G en era ted  IPv6 A d d resses
R egenerate C G A  if  h ost c om p rom ised
N eeds su p p ort tools f or netw ork  m anagem ent

� M a n u a l /D y n a m ic  A ssig n m en t O p tion
S u itable and rec om m ended f or netw ork  elem ents and f ix ed 
resou rc es ( servers f or ex am p le)  bu t not f or h osts



P r o v i s i o ni ng C o ns i der at i o ns

D if f eren t p rovision in g  m ec ha n ism s a n d  tool s c a n  b e 
l evera g ed  su c h a s:

� S ta tel ess A d d ress A u toc on f ig u ra tion ( S L A A C )
� S ta tel ess/S ta tef u l l D H C P
� G en era l  Pref ix
� D H C P-PD  ( with g a tewa y  a s server) ,  
D H C P-PD ( c en tra l iz ed  server)

� R A D IU S ( C IS C O  V S A ,  R F C 3 1 62 )
� M a n u a l /S ta tic  C on f ig u ra tion  



G W

DHCP- Pr e f i x  De l e g a t i o n  ( Q u i c k  R e v i e w )  
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G W
G W

G W

G W
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: 4 : : 1 / 6 4

: 3 : : 1 / 6 4



I P v 6  o v er  M P L S
� IPv6 over M PL S  Pseu d owires

T ransp arent to servic e p rovider
� IPv6 over IPv4  tu n n el s over M PL S  ( M a n u a l  T u n n el s)

PE  m u st be IPv6 aw are,  c ore rem ains IPv4
� IPv6 T ra n sit u sin g  M PL S  6PE  

PE  m u st be IPv6 aw are,  c ore rem ains IPv4
� IPv6 V PN  u sin g  M PL S  6V PE

PE  p rovide V PN  servic es f or IPv6,  c ore rem ains IPv4
� N o L D Pv6 a va il a b l e a s y et

C ore c ontrol p lane m u st be M PL S + L D P u sing IPv4  IG P
� Previou s sol u tion s d isc u ssed  c a n  a l so work  over M PL S

IS A T A P,  M anu al T u nnels,  G R E ,  6 to 4  



I P v 6  T r ans i t  u s i ng M P L S  6 P E  ( R F C  4 7 9 8 )

� 6 P Es must support dual  stack  I P v 4 + I P v 6  ( acts as normal  I P v 4  P E)
� I P v 6  pack ets transported from 6 P E to 6 P E ov er L ab el  Sw itch P ath
� I P v 6  addresses ex ist in gl ob al  tab l e of P E routers onl y  – one gl ob al  V P N

IPv 6  a d d res s es  ex c ha n g ed  b etween  6 PE u s in g  MP-B G P s es s ion
� C ore uses I P v 4  control  pl ane ( L D P v 4 ,  T Ev 4 ,  I G P v 4 ,  M P -B G P )
� B enefits from M P L S features such as F R R ,  T E 

I Pv 4
M PL S
I Pv 4
M PL S

C E
I P v 6I P v 6

I P v 6I P v 6

6 PE 3 P P 6 PE 4 C E
I P v 6I P v 6

I P v 6I P v 6

M PL S  I Pv 4 B ac k boneI Pv 6  N etw ork I Pv 6  N etw ork

B GP
L abel

I P v 6
P a c k e t

L D P
L abel

C E C E6 PE 1 P P 6 PE 2

20 0 . 10 . 10 . 1 20 0 . 11. 11. 1

20 0 1: d b8 : :20 0 1: f0 0 d : :

I P v 6
P a c k e t

I P v 6
P a c k e t



I Pv 4
M PL S
I Pv 4
M PL S

I P v 6  V P N  6 V P E  ( R F C  4 6 5 9 )

I P v 4
I P v 6
I P v 4
I P v 6

P P

I P v 6
P a c k e t

M PL S  I Pv 4 B ac k boneI Pv 6 / I Pv 4 N etw ork I Pv 6 / I Pv 4 N etw ork

V PN
L abel

I P v 6
P a c k e t

L D P
L abel

I P v 6
P a c k e t

C E 1 6 V PE 1
P P

10 . 1. 1. 0 / 24
20 0 1: d b8 : beef: 1: : / 6 4

V RF

20 0 . 10 . 10 . 1 20 0 . 11. 11. 1

C E 2
I P v 4
I P v 6
I P v 4
I P v 6V RF

10 . 1. 2. 0 / 24
20 0 1: d b8 : beef: 2: : / 6 4

17 2. 16 . 3. 0 / 30
20 0 1: d b8 : c afe: 3: : / 6 4

17 2. 16 . 1. 0 . 0 / 30
20 0 1: d b8 : c afe: 1: : / 6 4

� 6 V P E uses ex isting I P v 4  M P L S infrastructure to prov ide I P v 6  V P N
Core u s es  IPv 4  c on trol  p l a n e ( LD Pv 4 , T Ev 4 , IG Pv 4 )

� P Es must support dual  stack  I P v 4 + I P v 6
� O ffers same architectural  features as M P L S-V P N  for I P v 4

RT s , V RFs , RD s a re a p p en d ed  to IPv 6  to form  V PNv 6  a d d res s
MP-B G P d is trib u ted  b oth V PN a d d res s  fa m il ies
B G P NH u s es  IPv 4  to IPv 6  m a p p ed  a d d res s  form a t : : ffff: A. B . C. D

� V R F  can contain b oth V P N v 4  and V P N v 6  routes

6 V PE 2



I P v 6  o v er  D M V P N
� C on n ec ts p riva te IPv6 isl a n d s a c ross p u b l ic  IPv4  c l ou d
� I P v 6  serv ices ov er I P v 4  I nternet
� Pu b l ic  IPv4  n etwork  trea ted  a s N B M A  n etwork

S tatic  h u b and sp ok e top ology
D y nam ic  sp ok e to sp ok e top ology

� S u p p orts d y n a m ic  u n ic a st a n d  m u l tic a st rou tin g
� U ses severa l  esta b l ished  p rotoc ol s

M u ltip oint G R E  ( m G R E )  tu nnels
S ingle m G R E interf ac e su p p orts all sp ok es ( m any  logic al tu nnels)

N ex t H op  R esolu tion Protoc ol ( N H R P)
R esolves Private IPv6 address to Pu blic  IPv4  N B M A  address

IP S ec u rity  ( IPS ec )  



U s e c a s es



IPv6 – Planning S t eps
1 H  0 71 H  0 71 H  0 7 2 H  0 72 H  0 72 H  0 7 1 H  0 81 H  0 81 H  0 8 2 H  0 82 H  0 82 H  0 8 1 H  0 91 H  0 91 H  0 9 2 H  0 92 H  0 92 H  0 9 2 0 1 02 0 1 02 0 1 02 0 0 62 0 0 62 0 0 6

B u s i n e s s  Ca s e Id e n t i f i c a t i o n
N e t w o r k  A s s e s s m e n t  &  Co s t  A n a l y s i s

T r a i n i n g

Pr o j e c t  p l a n n i n g  ( a d d r e s s i n g ,…)
T e s t i n g  &  t r i a l

D e p l o y m e n t
Pr o d u c t i o n

H o w  l o n g  i s n e e d e d  f o r  e a c h  p h a se  o f  Y O U R  I P v 6  d e p l o y m e n t  p r o j e c t ?



Du al S t ac k IPv4 -IPv6 in pr odu c t ion

http: / / superv ision-ipv 6 . renater. fr/ P ortail / I P v 6 W P / index W P _ renater. php

R E NA T E R  ( F r en c h  NR N)
• I P v 6  a s  p r o d u c ti o n  s er v i c es  
s i n c e 5  y ea r s ,  i n c l u d i n g I X  ( S F I NX )
• New  p h a s e ( R E NA T E R 5 )  i n  C Y 0 8  

• C R S -1
• C i s c o  12 0 0 0  s er i es
• C i s c o  7 6 0 0  s er i es





S im p listic  V iew  of  C om c ast IP p rob lem

20  M illion video c u stom er
2.5  set-top  box  p er c u stom er
2 IP addresses p er set-top  box

T otal: 10 0  M illions IP address

A nd w e h ave not y et talk ed abou t H igh  S p eed D ata
nor C om c ast D igital V oic e…



C om c ast S p ec if ic  N eed s
� T h e ex tra large address sp ac e is f or m a n a g e m e n t ( a.k .a. c ontrol p lane)  of  C able M odem s,  eM T A and S et-T op  box es

T his  is  n ot for c u s tom er PC-ty p e d ev ic es  ( d a ta  p l a n e) .  T his  wou l d  req u ire a  
s ep a ra te a l l oc a tion .

� T h is address sp ac e is f or i n t e r n a l  c o n su m p t i o n  o n l y ,  i.e. it is not 
seen f rom  ou tside C om c ast.

� U ntil rec ently ,  C om c ast w as u sing N e t  1 0 ( R F C 1 9 1 8 ) f or m anaging th e m odem s. T h at sp ac e h as been e x h a u st e d .
� C om c ast rec ently  w as alloc ated th e largest p art of  N et 7 3  and isc u rrently  renu m bering c able m odem s in th at sp ac e.
� In th e c ontrol p lane,  all devic es need to be rem otely  m anaged,so N A T ( v4 -to-v4 )  isn’t going to h elp  …
� I P v 6  w a s t h e  c h o se n  so l u t i o n

Howev er, ev en  we a re s ta rtin g  n ow, the m ov e to IPv 6  is  n ot g oin g to ha p p en  
ov ern ig ht



C om c ast IPv6 S trategy
� Plan f or IPv6 dep loy m ent NOW
� D ep loy  IPv6 i n i t i a l l y f or th e m a n a g e m e n t and op eration of  th e c u stom er 
devic es w e m anage:
D O C SI S C M
Set T op b ox es,  P ack etC ab l e M T A , …

� B e ready  to of f er v6 servic e to c u stom er as soon as dem and p ic k s u p .



IPv6 M igration – G u id ing Princ ip les
� T h e m igration to IPv6 p roj ec t h as th e f ollow ing p rinc ip les:

D epl oy ing I P v 6  must b e minimal l y  disruptiv e to the operations of
ex isting netw ork s and dev ices
I P v 6  must b e incl uded in the roadmap of nex t generation eq uipment 
and dev ices
C omcast operations,  infrastructure and sy stems must b ecome ready
to support I P v 6 -enab l ed dev ices

I P v 6  w il l  sl ow l y  penetrate C omcast other serv ices



IPv6 Dep loym ent:  Princ ip les and  A p p roac h

� Prim ary  obj ec tive is to dep loy  IPv6f or th e IP address of  th e C M  &  S T B
� A r c h i t e c t u r e : du al-stac k  at th e c ore,v6-only  at th e edges

C o-ex istence of dual  stack  core netw ork  ( B ack b one,  R A N ,  B ack  O ffice),  and 
I P v 6 -onl y  at the edge ( C M ,  ST B ,  M T A …) for new  dev ices

� D e p l o y m e n t  a p p r o a c h :
F rom the core to the edges
T his is an incremental  depl oy ment

� F o l l o w  sa m e  o p e r a t i o n a l  m o d e la s w i t h  I P v 4

Legacy IPv4N ew  IPv6 N ew  IPv6

2 0 0 6

R A N
IPv4/ 6

B ack b o n e
IPv4/ 6

s ys t em s



L ots of  learning &  w ork  to go
� IPv6 Q oS c onf igu ration is not dep loy ed
� S till c onc erns over addressing ( / 64  vs. / 126 on p oint-to-p oints)
� C ontinu ing c onc erns regarding sec u rity  p olic ies ( A C L  p roc essing,
etc .)

� D u al vendor C M T S  strategy  is delay ing dep loy m ent to edge
� IS IS  op tim iz ations u nder c onsideration



C on c lu s i on s



P r o v i der  i s s u es  as  s o u nd b i t es :
� San Isabel Telecom (US) 4/9/08 - ‘Id eal d i f f er ent i at i on f or  small p r ov i d er s;  need  comp let e p ack ag e d u e t o small st af f ’
� C h i na N et com (C h i na) 4/1 6 /08 - ‘O t h er  v end or s ar e say i ng  t o av oi d  IP v 6  d u e t o lack  of  t r af f i c’
� C h i na M obi le (C h i na) 4/1 7 /08 - ‘C ase st u d i es as ex amp les?   P u sh -t o-t alk  w i t h ou t  nat i s g oal.   C G N  f or  cont ent ? ’
� Telenor A B  (Sw ed en) 5 /1 2 /08 - ‘N eed  p r od u ct i on su p p or t  f or  mobi le d ev i ces’
� G lobe Telecom (M ani la) 5 /2 3 /08 - ‘H ow  d o w e st ar t ? ’
� N TT N G N  (J ap an) 6 /9/08 - ‘C G N  i s an u nf or t u nat e st ep p i ng  st one’
� N TT C ommu ni cat i ons (J ap an) 7 /2 8/08 - ‘C G N  w i ll be p ai nf u l t o bot h  t h e p r ov i d er  and  cu st omer ’
� C E R N E T2  (C h i na) 7 /3 0/08 - ‘C r eat ed  IV I f or   leg acy  cli ent s t o access IP v 6 -only  ser v er s;  ex p ect s IP v 6 -only  w i ll r ed u ce cost s’
� T-M obi le (US) 8/5 /08 - ‘W e h av e t o d o i t ,  bu t  w h at  abou t  t h e cont ent  p r ov i d er s? ’
� Telst r a (A u st r ali a) 8/1 3 /08 - ‘C G N  i s an u nd esi r able bu t  u nav oi d able st ep ;  i ni t i ally  O SS i ssu es,  t h en h ar d  t o r emov e’
� V er i z on W i r eless (US) 8/1 4/08 - ‘W e need  t h e ent i r e t eam onboar d ’
� Int er net  N Z  (N ew  Z ealand ) 8/2 7 /08 - ‘W h er e i s t h e case st u d y  t o f ollow ? ’
� Telst r a (A u st r ali a) 8/2 8/08 - ‘N eed  a comp r eh ensi v e p lan,  t h ou g h  C P E  i s not  a concer n . . .  y et ’
� C h u ng h w a (Tai w an) 9/1 /08 - ‘Tu nnel br ok er  ser v i ce f or  access net w or k  t r av er sal.  N eed  seamless p r ov i si oni ng ’
� H u r r i cane E lect r i c (US) 9/1 /08 - ‘W h en w i ll L i nk sy s su p p or t  t ech nolog i es f or  car r i er  access? ’
� M anet i c (M acau ) 9/2 /08 - ‘W i t h ou t  cont ent ,  w h at  i s t h e bu si ness case? ’
� G oD ad d y (US) 9/9/08 - ‘E x p ect  t o d ep loy  end -t o-end  by  end  of  08 . . .  bu t  w h er e i s t h e A C E ? ’
� V er i z on W i r eless (US) 9/1 6 /08 - ‘L TE  w i ll be IP v 6 -only ;  need  secu r i t y  and  C G N ’
� C h u ng h w a (Tai w an) 1 0/1 6 /08 - ‘St r at eg y  f or  access p r ov i si oni ng  and  C P E ? ’
� C og ent  (US) 1 0/1 6 /08 - ‘C an’t  af f or d  ½ p er f or mance i f  t r af f i c su d d enly  sh i f t ed ,  bu t  w i ll d ep loy  by  end of  2 009’
� A T& T (US) 1 0/1 6 /08 - ‘B u si ness cont i nu i t y ;  Ser v i ce cont i nu i t y ;  M i ni mal cu st omer  i mp act ’
� TA N E T /TW A R E N  (Tai w an) 1 0/2 1 /08 - ‘W e bu i lt  i t ,  w h er e i s t h e t r af f i c? ’



H o w  D o  w e G et  T h er e f r o m  H er e?
� I P v 6  i n t e g r a t i o n  m u st  n o t a f f e c t  t h e  i n t e g r i t y  o f  e x i st i n g  b u si n e ss o p e r a t i o n s o n  t h e  I P v 4  n e t w o r k

E d u c a t i o n  &  Ca r e f u l  Pl a n n i n g  a r e  c r u c i a l
� H a r d w a r e  S u p p o r t – st a n d a r d  H W  l i f e c y c l e  p r o c e ss
� S o f t w a r e  a n d  se r v i c e s - R F I ’s &  R F P ’s a sk  v e n d o r s f o r  I P v 6
� I P  A d d r e ssi n g

IPv 6  p r e f i x  s u b s c r i p t i o n  f r o m  a  R IR  ( o r  IS P)
D e f i n i t i o n  o f  a d d r e s s i n g  s c h e m e  p e r  g e o g r a p h y
Po l i c y  f o r  a d d r e s s  a u t o -c o n f i g u r a t i o n  

� R o u t i n g  P r o t o c o l s
Ch o i c e  a s  o n  IPv 4  – k e e p i n g  t h e  l e a r n i n g  c u r v e  a s  m i n i m u m

� M a n a g e m e n t  &  S e c u r i t y
Mo n i t o r i n g  o f  IPv 6  t r a f f i c

� I n f r a st r u c t u r e  se r v i c e s
S t i l l  r e q u i r e s  d e v e l o p m e n t  w o r k  t o  o f f e r  IPv 4  p a r i t y



S u m m ar y
� C R I T I C A L  Q U E S T I O N : T r a n si t i o n  o r  N O T ? !
� F a c t s:
� O PE X  c an be h igh er du ring IPv4 -IPv6 transition p eriod
� R isk  of  servic e interru p tion
� Protoc ol is evolving – p otential issu es
� IPv4  address m anaging bec om es m ore c om p lex  every  day
� H ow  to m ak e p rof it w ith  IPv6
� …
� T h e  r i g h t  w a y :
� D e v e l o p  I P v 6  t r a n si t i o n  p l a n – p h ased ap p roac h
� M a k e  e q u i p m e n t  i n v e n t o r y
� I n v e st  i n  t r a i n i n g s 
� I P v 6  i s st a n d a r d  p a r t  o f  I P
� …



R ef er enc es

� Networkers I P v 6  S essi on s
� “I P v 6  T ra n si ti on  G u i d a n c e”,  F ed era l  C I O  C ou n c i l  A rc h i tec tu re a n d  I n f ra stru c tu re C om m i ttee,

h ttp : / / www. c i o. g ov / d oc u m en ts/ I P v 6 _ T ra n si ti on _ G u i d a n c e. d oc
� “T h e c h oi c e:  I P v 4  ex h a u sti on  or tra n si ti on  to I P v 6 ”,  J ord i P a l et,  

h ttp : / / www. i p v 6 tf . org / p d f / th e_ c h oi c e_ i p v 4 _ ex h a u sti on _ or_ tra n si ti on _ to_ i p v 6 _ v 4 . 4 . p d f



Q  a n d A





B a c k u p S li des



ipv6 u n ic a s t -r o u t in g
ipv6 c e f
!
in t e r f a c e  L o o pb a c k 0
ip a d d r e s s  2 0 0 . 10 . 10 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 5
!
in t e r f a c e  E t h e r n e t 0 / 0
D e s c r ipt io n  L in k  t o  C E 1
vr f f o r w a r d in g  G R E E N
ip a d d r e s s  17 2 . 16. 1. 2  2 5 5 . 2 5 5 . 2 5 5 . 0
ipv6 a d d r e s s  2 0 0 1: d b 8 : c a f e : 1: : 2 / 64
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!
in t e r f a c e  E t h e r n e t 2 / 0
d e s c r ipt io n  L in k  t o  C o r e  N e t w o r k
ip a d d r e s s  19 2 . 168 . 1. 1 2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
m pl s ip
!
r o u t e r  o s pf 1
l o g -a d j a c e n c y -c h a n g e s
r e d is t r ib u t e  c o n n e c t e d  s u b n e t s
pa s s ive -in t e r f a c e  L o o pb a c k 0
n e t w o r k  19 2 . 168 . 1. 0  0 . 0 . 0 . 2 5 5  a r e a  0

6 V PE 2



r o u t e r  b g p 10 0
n e ig h b o r  2 0 0 . 11. 11. 1 r e m o t e -a s  10 0
n e ig h b o r  2 0 0 . 11. 11. 1 u pd a t e -s o u r c e  l o 0
!
a d d r e s s -f a m il y  ipv4  � I n t e r n e t  R o u t e s
n e ig h b o r  2 0 0 . 11. 11. 1 a c t iva t e
n o  a u t o -s u m m a r y
n o  s y n c h r o n iz a t io n
e x it -a d d r e s s -f a m il y
!
a d d r e s s -f a m il y  vpn v4  � T o  6V P E 2
n e ig h b o r  2 0 0 . 11. 11. 1 a c t iva t e
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e x it -a d d r e s s -f a m il y
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20 0 1: d b8 : c afe: 3: : / 6 4

17 2. 16 . 1. 0 / 30
20 0 1: d b8 : c afe: 1: : / 6 4

a d d r e s s -f a m il y  vpn v6 � T o  6V P E 2
n e ig h b o r  2 0 0 . 11. 11. 1 a c t iva t e
n e ig h b o r  2 0 0 . 11. 11. 1 s e n d -c o m m u n it y  e x t
e x it -a d d r e s s -f a m il y
!
a d d r e s s -f a m il y  ipv4  vr f G R E E N  � T o  C E 1
r e d is t r ib u t e  c o n n e c t e d
n e ig h b o r  17 2 . 16. 1. 1 r e m o t e -a s  5 0 0
n e ig h b o r  17 2 . 16. 1. 1 a c t iva t e
e x it -a d d r e s s -f a m il y
!
a d d r e s s -f a m il y  ipv6 vr f G R E E N  � T o  C E 1
n e ig h b o r  2 0 0 1: d b 8 : c a f e : 1: : 1 r e m o t e -a s  5 0 0
n e ig h b o r  2 0 0 1: d b 8 : c a f e : 1: : 1 a c t iva t e
e x it -a d d r e s s -f a m il y

6 V PE 2
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20 0 1: d b8 : c afe: 3: : / 6 4
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6VPE1#show m p l s f or wa r d i n g
L oc a l   O u t g oi n g       Pr e f i x             B y t e s L a b e l    O u t g oi n g    N e x t  H op     
L a b e l   L a b e l or  VC    or  T u n n e l  I d       S wi t c he d       i n t e r f a c e               
16     Pop  L a b e l      19 2 . 168 . 1. 4 / 3 0     0              Et 2 / 0       19 2 . 168 . 1. 2  
17      16            19 2 . 168 . 1. 8 / 3 0     0              Et 2 / 0       19 2 . 168 . 1. 2  
18      Pop  L a b e l      2 0 0 . 12 . 12 . 1/ 3 2     0              Et 2 / 0       19 2 . 168 . 1. 2  
19      18             2 0 0 . 13 . 13 . 1/ 3 2     0              Et 2 / 0       19 2 . 168 . 1. 2  
2 0      19             2 0 0 . 11. 11. 1/ 3 2     0              Et 2 / 0       19 2 . 168 . 1. 2  
2 1     N o L a b e l       10 . 1. 1. 0 / 2 4 [ V]     0              Et 0 / 0       17 2 . 16. 1. 1  
2 2      A g g r e g a t e      17 2 . 16. 1. 0 / 2 4 [ V]   5 7 0            G R EEN       
2 5      N o L a b e l       2 0 0 1: d b 8 : b e e f : 1: : / 64 [ V]    \

5 7 0            Et 0 / 0       F E8 0 : : A 8 B B : C C F F : F E0 1: F 4 0 0
2 6     A g g r e g a t e      2 0 0 1: d b 8 : c a f e : 1: : / 64 [ V]    \

3 5 4 5 6         G R EEN       
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