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Branch Office Communication Challenges

Branch bandwidth 

growth 50% per year

Collaboration, Video

Number of branches 

growing 11% per year

Global

91% of employees 

work away from HQ

Mobile

Average number of

branch devices 

decreased from 7 to 5

Data Center Consolidation

62% of Enterprises    

adding new branches

Green

Global threats, compliance, 

physical security

Security
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Empowering the Branch with Cisco ISRs
What can ISR do today?

Integrated 
Security

Mobility

Unified 
Network 
Services

Application 
Intelligence

Connect to WAN
FR, ATM, Leased Line,
xDSL, 2/3/3.5G WWAN, 
Satellite

Secure Connectivity
Easy VPN, DMVPN, 

GET VPN, SSL VPN

Secure Network
L3-L7 Firewall, IDS/IPS, 

Content Filtering, NAC, FPM
Connect to LAN
L2 Switching with 

802.3af In-Line Power

Voice Services
IP PBX Functionality,

Voice Mail, Auto 

Attendant, SIP, Secure 

Voice

Optimize Application 

Performance

WAAS, NCE, PFR

Wireless LAN
Autonomous or Unified, 

Land Mobile Radio

Video Integration
Streaming, Caching, 

Video Surveillance

Outside the office Inside the office

3rd Party Applications
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Market acceptance for integrated 
services

Six Million
Routers Sold !
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Cisco 3845 Integrated 

Services Router

Competitive 

Overlay 

Appliances

Revenue Loss

Employee Productivity

Unplanned Downtime Losses

Planned Downtime Losses

Maintenance Contracts

Implementation Costs

NMS Costs

Facilities 
(Space, Power, Cooling)

Service Interoperability

Operational Efficiency

Systems Support

Investment Protection

Cisco ISR Service Integration -

Up To 70% OpEx Reduction 
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New 800 Series Platforms

Small Office and Teleworker 
Solution

With a variety of connectivity options, wide range of security features and voice 

support, the new 800 series provide a flexible solution for small branch office and 

teleworker environments.
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Cisco 880 ISR
DataðSecurityð

Wireless

Cisco 860 ISR
DataðSecurityð

Wireless

Small Business

ÁEntry-level Secure 
Routing Solution

ÁWAN: FE, xDSL

VDSL2* 

ÁOptional 802.11n

ÁBasic Security

Cisco 860, 880 Fixed Router Solution

Enterprise 
Teleworker, 

Small Branch, 
Small Business

ÁFull Featured 
Secure Router

ÁWAN: FE, 3G, 
G.SHDSL, ISDN, 
VDSL2*

ÁDual WAN Uplinks

ÁOptional 802.11n

ÁAdvanced Security

ÁCisco Unified 
Wireless Capable

Enterprise 
Teleworker,   

Small Branch

ÁVoice with 
survivability: 
four calls

ÁWAN: FE, 
G.SHDSL VDSL2*

ÁFour FXS ports for 
analog devices

ÁBRI, FXO ports for 
voice backup

ÁOptional 802.11n

ÁCisco Unified 
Wireless Capable

*Future

Cisco 880SRST 
ISR with Voice 
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Models Comparison and Evolution

Why Consider the New 
860/880 Series?

1. Increased performance 
and memory

2. 802.11n Wireless LAN

3. Unified Wireless 
Management

4. True WAN Backup 
with 3G

5. Ethernet and G.SHDSL

6. VDSL2/ADSL2+ 

Annex A, B and M  (Future)
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Typical Branch Office Deployments

1. Secure connection from HQ 

2. Security with VPN encryption, firewall, and IPS 

3. IT managers can centrally manage the remote site 
to quickly troubleshoot any network issues 

4. Business resiliency with  integrated 3G or 
ISDN backup

5. Integrated secure Unified WLAN connectivity

ÁWireless

ÁSecurity

ÁVoice

PCs 

Headquarters Location

Branch Office

POTS/ISDN/3G

IP Phone

A

Optionalð

PSTN/Cellular 

Backup 

Network

Internet

Secure  VPN

Analog Phone

FE/xDSL/3G

Printer

Fax

PCs 
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Small Retail/Hospitality Deployments

1. Point of sales 
transactions can use a 
variety of low-cost 
broadband access

2. Advanced security to 
comply with PCI and 
other data security 
requirements

3. Multiple services can 
be combined onto a 
single device for 
operational efficiency

4. Ease of remote 
management 

PSTN

and  Backup 

Network

Internet

SRST

POTS/

ISDN/

3G

POS Registers

Back Office 

PCs/Training PC 

IP Phone

Cisco 880 

ÁWireless

ÁSecurity

ÁVoice

Headquarters

Signage

V
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A Variety of Deployment Options

1. Enterprise Teleworkers

2. Small Healthcare Offices 

3. Lottery Machines

4. Gas Stations

5. Remote Sales offices

6. Bank ATMs

7. Remote Call Center Agent

8. Small Retail

9. Small Hospitality/Restaurants

10.Wireless HotSpots

17
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3G Wireless WAN Applications

1. WAN backup for Branch offices, 
Retail stores, Warehouses, Banks, 
Mall Outlets, etc.

2. Primary connectivity for Remote 
locations like Gas stations, 7Elevens, 
Lottery Kiosks, etc.

3. Telemetry applications for gathering 
data from remote sensors

4. Remote Banking and ATM machines

5. Mobile Applications, Portable 
communications Kit for Disaster 
Recovery and Temporary Sites

XBranch Office

Primary WAN 

failure

3G WWAN

as backup

Enterprises and Mobile Operators see 

WWAN dial backup as a viable alternative to 

ISDN 

Has been trialed successfully with external 

modem (non-integrated 2-box solution)

Can be more cost effective than ISDN 

Provides additional reliability compared to 

ISDN as Cellular infrastructure is serviced 

out of independent CO 
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3G Feature Highlights

1. Provides broadband WAN connectivity 
over High Speed 3G Wireless Networks

2. Sierra Wireless 3G ExpressCard form 
factor, with Aircard 597e (EVDO) and 
Aircard 880e/885e (UMTS/HSDPA) 

3. Cellular interface based on the async
serial interface and DDR in IOS

4. Diagnostic port

5. Modem based support for Mobile IP

6. Automatic best network selection 

EVDO RevA Â EVDO Rev0 Â 1XRTT

HSDPA Â UMTS Â EDGE  Â GPRS

Supported 880 

Series only

Á3G modem is bundled 
with the 3G SKUs

ÁIOS CLI based or GUI 
based  modem activation

ÁIndependent modem 
firmware upgrade

http://www.sierrawireless.com/product/expresscards.aspx

http://www.sierrawireless.com/product/ac597e.aspx
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Cisco Configuration Professional
For Cisco IOS Routers

ÁNew Graphical Tool 

Multi-device management

Delivered on CD with every ISR

Up to 10 devices in community

Up to 255 communities

ÁIntegration configuration of:

Routing, Security

Unified Communications 
Manager Express

Cisco Unity Express

ÁSmart Wizards for 

LAN, WLAN, and WAN

Firewall, IPS, and VPN

QoS, ACLs

One-Step Security Lockdown
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Cisco Accellerated WWAN/3G Solution

Mobile Network Optimization 
Solution for Branch Offices
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Cisco 3G Wireless WAN HWIC

ÁSupports latest CDMA and GSM

ÁSelects best network automatically

EVDO RevA Č EVDO Rev0 Č 1XRTT

HSDPA Č UMTS Č EDGE Č GPRS

ÁDelivers broadband data rates

ÁProvides embedded 3G modem

ÁCertified by over 65+ providers

ÁSupported on all modular ISRs

ÁIdeal replacement for ISDN

ÁTrue multipath backup link

External Antenna Options
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3G Wireless Limitations

ÁTypical properties of shared 3G wireless media

Fluctuating bandwidth

Asymmetric bandwidth

Propagation latency

High packet loss

3G Standard

Downlink 

Theoretical Data 

Rate (kbps)

Downlink 

Typical Data 

Rate (kbps)

Uplink 

Theoretical Data 

Rate (kbps)

Uplink Typical 

Data Rate 

(kbps)

Typical 1-way 

Latency (ms)

EDGE 236 100-130 124 60-80 250-300

HSDPA 3600 400-700 384 150-80 100-125

EVDO Rev 0 2400 300-800 153 70-90 125

EVDO Rev A 3100 450-800 1800 300-400 75-100
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Network Capacity Expansion Module

ÁImproves response time of all TCP 
applications running over the WAN

ÁIncreases WAN data rates 3-20 times

ÁIntegrates transparently with other 
network services and security

ÁLayer 4 compression in hardware

ÁSCTP-based TCP optimization

ÁBased on IETF standards

ÁSupported on all modular ISRs

Applications

NCE Aggregation

TCP
TCP

WAN

SCTPClients

NCE Interception

Remote Office Central Office

Cisco NCE Mitigates

ÁInsufficient Bandwidth
ÁAsymmetric Bandwidth
ÁPropagation Latency
ÁPacket Loss
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Cisco Accelerated 3G

Á3G connectivity provided by Cisco 3G HWIC

Á3G data rate accelerated by Cisco NCE module

ÁSecure connectivity provided by IOS IPSec VPN

ÁCombined solution transparently integrates into IOS

ÁAccelerated 3G supported on all modular Cisco ISRs

Higher data rates

Faster application 
response time

Better 3G experience

3G WWANHWIC NCE AIM
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Accelerated 3G Performance

3G Standard
Theoretical Data 

Rate (kbps)

Actual Data Rate 

(kbps)

Accelerated 3G

Data Rate (kbps)

Gain 

Factor

Wireline

Equivalent

EDGE 384 161 573 3.6 DSL

HSDPA 3600 436 1679 3.8 T1

EVDO Rev 0 2400 1007 4598 4.6 3xT1

EVDO Rev A 3100 1178 4692 4.0 3xT1

Mixed HTTP, FTP, Email Traffic Example

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

EVDO Rev A

EVDO Rev 0

HSDPA

EDGE

Data Rate (kbps)

Native 3G

Accelerated 3G

Accelerated 3G increases data rate 3-5 times over native 3G!
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Use case: Primary WAN Connection

ÁCost-effective alternative to T1/E1 or multi-T1/E1 links

ÁImproved 3G experience and application response time

ÁSecure access leveraging Cisco IOS VPN technologies

Cisco ISR w/ 
NCE

Cisco ISR w/ 
NCE and
3G HWIC

Mobile 
Packet Core

BTS

BSC/RNC

Remote Office

Central Office

IPSec VPN Tunnel

Internet Applications

Clients
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Use case: Backup WAN Connection

ÁHigh bandwidth backup to support large remote sites

ÁAccelerate both primary wired and backup 3G WAN link

ÁAutomatic switchover between primary and backup

Cisco ISR w/ 
NCE

Mobile 
Packet Core

BTS

BSC/RNC

Remote Office

Central Office

IPSec VPN Tunnel

Internet
Applications

Clients Private 
WAN

Cisco ISR w/ 
NCE and
3G HWIC
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Use case: Telemetry and Mobility

ÁEnables bandwidth intensive and interactive applications

ÁImproves application response time for higher user turn

ÁConnects single mobile station with multiple control sites

Cisco ISR w/ 
NCE

Cisco ISR w/ 
NCE and
3G HWIC

Mobile 
Packet Core

BTS

BSC/RNC

Central Office

IPSec VPN Tunnel

Internet Applications

Kiosks, Mobile
Or Temporary

Stations
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Accelerated 3G Is Integrated Into ISRs

ÁInteroperates with connectivity features like NAT/PAT, 
GRE, Routing Protocols, HSRP/GLBP, Multicast, QoS

ÁLeverages security features like Firewall, IPS, AAA and 
IPSec VPNs on router

ÁSupports seamless WAN switchover using IOS backup 
interface or object tracking

ÁNCE provides ability to optimize TCP traffic on both 
primary and backup WAN interfaces

ÁSingle box solution with simple and fast configuration

1841 3800 series2800 series
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Accelerated 3G Solution Offer

ÁAccelerated 3G Solution Guide available at cisco.com

Performance Results

Deployment Guidance

ÁUpcoming Accelerated 3G bundles

Cisco 1841, 3G HWIC, AIM-TPO-1, Adv Sec or IP Base IOS

Cisco 2801, 3G HWIC, AIM-TPO-2, Adv Sec or IP Base IOS

Cisco ISR
ISR 

Configuration
Cisco 3G HWIC Cisco NCE Cisco IOS Image

Cisco 1841 Default HWIC-3G-GSM
AIM-TPO-1 (recommended)      

or AIM-TPO-2

IP Base or                             

Adv Sec (recommended)

2800 Series Default HWIC-3G-GSM
AIM-TPO-1 or                

AIM-TPO-2 (recommended)

IP Base or                             

Adv Sec (recommended)

3800 Series Default HWIC-3G-GSM AIM-TPO-2
IP Base or                             

Adv Sec (recommended)
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Performance Improvement and Features

Addressing WAN Performance Challenges
L
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ÅManagement

ÅApplication Acceleration

ÅTCP Acceleration

ÅCaching

ÅCompression

ÅTCP Optimization

ÅCompression

ÅContention Avoidance

ÅOptimal Path Selection

Appliance

Network Module

Client SoftwareAIM ModuleIOS
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Cisco Virtual Office

Secure Remote Workplace 
Solution
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What Is Cisco Virtual Office?

1. Cisco Virtual Office is an end-to-end solution for employees that 
work in remote locations including branch and home offices

2. The solution features office-caliber end-user experience 
with voice, video, wireless, and real-time data

3. Integrated security protects the employee and the corporate network

Internet

Family (Internet 
Access Only)

Employee 
(Corporate 
VPN Access)

Management

Corporate 
Campus

Cisco Unified 
Communications 
Manager

Redundant 

Converged 

VPN Gateways

Cisco Virtual 

Office Router
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Cisco Virtual Office
Environmental Sustainability

Á Reducing fuel 
consumption

Á Reducing congestion

Á Saving energy

Á Office real estate 
and IT costs

Á Improving air quality

Á Reducing carbon footprint
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Layered Identity

Á802.1x and authentication proxy

ÁPKI: Router, phone, and PC 
certificates, eTokens

ÁIntegrated CA with auto-enrollment 
and PKI-AAA

ÁDomain isolation (spouse and kids, 
phone, and employee)

ÁStolen or hacked device lockout

Zero-Touch Deployment

ÁZTD for IT: Factory default to end 
user, automated call home, 
authentication and config pull

ÁZTD for end user: Prestaging

ÁAlways-on management tunnel

ÁCentralized policy push and software 
image updates

ÁScalable job management

Converged VPN

ÁDMVPN hub-and-spoke and spoke-
to-spoke 

ÁEasy VPN (IPSec VPN software 
client interoperability)

ÁEnhanced Easy VPN with per-tunnel 
QoS

ÁSSL VPN full tunnel with Cisco 
Secure Desktop

ÁHigh availability and dial backup

Threat Control

ÁAdvanced firewall

ÁIPS

ÁContent filtering

ÁFPM

ÁACT, TMS, and mitigation rules

Voice and Video

ÁIP phones and softphone

ÁDual-mode cell phones with 
SIP and Skinny Client Control 
Protocol clients

ÁCisco Unified Video Advantage and 
Cisco Unified IP Phone 7985G

ÁCisco IP/TV®, Skinny video, H.323

ÁQoS and IP Multicast

Wireless

ÁWireless access point

Á802.11a/b/g

ÁWEP, WPA, and WPA2 for enterprise 
and personal

ÁCisco Secure Services Client 
with 802.1x

IP Phone Video Phone

Cisco Virtual Office
Technology at a Glance

Cisco Unified Personal 

Communicator

Wireless 

IP Phone

UVA
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Cisco Virtual Office Architecture

Á Remote routers can be shipped 
directly to end user with factory 
defaults or staged

Á Strong PKI security 
authenticates remote devices

Á RSA keys for management 
and converged VPN tunnels 
are separate

Á Converged VPN to corporate 
network features active 
secondary tunnel to facilitate 
instant failover

Á Architecture allows for 
outsourcing of NOC to separate 
IT entity

Á Management tunnel stays up, 
allowing centralized push of 
policy changes

Á Spouse and kids are on 
separate network with access 
only to Internet

Á Mobile access is available 
from hotspots

SDP Server or 
Management 

VPN Gateway

Cisco 
Configuration

Engine

ACSCA
Server

Secure 
Wireless 

Router

Redundant 

Converged 

VPN Gateways

Small Offices 

and Teleworkers

Aggregation

Mobile Users

ManagementðNOC

Corporate 

Network

Public 
Hotspots

Cisco 
Security 
Manager
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Cisco Virtual Office Architecture
Small Offices and Teleworkers

ÁVLAN assignment is separate 
for corporate and family 
endpoints

ïAccess to corporate tunnel is based 
on IEEE 802.1x authentication

ïNon-authenticated users, or those 
connected to non-trusted VLAN, 
have Internet access only

ïVoice VLAN allows IP phones to 
bypass 802.1x authentication

ÁCisco DMVPN with advanced 
QoS and IP Multicast 
integration provides secure 
transport, facilitating voice 
and video applications

ÁWi-Fi or LWAPP protocols 
offer EAP-FAST, PEAP, TLS, 
WEP, WPA, and WPA2
authentication mechanisms

Connected to a 

Separate Network

Employee Spouse

and Kids

Cisco 881,

871, or 1811

ISP

Headquarters

Internet

VPN 

Tunnel
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Cisco Virtual Office Architecture
Management: Network Operations Center

ÁCisco Security Manager is the central policy-
based management application to control the 
Cisco Virtual Office

ÁSecure device provisioning (SDP) server:

ïServes as the management gateway, and 
authenticates and registers new devices ñcalling homeò

ïTerminates management tunnel, allowing NOC to 
access remote device securely

ÁCisco Configuration Engine is always 
available for remote sites to pull policy 
updates, Cisco IOS Software upgrades, and 
configuration changes, as and when they 
come online; takes Cisco Security Manager 
out of the area of vulnerability

ÁCisco IOS Certificate Authority (CA) Server
reduces the need for complex management 
of preshared keys

ÁCisco Secure Access Control Server (ACS)
(optional) is an AAA server that authenticates 
and authorizes profiles based on users, hosts, 
routers, wireless, 802.1x, etc.

SDP Server or 
Management
VPN Gateway

ACSCisco 
Security 
Manager

Cisco IOS 
CA Server

Cisco 
Configuration 

Engine

Spoke 
Router

Management: 
Outsourced or In-House NOC
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Cisco Virtual Office Architecture
Mobile Users

Voice:
ÁPC-based office telephony through 

Cisco IP Communicator (softphone)

ÁDual-mode phones (SIP or Skinny 
Client Control Protocol): When the 
phone is registered with the Cisco 
Communications Manager, work calls 
ring directly at the mobile phone 
(no call forwarding)

Á iPhone: Applications 
are encrypted

Data:
Á IPSec VPN client with integrated firewall

ÁSSL VPN (full tunnel) with ability to 
restrict access to specific applications

ïMobile workers (e.g., insurance agents) 
donôt need to install VPN client on their 
laptops: AnyConnect VPN client is 
downloaded automatically

ÁConferencing and collaboration through 
Cisco MeetingPlace® conferencing

Headquarters

VPN 

Tunnel

Hotel

Coffee ShopAirport

Mobile User in Hotspot:

Voice and Data Access

Internet
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Broadband
Modem

Cisco
Virtual
Office 
Router

VPN
Headend

256 or 384K
Ethernet or  

Fast Ethernet

Broadband

1M/1.5MEthernet High-Bandwidth Link

VLAN + QoS 
Marking

Traffic ShapingCBWFQ

Spouse
and Kids

Hardware 
Encryption

Teleworker

Cisco Virtual Office
Ensuring Voice and Video Quality

Feature Benefit

Hardware Encryption Lowers latency and jitter

CBWFQ and LLQ (QoS) Prioritizes VoIP packets

Traffic Shaping (QoS) Adjusts to speed mismatch

NBAR QoS Marking
Prioritizes corporate traffic over 
peer-to-peer, games, etc.
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Cisco Virtual Office
Zero-Touch Deployment

ÁEnd user requests Cisco Virtual 
Office service; gets approval

ÁUser profile loaded on AAA, 
DNS, and CSM (phone no., 
Cisco Unified Communications 
Manager cluster, ...)

ÁCSM generates user configuration 
and stages deployment job in 
Cisco Configuration Engine (CE)

ÁCE waits for end-user router to 
call home

ÁRouter and phone shipped to end user 
with factory defaults

ÁEnd user opens shipment and 
completes simple setup: plug in Cisco 
Virtual Office router and phone, type 
the SDP server URL

ÁSDP server authenticates 
router and user through AAA

ÁSDP server obtains bootstrap 
configuration from CSM and 
sends it to Cisco Virtual 
Office router

ÁCisco Virtual Office router is now 
able to build IPSec tunnels to data 
VPN gateways

ÁCisco Virtual Office router builds 
IPSec tunnel to management 
gateway, gains access to CE

ÁCE pushes full configuration, 
including certificate, to Cisco 
Virtual Office router
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1 2 3

4 5
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6
HQ


