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Cisco IP NGN Architecture
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ISG for Wireless Mesh Access
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Services / Use Cases:

Public Access — Web-login & EAP Auth
Municipal Services - AMR

Open Garden

Location Based Services

Wholesale

Pre-paid (volume & time-based)
Idle-Timeout




Outdoor

Wireless Mesh
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Solution Components

Bandwidth
Monitoring and
Management

Policy Definitions

Subscriber
Database
Management

Billing and OSS

Reliable

Wireless Mesh
Management
System enables
network-wide policy
configuration

and device
management

SNMPv3, Syslog,
IPSec, AAA, etc.

Handles RF
algorithms and
optimization

Seamless L3
Mobility

Security and
Mobility control

Image Managemen

Industry-Proven Devices at Every Layer

= Serves as “Root”

AP to the wired
network

Typically located o
roof-tops or towers

Connects up to 35
Mesh APs using
802.11a

802.11b/g
client access

Connects to Root
AP via 802.11a

AC/DC power,
PoE capable

Ethernet port for
connecting
peripheral devices




Cisco Unified Wireless Network
Product Description

Indoor Access Points Access Points

1130AG 1121BG

Indoor Rugged Access Points

» " 1250
AGBN ' 12306 .

1240AG

Benefits
= Up to 1500 APs per Cat 6K chassis

= Cost-effective solution for main,
branch, and remote campuses
as well as SMB

= |deal for data, voice, and video

» Wired and wireless integration



Cisco Unified Wireless Network
Product Description

Wireless LAN Controllers Network Unification

Cisco Catalyst® 6500 Series Wireless
Services Module (WiSM)

Benefits
= Up to 1500 APs per Cat 6K chassis

= Cost-effective solution for main,
branch, and remote campuses
as well as SMB

Cisco Catalyst = |deal for data, voice, and video

Integrated Services 3750G Integrated

Routers WLCM WLC Switch » Wired and wireless integration




Fully Integrated WCS Mesh Management
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Running Ping Test
Controller IP Address 172.19.28.44
Destination huck-map-1 1.9.116,108

Running Link Test

Controller IP Address 172.19.28 45
Source mesh-45-mapl 00;0b:85:71:1b:50
Destination mesh-45-rapl 00:0b:&5:5fifa:fo
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Test Results

Controller IP Address

Destination huck-map-1

172.19.28.44
1.9.116.103

send Count
Received Count

Maximum Time Interval

10
10

1 mSec

Controller IF Address
Source mesh-45-mapl
Destination mesh-45-rapl

Packet Error Rate

Packets Sent

Packets Received

Good Packets Received
Duplicate Packets Received
Big Packets Received

CRC Short Packets Received
PHY ERR Packets Received
CRC ERR Packets Received
Average SNR (dB)

Highest SNR (dB)

Lowest SNR (dB)

Average Noise Ratio (dB)
Highest Noise Ratio (dB)
Lowest Noise Ratio (dB)
Average RSSI (dBm)
Highest RSSI {dBm}

Lowest RSSI {(dBm}

172.19.2645
00:0b:85:71:10:50 ‘
00:0b:85:5f:fa:f0 |
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roll over

Neighbor AP
Information

Ping Test from
Controller to AP

Link Test from
AP to AP




Google Earth Map shows Mesh APs

= Google Earth Pro
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Self-Organizing Wireless Mesh
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Reliability and Failover




Kuggedaizea vesh AFS TOr tne
Most Challenging Environments

Wind Loads
Sustained Winds: 100 mph
Wind Gusts: 165 mph

Environmental Ratings
IP67 and NEMA4X
—40 to +55°C (—40 to +131°F) plus Solar Loading
Humidity 0 ~100%

Safety
UL/EN/IEC 60950
CAN/CSA-C.22No 60950

Radio Approvals (FCC Part 15.247, 90.210)
EMI and Susceptibility (FCC Part 15.107, 15.109)
Federal Compliance (FIPS 140-2)
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Service Exchange Framework
Customized Service Delivery

£ Network Attachment

= Network requirements for service  Service Subsystem®

delivery 1. Gather, track
: . and interpret
|dentify subscriber session . .
- -g= “Resource Access
Apply Services and Rules dentitiors Control Subsystem”
based_on identity, location, 5. Apply network policies per
behavior and request session to allow “per

Account for subscriber activity g:?\fiﬁ';"? ?:;::‘s,is‘;:?;f the

and events network

= Subscriber Session: tracked set of
parameters (identifiers) which
uniquely identify any subscriber

= Network Policies: pre-defined set of
Rules, Conditions an¢' *atia=a

determining the beha Subscriber Service



Session Types

Different classification modes for different subscriber
traffic patterns :

= PPP sessions encompass all traffic received on a PPP
connection

= |P sessions encompass all traffic received from a single
IP or MAC source address

= |P subnet/range sessions represent a subnet of /P
hosts

= |nterface sessions encompass all traffic received on a
particular physical or virtual interface



A. User Self Subscription (L4 Redirect)

Portal VolP
Address Policy PDP _~ Video
Presence Management Repository Reglstra ion | A—
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Subscriber / Servi£e Control

Applications / Services

1. New session identified by ISG

2. 1SG applies L4 redirect to redirect user to
Web portal

3. Portal captures credentials, authenticates
user

4. PDP confirms subscription and pushes
user and service profile; ISG removes L4
redirect for session

5. User now has Internet access




B. Bandwidth-on-Demand (Time Based)

Portal VoIP

Address PDP Policy @ = Video

Presence Management AAA Repository Reg|5tra o A—
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Applications / Services

1. User logs in to web portal and requests
additional bandwidth
Example: 10Mbps/256kbps downstream/
upstream, non-metered service for 2 hours

PDP confirms subscription

PDP pushes new QoS policy to PEP
New policy applied

On timeout, ISG (as self-contained PDP-
PEP) reverts to default service

ORhOwN



C. Usage-based Service

Portal VolP
Address PDP Policy @ = Video
Presence Management AAA Repository Reglstra i
-

Applications / Services

1. User logs in to web portal and requests
asymmetrical 2Mbps/256kbps usage based
service with 1GB quota

PDP confirms subscription

PDP pushes new QOS policy to PEP - PEP
applies to the user session

PDP tracks usage quota based upon received
accounting from PEP

Upon quota expiration, PDP pushes exception
QOS policy to PEP — session may be redirected
to portal for user to request additional quota

ISP
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What Is “Service Control”?

Application Awareness Stateful Deep-Packet
Application Inspection

Programmability to Support Service Sl ST Tl Subscriber State Management
New Applications and New Velocity NGNS —Per-Subscriber BW
Busi Requi t

usiness Requirements Technology m?:;girgﬁr:;ig;c:&%nsd 0SS
Integration)

Application Session-Level
Bandwidth Shaping, Blocking,
Redirecting (HTTP, RSTP, SIP) Real-Time Control

Key Differentiators:

= High performance: Application-level management and control at multi-Gigabit speeds without
impacting data network experience

= Transport agnostic: Works with any network and enables QoS-based service delivery

= OSS integration: Open APIs for seamless integration with OSS layer (for example, policy
service, AAA, etc.) for service delivery
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