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F r a m e  
R e l a y
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L e a s e d  L i n e

M o b i l e  U s e rM o b i l e  U s e r

B r a n c h  B r a n c h  
O f f i c eO f f i c e

PSTN

Closed NetworkClosed Network
Te l e c o m m u t e rTe l e c o m m u t e r

Most security devices were designed to secure networks like this

C ha ra cteristics
•Isolated and trusted 
env i ronm ents
• S ec ure th e f ew  p ub li c  
W A N  c onnec ti ons
• S ec ure h osts w i th  
A nti -V i rus
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C ha ra cteristics
• D i stri b uted Internet 
c onnec ti ons to sec ure
• N eed to op en up  data 
c enters f or m ore 
ub i q ui tous ac c ess
• D ram ati c  i nc rease i n 
em p loy ee m ob i li ty
•Inc reased use of  new  
c am p us tec h nolog i es 
li k e W L A N  &  IP T  th at 
p rov i de m ore netw ork  
ac c ess m eth ods
• G row i ng  dam ag e due 
to v i ruses &  w orm s

B ut networks of  2 0 0 0  a re cha nging a nd security dem a nds a re dif f erent 
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W i reless L A NW i reless L A N
Networked 

H om e
Networked 

H om e

R ou ti n gR ou ti n gS wi tc h i n gS wi tc h i n g
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Q12. What are the top three security challenges facing your company d uring the nex t 18  months?  ( b ase:  4 7 7 )
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Q13. Which three of the following aspects of your company’s security initiativ es are you most comfortab le with?  ( b ase:  4 7 7 )
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Monitoring
Ne e d  t o  m o n i t o r
m u l t i v e n d o r  
n e t wo r k s

C onf igura tion
H o w t o  r a p i d l y  d e p l o y

n e w p o l i c i e s

Mitiga tion
H o w t o  u s e  n e t wo r k
t o  e l i m i n a t e  t h r e a t s

A uditing
H o w t o  a u d i t  a g a i n s t

b e s t  p r a c t i c e s

A na lysis
To o  m u c h  m e a n i n g l e s s

r a w d a t a

I dentity
H o w t o  c o n t r o l  a c c e s s
t o  n e t wo r k  a s s e t s —
wh o  c a n  d o  wh a t

S erv i c e P rov i der

S M B

E nterp ri se

M i d-M ark et
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Today’s  W or k  E n v i r on m e n t  
I s  C h an g i n g

More Data Is Lost or Stolen*
*A ttritio n. o rg D ata L o s s  A rch iv e and  D atab as e 

C ol l ab or at i on  i s  a B u s i n e s s  
A dv an t ag e

I n c r e as i n g  R e g u l at or y an d 
G ov e r n an c e  P r e s s u r e s
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Q :  Y ou  i nd i c ated  th at y ou  u se 
y ou r c om p any -i ssu ed  
d esk top  or noteb ook  
c om p u ter f or p ersonal 
m atters.  P lease i nd i c ate 
w h at ty p es of  p ersonal 
ac ti v i ti es y ou  c ond u c t on a 
reg u lar b asi s:  f or ex am p le,  
at least onc e p er m onth .  
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32%

1 3%

6 %

1 %

5 6 %

6 %

C o - w o r k e r s

F a m i l y  M e m b e r s

B u s i n e s s  P a r t n e r s

F r i e n d s

P e o p l e  I  D o  N o t  K n o w

I  H a v e  N e v e r  A l l o w e d  O t h e r  P e o p l e  t o
U s e  M y  C o m p u t e r  W i t h o u t  S u p e r v i s i o n

A m ong  E nd U sers T otal

E v e r y o n e  A l l o w s  O t h e r s  
t o  U s e  T h e i r  C o m p a n y -
I s s u e d  C o m p u t e r :  4 4 %
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2%

0 %

1 %

9 %

3 7 %

4 3 %

4 %

4 %

Everyday

A  f e w  t i m e s  every w eek

O n c e  a  w eek

A  f e w  t i m e s  every m o n t h

O n c e  a  m o n t h

A  f e w  t i m e s  p er year

O n c e  a  year

N ever

A m o n g  I T
T o tal

Only 16% of IT say their 
c om p any’s IT p olic y is 
ev alu ated  onc e a m onth 

or m ore often
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� T e l e P r e s e n c e  /  V i d e o  /  I M  /  E m a i l
� M o b i l i t y
� W e b  2 . 0  /  W e b  S e r v i c e s  /  S O A

Collaboration and Communication

T h e  N e w  T h re at E nv ironme nt
� T h e  E r o d i n g  P e r i m e t e r
� S p a m  /  M a l w a r e  /  P r o f i t -D r i v e n  H a c k i n g  
� D a t a  L o s s  a n d  T h e f t

T h e  B us ine s s  I mp act of  S e curity
� I T  R i s k  M a n a g e m e n t
� R e g u l a t o r y  C o m p l i a n c e
� S e c u r i t y  a s  B u s i n e s s  E n a b l e r
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http://www.csoonline.com/read/080106/col_ponemon.html

W h at i ntellec tual p rop erty  c reates th e 
g reatest ri sk  to y our org ani z ati on i f  
lost or stolen?  ³

W h at b usi ness c onf i denti al 
i nf orm ati on c reates th e g reatest ri sk  to 
y our org ani z ati on i f  lost or stolen?

http://www.csoonline.com/read/080106/col_ponemon.html
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P revent sensitive data f rom being sent to unauth oriz ed parties,  w h ich  can occur by selecting th e w rong attach ments or sending to th e w rong email distribution list or recipients.
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P rotect against data th ef t and conf idential and private data loss th rough  unauth oriz ed users accessing internal netw ork s th rough  an insecure w ireless inf rastructure.
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P revent sensitive data f rom being transf erred to removable media,  such  as th umb drives,  U S B  stick s,  or C D ’s.
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P revent sensitive data f rom being copied and pasted to ex ternal-f acing applications,  such  as blogs,  social netw ork ing sites,  or instant messaging.
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P revent databases or back -end systems f rom being accessed by unauth oriz ed users,  w h ich  can result in stolen private data or conf idential inf ormation.
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P revent data loss f rom lost or stolen tapes or storage devices by encrypting sensitive inf ormation.
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P revent data loss f rom unauth oriz ed access to w eb applications.
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– ���� �� � �	�� �� ��� 	� �� 2� ���' 	�� � �� � �. 	�� � $ 	��	� ����2�� � �	�� �� % � � �� 	8A � � 9	�� � �� � �	��	
� B ? 	��' 	� �� � ��' 	� �C �� � � ��. 	* $ � � $ 	���	�� � ��	' ��� � ��' 	� �	� �� ��� �% � ��	�� ���	
� ��' � � 	� ��' 	� �� ��� �� � ��	1 � �	� �� 	�% % �� � �� � ���0

– ���� �� � �	� ��� 	� $ �	����	�� 	����� � � 1 �	' �� �. 	�� � $ 	��	� ��' � � 	� ��' �. 	% ���% ��� 	�� � � ���. 	
��	��� � ��	��� � �� �  	�� � � ���	�  	� ��� � ��� �� 	��' 	� � �� ��� �� 	�� � � �� �' 	� ��� � � � 0
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�  ���� �� � ���
“O u r r e s e a r c h  p r e s e n t s  a n  o p p o r t u n i t y  t o  e v o l v e  
s e c u r i t y  t o w a r d  a  m u c h -n e e d e d  c o m b i n a t i o n  o f  
e d u c a t i o n ,  p o l i c y ,  a n d  t e c h n o l o g y . ”

J o h n  N .  S t e w a r t ,  C h i e f  S e c u r i t y  O f f i c e r ,  C i s c o

Recommendations

• I d e n t i f y  d a t a  t h a t  n e e d s  t o  b e  p r o t e c t e d
• D o n ’t  a s s u m e  e m p l o y e e s  k n o w  w h a t  d a t a  t o  p r o t e c t
• K e e p  i n  t o u c h  w i t h  e m p l o y e e s ,  u n d e r s t a n d  t h e i r  j o b s
• P r o v i d e  s e c u r i t y  e d u c a t i o n  e v e r y w h e r e
• I n t e g r a t e  a l l  c o r p o r a t e  e n t i t i e s  i n t o  s a m e  s e c u r i t y  
c u l t u r e  
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