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SUN TV
THE ART OF*'WAKR

If you know the enemy and know
yourself, you need
not fear the result of a hundred battles. If
you know yourself but not the
enemy, for every victory gained you will
also suffer a defeat. If you know
neither the enemy nor yourself, you will
succumb in every battle.
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Cybercrime costs biz more than physical crime -

Lock up your servers, thar be hackers about
By John Leyden — More by this author

Published Thursday 16th March 2008 12:16 GMT
White Papers - Download them for free from Reg Research

Cybercrime is more costly to businesses than physical crime, according to a recent IBM survey of 600 US
businesses. Lost revenue, wasted staff time dealing with IT security attacks and damage to customer goodwill
were rated as a bigger problem than conventional crime by 57 per cent of firms in the healthcare, financial, retail
and manufacturing industries. Respondents in the US finance industry (71 per cent) were the most concerned
about the threat of cybercrime.

Almost three-quarters (74 per cent) of the L% ClO (chief information officer) respondents to IBM's telephone poll
reckon the threat of information security attacks originating from insiders is a significant risk. Most (84 per cent)
reckon technically sophisticated criminal groups are replacing lone hackers as their principle adversaries.
Businesses tend to put more responsibility on law enforcement agencies (61 per cent) to combat organised crime
than consumers. A recent IBM consumer survey revealed that 53 per cent of Americans hold themselves most
responsible for protecting themselves from cybercrime, while just 11 per cent felt it was the job of federal lawy
enforcement agencies. Only four per cent of consumers held local law enforcement agencies responsible.

According to the IBM survey, 83 per cent of US organisations
believe they have safeguarded themselves against organised
NEC Computers, vour accredited Catalist IT cybercrime bu.t most .con(.:entrated on upgrading virus software
supplier (73 per cent), improving firewall defences (69 per cent) and
Implementing patch management systems (53 per cent).

Technology White Papers - Download them for
free from Req Research IBM said these procedures are a necessary first step but fail to
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The good news is cybercrimes targeting Reprints ’

businesses are at their lowest level ever, according to the
Computer Security Institute (CSI). The annual CSI/FBI
Computer Crime and Security Survey noted that the average
loss per cybercrime incident in 2005 was about US$250,000.

Virt

wv advertisement

Free Security Software

Man

Get the tools yvou need to stop adware and viruses from these expert resources.

(One visit to the Computer Crime and Intellectual Property Section of the U.S. Department of
Justice's Web site offers an eye-opening glin'J;:use into the world of cybercrime.

Case after case details how the Feds are cracking down on cyber-criminals, defendants are
pleading guilty, and the judged are being sentenced to prison.

Out of Control

Despite aggressive law enforcement efforts, howewver, experts say
cybercrime is growing at a rampant pace; a pace that rivals drug

M eet trafficking.

GOogle Cybercrime includes such illegal activities as child pornography, stock
C| k t manipulation, software piracy, and extortion —-- and security experts
1E€CKOUL. expect those activities to multiply as technology becomes more

pervasive in dewveloping countries.

Find out what
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Blackmail by DDoS
By John Leyden

Published Wednesday 12th November 20032 20:95 GMT

Security White Papers - Download them free from Reg Research

Eastern European crime syndicates are using threats of computer hacking to extort pay-offs

from UK online businesses.

ISWEI

R

Organised criminals are using distributed denial of service (DDo0S) attacks to force online
bookmakers, retailers and payment providers into protection rackets, according to the lead
story in today's Flnanclal Times. The FT reports that the attacks have cost the companies
involved "millions of dollars in lost business" and exposed them to extortion.

SPONSORED LINKS

Technology White Papers - Download them for
free from Reqg Research

Free spyware scan to find out whats lurking on
yvour PC

NEC Computers, yvour accredited Catalist IT
supplier

UK IT recruitment specialists - Jobsite

A L. = 1 1Al 1 1 =1 I R 1 -dl

Britain's National Hi-Tech Crime Unit
(NHTCU) is investigating a case where
one betting firm was brought down by
an attack prior to receiving a threat that
It would be attacked again "unless tens
of thousands of pounds were paid”,
according to the ~7T. The gang behind
the threats are believed to be based in
Eastern Europe.

lan Morris, founder of security integrator
Fauip Technoloay told the T that it
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Researchers hack Wi-Fi driver to breach laptop

One of many flaws found allowed them to take over a laptop by exploiting a bug in an 802.11 wireless driver

By Robert McMillan, IDG News Service
June 21, 2006 E-mail Printer Friendly Reprints g Slashdot Ht!

Security researchers have found a way to seize control of a laptop computer by manipulating buggy code in the system's wireless
device driver.

The hack will be demonstrated at the
FreelTresource upcoming Black Hat USA 2006
Free White Papers, Trialware conference during a presentation by
and more David Maynor, a research engineer with
Internet Security Systems and Jon
Sponsored by Symantec | g|ich, a student at the U.S. Naval
postgraduate school in Monterey,

California.
FreelT resource

InfoWorld Podcast: Interview Device driver hacking is technically
with log management expert challenging, but the field has become
Dominigue Levin. more appealing in recent years, thanks

in part to new software tools that make
Sponsored by Loglogic | jt easier for less technically savwy
hackers, known as script kiddies, to
attack wireless cards, Maynor said in
an interview.

The two researchers used an open-source 802.11 hacking tool called

LORCORN {(Loss of Radio Connectivity) to throw an extremely large

number ofwireless packets at different wireless cards. Hackers use this technique, called fuzzing, to see ifthey can cause programs to
fail, or perhaps even run unauthorized software when they are bombarded with unexpected data.

Using tools like LORCORN, Maynor and Ellch were ahle to discover many examples of wireless device driver flaws, including one that
allowed them to take over a laptop by exploiting a bug in an 802.11 wireless driver. They also examined other networking technologies
including Bluetooth, Ev-Do (EVolution-Data Only), and HSDPA (High Speed Downlink Packet Access).
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Blackjacking - Owning the Enterprise via the Blackberry
Presented at Defcon 14 - Las Yegas, N¥ 2006

Jesse D'Aguanno
jesse [at] praetoriang.net

Abstract:

esearch in Motion's Blackberry technology la:: quickly become the defacto standard For executives and technical personnel alike to maintain
unteathered remote access to critical data, Often regarded as inherently secure, most administrators deploy this solution without a Full
understanding of the technology or risks involved,

This presentation will demonstrate how an attacker could utilize many typical corporate blackberry deployments to directly attack machines on
the internal network—behind your perimiter defenses! The tools and source code presented will be available for attendees. Techniques for
reducing the risks associated with this technology will also be presented.

Materials:
Presentation Slides Blackberry Attack Toolkit (Including BBProxny)

Download Download

NOTE: This link is now active!

mcludmg Bluetooth E'-.r-Do (EVolutlbn Drata Only) 7énd 7IV—ISDPA (ngh Speed DownlmkrPatizket Access)
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—

including Bluetooth, Ev-Do (E\}oldtio;ﬁ-D:ata Only), and HSDPA (High Speed Downlink P’acket Access).
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including Bluetooth, Ev-Do (Evolution-Data Only), and HSDPA (High Speed Downlink Packet Access).

Tuesday, March 3,2009



) Zone-H.org - Web defacements 2007 in sharp decrease (-37%). Is it a good news or bad news? - Mozilla Firefox

Fle Edit \View Hstory Bookmarks Tools Help §J v

@)

fi‘ H hittp:{fww.zone-h, orgjconkentfview(14940/1/ | ¥ [}. [Q'

_| ABAC@TRADE - Pregl... [1] Abacus dedalica- pr... [B Currency Charts

) Disable~ /3 Cookies* | €55+ - | Forms» ™ Imagesw ) Information~ ' Miscellaneous~ o/ Outine~ 2 , Resize~ . Tools* 42 View Sourcev -~ Options™

w SignupShield 0 Fill-in B Save Form @ 1-Click Sign-in

H Zooe-H.0rg - Home Q The Register: Security News and View. .. H Zone-H.org - Chinese cyberwarriors o... H 2one-H.org - Web defacements 2...
VA QUALAD. JVEY VI wWinen . . . "
1775 single ip and 7250 mass Q@ Scotland Yard careers web site defaced @ Chinese cyberwarriors onthe rise?
defacements .
WEB DEFACEMENTS 2007 IN SHARP DECREASE (-37%). 1S IT AGOOD NEWS OR BAD NEWS? N
Should Zone-H continue oot O O O O @ pest! Rote

mirroring  defacements?
(floods will be purged)

() Yes, it's useful
(O No, it's useless
Vote| | Resuls
M MEN
Home
Digital Warfare
Geopolitics
Tsec News
Tsec Advisories
Test Drive
360°
Digital Attacks Archive
Zone-H events
Publications
Zone-H FriendsiPartners
Contact Us
Search
Download Area
Zone-H forum
About this website

Wiitten by Roberdo Preatoni

Friday, 21 March 2003

Ye recently published the 2007 statistics based on the data collected by Zone-H. One of the most interesting fact is
the sharp decrease (-37%) of the aftacks compared to the atiacks reported the previous year. In fact, while in year
2006 we filed 752,361 attacks, in year 2007 the reported attacks were *only" 430,905. Since the end ofthe 90s, when
the first mirror archives (Alldas, Safemode, Afirifion) started o track wehsite defacements, this is the first ime ever
thatthe trend is showing a negative figure.

Jsually from year to year, we were used to see an average increment of about 30% (inyear 2005 the repored attacks
were 433 840).

'S this a2 good news or a bad news? Cenrainly website defacements are loosing popularify. A few years ago a
Microsoft defacement would have hit the news, today there's no more hype among journalists in reporting such fact
YVe justgotusedto it, penod

The interesting question is: ifthe Internet user-base is getling larger and larger and ifthe systems are getting weaker
and weaker, why the website defacements are decreasing by strong figures?

We do have an answer and to explain It 10 you we have to go back with our memories in year 2005

At that time and before, wehsite defacement was mainly a Brazlian business where hundreds of Brazilian crackers groups were causing
havoc to the web. Theywere all coordinating between each other using the most famous Brazilian IRC network, called Brasnet. One day in year
2005, the Brazilian police seized the logs of the conversations between the Brazilian defacers and started to distribute punishments to some
ofthem. The reaction was guite immediate: most of the crews quit their own IRC Brasnet channels, some of them decided 1o quit defacing and
some of them moved to different servers, trying to look for *secrecy” on private IRC servers.

Regardless, the path was already fraced, defacing was maybe something funny to do for Brazilians but more interesting activities were
profiling at the honizon, such scamming, phishing, carding and banking. From hacking for fun, soon the Brazilians efforts were targeied to
hacking for money. So much that today, there is no more activity in regards of defacements coming from Brazil. Sure, the Turks inherited the
defacing business from Brazilians, nowadays most of the website defaces are coming from the land of Ata Turk.
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Lntil now, TAN codes were pretty safe, in particular against phishing attacks, as these
tokens are sent either through (snail) mail or by SMS. Phishing scammers would not only
have to know a customer's login details and password to enter an online bank account, but
also the token to enable transactions. For this reason, many European banks have adopted

the system for online banking.
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Reg Developer Targets multiple vulns, some new
Channel R'eglster By Dan Goodin in San Francisco — More by this auhor

()

See what the experts have to say on attracting, retaining and developing IT talent

News Tools
Newsletters & Feeds Visitors to the fndia Times website are being bombarded by malware, some of which appear to target previously unknown
Reg Mobile vulnerabilites in YWindows, a securnty researcher warns.

Reqg Desktop News Alerts
- In all, the English-language Indian news site is directly or indirectl 'wamq up at least 434 malicious files, many of which are not
Reg Shops detected by antivirus software, according to Mary Landesman, a senior security researcher at ScanSafe. She said at least 18 different
Reg Merchandize IP addresses are involved in the attack,
Book=Online Learning

“The end result of the compromise 1S that th e user, going through their normal course of activities, 1S subject to a really massiv
Top Top installation of malic mn 5 files," she told us. "Coupled with the low detection by antivirus vendors, it does put the end user in a very
vulnerable position.

Stories B G0

P NS '.‘.:,h_ h SYS tem
poses 'significant risk’,
zay researchers

PYouTube has a intle

local difficulty in Diwali, the Hindu festival of lights, 1s in full swing in India and Landesman is concerned webmasters for the site may be hard to reach
Arabia overt hlC hnllt ay weekend.
P Standalone sacurty ) X .
industry dying, says "Our hope is they'll cut their holiday short and take care of this before Monday " she said.
gqurug
M ey s She said most pages on the IndiaTimes site are clean. Those that are infected, however, contain a potent cocktail of downloader and
taxes UK biz dropper Trojans and other binaries. They contain a script that points tn remote sites, some of which link to still other sites. The
» Smut blockinag? We're malicious files exploit multi ;"Jlt > vulnerabilities, and some appear to be previously unknown flaws in YWindows, according to Landesman,
more bothered about wiho ised tao he a cecurity recearcher for Microsoft
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- Attackers turn Bank of India site into malware bazaar =6

Reg Developer 31 unique exploits served
Channel Register By Dan Goodin in San Francisco — More by this author

YR

= "

Test Drive Sun's Quad-Core Intel Xeon systems today
News Tools
S o Bank of India IT staff are mopping up the mess left by attackers who rigged the firm's website to feed malware to customers trying to
Reg Mobile access online services
Reqg Desktop News Alerts

The bank managed to pry loose the rogue iframe responsible for the malware sometime early Friday morning California time. At time
Reg Shops of writing, though, Bank of India's website was effectively cordoned off, bearing a terse notification saying: "This site is under
Reg Merchandise temporary mantenance and will be available after 02:00 IST on 1.09.07 "

Books/Online Learning

The shuttering came a day after employees for secunty provider Sunbelt Software discovered someone had planted an iframe in the
Top Top site that caused unpatched VWindows machines to be infected with some of the most destructive pieces of malware currently in

Stories BT 1) circulation. Sunbelt counted 31 separate pieces in all, including Pinch, a powerful and easy-to-use Trojan that siphons personal
PMS patch system

AP
poses 'significant risk’, bots.

information from a user's PC. Other malware included Trojan Netview, Trojan-Spy Win32 Agent ql, vanous rootkits and several spam
say researchers : > v . ) ‘ X : > Y ~

dModern ‘primitive’ Executives and IT administrators at US offices of Bank of India who were contacted Friday morning by IDG were initially unaware of the
could ease the pain of attack. A spokesman later told the news service that officials were aware of the problem and were working to correct it, but had no
encrypting massive information concerning its severity or duration

amourts of data

»Prime yourself for Some of the servers used to install the malware belonged to the notorious Russian Business Network, a group Spamhaus says 1s

securty on the web

involved in child porn, phishing and other misdeeds. According to Vensign's iDefense unit, the REN also played a hand in bringing us
"-;"'1""'5-1"’ Flf"-*”‘"f : MPack, a powerful Trojan downloader that infect edmore than 10 000 websites in just three days.
flaws on our webhsne
iz OK

In this case, the attackers appeared to use an exploit kit dubbed nd404, according to this post by Dancho Dancheyv. it relies on a

P Aprmnle aede indey A | 1 P 3 - . | % . [ 5 . At et . [ . . - 1
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Hackers load malware onto Mercury music award site 261

Security nightmare for DreamHost

By John Leyden — More by this author

Find out how to eradicate 99.7% of spam

Hackers have been able to load malware onto the official Mercury music awards site, as well as hundreds of other sites, after breaking
into the systems of US-based hosting firm DreamiHost

DreamHost blamed a secunty flaw in its web control panel software for an attack that allowed hackers to compromise a "very small
subset” of user accounts. Affected customers have been notied by email. DreamHost said only web content - not credit card or bilhing
information - was compromised

In a statement published Wednesday, DreamHost said. "The security flaw allowed the attackers to log into our customer web control

said approximately 3 500 separate F TP accounts were compromised by the hack. DreamHost has advised its customers to change
their F 1 account passwords immediately. The firm has promised to update concerned punters about the steps it 1S taking to prevent
a repetition

News of the attack followed just hours after DreamHost said it had upgraded its WebF TP systems. The timing of this announcement

suggests this was more likely to have been part of DreamHost's efforts to put its house In order rather than the cause of its problems

UK-based web secunty firrn ScanSafe, which has been monitoring the attack, said attackers used the insecure web controls at
DreamHost to load Trojan downloader matware onto well known and trused sites. Confirmed targets of the attack include

natinmaddaomarcuniae coum tha Marcunsomucice awarde cita fHwhich ic cnnnearadd by binldinag coacians hMattoanaadal and LK lawaw firm
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ArkHAMD of oin Date; Jul 200
[kﬂﬁﬁnwjumwm Join Date; Jul 200

T Posts) 11
l HIRING: Hacker, need to keylog someone
[l supply you with TP, vou will then get yourselt m and install & keylogqer,
Paying tnrouan eqold and paypal,
PH me for full dstalls and If you're wiling ta do this. ‘
UUOTE

—
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Latvian M, 19 Passport For Sale

K (5042005, 055 P n

Srady offine Join Date; Apr 200
Posts) 1

Member
l Latvian M, 18 Passpart For Sale

fgree to Use escrom servie, buyer pay fees
The passport expires n 2010 year

Anyone interested FM woth offers,
Wil send a sean too,
uuiTE
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3 European Amex Centunon Dumps
B 06-07-2008, £2:48 PM o

7Y
v

"" Join Date) Feb 200
Posts: 163
ol " N
mattix001 offine i

' Reviewed Vendor (CC Ternplates & Custom Graphics)

l 3 European Amex Centuron Dumps

qumps sold,

Last egited by matnix001 | 08<14-2006 at 03:20 FM,
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B 03-12-2006, 09:17 AM 1

, Join Datay Mar 200
C IEQIT_ Offline Paets: 35

R s I o e P P A le el
Member *llse Escrow ?{‘t vr

. Hacked hosts

i pplk

I am selling hacked hosts, avaible for scams and mailers etc.
PHP 15 supported

CPanel 1s supported

S5H 15 supported,

price 15 + 20 § per host,
( If u need more hosts | can give you discount )

lcq | 251-611-896
vahoo! azurazalil

R E R E .. .-

[ 1 accept escrow |

-~
! W~
o) ‘j

SUOTE I
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DDos SERVICE

B 013:200, 0634 P o

1S ol ain Date: Mar 200
l_L_ Offline Join Date) Mar 2001

: e 05T5) ¢
Trial Vendor [ddas service) : 4

{l DDos SERVICE

| offer services DDos'a,
The prices: from 30 § up to 50 §,

Prefiminary check of service (s passible, &nonymity af the order
It 15 comnpletely quaranteed

Contack ieq: 112221111,
Write In offiing on all your questions
There will be answers,

UUoTE
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l UK Logins

I have all this logins from LK.

Comes with DOB/Securityumber/ID S

These are the accounts and prices, prices are negociable and it you're buying more than one | can make better

A r
deals, Escrow is ofcourse always accepted,
Hawve any questions you can emall me at draxdrax@safe-mail.net

- Personal - 15 000 - 250GRBP

Personal - 3 000 - 50GBP

Personal - 4 000 - 60GBP

Personal - 1 000 - ZOGBP

Personal - 2 800 - 40GBP

- Personal - 2 000 - 30GBP

- Personal - 30 000 - 300GRP

- Personal - 1 000 - Z0GEP

9 - Personal -1 000 - 20GBP

10 - Persanal - 800 - 10GBP

11 - Personal - 700 - 10GBP

12 - Personal - 3 600 - S5GBP

13 - Personal - 11 000 - SOLD

14 - Persanal - 1 110 - 10GBP

15 -« Personal - 500 < 10GBP

16 - Personal - 70 000 - 300GBP

17 - Personal - 13 000 - 250GBP

18 - Personal - 1 500 - 10GBFP

19 - Personal - 1 200 - 10GBP

20 - Persanal - 5 000 - 125GBP

21 - Personal - 6 000 - 135GRP k

22 - Business - 2 700 - 50GBEP

23 - Personal - 9 000 - SOLD
S00 - 1530GBP

25 - Personal - 2 700 - 40GBP

24 - Personal -
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B UK Logins

3 Uk Logins

B 10-05-2006, 11;40 AM #1 M

Join Date: Jul 200
4 Lrax offline Pasts: 118
Verified Vendor [BANK LOGIN)
M Reviewer

Canadian Moderator
. Donator

Uk Logins

B

have some of this bank.
In this format

Customer Number!
Memorable Data:
Pass Number:

IF:

[ have 3 aces with 10k+ . 11k, 50k, 220k, buy all for 7S0gbp or each for 300gbp

also have many acos with 1k - 20gbp each acc

GOOTE I

L% = FErsonal = 1L Zul = 1UGDF
20 - Personal - 5 000 - 125GBP

god - 1535GBP k
Z00 - 50GEP
pon - SOLD

Personal -
2z - Business -
Personal -

™I
s
!

24 - Personal - 5500 - 130GBP

S g BT B S R I

Persanal - 2 700 - 40GBP
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logins

§ 05-20-2006, 06:33 PM

#*1

Join Date: Mar 200

'._]|E"'i]it Offline Paosts! Z.;-

Membear *¥lUse Escraw® ML Y7

N
l UK logins

hi ppl

| have and other UK logins
msg me for deal

pwu::xs'l-S % from balance .

= 8

Figmaorapig wuata;
Pass Number;
IF;

T

[ have 3 aces with 10k+ . 11k, 50k, 220k, buy all for 7S0gbp or each for 300gbp

also have many accs with 1k - 20gbp 2ach acc

GOOTE I

}—
£
)

Fersonal -
Persaonal -
Personal -
22 - Business -
Personal -
Personal -
o5 Persanal -

AN
Qoo

LIS

125GEBP

000 - 135GRP k
700 - 50GEP

000 - SOLD

S00 - 1530GBP

700 - 40GBP

™o
g =
'

P
B

!

S g BT B S R I

Tuesday, March 3, 2009



B UK Logins

varous usa logs

g B 09-14-2006, 03106 PM #1 .

= Join Date: Jul 2006
4 L Ira ¥ Offline Posts: 118
| Verified Vendor (BANK LOGIN)
CM Reviewer
Canadian Moderator
. Donator

l various usa logs
|

2 : g 5
. | have various amounts of usa logs, only login/pass.

|
banks such as Aol

B

e prorne if u need anythin
pﬁ*- S HANnTFE .

IF;
[ have 3 aces with 10k+ . 11k, 50k, 220k, buy all for 7S0gbp or each for 300gbp

also have many accs with 1k - 20gbp sach acc

GUoOTE l

19 = Fersonal - ZU = 11spDV
20 - Personal - 5 000 - 125GBP k

000 - 135GRP
200 - 50GEBP
oog - SOLb
S00 - 1530GBP
700 - 40GBP

Personal
22 - Business
Personal
Fersonal
Personal -

™I
H
!

S g BT B S R I

P
B
!
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) 56 Arrested in Dark“arket Sting, Says FBI | Threat Level from Wired.com - Mozilla Fltefox
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m 56 Arrested in DarkM... b3 m Cybercrime Superste Da m] Notorious Crime Forum D [m Turksh Police Arrest Alleg m Hacker Reportedly Kidas & sarkozy hacked - Googe ow Offcial: Sarkogy's bank & Sarkozy pevat

UBE ; - MAGAZIN IO SI0res

o« Can Mrivate Companies Helping the NSA Be Watchdogs, Too? | Main | Telecom Spying Amnesty Unconstitutional, ) SEND US A TIP!
EFF Telis Court » :

56 .-\J'rested in DarkMarket Sting, Says FBI Problems Voting id
By | ' tober 1 ' ris the General Election?

Find out what notebook shoppers
NEED TO KNOW

» What's the best processor | can get for my
notebook?

JUST $10 AND
GET A FREE GIFT!

T} ¢ FBI on Friday boasted that its two-year long undercover operation ng;:..:‘. users of the ¢rime forum
M netted 6 arrests worldwide and prevented $70 million in economic losses, publicly

acknowle iz...z the sti n’:'r the first time.

"In today's world of rapidly expanding technology, where eybercrimes are perpetrated instantly from

anywhere in the world, law enforcement needs to be flexable and ereative in our efforts 1o target these

criminals,” said FBI Cyber Division Assistant Dxr»- b -r:.:u'..'n —{-'.Ar\' I tatement. "By joining forces with Ryan Singel | ol

our international law —“‘Jf'lf‘-""' .:-1r counterparts, we h ve 1, and will continue to be, successful in o
Kevin Poulsen | e.mai

Sarah Lai Stirland | e.man
British police say they've arrested five DarkM "h"l-'o:' users in recent days, and 11 'in-"»‘« the sting began in Kim Zetter | c.mai

late 2006. The other arrests have been in T irkey, Germany and fn~1 nT»‘J States, -‘-"iixf; to fh; FEIL David Kravets | e.mai

Spo ]-'"rnan Brian Hale said the feds wo Af < going into more detail. "We hi 2d all the information

in that release that we're publicly going to discuss at this point in ime," -:.Ji-i rh.-.'.

arresting those individ
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Do you need printer?

& Hackers use Google to access photocopiers - ZDNet UK News - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

'f';_} l _ x

[ 1"_'3_/'| o

»

IBM Business Transf... IBM Internal Help Ho... Search the Web wit...

_ Disable~ I’ CSSv % Forms~ (=, Images~ |1/ Information~ Miscellaneous~ Qutline~ Resizev W Validationv A

T MSD Text Search o

!(_;I Google Search: google hackers Google a favorite among hackers, too | CNE...

View Source

©y Optig

Hackers use Google to access photoc...

POUR PARTICIPER,

cuiauezois MAINTENANT. inm

NI

3

)"
arsat

nus slions Networx

All of ZDNet

Search: v

News > Internet > Security

Hackers use Google to access photocopiers

o top search
m o newsletters

-

iNnMma

|E_"'I Also In Né¢

Q

Dan llett
ZDNet UK
September 24, 2004, 15:50

[28 Talkback
B!
Tell us your lIl[Ilir'lilIlr'l
Making copies of something important? Photocopiers are the latest

networked devices to fall prey to hackers armed with nothing more than
Google's search engine

Hackers are using search engines to watch what people photocopy.

Using Google hacks —

requests typed into the

© 2007 Cisco Systems, Inc. All rights reserved.

Tuesday, March 3, 2009

VIS secure

IDC raizes sals

2004
Electronic voti
again

Are nanopartic

attack your fe
Start-up brews
for Java
Microsoft oper
r1 il“ ros |“|f} 5 }.fn’u
downloads

v m
with on-chip &
Dell '-J_-,l les I T




Do you need printer?

immyneutron Posted: Sep 26, 2004 - 06:47 PM
pprentice Google Hacker

This i1s how the admin app for Canon ImageRunner looks like:

¥ WebSpooler - YMC-FIERY g

File Gl FPage Window

A

Jelete Jobi(s)

- cancel Printing
Car F[F'[I 0

saILe

43|

g
3
:
@

¥ jeuquungg
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need printer?

[Network Administration] - Mozilla Firefox

View Go Bookmarks Tools Help
http: //

IBM Internal Help Ho... IBM Standard Softw... Search the Web wit...

3Sv % Formsv [« Images~ |}/ Information~ Miscellaneous~ | . Qutline~ esizev W Validation~

MSD lext Search v

Konica

Main Page

Printer Status Model: IP-304
Network Card Serial Number: @_E—S—H/

Advanced Features System Protocols Others

Printer Setup

Language Select

© 2007 Cisco Systems, Inc. All rights reserved.
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Do you need printer?

& Lantronix Web Manager - Mozilla Firefox

File Edit View Go Bookmarks Tools Help
http:

IBM Business Transf... IBM Internal Help Ho... S

Disablev M CSSv % Forms~ «». Imagesv |’ Information~ “ Miscellaneous~ + Outlinev Resizev W Valdationy AL View cs Options>
MSD lext Search v v

nny.ihackstuff.co...

SERVER CONFIGURATION:
LANTRONIX Server Name: MSS 612591
Boot Code Version: V1.6 (Sep 01, 2000)
Firmware Version: Version V3.6/8(010807)
MSS100 Uptime: 15 Days 11:33
Hardware Address: 00-80-a3-61-25-91
1CEAE IP Address: 192.168.1.200

MNetware/|PX : TEapd ook v
LET Subnet Mask: 255.255.255.0

Server Properties
Port Properties
lech Support
Home Connected

PROTOCOLS:

TCP/IP IPX LAT
Enabled Disabled Enabled

© 2007 Cisco Systems, Inc. All rights reserved.
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Do you need printer?

& Remote Ul:Top page - Mozilla Firefox

IR5000
IR5000

v

% Printer Status: Ready.

|2 Scanner Status: Ready.

System Manager

Support

© 2007 Cisco Systems, Inc. All rights reserved.
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So, how it is done....
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| L:uugic ‘plé'.:c\.;:: | Frah me sreca Jezicni alay

stranice na hryatskom jeziku stranice 1z zemlje: Hrvatska

Find Next Find Previous Hohight al | | Match case

Tuesday, March 3, 2009



© 2007 Cisco Systems, Inc. All rights reserved. 19

Tuesday, March 3, 2009



Something In The Air? ;-)
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Licence To Kill - Wireless
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Licence To Kill - Wireless

Terminal

.-Network List (Latest Seen desc) (-) Up Info -
Name T W Ch Packts Flags IP Range Size Ntwrks
vams.hr AY 001 3 0.0.0.0 OB 170
SLAVE A N O11 36 A4 192.168.10.10 OB Pckets
Meeting room AY 007 S5 0.0.0.0 OB 94501
ViPonline.airlink A N 007 106 0.0.0.0 OB Cryptd
VIPonline.airlink A N 001 3 0.0.0.0 OB 7733
VIPonline.airlink_test A N 007 4 T4 212.91.118.22 OB Weak
VIPonline.airlink orinoco A N 007 1 T4 212.91.118.13 OB 3

Noise
17hnb09%veza2002 AY 013 14 0.0.0.0 OB 538
zvbarhmoO1 A Y 006 952 0.0.0.0 300B Discrd
zvbarhmoO1 A Y 006 935 0.0.0.0 35k 65187
bezicno A N 010 18 U3 192.168.0.0 324B Pkts/s
bezicno A N 004 2 0.0.0.0 OB 0
bezicno A N 002 4 0.0.0.0 OB
bezicno A N 008 6 0.0.0.0 OB
MEDVED A N 007 45 T 0.0.0.0 436B
mamobarhO8 A Y 002 899 0.0.0.0 55k
zvonimirova A Y 006 1 0.0.0.0 OB
<no ssid> H N 010 12 0.0.0.0 OB
privrvez A N 007 219 T4 172.19.10.75 29k
<no ssid> H N 010 16 0.0.0.0 OB
WiFiHR_Kvatric2 A N 005 12 T4 10.14.0.5 13k
Home H N 001 34 0.0.0.0 OB prism2
<no ssid> A Y 005 195 0.0.0.0 25k Ch: 7
cemomarhO07 AY 013 16 0.0.0.0 OB
traffico A N 011 1 0.0.0.0 OB Discon
Lat 45.820 Lon 15.983 Alt 506.2f Spd 2.186m/h Hed 0.000 Fix NONE 64% (+) Down 02:09:44
—Status
Found new network "linksys" bssid 00:06:25:4A:9B:17 WEP N Ch 11 @ 54.00 mbit
Saving data files.
Saving data files.
localhost:2501 TCP error: socket returned EOF, server has closed the connection.
—Battery: AC charging 60% OhOmOs v
© 2007 Cisco Systems, Inc. All rights reserved. 20
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Licence To Kill - Wireless

"

'

File Edit View Terminal Go Help
| Network List (Latest Seen desc) Info
Name T W Ch Packts Flags IP Range Size Ntwrks
L1479 AY 009 8 0.0.0.0 OB 111
! 17hnb09veza2002 A Y 013 1 0.0.0.0 OB Pckets
HIwmobile A N 006 2 0.0.0.0 OB 112968
hup A Y 007 746 0.0.0.0 OB Cryptd
hup A Y 007 394 0.0.0.0 OB 21
default A N 006 59 F 192.168.0.1 OB Weak
Olknmasm A N O10 719 0.0.0.0 OB 0
i <no ssid> AN —— 1 0.0.0.0 OB Noise
Hendal A Y 006 363 0.0.0.0 OB 172
l Apple Network f£f71690 A N 010 17 0.0.0.0 OB Discrd
| default A N 006 i F 192.168.0.1 OB 60804
hrsume.airlink A Y 006 104 0.0.0.0 OB Pkts/s
hrsume.airlink A Y 006 194 0.0.0.0 OB 0
hrsume.airlink A Y 006 77 0.0.0.0 OB
hrsume.airlink A Y 006 17 0.0.0.0 OB
<no ssid> A Y 008 7 0.0.0.0 OB
hrsume.airlink A Y 006 149 0.0.0.0 OB
HI'mobile A N 006 276 0.0.0.0 OB
0707d A N 007 996 0.0.0.0 OB
Zagiw-Papirus A N 008 170 T3 192.168.3.0 ik
<zZgw-trnje> A N 005 Dk T8 10.5.0.0 98k
WaveLAN Network A N 010 5 0.0.0.0 OB
UcionicaWLAN AY 010 1 0.0.0.0 OB prism?2
fsbwireless A Y 005 1 0.0.0.0 OB Ch: 7
<no ssid> A Y 007 11 0.0.0.0 OB
Elapsd
-71% (+) Down 03:12:19
Status
Saving data files.
Saving data files.
Saving data files.
. Saving data files.
| ~Battery: AC charging 98% OhOmOs-

& T _ —; > : ! o ) !‘ [root@ pings A}lfl-""":"h “p ? ":I" (¢ Wed Feb 11
<£EE> \ &P —— S O ) o The GIMP |«<”Layers, Ch: ' — B:37.43 PM
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Licence To Kill - Wireless

v

File Edit View Terminal Go Help
Network List (Latest Seen desc)
~—Network Details-
| SSID : default
||+ server : 127.0.0.1:2501

BSSID : 00:0D:88:82:C8:67

Carrier : IEEE 802.11b

Manuf : D-Link

Model : Unknown

Matched : 00:0D:88:00:00:00/FF:FF:FF:00:00:00
+ | FACTORY CONFIGURATION

Max Rate: 22.0

First : Wed Feb 11 17:58:23 2004

Latest : Wed Feb 11 17:58:43 2004

Clients : O

Type : Access Point (infrastructure)
Info

Channel : 6

WEP : No

Beacon : 100 (0.102400 sec)
Packets : 59

Data : O
LLC : 59
Crypt : 0
Weak : O
Dupe IV : O
Data : OB

| Signal

! Power : 17 (best 38)

3 Noise : 6 (best 5) 8

IP Type : Factory default
IP Range: 192.168.0.1
Min Loc : N/A

96% (+) Down
Saving data files.
—Battery: AC charging 99% OhOmOs v

am> @ —) T : ' \ =3 [root@ pingy| ERhrOS686@@p | 2 r-:i i Wed Feb 11
7 R (> : & The GIMP |.~[Layers, Ch v - 85023 P'M
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Licence To Kill - Wireless

—Network List—(Latest Seen desc) Ir—Infb———
—Data Strings Dump All
Host: cgs.iskon.hr
Cookie: webmail= fnet.hr; _utma=222512899.3747715462.1053685438.1076583417.1076587475.1627; _utmb=2225

E +

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Pragma: no-cache

Connection: Keep-Alive

messenger

hotmail

gxv>a

GET / HTTP/1.0

Via: 1.0 VENERA

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; Hotbar 4.3.5.0)

Host: adopt.hotbar.com

Cookie: SDCU=10F28E0000513D; CTCI=00482008D20001200AA200Bp1000120032100001007BKh2nTqgo .1Jc0100007e00000010Y0400AN00001E
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-powerpoint, application/vnd.ms-excel,
Referer: http://adopt.hotbar.com/link.jsp?location_id=1450&acamp_id=2560&pcamp_id=2&creative_id=4121&dem=f.f.9.SI&href
Accept-Language: hr

Connection: Keep-Alive

DxV<@

S5xV-A

GET /wutrack.bin?V=2&U=dd8145d8d5856d4d9f18fdf34f0ef727&C=iu&A=n&I=&D=&P=5.1.a28.2.100.1.0&L=en-US&S=s&E=00000000&M=&X
Accept: */*

User-Agent: Industry Update Control

Host: wustat.windows.com

Connection: Keep-Alive

fxvra

USR 16 TWN I 2hc.htnet.hr

—| 7vV[eaT 3-
— | <xV<@ o
FxV>@a
JxVB@&

Found new network "<no ssid>" bssid 00:02:2D:09:CC:3D WEP N Ch 0 @ 0.00 mbit
—Battery: 83% OhS8mOs v
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Licence To Kill - Wireless

A S R S o S Y P P s i e o s s o o o S o o P P o o i o s P T P o S P s s s st o o o o

.dnrnp - Ethereal

View Capture Analyze

x || S| (| » ¥ 09 HS

Time Source Destination Protocol Info

TCP 1146 > http [SYN] Seq=0 Ack=0 win=57344 Len=0 MSS
S MSS

61l04.59/7028 10.

6104. 613907 10.

10.

6160.8717035 10.
6165.522572 10.

6166, 51233 10.

84906 6176.539833 10.
85167 6189.524903 10.
86615 622 10.

TR e

w o
= 0

(&

TCP 1146 > http [syn] =0 Ack=0 win=57344 Len=0

i':._' 216.48 TCP 5222 > 24303 [ACK] Seqg=0 Ack=0 wWin=58080 Len=0

1u,. 11“.20 DNS standard query A pleaz

;-";'l'.l-;'* DMNS Standard query AAAA nsO.namelite.com

64.156. ]nh. =18 DNS standard q 1ery A pleazerzoneprod. com

213.191.132.146 DNS Standard query A al622.g.akamai.net

195 .":".._f"l 8.245 TCP 1152 > 9899 [FIN, ACK] Seq=0 ack=0 win=58400 Len=
-.Ln 245 TCP 1160 > http [ACK] Seqel r«‘l «1l Win=58400 Len«=0

- J - s C g 29 - t&1 1 Feven arwl L - WA ET2AA L

eq

FAR K
o

cerzon Ppl'n‘n‘l . COom

(I FS)
o OO

SRERERERERERERER

Arrival Time: Feb 12, 2004 16:51:44. :

Time delta from previous packet: 2.660893000 seconds

Time since reference or first frame: 7021.211782000 seconds

Frrame Number: 95543

Packet Lenqgth: 174 bytes

capturfy Length: 174 bytes
T TeEes =AY N

I~

0000
2010
o020
030
0040
0050
Q060
0070

y O

-J —Hhwun ¢

NODwWwo

WO

VO~

(h]
* D

_;I l;_ .:\ I__l
0000
00a0

= [

§ N
o
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Licence To Kill - Wireless

vare pageplayer, pixxxgrabber, pixxxsafe - Mozilla Firefox

dio AHM softw

f:||P };dlr l'__"lb- N GO };’.‘u'u‘: marks _I_Il-\"_- _F'!’l
ntkp: [/ fveawe stucioahm. com)f

Firefox Help Firefox Support Plug-in FAQ

Home | Company | Products ) Support Contact

TURN ANY WERB PAGE SATCH DOWNLOAD IMAGES HIDE & ENCRYPT YOUR
INTO A SLIDE SHOW AND VIDEO FROM THE WEB IMAGE LIBRARY

PixxxGrabber

& Start 3 zooming slide show from any web
page in Internet Explorer

N Product information

PagePlayer Available: win

7

PixxxGrabber 2.0 now
_rl_ N Product information downloads images, video, MP3,
N\, Batch download image series and movie PDF, ... and shows large
‘ ® collections from gallery sites, Available: Win / Mac previews while you download
PixxxGrabber

Hide and encrypt an image collecton NP . Be the first to find out about
behind a password. View the picture series in |Frr our new releases: reqiste:

PixxxSafe vour library as animated side shows. Available: Win' qj'-'h-:
KX X 5>de
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Licence To Kill - Wireless

@ Kismet-Feb-12-2004-1.dump - Ethereal

File Edit View Capture Analyze Help

S EIC RIS

Sourc Destinatior Protocol Info

Sstandard query response CNAME sweetcuties.com & 4. 78
standard query response

oo OO

standard query response
Standard query

Standard query respons
Standard query respons
Standard query response
Standard query

CTrarmdand e

95586

JoW) W oW oW
» O O

Al ol el

Q5600

\
vy

85602

05600

RN NN NN NN

o

NEET N

Arrival Time: Feb 12,
Time delta from previous packet: 0.005
Time since ref or first frame: 7023. 806! saconds
Frame Number: 95616
Packet Length: 221 bytes
Capture Length: 221 bytes
A Tece KRN 11

f~

Q000 08 01 02 0L Ob
Q010 00 40 96 Q0 07
Q020 45 00 00 bd

0020 0a 05 8 02

Q040 00 01 Q0 Q2

0050 3 74

(PR W,

)
> 00 &

] _?l (

0.M.CHe,
9615
CWetw L, Swe

LCOMm. ...

W C
Sy
O L

WD NODN

O~ <

O wWw D

-
» D W) =)

10
04

Q060 c(

E00¢

Q070 0o
0080 02 0OC 02 10 00 15
Q090 7 15 68 ' ad 6l
0020 02 00 Qe 10 00
QOhO - = o) 00 00 Qe
QO0cO 70 0 00 00 Qe

00d0 00 29 1 00 00 00 00

L4
-

ARy LA R
dia.net.

Mmoo
4

- -
]
el
- S
~

)
- DY ON

[ 4
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Licence To Kill - Wireless

€

File Edit View Capture Analyze Help

@) B | x |8 Q= (50| 1#D)|HE K| O

No. Time Source Destination Protocal . |Info

73490 3700.862313 10.5.130.60 195.29.150.5 POP Request: PASS Cm7mk8
73494 3700.979079 10.5.130.60 195.29.150.5 POP Request: STAT

@ Contents of TCP stream

PASS Cm7mk80
STATDO

& Frame 73450 (85 b
Arrival Time: Feb
Time delta from p
Time since refere
Frame Number: 734
Packet Length: 85
Capture Length: 8

[ATcece {N2 11

I~

0000 08 02 02
0010 00 40 %6
0020 45 00 00
0030 ¢3 1d 96
0040 50 18 fb
0050 6d 6b 38

-

P B T S W

© 2007 Cisco Systems, Inc. All rights reserved.
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Licence To Kill - Wireless

@ Contents of TCP stream

POST — " HTTR/L.0

ACCEpL: 1mdyesygil, Imdye; x-xuwiLmdp, mage/jpeq, image/pipeq, */¥
Accept-Language: en-us,hr;g=0.5

content-Type: apg]icationﬁx—wwwuform—ur1enuuded

User-aAgent: mMozilla/ 4.0 (compatible; MSIE 5.0; windows 98; DigEXt)
HOST :

content-Length: sy

© 2007 Cisco Systems, Inc. All rights reserved.
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Kismet In action - part one
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Kismet in action - part two
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Kismet in action - part two
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Bluetooth
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%) New antenna ups Bluetooth range to 30 Kilometers | The Boy Genius Report - Mozilla Firefox

File Edit View History Bockmarks Tools Help

hetp: fJwwwe boygeniusreport, comf2007 /07 J02/new-antenna-ups-bluetooth-range-to-30-kdometers/

abacus Gledalica ABAC@TRADE - Prijava Thu: 10° C Thu: -1° C Fri: 16° C Fri:
. ~ o o - . o . . »
Disable v /5 Cookies CSS~ Forms ~ Images ~ Information ~ Miscellaneous ~ Outline ~ Resize v Tools View Source v Options ~
-

DVICE: Blustooth antenna provides in. .. New antenna ups Bluetooth rang... |

New antenna ups Bluetooth range to 30 Kilometers

v Joshua Karp - 2 Comments

Mews

£3 Bluetooth’

Yeah, you read that right, The newly announced AlRcable Host XR Bluetooth USE Adapter extends your average 3 meter Bluetooth range to just over

30 Kilometers. How far is that is Amernca, you might ask? Roughly 19 miles. Whoa. Before you all get too excited, you should know that some level of
‘professional installation” i1s required to achieve the increased length. Without the pro-level tweaking you'll get 2 kilorneters out of the box, which is still
pretty impressive, Bluetooth range has been pushed to these lengths before, but the $129 price point of this particular box makes it one of the first to be

in range of the average consumer. Let the games beaqgin

Read
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Q)iIRcabh.net - Bluetooth®, intelligent, sensor interfaces with range! - Mozilla Firefox

Fle Edt Yew Hstory Bookmarks Tools Heb

| & ™ ' htto: | juvan gircable.net)

ABACATRADE - Prijava & | Thu:10°C ¥ Thu:-1°C 3 | Fri: 16°C | Friz4°C & | Sat:17°C . Sati4°C

_| &bacus Gledslica | |

L B . = i 1 S =Y - :
» Disable ~ & Cookiss~ . CSS5~ - | Forms~ = Images ~ Q) Information v Miscellaneous ~ o Outline ~ , o Resize ~ = Tools v 1] View Source » -~ Options ~
';3.3 3H 7y

| DYICE: Bluetooth antenna providss in... 0] Blustooth USB Dongle achieves rangs ... . AlRcable.net - Bluetooth®, intelli...

AIKCADLE

HOSTAAK

" Industrial XR
“ LONG-RANGE
' Programmable
Sensor Interface

©) /& AlRcable SMD
The Wireless, Prograsmable
Micao-Conmoller (W-PLC)

COMPANY PRODUCTS TECHNOLOGIES SUPPORT APPLICATIONS CONTACT US
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JAirViagnet BlueSweep - Live Scan

Al v £ =3I 9 Device Oriented Tree View
Device Type Address Manufacturer ‘#0.., Note| First Seen y Last Seen
%2 All Devices
&5 Computer
% (Local) Desktop Workstation 00:02:72.C0:6B:49 CCLC Technologie... 2 09:53:00 05/20/2008 09:58:00 05/20/2008
;, Phone
:, N/ Mobile phons 00:15:DE:93.EC:BA Sage Instruments |... 0 09:53:06 05/20/2008 09:58:06 05/20/2008
;3 Fuzik SAMSL... Mobile phone 00:17:D5:1B:E7:31 3 03:53:43 05/20/2008 10:04:13 05/20/2008
3 KE00i [Anomet] Mobile phone 00:19:63:9D:4D:D6 14 10:02:51 05/20/2008 10:05:06 05/20/2008
J N7& Mobile phone 00:1C:DE:7C:4B:89 0 10:00:35 05/20/2008 10:02:51 05/20/2008
:J N/& Maobile phone 00:1D:93:56:24.7F 0 03:53.41 05/20/2008 10:05:06 05/20/2008
; N/A& Mobile phone 00:1E:45:2D:CD:54 0 10:04:13 05/20/2008 10:04:13 05/20/2008
; Due EEOD Smart phone 00:12:02:35:8D:39 Perception Digital ... 12 03:53:06 05/20/2008 10:05:06 05/20/2008
3 Kuwalkan eE1i  Smart phone 00:12:D2:9E:AB:BE Perception Digital ... 13 03:53:06 05/20/2008 10:05:08 05/20/2008
:, Milan Smart phone 00:19:2D:42.EAM 1 09:53:06 05/20/2008 09:53:41 05/20/2008
:, Pawel W Smart phone 00:14:83:0D:1C:14 03:53:06 05/20/2008 10:01:17 05/20/2008
—----
4 Nokia N73 Smart phone UU 1C:35:64: 6434 09:53:06 05/20/2008 10:05:06 05/20/2008
Device Note: a* Service Name Description Service UUID | First Seen Last Seen
Limted Service Discovery SDP Server 0x1000 10:00:51 05/20/2008 10:01:53 05/20/2008
&Y Remote Control Target  AVRCF Targetéudio Video ... 0x110C 10:00:51 05/20/2008 10:01:53 05/20/2008
Dig up Networking Dial-Up Networking 0x1103 10:00:51 05/20/2008 10:01:35 05/20/2008
OBEX Object Push OBEX Object Pushl 0x1105 10:00:51 05/20/2008 10:01:533 05/20/2008
Handsfree Audio Gateway Hands-Free Audo Gatewayl  0<111F 10:00:51 05/20/2008 10:01:39 05/20/2008
Headset Audio Gateway Headset Audio Gateway 0x1112 10:00:51 05/20/2008 10:01:53 05/20/2008
Audio Source Audio Source] 0x1104 10:00:51 05/20/2008 10:01:533 05/20/2008
Imaging Repsonder Imaaing 0x111B 10:00:51 05/20/2008 10:01:33 05/20/2008
Unknown SyncMLClient 02 10:00:51 05/20/2008 10:01:533 05/20/2008
OBEX File Transfer OBEX File Transfer 0x1106 10:00:51 05/20/2008 10:01:39 06/20/2008
Unknown Nokia 0BEX PC Suite Servic... 05005 10:00:51 05/20/2008 10:01:533 05/20/2008
Unknown Mokia SyncML Server 05601 10:00:51 05/20/2008 10:01:53 05/20/2008
Unknown SIM Access 0x112D 10:00:51 05/20/2008 10:01:39 06/20/2008
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Small bluetooth example
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Roadmap To Hell - Current situation

High

Stealth Diagnoeffis r9igg/ Spoofing

SOph catlon
* Tools

1980 |

© 2007 Cisco Systems, Inc. All rights reserve
Tuesday, March 3, 2009




Roadmap To Hell - Current situation

High 4 Stealth DiagndetftsForamg/ Spoofing

S
Sweepers

Hijacking
Sessions

‘Back Doors

Exploiting Knou. Disabling
Vulnerabilities Audits ‘ M
@ord » A Reference —

Cracking for the

Low

1080 1990 2000
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AND IF YOU THINK THAT IS
BAD CHECK THIS OUT...




Copyng hied Matessal

Secrets of

omputer Espionage

Copyric hted Material Joel McNamara

28
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YD 276 Unique Names of MI6 Officers - Mozilla Firefox
File Edit View Go Bookmarks Tools Help

t , 7 P
: | ~ By ~ @ ’ | t/l} [E http:fferyptome. org/mi6-list-276 . htm
| Customize Links | | Free Hotmail | | Windows Marketplace | Windows Media | Windows

2 pisable~r 5°h €SS+ %) Formse Y Images~ @@ Information- [Z] Miscellaneous~ 22 Outline~ [ @ Resize~ #% Tools~ [ View Source | £| Options~
& cryptome || Zone-H.org - IT Security Tnf... [ [€27 276 Unique Names of MLI... } 1105 28.7.2004 Zakon o izmje... B Microsoft Scraps Old Enceypt... | |

28 August 2005

This combines three hists of MIG6 officers published here on 13 May 1999 (116 narnes), 21 August 2005 (74 names) and 27 August 2005 (121 names

“While none of the 311 names appeared on all three lists, these 35 names appeared on two hists, leaving 276 unique names (¥ incdicates names lhisted in
August 2005)

Named 13 May 1999
IMNamed 21 August 2005
MNamed 27 August 2005

James Llovd Baxendale: 94 Cairo (MECAS), 97 Amman, dob 1967,
James Llovd Baxendale: dob 1267, 94 Cairo, 97 Amman, 29 Brussels, 04 Bewut (1 Sec). *

Richard Pluhip Bridge: 86 "Warzsaw, 88 Moscow, dob 1959,
Riachard Plulip Bridge: dob 1959, 86 Warsaw, 89 Moscow, 98 INew Delhi, 04 Geneva (Cllr). *

George Benedict Joseph P Busby: 89 Bonn, 92 Belgrade, dob 1960, OBE.
George Benedict Joseph Pascal Busby: dob 1960, 89 Bonn, 92 Belgrade, 00 Vienna, 04 London,

Nartin Hugh Clements: 86 Tehran, 90 Vienna, dob 1961,
NMartin Hugh Clements: dob 1261, 86 T'ehran, 20 Vienna, 28 Bonn, 29 Berlin, 04 K abul {(Cllr) *

Peter Salmon ('ollecot: 850 K hartoum, 82 Canberra, 93 Jakarta, dob 1250
Peter Salmon C'ollecott: dob 1950, 85 Ehartoum, 82 Canberra, 89 Jakarta, 24 BEonn, 04 BErasiha *

Sherard Loms C'owper-Coles: 80 Cairo, 87 Washington, dob 19255, CMG, LV O,
Sherard Lowms Cowper-Coles: dob 1255, 80 Cairo, 87 Washington, 27 Paris, 01 Tel Awiv, 03 Rivadh. *

Johm NMartin Jamme Darke: 88 Cairo, 96 Dubai, dob 1953,
Jolm NMartin Jamme Darke: dob 1253, 88 Cairo, 26 Dubai, 03 Lisbon (Cllr). *

MNhchael Havward Davenport: 82 Warsaw, 26 Moscow, dob 1261,
NMNhachael Havward Davenport: dob 1961, 90 Warsaw, 96 Moscow, 00 Warsaw, 04 Cairo (DHNM). *

Robert Dommic Russell Fenn: 85 Hague, 88 Lagos, 92 INew York, dob 1962,
Robert Dommic Russell Fenn: dob 1962, 85 Hague, 88 Lagos, 92 New York, 97 Rome, 04 MNicosia (DHI). *

Kevin Andrew Garvey: 81 Bangkol, 85 Hanoi, 92 Phnom Penh, dob 1960,
Kevin Andrew Garvey: dob 1960, 81 Bangkok, 85 Hano1, 22 Phnom Penh, 93 Grand Tarks, 01 Guatemala City (JDHRM) *
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) MI5 alert on China’s cyberspace spy threat - Times Online - Mozilla Firefox

Fie Edit View History Bookmarks Took Help ;J v

/3 — .
v v (\(_‘ J: T htrtp:IIbaness.timesonling.co.u}dtol.ibusiness!industry_rsre:trorrs.f’tgcrhnrdogrw‘av'ti;le29&3250.gce 4| [» [Q]"chi.ﬂa tra‘ned hac};er

|| ABAC@TRADE - Pregl... m Abacus qgledalca - pr... E Currency Charts
) Disablev (';\ Cookiess | C55 - | Forms» @ Images~ ) Information~ Miscellaneous~ .~ Outine~ ,, Resize~ _‘9’ Tools» ’;_ | View Sourcev ~ Options~»

D SignupShieid 16 Fill-n B Save Form ﬁ 1-Click Sign-in

H Zone-H.crg - Home Q The Register: Security ... H Zonz-H.org - Chinese c... H Zone-H.org - Web defa... H Zone-H.org - Statistics ... [(;] china trained hackers - ... T ™MiIs

¢ Dogs love whoever happens to
feed them 9 Jeremy Clarkson
W Send yourviews
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Department of Homeland Security website hacked! 261

Infected by massive attack sweeping the net

By Dan Goodin — More by this author

Published Friday 25th April 2008 18:57 GMT

See what the experts have to say on attracting. retaining and developing IT talent

The sophisticated mass infection that's injecting attack code into hundreds of thousands of reputable web pages is growing and even
infiltrated the website of the Department of Homeland Security.

While so-called SQL injections are nothing new, this latest attack, whichwe: - = 15 notable for its ability to infect huge
numbers of pages using only a single string of text. At ime of writing, Google searches here, here and here showed almost 520,000
pages containing the infection string, though the exact number changes almost constantly. As the screenshot below shows, even the
DHS, which is responsible for protecting US infrastructure against cyber attacks, wasn't immune. Cther hacked sites include those
belonging to the United Nations and the UK Civil Service.

Jo Siasndot: News forn... WP Yahoo Fnance - Tech.., Q Tros #% MSNBC - Breaking Wo... »

(| "<script sec-"http:/ fwww.nihaor... | v

bOL)gle “<scnpt src-"hitp://www.nihaorrl com” site-.gov A

Web Results 1 - 1 of 1 for “<script src-"http://www.nihaorr1.com" site:.gov (0.34 secc

Try your search on Yahoo, Ask AllThe\Web, Live. Lyces, Technorati, Feedster
VWikipedia. Blogines. Altausta AY

o 1 —

Tuesday, March 3, 2009



-~

Veb infection attacks more than 100,000 pages | The Register - Mozilla Firefox

Edit View History Bookmarks Tools Hep 0 v
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UK Civil Service, UN and EPA among the plagued

By Dan Goodin in San Francisco — More by this awthor

Published Thursday 24th April 2003 00:51 GMT

Find out how to eradicate 99.7% of spam

Hackers have injected malicious code into hundreds of thousands of reputable web pages, tuming them into launchpads for attacks
that silently install malware on the machines of those who wisit them. The UK's Civil Service and the United Nations were among those
who had been hacked.

This Yahoo search returned 173,000 results for the term "nihaorr1," which is part of the address that uses & malicious javascript to
attack end users. The rogue URL horns its way onto web pages through a SQL injection vulnerability in IS and possibly other web
servers, according to [T-related web forums.

YWebsense, which wrote about the mass infection Tuesday, said the attackers perpetrated a similar assault a few weeks 9o on news
and travel sites. Little is known about the group responsible, except that they're using the nihaorr1.com domain name, which appears
on the surface to be registered to someone in Shanghai.

Users visiting an infected site will be redirected to a series of sites that eveniually tries to exploit eight different vulnerabilities, all of
which have been patched

VWe've written plenty about vulnerabilities in browsers, media players and other types of software that are triggered only after the mark
visits a website under the control of the attacker. Almost inevitably, a Reg reader comments that only a fool would be drawn to such a
place. As mass infections like this one make clear, anyone who visits pages belonging to well-known news and trave! sites, the United
Nations or governmental agencies on either side of the Atlantic 1S susceptible.

Soif you haven't patched that old version of iTunes or AlM in a while, now might a good time. ®
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SCICLLCLW INGLIUIT OLadiLey |,

in-depth surmmary of Nation2Mation Cyber conflicts and developments I

recommend you to read in case you're interested. It covers China, India,
Iran, Morth Korea, Pakistan, and, of course, Russia, Some selected brief

excerpts on China, Iran, and Russia |
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Sun, Sep 2 2007 - 11:27 AlY

Sick Kids doctor loses data on
3,300 patients

=ix weeks after Ontarios privacy
commissioner ordered the Hospital for Sick
Children not to remove electronic health
records from the hospital, @ doctor lost an
external hard drive containing such re..

Sun, Sep 2 2007 - 11:06 AV?

Electoral Page Linked To Pxxx
Site

Residerts who tried to sign up to an online
electoral roll have instead been diverted to a
"Wild Girls" pecxx site. Sedgemoor District
Council in Somerset sent out letters to every
household urging peo...

Sun, Sep 2 2007 - 11:03 AT

State officials report theft of
laptop containing personal
informa...

Maryland officials say a laptop computer
containing personal information on people
with state licenses has been stolen. The
Maryland Department of the Environment
zays the laptop was stolen from & veh...

Sun, Sep 2 2007 - 11:02 AMS

Major Computer Viruses Over 25
Years

Major computer viruses over the last 25
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In Pictures: America's Hackable Backbone

Read the full story Andy Greenberg & E-mail !Create Alerts K} KD I3 Speed -§

Dams

In 2002, TheWashington Post
reported that a 12-year-old had
unwittingly hacked into Arizona's
Roosevelt Dam and gained full
control over its systems. That
report turned out to be almost
completely apocryphal. In fact.
IBM's Scott Lunsford says that a
hacker in control of a major dam
likely wouldn't be able to destroy
the dam or cause major floods.
But Lunsford does warn that an
intruder could cut off the dam's
relatively small supply of hydro-
electric power or, more important.
disrupt the flow of water the dam
pumps from deep within resemnvoirs
to cool reactors at other power
plants.
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In Pictures: America's Hackable Backbone
Read the full story Andy Greenberg © E-mail !Create Alerts K I I3 Speed-§ +

Water Distribution

In 2000, 48-year-old Vitek Boden
was arrested for hacking into the
control systems of Hunter
Watertech, an Australian water-
treatment facility from which he'd
been laid off. Boden was found to
have gained control of the system
46 times, dumping sewage into
parks and rivers so that the
company would re-hire him to
solve the problem. TippingPoint's
Ganesh Devarajan imagines an
even scarier water-based scenario,
In which a dity bomb is planted in
a water supply and SCADA
systems are hacked to prevent
detection.
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Power Plants

Scott Lunsford of IBM's Internet
Security Systems argues that it
would be nearly impossible to
hack into a nuclear power plant
and trigger a meltdown, thanks to
certain safequards. Causing a
major blackout, however, is much
easier. In fact, computer worms
hamstringed SCADA power
systems twice in 2003. In the first
case, the Slammer worm infected
computers at the Davis-Besse
nuclear power plant in Ohio.
causing millions to lose power.
Seven months later, the Blaster
worm was suspected of causing
downtime in a power plant's
detection systems. leading to
prolonged blackouts in parts of
New York State.
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The first time Scott Lunsford offered to News by E-mail Get stories by E-Mail on this t
hack into a nuclear power station, he was

told it would be impossible. There was no :
way, the plant's owners claimed, that their =~ “ompanies

cntical components could be accessed Siemens Rockwell Aut
from the Internet. Lunsford, a researcher

' h - e
for IBM's Internet Security Systems, found e co
otherwise. Topics
. Security Software
"It turned out to be one of the easiest
penetration tests ['d ever done.” he says. SCADA Infrastructure
In Pictures: America's "By the first day, we had penetrated the
b ' R \lready a M
Hackable Backbone network: Within 2 week we were Become a member FREE  Already a Member

controlling a nuclear power plant. |
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Hackers attack Large Hadron Collider computers to prove they're vulnerable: Scientific American Blog
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As the first particles began circulating in the Large
Hadron Coliider (LHC) this week, a group of hackers 60-SECOND SCIENCE VIDEO VIEW VIDEG

calling themselves the "Greek Security Team” penetrated
W

computer systems inside CERN's Geneva, Switzerland,
facility, where the world's biggest particle accelerator is
housed, the Telegraph.co.uk reported today.
BALLOT |

' BOX |
The hackers were reportedly targeting the Compact MONITOR L
Mucn Solenoid Experiment (CMS), a device in Cessy, : . : . A
France, built to monitor a wide range of particles and ghe r“‘é” 1?‘”./';? e Ig(’ Monitor: Episode
phenomena produced in high-energy collisions in the . ‘18“ a l\(':uhi oo
LHC. The 12,500-ton detector's different layers viatter No More .
. _ Voters who know their
(weighing, according to CERN, as much as 30 jumbo A train that doesnt even place; Chilling evidence of
jets or 2,500 African elephants) stop and measure the stop in Willoughby; rapid climate meltdown:
different particles, and use this data to form a picture of Extinction rock: and Humans to galaxy: "We're
events at the heart of the collision. Scientists plan to use more... here!" via golden plaques
the info 10 help answer questions about what the and snack food; and DNA
university is really made of and what forces act within it self-sequencing kit

marketers parse "lab test”

On Wednesday, as the LHC was rewing up, CMS engineers searched computers for half a dozen files uploaded by
the hackers. The interiopers accessed the computer that monitors the CMS software system as the CMS collects
data during particie collisions.

Check out previous
I , _ ) episodes of The Monitor.
CERN scientists says no harm was done but that the break-in raises security concemns, given that intruders were able Subscribe to this video
to penetrate so close to the CMS's computer control system, according to the Telegraph.co.uk. In other words, the podcast via iTunes or
hackers came this close to being able to switch off some CMS controls. RSS

“We are 2600 com mess with us. (snc) me grOup wamed in a message to CERN engmeers Tne *2600° refers a

Tuesday, March 3, 2009



“Mozllla Firefox

sanitbsh. himl

o UNIVERSITY STUDENT... @ e sdcurear(d & Linudomum.gre Eup.. TechTeam.gr - Kev

3

| JAdd Status: Using None S Preferences

-::Cﬁr*\H = }—/“ &5p <’”LJI—~I

10/08/08 03:00
Avtiiv tnv Gpa yivere n andnepa nephparoc ore CERN.
0 Advyoc nov SwaAffaps ocuth) tn oeAida civer yia v oac Bupiloune pepiré npéyparte.
aev £yive PB&on RENO LGC NPOCWRLEAC NaC aviinupdBecne pe tnv op&da Siaxeipione t1ov CERN alda je B&on tnv peyéAn snioxefipdinta

nov O anoxtfost 1x endpeva 24wpa © cuykexpluévoc Siradixtvaxdc 1émoc Adyo 10U nELphuaToc.

MepLxé& ocrorysix an' 1n Bdon

USERNAME USER ID CREATED Processes: 69 total, 2 running, 1 stuck, 66 slec
sYs 0 :009-0:-1—3 16:19:25.0 Load Avg: 9,39, .48, 0.37 CPU usage!: Y- F
SYSTEM 5 2008-02-18 16:19:25.0 SharedLibs: num = 7, resident = 83M code, 2¢(
OUTLN 11 2008-02-18 16:19:28.0 HemRegions: num = 9019, resident = 359M + 241
DIP 19 2008-02-18 16:21:17.0 PhysMem: 547M wired, 803M active, 695M inacti
TSMSYS 21 2008-02-18 16:23:27.0 ¥M: 9123M + 374M  71487(2) pageins, 0(0) pageou!
DBSNMP 24 2008-02-18 16:24:25.0
wMsSYs 25 2008-02-18 16:24:53.0 PID COMMAND %WCPU TINE #TH #PRTS #MREGS
EXFSYS 34 2008-02-18 16:27:55.0 628 Grab 1.5% ©:08.58 3 139+ 25¢
XDB 35 2008-02-18 16:28:04.0 626 quicklookd 0.0% ©0:00.07 5 159 -5
PDBE_ADMIN 46 2008-02-18 17:26:32.0 622 helpdatad 0.0% ©0:00.62 2 59 4
GLEGE 4% 2008-02-19 10:13:07.0 617 top 7.1% 8:087.49 1 22 3¢
POBMON 45 2008-02-18 17:25:24.0 612 mdworker 0.0% ©0:00.10 3 51 C I
BALYS 44 2008-02-18 17:25:24.0 683 sh 0.8% ©0:00.01 1 14 1é
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GONE IN 60 SECONDS
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GONE IN 60 SECONDS

What can be hacked and how?




Traffic control?
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Traffic control?
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Bridge?
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Bridge?




I
Train station?
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Train station?

.

il al the < QIWIMM My m
phnﬁf’ has a fast Internet rnnnprn
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'lf from 192.
inestan
olv from 182
incstang
'l¥ from 192.
inestanp:
'lg from 192.
inestanp:
ly from 192
incstan :
-1¥ from 1
inostang
'l¥ from 192.
i

inestanp:

5 ytes
54 bytes
24 bytes
54 bytes
54 bytes

trom 1Y2.168.2.16:
from
from
from
from

o3

168.2.2: bytes=32 timelins
192.168.2.2 : 48087188

168.2.2: hytes+~32 timedinsg

192.168 2.2 : 48988188
168.2.2: bytes=32 timedlins
192.168.2.2 : 48089181
168.2.2: bytes=32 timelins
192.168.2.2 : 480909183

A68.2.2: bytes=32 timelling

192.168 2.2 : 18891184
L168.2.2: bytes=32 time<ins
192.168.2.2 : 48092186
168.2.2: hytez=32 timelins
192.168.2. : 48893187

192,
192, 168.
192.168.
192.168.

168.

NN NN

. 16: icmr
.16: icmp seq=41l
+16: i1cmp_ seq=412
.16: icmp

TTL=
TTL=
TTL»
TTL=128
TTL-128
TTL=128
TTL=128

icmp seq=4UY
;'.. ._”-. e
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ttl1l=128
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This 1s my homepage

Gone in 60 seconds????

NO way - gone in 2 seconds IS more
accurate!!!!
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ScanLine <TH) 1.81
opyright <¢)> Foundstone, Inc. 2882
http://vw. foundstone.con

Scan of 1 IP started at Mon Mar 15 16:54:29 2084
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4 - A

USERNAME/LMHASH |LMpasswi1

After exploiting vulnerability let's use
OPHCRACK to download pwd hashes
from remote machine

© 2007 Cisco Systems, Inc. All rights reserved.
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- Architeclure - Filter Modules

3Com 3CDaemon FIP Server Overflow

AOL Instant Messenger goaway Overflow

Apache Win32 Chunked Encoding

AppleFileServer LoginExt PathName Overflow

f

L.

Arkeila Backup Client Remote Access

Arkeia Backup Client Type 77 Overflow (Mac 0S X)

Arkeia Backup Client Type 77 Overflow (Win32)

CA BrightStor Discovery Service Overflow

CA BrightStor Discovery Service SERVICEPC Overflow

CA BrightStor Universal Agent Overflow

CA License Client GETCONFIG Overflow

CA License Server GETCONFIG Overflow
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/cygdrive/e/tap
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File Power Settings Devices VYiew Help

Wl Power Off Power On U Suspend l—*"‘ Reset ap| Full Screen

-- press any key>

--- Main Menu --- rcupkt 3638, freecsalloc 63/64 ———--—-
l/w/r) list/watch/reset connections
) host up tests

A ) arps/simple hi jack (avoids ack storm if arp used)
) simple hi jack

1) daemons rstrarp/sniff/mac

D ) options

x) exit

hunt: possible ACK storm: 8) 18.8.8.181 [3293]1 --> 288.1.1.78 [23]

e
i
©
a
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File Sniff Optons Help
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X|

File Clear Browssr About

,[ET’;'.»:rr Udor P Port: !'80 Browse  Ping Trace  Fscan = Name => P |
Exploits

GET /scriptsfoolsihhewdsn exe

GET /scriptsfoolsigetdrys exe

GET /scripteino-such.-file pl

GET Jscriptsiipcount exe

GET /scriptsicheck bat/, %C19%9C. % C1%9C. 5%6C1%9Cwinntisystem32/icmd exe7ic+dir+C:

GET sscriptsicheck bat/, 5%C19%93C .. %C19%9C. 3%6C1%9Cwindowsisystem32/cmd exe?C+dir+C:

GET /scriptshobs pi%SF+ nr

GET /scripts/, %e0:80060a1. /,.1%6e0%8000ar . 1, %0k c0%0al. fainnt/system32icmd exe?ic+dir+c:
GET Jscripts/, \%e0¥68006af. 1, %6080 00afi, 1208005 al, fvindowsisystem32icmd exeTic+dir+c.

TomK Tech Inc. Website Scan | Stop | Save |

;
-
;
=
-
@
=z
-

Server Type.
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If vou wish to test this application, please use the Username demo and password hackme

Bv entermg vour Usemame and password and using the HackMe Banking account access, vou acknowledge that yvou have

read, understand and agree to the Customer Agreement and Disclosures for Hackme Onime-Banking

1" 5 ~r - o M -
L4 Reached end of page
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No account In bank??
No problem! Justo open one with SQL
Injection... :-)

——

TR e B2
' NS N x-—’/;[ | »

HFOME BANKING
Hackme Bank Login
Customer Access
Access to these pages is restricted.

The following pages are restricted to customers of Hackme Bank.

Usemame I inser into users values( 2666| 'ivicaostojic’, 'blah’, Dxdffi )=

Password l

Submit Reset |

© 2007 Cisco Systems, Inc. All rights reserved.
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OK, but you are evil person and you want other
people money? No problem - again! :-)

NERVIE BANIZ

ME BANKING
Hackme Bank Login

Customer Access

Access to these pages is restricted.

The following pages are restricted to customers of Hackme Bank.

Usemame |' union select password, 1,11 from users where usemame = 'l‘..fu:'iﬂ.‘l's'l'.-ll-:'—{

2
Password ;

Submit | Reset |

® Internet
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=

B E = 2 2 ¥ ¢ =2 S5 =

B8] (] 57.213.920 of 120.016.352 k free .| [EB v () 57.213.920 of 120.016.352 k free
Name TExt Size Date TExt Size D ate

T <DIR> 20.07.2003 17:36 - B [arhival07) <DIR> 26.04.2003 12:27 -
i (dat) ¢DIR>  21.09.2003 22:22 -a B8 [arhival08] ¢DIR>  26.04.2003 12:27 -
M [images) <DIR>  21.09.2003 22:22 - B8 [arhival09) ¢DIR>  26.04.2003 12:28 -
M [pluging ¢DIR> 21.09.2003 22:22 ---- @8 [arhival10) ¢DIR> 26.04.2003 12:28 ----

B libeay3? dil  684.032 20.09.2002 17:05 -a-- M8 [orhivalll) ¢DIR>  26.04.2003 12:29 -
B cncipe dil 69.632 18.01.1999 10:06 -a-- 8 [arhival12] ¢DIR>  29.04.2003 21:27 ----
i scan exe 435.200 29.09.2002 00:09 - M8 [orhivall3) ¢DIR>  18.05.2003 21:57
¥ xscan_gui exe 1.119.744 29.09.2002 00:11 -a-- M [arhivall4] <DIR> 18.05.2003 2156 ----
B xscancon ini 28 21.09.2003 22:23 -a-- 8 [arhival15] ¢DIRy  01.06.2003 21:07
B UE+TAs Ixt 14.766 29.09.2002 01:28 -a-- B8 [arhival16] ¢DIR> 01.06.2003 21:09 —--
B readme Ixt 18.153 29.09.2002 01:29 -a. M8 [arhivall7] ¢DIR>  02.06.2003 11:30

M [arhival18] ¢<DIR> 09.06.2003 22:19 —--
Ml [arhival19] ¢DIR> 11.06.2003 20:32 --.
8 [ arhival20) ¢DIR> 11.06.2003 20:33 -
M [arhival21] ¢DIR> 29.06.2003 20:19 ----
8 [arhival22) DIR>  29.06.2003 20:20 -
M [arhival23] ¢DIR> 09.07.2003 23:15 ---
Ml [arhival 24) <DIR>  20.07.2003 17:36 -
B8 [arhival25) ¢<DIR> 27.07.2003 17:04 -
8 [arhival26) ¢<DIR> 15.08.2003 21:33

8 [arhival27] ¢<DIR> 25.08.2003 20:30 —---
W [arhival28) ¢DIR> 30.08.2003 18:03 --.
Ml [arhival29) ¢<DIR> 30.08.2003 18:04 -
M8 [arhival30) ¢DIR> 31.08.2003 13:44

0 of 2.286 k in 0 of 7 hiles selected 0of 7475190 k in 0 of 11 hles selected
mp> [

FAEdt || F5Copy || F6RenMov || || F8Delete ||  AlteF4 Exit
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Linux with fakeap will generate fake AP's

..l_‘

>y ~ ~———v—

P -'|

-‘,' ¥ ‘ ' _— L Y e
-

¢ Network Stumbler - [20070223174714] A

N
18] Fee Ot Yeow Devce WOOWw Med
A.l j ’ Lod | Pj’ .

DEE Pd4¢E 2+

nanne
Calh) e«

013.'
v+ &S
\'—-’:v.
u

NetStumbler will be deceived.... ;-)
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= About SPA
= Things We've Found
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About SPA

SPA is a ‘snap shot’ of the current state of a network,
identifying and detailing how the network can be
compromised and so highlighting risk factors

A hybrid penetration test and vulnerability assessment

Delivered using a combination of commercial and
proprietary tools

The proprietary tools are developed and maintained in house
with capabillities that extend beyond standard commercial tools,
both in terms of efficiency and robustness

SPA is available in two ‘families’:

Vector-defined: how unauthorised access is gained to a network

Functional: testing an aspect of network functionality
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About SPA

Assessment Description
Conducted from Cisco SOC
Identify Internet visible vulnerabilities
Value Proposition
Mature service offering
Proprietary tools
Industry leading expertise
Impact

Protect intellectual capital
Harden Internet perimeter

Assessment Description
Locate rogue access points
Review 802.11 security

Value Proposition
Joint NAR offering with WWWP
Proprietary tools
Industry leading expertise

Impact

Protect intellectual capital
Locate and disable backdoors

Assessment Description
On-site inspection
Trusted insider perspective

Value Proposition
Mature service offering
Proprietary tools
Industry leading expertise

Impact

Protect intellectual capital

Meet compliance requirements

Mergers and acquisitions

" m— .
-l( ' \ \
e -
.
. \
W\

\\.
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About SPA

Assessment Description
On-site assessment
Trusted insider perspective
Identify VoIP / IPT vulnerabilities

Value Proposition
Proprietary tools
Industry leading expertise

Impact

Protect intellectual capital

Meet compliance requirements

Mergers and acquisitions

Assessment Description
In-depth review of web app(s)
Black-box and white-box testing
Integrate into development lifecycle

Value Proposition
Proprietary tools
Industry leading expertise

Impact

Protect intellectual capital

Meet compliance requirements

Harden web applications

Assessment Description
Locate unauthorized Internet access
Collector - injector architecture
On-site assessment

Value Proposition
Proprietary tools
Industry leading expertise

Impact

Protect intellectual capital

Meet compliance requirements

Mergers and acquisitions
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About SPA

Managed
vulnerability
scan
(e.g. Qualys)

Traditional
penetration
test

Cisco SPA
(vector-defined)

Automated ICMP (ping) scan

Full TCP and UDP scans for asset fingerprinting

In-depth vulnerability scan

Manual confirmation of vulnerabilities through secondary
exploitation, so removing false positives

Wireless Access Point configuration review, rogue AP
detection and wireless authentication analysis

Understand and prove how vulnerabilities on one system
can be exploited to provide access to another

Prove and report unauthorised system access

Validate compliance against relevant parts of ISO27001
framework and industry best practices

Formal report, including in-depth analysis specific to your
network, by security experts

Onsite report presentation / workshop

© 2007 Cisco Systems, Inc. All rights reserved.
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About SPA

Why is a vector-defined SPA different from a penetration
test or vulnerability assessment service?

Comprehensive approach — we look for all ways into the network,
not just a sampling of some |IPs, attack vectors, etc.

Confirm the presence of vulnerabilities on network — leverage
non-destructive exploits to gain root access, prove the risk

Prioritize vulnerabilities — all vulnerabilities are rated (low,
medium or high) to help prioritise remediation efforts

Perform secondary exploitation — skilled security experts
undertake a detailed analysis of how vulnerabilities can be used
In combination to gain unauthorized access
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CONCLUSION - GINSBERG THEOREM
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You can’t win!
You can’t break even!




CONCLUSION - GINSBERG THEOREM

*You can’t win!
*You can’t break even!

"You can’t even quit the
game!




-
Ehermans Corollary to Ginsberg’s

Theorem

*Things will get worse before they
get better!

*Who said things would get better??
©




Ehermans Corollary to Ginsberg’s
Theorem
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