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Next Generation Campus Networks

� Campus network design is evolving in 
response to multiple drivers

User Expectations: Always ON Access 
to communications

Business Requirements: Globalization 
means true 24x365

Technology Requirements: Unified 
Communications, high definition 
interactive video, new traffic patterns

Work Environment Requirements: Anytime  
anywhere access

Unexpected Requirements: Worms, viruses, …

� Campus design needs to evolve to 
support the evolving business and 
technology drivers

Evolving Design Requirements
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Resilient Campus Network Design
Agenda

Campus Design Foundation

Distribution Block Design Considerations

Fully Routed Campus

Cisco Catalyst 6500: Virtual Switching System

Access Layer Design Considerations

Architecture Enhancements

Availability

QoS

Security

Managing the Resilient Campus Distribution 
Blocks
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High Availability Campus Design

� Optimize the interaction 
of the physical redundancy 
with the network protocols

Provide the necessary 
amount of redundancy

Pick the right protocol 
for the requirement

Optimize the tuning 
of the protocol

� The network looks like 
this so that we can map 
the protocols onto the 
physical topology

� We want to build networks 
that look like this

WAN
Data Center

Services Block

Distribution Blocks

Layer 2 or 
Layer 3

Redundant
Switches

Layer 3 Equal 
Cost Links

Structure, Modularity  
and Hierarchy
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Redundant
Links

Redundant
Supervisor
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Hierarchical Campus Network

Server Farm

WAN Internet PSTN

Not This!

Structure, Modularity and Hierarchy
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Redundancy and Protocol Interaction

� Direct point-to-point fiber provides for fast 
failure detection

� IEEE 802.3z and 802.3ae link negotiation 
define the use of Remote Fault Indicator 
and Link Fault Signaling mechanisms

� Bit D13 in the Fast Link Pulse (FLP) can 
be set to indicate a physical fault to the 
remote side

� Do not disable auto-negotiation on GigE 
and 10GigE interfaces

� Carrier-Delay

3560, 3750 and 4500—0 msec

6500—Leave it at default 50 msec

� The default debounce timer on GigE 
and 10GigE fiber linecards is 10 msec

� The minimum debounce for copper 
is 300 msec

1

2

3

Linecard Throttling: 
Debounce Timer

Remote IEEE Fault 
Detection Mechanism 

Cisco IOS Throttling: 
Carrier Delay Timer

1

Link Redundancy and Failure Detection
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Redundancy and Protocol Interaction

� In the recommended distribution block 
design recovery of access to distribution 
link failures is accomplished based on 
L2 CAM updates not spanning tree

� No dependence on external events 
(no need to wait for spanning tree 
convergence)

� Behavior is deterministic

TCN

All Links Forwarding: In an Environment 
with All Links Active Traffic Is Restored 
Based on HW Recovery

� Indirect link failures are harder to detect

� With no direct HW notification of link loss 
or topology change convergence times 
are dependent on SW notification

� In certain topologies the need for TCN 
updates or dummy multicast flooding 
(uplink fast) is necessary for convergence

Link Neighbor Failure Detection

SiSiSiSi
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Redundancy and Protocol Interaction

Configuring L3 routed interfaces provides for faster convergence
than an L2 switchport with an associated L3 SVI

21:32:47.813 UTC: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/1, changed state to down
21:32:47.821 UTC: %LINK-3-UPDOWN: Interface GigabitEthernet2/1, changed state to down

21:32:48.069 UTC: %LINK-3-UPDOWN: Interface Vlan301, changed state to down
21:32:48.069 UTC: IP-EIGRP(Default-IP-Routing-Table:100): Callback: route_adjust Vlan301

1. Link Down

2. Interface Down

3. Autostate

4. SVI Down

5. Routing Update

21:38:37.042 UTC: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet3/1, changed state to down
21:38:37.050 UTC: %LINK-3-UPDOWN: Interface GigabitEthernet3/1, changed state to down

21:38:37.050 UTC: IP-EIGRP(Default-IP-Routing-Table:100): Callback: route_adjust GigabitEthernet3/1

L2

L31. Link Down

2. Interface Down

3. Routing Update
8ms

256ms

Layers 2 and 3: Why Use Routed Interfaces?
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Redundancy and Protocol Interaction

� EIGRP, OSPF, IS-IS, mBGP all have 
native hello/dead mechanisms 

� Bidirectional Forwarding Detection 
(BFD)* provides a protocol-independent 
mechanism 

Negotiation of timers between peers

BFD control packets are encapsulated in 
UDP unicast datagrams, destination port 3784

Lightweight process, packets are 
not sequenced

Must be 1 Hop Layer 3 adjacent 

EIGRP Hello

interface Vlan4
dampening
ip address 10.122.0.26 255.255.255.254
bfd interval 100 min_rx 100 multiplier 3
bfd neighbor 10.122.0.27

router eigrp 100
bfd interface TenGigabitEthernet4/1

L2 Switch or
VLAN Interface

Improving Layer 3 Neighbor Failure Detection
BFD
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*Verify Cisco IOS® Release Availability, ESE does not yet have specific configuration guidance
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Best Practice: 
Build Triangles, Not Squares

� Layer 3 redundant equal cost links support fast convergence

� Hardware based—fast recovery to remaining path 

� Convergence is extremely fast (dual equal-cost paths: no need 
for OSPF or EIGRP to recalculate a new path)

Triangles: Link/Box Failure Does Not
Require Routing Protocol Convergence

Model A

Squares: Link/Box Failure Requires 
Routing Protocol Convergence

Model B

Deterministic vs. Non-Deterministic
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Cisco Catalyst Switch

Equal Cost Multi-Path Convergence

Link failure detection

Software Routing Table (RIB)

Prefix Next Hop Interface

10.255.0.0/16 10.10.1.1 gig 1/1

10.20.1.1 gig 1/2

Cisco IOS Software
CEF Tables

FIB Table

Prefix Adjacency Ptr

10.255.0.0/16 Adj1 (gig 1/1)

Adj2 (gig 1/2)

Adjacency Table

Rewrite Information

AA.AA.AA.AA.AA, VLAN

BB.BB.BB.BB.BB, VLAN

Hardware Tables

FIB Table

Prefix Adjacency Ptr

10.255.0.0/16 Adj1 (gig 1/1)

Adj2 (gig 1/2)

Adjacency Table

Rewrite Information

AA.AA.AA.AA.AA, VLAN

BB.BB.BB.BB.BB, VLAN

Removal of the entries in the 
routing table

Update of the software CEF 
table to reflect to loss of the 
next hop adjacencies

Update of the hardware tables

1

Remote Link 
Failure Detection

2

3

4

1

2

3

4

Routing Protocol Process

5
Routing protocol notification 
and reconvergence

5

Time to Recovery CEF Paths
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