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Tietoturvatapahtumia — SPAM:In ksvu

)

spamcop.net

Report Spam || Filtered Email || Blocking List || Statistics
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Tietoturvatapahtumia — Top-5 botnets
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o Zeus Botnet — yksi
maailman suurimmista
botnet-verkoista

 Myy saastuneista koneista
kerattyja luottokortti-
numeroita (0.50 USD),
luottokorttien CVV/CVC-
numeroita (1.0 USD),
pankkien
kayttajatunnuksia yms
yms

 Menetelmat ja tekniikat
muistuttavat paljon RBN:n

kayttamia jarjestelmia.
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Malware tanaan

* Noin 90% webin kautta saaduista Rikollisten hyokkaysten erittéin
ongelmista on levinnyt tavallisten voimakas kasvu

sivustojen ja linkkien kautta 40000000
35,000,000

— Hyokkaykset ovat siirtyneet
kayttamaan HTTPS-liikennetta

30,000,000 -

»m000 — Y11 500% kasvu
— >85% SPAM:sta sisaltaa URL:in amo0 —— Vuonna 2008!

— Selailun aikana tapahtuneet e

saastumiset jaavat usein
huomaamatta

10,000,000 -
5,000,000 -

0

. . . f eegy ee a 2005 2006 2007 | 2008 2009
— Pahimmat sivustot voivat sisaltaa

yli 20000 erilaista uhkaa e
Kaspersky Labs Nov 2008
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Malwaren valitysmenetelmat

Piilotettu menetelma:
- Yhteistdverkostot

- Web Mall, P2P & IM
- SSL traffic

Avoin menetelma:
- Suositut web-sivut
- Ei salausta
Internet

Puolustautuminen?

Esimerkkeja: Esimerkkeja:
- iframe ja SQL injektio —+ - Facebook, MySpace,

- XSS hyokkaykset gmail, Twitter, Skype

- DNS vaarennykset _ - Tiedostolataukset

- Linkkihuijaukset Kayttajat - VAarennetyt paivitykset
- Flash-parametrien vaarennykset

"1
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Tietoturvatapahtumia — Facebook Coool
Video

Facebook Scam ALERT: Don’t Click “CooooL
Video”

August 13th, 2009 | by Pete Cashmore 14 Comments .
— by & UM acebonk | Home - Morilla Firefox =101 x|
1084 If you receive a Facebook mail today with the B ER Yew tep
iweer.  Subject line “CoooL Video”, don't click the link. o - 0 M o |n Bt [laabonh bl et @ o b et s e e P N [C’ E #
We're getting reports of a Facebook scam which ace oo
EEREEN auses infected users to unknowingly send out A Most Visted I Gattre Started Latest Meacirns
Facebook mails to their friends containing that subject

line.
Home Profile  Friends  Inbos

The links in the mails go to various places, including 2 blogspot blog (see screenshot
below). Of course, clicking the link earns you an unpleasant dose of malware.

Broewss Everids | Export Evends Help  Adwertse
Facebook, to give credit where due, is becoming increasingly proficient at stomping out such scams:
. - who is searching for
the last one to cause issues was around two months ago. ™ Events Creste an Event yout

What To Do [T rriends’ Events | Past Events | Birthdays

Cooool Yideo ou hawve 1 upcoming avents.

WO, htep: fiepbsduhakpzxsxigp. blogspat. comf

Trach and g who b
. . . . L somarchend For you onie.
1f you receive one of these Facebook mails, simply delete it - one of your friends is infected but not
you. If yvou find, however, that your account is sending the mails:

g
1. As a precaution, go to your browser settings and clear your cookies. -
2. Change vour Facebook password

3. Make sure your antivirus software is up to date and run a full system scan

Vigns e clhcriant b0 O Pl Dowsnicusd corredt Flash Monis Plaver! Iratalation: Double-chck the dosnboaded rstallsr,

Follows the on-screen netructions.
T adobemedial Oexe
which 5 8 Brary Fie |I|
Wiowdd yous M b save Ehis file?

e I Carcel I
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Tietoturvatapahtumia — Koobface worm
(Facebook, Twitter, MySpace...)

o o Mg St o iy, Bt rent Eegonen Riochind!thas e H i omekiaadiong e b e compnton, bl Rt T ogilins

.

File Dewnload - Security Warning

-y T

4 Ugload | dfircond Do you wanl Lo iun of save Lhis (e ¥

D Hame: setup, g
Typa: Appbestion, 16.0 KB
Feoent 208,118, 146.246

| mm ][ seve || Coce |

Welcome to Video
Welcome to o Tiod membershis &l1e

St o prreiesd v,

L

Vi Tt Soericad and reial Tue Uerrt vere, of S Sdoce Flag~
b T e el DA

mEmpargtay, o @ e b
o _..:‘,r'-;-‘-‘ e ‘whie e hom the Intemnel can be uzelul, thiz He lpe con
v poteriialy harm pour compuber 1 you do ot bust the soutce, da net

rur of save thes sodbwace. Whit's the ok !

Build your — —
et S R b credit now

T
Capital Cne Classie @ |
Y/ SeCUiniL ' Fegistiation Update Suppart
Best card Bo rebufid
wour eredil rating
o Total Security : System Scan
picne of your frideds are tagned . et {% System Scan Toi [ e ] rame 1 ez ]
& Sprware  Cvedowsiiyme | Spyware |Bvnmerd Suaals passeonds from Keeme...
e e v gy
' 2 = Sy o Spymane, Mknitar Program that can ba wrad o
a Protection & Bachdowr  Ciendeesiiyne | W3l Rba.tm A1 IRE controbed back o th
& Trejan Py Wy nteaiar Busker. E Sy Sensl v oo o

Step
Path «-\MocilalFirefou|ProflesiTTibEEn2 def sult|Cache]_CACHE 001

Sarve Raport Resmiren

—
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Tietoturvatapahtumia — Koobface worm
(Facebook, Twitter, MySpace...)

,;’.. B Pk Criot yomur i Ly, B Pt it or ikt s il i indien Pl b3 ey ot (M8 Niomg P s

208,108 086,246  fin 9a8/setup.exe The virus downloads
T VR B el [ s il | B | sy T | few—T welt seg.md  flsptchat.exe -— | CAPTCHA solving application
il veg.md  J igeoglereg2.exe
Chashde i Ul 5. com [l a=getli=08v=7 The C&C sends the user a
Welcome o Video e MG, com  fesptempgoo/GOOOcEbe 4@EStheaThenad CAPTCHA to be salved

St o prreiesd v,

L il
i mnd chorericand and retal Tue et verson, of S Rdaos Flags Bt
Pl e T ot Tt DT

mampargea, A bR Be
oy, Sl Begad. drrot nddary
S st (195 par hor Copyright & 1965-2001
Microsaft Corporation
BLIII d }' our Enter both words below, separated by a space.

credit now

-
: Capital One Classic m Im}'
1 B Lot Best card 1o rebard
: - Wi enedit rating
P . v Brun's e [1) Tes o el s S et =
_ % Time before shutdown: 02:50

Genall Cadndir [Dacurnzals Bholos Readed SHes Web moer g enh sl e gmasilcom
GM._.” Searchbal | Sewohmne Wen %::;__:.ul-_sb.}u.s:_-

Lampase Mail

i = v bz €om = Ry Al Saers TR0 AT IS TG DRIEL

Inbox 31 Archies | Begerlsgam  Deile Mévalsw | Labsiz v Merpasters v | [Rafinsh
imle'l ] Selact &1, Hona, Raad, Unmad, Steesd. Ungiaepd
:;jt"ﬂ;' 0 e Gmail B B gy il e e g
T nor Gipail wsmes i S S e g
"I'L T e Ginadl ik B e bl e W WA
o
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Your cart: $0.00 (0 items)  SEE

Proceed to Checkout

spamcop.net Heme

' USD EUR GBP *
Bestsellers All products FAQ Contact us CAD AUD CHF

pam |[ F Email | Boclang Lt | : i Pharma Banus

45 issues
21 reciplents Special Offer

Abuse report sent to 3
handq@citicnet.com PO min.  httpadfweos.zeukuvuy.cnd - "
wangjh@citicnet.com 5.70 min. : Canadian @ Pharmacy s 4 Free Viagra samples
spam@ccert. edu.cn 6.32 min. http//sendyear.com/index.php?ing=fricv=ay k
abuse@cnc-noc.net 6.32 min. http://sendvear.com/index. php?ing=fricy=cu #1 Internet Online Drugstore J . 4 pills for every order
abuse@anti-spam.cn 6.32 min. = r Ing=frécu= —

spami@ccert.edu.cn 8.55 min. http://www, undertasty,.com/ . .
abuse@anti-spam.cn B.55 min. http://www undertasty. com/ f . \ 12 pills for order »5300
abuse@cnc-noc.net P 2 = A5 . b

spam@ceert.edu.cn 9.42 min.

anti-spam@ns. chinanet.cn.net 9.42 min. http:/frkawevar cnd

abuse@anti-sparm.cn 9.42 min.  hitp./{rkawevar,cn/

abuse@anti-spam.cn 10.37 min. hitp:/fwew undertasty com/

abuse@cnc-noc.net 10.37 min. hitp:/fwewundertasty.com/ e an s

spam@ccert. edu.cn 10.37 min. http:/fwwow undertasty . com/ & VIAGF.M AL 10 xViagra &0 pills 120 pills
spam@ccert.edu.cn 13.17 min. hitp:/mpaganiz.cnfindex.ohp? KSNWTDZQIT=3248nv - e . 100 mg zop' 100 mg
anti-spam@ns.chinanet_cn.net 13.17 min. http://mpaganix.cofindex.php?KSNWIDZQIT=3248ny, For other Order 4 i 4 10 x Cialis mg + 4 frae pills
abuse@anti-spam.cn 13.17 min. http:s/ L.cn/index. php PKSNWTDZOIT=32480v 4 VIAGRAPILLS ; 20mg +i Free pills +1rea delivery
spami@ccert. edu.cn 13.52 min. http:/fhourmaior.com/
abuse@anti-spam.cn 13.52 min. http://hourmator, com/ 7+ Bestsellers DRDER NOW ORDER NOW ORDER NOW
abuse@cnc-noc.net 13.52 min. http://hourmajor,com/
zhouxm@chinaunicom.cn 13.92 min. : 5 el _' © Erectile Dysfunction
zhouxm@chinaunicom.cn 13.92 mln.ﬁllnjﬁmmm&h;mw& Searchbyname: ABCODEEGHIJKLMNOBORSTILU YW EYZ Search @
bao2500@gmail.com 13.92 mln._tm.mmwma_ﬂ © Male Enhancerment
abuse@enc-noc.net 14.52 min. http://955 diupebil cn/Zoaygyu=73516Yi43918N6B2. .
bao2500dgmail com 14.52 min. hitp.//SbB97 dfupebil cn/Pajaime=86W 1WA 34 2edh, © Anti-Acidity
abuse@cnc-noc.net 14.52 min. http:/fe0ce dfupebil oo/ Tidumiti=SYp2 56X85nPYI4,
abuse@anti-spam.cn 14.52 min. http:/{3ad0fs dfupebil on/Powugox=28260Xp70ms87, .
bao2500d@gmail.com 14.52 min. hitp://61601dfupebil.en2ipynyl=37Y6003520yN1z,,,  © Anti-Allergictisthma - Accutane $0.79
abuse@anti-spam.cn 14.52 min, hitp://955.dlupebil.en/2caygyu=73516Yj43918N662.. o Viagra = T oat
anti-spam@ns.chinanet.cn.net 14.52 min. http://3ad0fs, dfupehil.cn/2owuaox=282604p70ms87, @ Ant-Depressantinti-Anxiety ) Z ) omi $0.
abuse@anti-spam.cn 14.52 min. http://e0cc.dfupebil cn/2idumiti= SYp256X85nPY4. . Qur price ( e Prednisone $0.37
© Ant-Diabstic $1.18 $1.99
Doxycycline $0.42
@ Ant-Fungus Zithromax $0.51
- _ ~ - More info Add to cart More info Add to cant o
Order The Zuneapest Medications Now! - Window= "nternet © Anti-Herpes @ @ Smes $0.40
o Alli $1.78
@ Antibiotics Viagra Cialis Professional Strattera $0.74
Professional )
© Blood Pressure/Chaolesterol ; Qur price Lasix $0.24
Cur price $4.17
File Edit Vigt @ Body-Building $1.57 HUIEE $0.40
= = = Nexiurm $0.40
@ Dental Whitening More info @ Add to cart Mot info @ Add to cart Cipro $0.32
% | % @ Erection packs Lipitor $0.35
© Ferale Enhancement - |
(& Order The Cheapest Medications hNow! | | Miaura Super Clalls Super Levitra
@ General Health ﬂ F~ o PR
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Ratkaisumalleja — mainesuodatus

HOME THREAT OVERVIEW TOP SENDERS REPUTATIOHN LOOK UP HELP

2¥0rder The Cheapest Me

Fle Edt Wew Hstory Bookmarks Tools Help

O C X B[ Cisco IronPort SenderBase Security Network

|2 Most visited 4 Getting Started 2 | Latest Headlines.

WEB & EMAIL REPUTATION
Resulis for www.undertasty. com {mare Details)

O WOT Warning: This site has a poor reputation.

Email Reputation Web Reputation
Web Reputation Score: Poor @

Why is the reputation Poor?

Thls 5|te has a poor reputatlon These are the most comman reasons:

zeukLLry.cn

The website or IP address has exhibited activities that indicates it has been involved in the distribution of
i Wi rating details and comments maliares
m The |P address aszociated with this Wiebsite haz been linked to highly suzpect behavior. By going to this site users

are at high risk for getting infected with malware.
o Trustworthiness Wery paar ® The host has exhibited activity that indicates it has been involved in Phishing attacks.
®m The hist iz infected by malware or othenvize compromized by spammers or another malicious group.

o vendor reliability Wery poor
How does this affect me?
o Privacy Wery poor . . .
While many neteorks use SenderBase as a means for agsessing their web traffic, SenderBase
@ Child safety does not hlockwehsites.
What can | do to improve my reputation?
! This site is safe - I want to rate it Ignore warning and go to the site L4 The information displayed on ourwehsite is meant to help you identify and resalve any issues that

right be the reason for vour IP's poor reputation score. Once vou have taken the necessary steps o
fixx any known izsues, your reputation score should automatically recaover within a short time frame.

Location:

= LOCATION UNKNOWN

WHOIS Information

Name servers:
ME2.GALORECHIEF.COM
MS1.GALORECHIEF.COM
M55.0MERU

M54 .CLEARBETTER.COM
MSE.OMERU

Asia
Marh Eurape
America
Atlanbc
Dcean
Africa
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* Yli 30 miljardia kyselya paivittain

e Yli 150 sahkoposti- ja
webparametria

* Lopputuloksena mainearvo web-
ja sahkopostiliikenteelle,
asteikko -10... +10

_ _ Yhdistaa sahkoposti- ja webliikenteen analyysit
o Tarkistamalla sekd s&hkdposti-

etta webliikennettd, havaitsemis-
kykya ja —tarkkuutta parannetaan
huomattavasti

e >80% SPAM:sta sisaltaa URL:in IronPort
) ) SenderBase
e Haittaohjelmat ovat

avainasemassa Botnet-verkkojen . . . . . . . .

syntymisessa. _ ,
ynty . i 800 Cisco IronPort Cisco IronPort
 Botnet-verkot vastaavat yli 80% C-series S-series

koko maailman roskapostista.

D
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SantaCare -palvelut
Yllapitopalvelut Hallitut palvelut Asiantuntijapalvelut
- Puhelin- ja sahkdpostituki - Palomuuri/VPN - Suunnittelu
- Vianrajaus - SSL VPN - Kayttoonotto
- Onsite-tuki - WLAN - Konsultointi
- Laitevaihdot - Sahkopostiturvallisuus - Auditoinnit
- Ohjelmistopaivitykset - Sovelluskiihdytys - VirtualExpert (VEX)
- 24]7 péaivystys - Turvallinen Web - Asiakaskohtaiset

koulutukset

8.9.2009 WWW.SMN.FI
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SantaCare-palvelut

SantaCare-palvelut muodostavat joustavan
asiantuntijapalvelukokonaisuuden, jonka komponentteja
yhdistamalla voidaan raataloida asiakkaalle parhaiten soveltuva
kokonaisuus.

Asiakasymparistéon suunniteltu ja toteutettu verkkoratkaisu +
tukipalvelut tukemaan elinkaarta
= SC Asiantuntijapalvelut + SC Yllapitopalvelut
val

! Verkkoratkaisun hallinnoinnin ja yllapidon ulkoistaminen SMN:lle §
\ = SC Hallitut palvelut “

WWW.SMN.FI
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SantaCare Managed Webcurity

o Verkkoammattilaisten suunnittelema, implementoima ja
operoima kokonaispalvelu

e Palvelu voidaan aina raataldida asiakkaan tarpeisiin

o Palvelua kehitetdan jatkuvasti

— Esim. uusien ohjelmistoversioiden uudet ominaisuudet,
saanndlliset asiakastapaamiset ja asiakkaan kehitystoiveet

* Yksi kontaktirajapinta — Santa Monica Networks NOC
o Palvelua monitoroidaan 24/7
* Useita SLA-vaihtoehtoja

o Kuukausittainen raportointi Internet-liikkenteesta,
tapahtumista, estetyista sivuista, viruksista yms yms

WWW.SMN.FI
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SantaCare WebPortal

 Asiakkaan paaasiallinen e mg& —
tyOkalu SantaCare- =l
palveluiden hallinnointiin = i
o Tuki- jJa muutospyynnot p—
auki helposti @l
e Inventaario laitteista,
yllapidoista ja sHils
palvelukomponenteista e
. Nopeat haut kannasta S B .
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SantaCare Managed Webcurity :
esimerkkiraportointi

@ IRONPORT

Web-liikenne — suosituimmat URL-kategoriat santacare-webgw.smn.fi |

02 Aug 2009 00:00 to 08 Aug 2009 23:59 (GMT +0300)
Top URL Categories - Completed Top URL Categories - Blocked

WEB SECURITY APPLIANCE

Business [ 3,094
Computing & Internet 2,495
Uncategonized URLs | 1,803
News 1,414
Shopping | 815
Adveriisements & Popups 763 Bars Desgleed: 27
Search Engines 725 Bandwih Web Tramsackons

Infrastructure | 696 Gambling URL Cagory Bandwath Saved by Blocking Bandundth Used Tt | TR | T
Entertainment | 466 Uncategorized URLs 3 Fusiness | ® | 1 | 1004 | 0| 3004
Travel 2 403 Web_haged Ema|| ] Compunng & Istemet | -] | S 1IME | 2495 | L] | 2495
1 T ! I - T Unc. 35.0KE | 14108 1803 | 3 | 1806
0 2 ODU 4 mo 0 20 News -] FARL LA L] 1AM
! ' Shoppeg o (ST 8s ] 15
Transactions Tr,| Advertisemants & Popes o6 2008 763 [} 761
Search Engies o8 11v8 s o ]
Infrasvectae e 91T B 6% L] L]
Entertanment [ 5.0ug 466 o 456
Trvel ® eonm a0 o 408
Web-based E-madl 12.08B e 7 1 re
lloga & Foruma -] 4 47 L] 47
Motor Vighiches. | LM 195 L] 195
Heference - -] L %0 L] 150
Sports L] 15 Lrg L] 157

Fnance & lvestment -]

20198 a o a5
Gambing 42 [ L 41 41
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SantaCare Managed WebSecurity -
esimerkkiraportointi

@ IRONPORT

- Web-likkenne - mainearvot santacare-webgw.smn. fi

02 Aug 2009 00:00 to 08 Aug 2009 23:59 (GMT +0300)

WEB SECURITY APPLIANCE

Web Reputation Actions (Trend)

5,000
4,500
4,000 T
3,500 -
3000 O Scan Further: Clean 90.4%
O Allow 0.6%
2,500
-10.0. 1
2,000 Total 00..-81
8.0 1
1,500 4 7061
1000 5.0_.-51 g
50,41
500 4 40,318
Block -10.0 to-6.0 3021
g | T | = | | | et
03-Aug 05-Aug 07-Aug Scan Further 5091590 10,01 | o
0009
Allow 6.010 10.0 il et
20,29 s
10,30
40,49
...........
80
IO
&0,
90..
No scoe |

2,000 4,000
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Kiitos !

Mikko Tammiruusu
mikko.tammiruusu@smn.fi
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