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Datacenter 
Transformation and 
Cisco Datacenter 3.0
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The Evolution of Data Center ñArchitecturesò
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Application Architecture Evolution

Centralized

Data Center 2.0

Client-Server and 

Distributed Computing

Decentralized

Data Center 3.0

Service Oriented and   

Web 2.0 Based

Virtualized

Consolidate

Virtualize

Automate
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ÅMulti-
Protocol

ÅModular 
Design

ÅContinuous 
Systems 
Ops.

ÅConsistent & 
Focused 
Features

Data Center 
Class OS

Å10G Density

Å40/100G
Readiness

ÅLow Latency

ÅActive ï
Active links 
(STP
Elimination)

System 
Scalability  

ÅCisco DCE

ÅFCoE

ÅDevice & 
Cable 
Reduction

ÅFabric 
scalability w/ 
Multipathing

Unified Fabric

ÅOpen XML 
API for all CLI
parameters

ÅConsistent 
Device MGMT 
Platform

ÅDC wide 
service 
provisioning

Unified Mgmt
Architecture

ÅRoles Based 
Access 
Control

ÅLink Layer 
Encryption

ÅIntegrated 
Packet 
Analysis

Pervasive 
Security

ÅConsistent 
Network 
Policy (Physical 

or Virtual)

ÅEfficient use 
of servers & 
storage

ÅImproved VM
performance, 
mobility & 
security

Server 
Virtualization

Switching

Next Generation Data Center

Cisco Data Center Technology Strategy
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In Summary: Data Center 3.0 Evolution Path

Consolidation Virtualization Automation Utility Market

Location 

Freedom

HW

Freedom

Provisioning

Freedom

Business Process

Freedom

Data Center Networking

Unified Fabric

Unified Computing

Enterprise-Class Clouds

Inter-Cloud
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VIRTUALIZATION
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Virtualization changes everythingé.
So why Virtualize?

ÅImproved Resource Utilization

ÅService Velocity

ÅExtends the life of the DC

ÅGreener IT

ÅBetter Business Continuance

ÅImproved & Faster ROI

ÅReduced Costs

ÅHigher Availability

ÅStaff Productivity

ÅSimpler Management

ÅIncreased Security

Virtualization Provides the Opportunity to Transform the IT Infrastructure for 

Operational improvement.
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Virtualization brings new services to the DC

USERS

Internet, Intranet, 

DC access, 

DC2DC1

ÅReduced OPEX

ÅReduced CAPEX

ÅService Agility

ÅHigher Availability & 

Resilience

ÅGranular services & 

tiering

ÅGreen IT

ÅBusiness to IT synergy

ÅImproved data 

protection

ÅExtends the lifetime of 

the DC

ÅSimplifies scaling & 

technology adoption 

strategy

Virtualized

Storage

Virtualized 

Network

Virtualized

Compute

Virtualized

Storage

Virtualized 

Network

Virtualized

Compute

Space, power & 

cooling savings

The ubiquitous network touches 

everything, so it is the ñenablerò for the 

evolving Data Center

Nexus & MDS

Resource pooling for 

ñon demandò services

Integrated services

to reduce footprint

New Delivery models

for next gen apps; web 2.0, 

mashups, SaaS

Real Time Infrastructure for 

improved SLAôs &

instant provisioning

Application, Server & 

Storage mobility for

business continuance

Higher uptime with simpler 

upgrade, refresh, & migration

maximised asset 

Utilisation and 

Reduced carbon

Cabling consolidation

improve airflow,

lower labour & acquisition

costs, fewer failures. 
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X

Distributed Resource 
Scheduling (DRS)

ÅBalance workloads
ÅRight-size hardware
ÅOptimize real time

High Availability (HA)

ÅRestart immediately 
when H/W or OS fail
ÅProtect all apps

On-demand Capacity

ÅScale without disruption
ÅReconfigure on the fly
ÅProvision new server

VMware Operational Benefits
The Agile & Resilient Data Center

10 Gb Data Center 
Ethernet

ÅHigh bandwidth
ÅHighly available
ÅCost-effective

Unified Fabric

ÅSupport DC wide portability 
ÅConsistent, ubiquitous 
services 

VM-aware Network 

ÅNetwork services 
move with VM
ÅProvision in seconds

ñflatòethernetaccess networkExample; VMotion requires Layer 2. Layer 2 implies Spanning TreeExample; Cisco VSS minimises Spanning tree = outage risk reduction

creates a MAC address space explosion!
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Server Access in 
Datacenter: 
Nexus 1000V
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Networking Challenges to 
Scaling Server Virtualization

Applied at physical 

serverðnot the 

individual VM

Impossible to 

enforce policy for 

VMs in motion

Security and Policy 

Enforcement

Lack of VM visibility, 
accountability, and 
consistency

Inefficient 
management model 
and inability to 
effectively 
troubleshoot

Operations and

Management

Muddled ownership 

as server admin 

must configure 

virtual network 

Organizational 

redundancy creates 

compliance 

challenges

Organizational

Structure
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VN-Link Brings VM Level Granularity

Problems:

VN-Link:

ÅExtends network to the VM 

ÅConsistent services 

ÅCoordinated, coherent 

management

VMotion

ÅVMotion may move VMs 

across physical portsðpolicy 

must follow 

ÅImpossible to view or apply 

policy to locally switched 

traffic
ÅCannot correlate traffic on 

physical linksðfrom multiple 

VMsVLAN
101
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Cisco Nexus 1000V
Industry First 3rd Party Virtual Distributed Switch

Á Nexus 1000V provides 
enhanced VM switching for 
VMW ESX environments

Á Features VN-Link 
capabilities:

Policy-based VM connectivity

Mobility of network and security 
properties

Non-disruptive operational model

Á Ensures visibility and 
continued connectivity 
during VMotion

Enabling Acceleration of Server Virtualization Benefits

VMW ESX

Server 1

VMware vSwitch Nexus 1000V

VMW ESX

VMware vSwitch Nexus 1000V

Server 2

Nexus 1000V

VM 
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VM 
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VM 

#2

VM 

#1

VM 

#8

VM 

#7

VM 

#5

VM 

#5

VM 

#2

VM 

#3

VM 

#4

VM 

#5

VM 

#6

VM 

#7

VM 

#8

VM 

#1

VM 

#1
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What is a Virtual Distributed Switch?

ÁA Virtual Distributed Switch, is a concept developed by 
VMware and Cisco to allow a single vSwitch to span 
multiple hosts.  

ÁVMW calls this a vNetwork Distributed Switch. 

ÁThe Cisco Nexus 1000V, a 3rd party virtual distributed 
switch, will be supported in VMware ESX and Virtual 
Infrastructure in the 1st half of 2009
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Cisco Nexus 1000V
Faster VM Deployment

VMW ESX

Server 

VMW ESX  

Server

Cisco Nexus 1000V

VM 

#1

VM 

#4

VM 

#3

VM 

#2

VM 

#5

VM 

#8

VM 

#7

VM 

#6

VM Connection Policy

Á Defined in the network

Á Applied in Virtual Center

Á Linked to VM UUID

Defined Policies

WEB Apps

HR

DB

Compliance

Cisco VN-LinkðVirtual Network Link

Policy-Based 

VM Connectivity

Non-Disruptive

Operational Model

Mobility of Network 

& Security Properties

Virtual 

Center
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Cisco Nexus 1000V
Richer Network Services

VMW ESX

Server

VMW ESX  

Server

Cisco Nexus 1000V

VM 

#5

VM 

#8

VM 

#7

VM 

#6
VM 

#4

VM 

#3

VM 

#2

VM 

#1

VM 

#4

VM 

#3

VM 

#2

VM 

#1

VN-Link Property Mobility

Á VMotion for the network

Á Ensures VM security

Á Maintains connection stateVirtual 

Center

VMs Need to Move

Á VMotion

Á DRS

Á SW Upgrade/Patch

Á Hardware Failure

Policy-Based 

VM Connectivity

Non-Disruptive

Operational Model

Mobility of Network 

& Security Properties

VN-Link: Virtualizing the Network Domain
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Cisco Nexus 1000V
Increase Operational Efficiency

VMW ESX

Server

VMW ESX  

Server

Cisco Nexus 1000V

VM 

#5

VM 

#8

VM 

#7

VM 

#6
VM 

#4

VM 

#3

VM 

#2

VM 

#1

Network Benefits

Á Unifies network mgmt and ops

Á Improves operational security

Á Enhances VM network features

Á Ensures policy persistence

Á Enables VM-level visibility

Policy-Based 

VM Connectivity

Non-Disruptive

Operational Model

Mobility of Network 

& Security Properties

VN-Link: Virtualizing the Network Domain

Virtual 

Center

Server Benefits

Á Maintains existing VM mgmt

Á Reduces deployment time

Á Improves scalability

Á Reduces operational workload

Á Enables VM-level visibility
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Key Features of the Nexus 1000V

Switching
Á L2 Switching, 802.1Q Tagging, VLAN Segmentation, Rate Limiting (TX)

Á IGMP Snooping, QoS Marking/Queuing

Security
ÁPolicy Mobility, PVLAN, ACL (L2ï4 w/ Redirect), Port Security

ÁCisco TrustSecðAuthentication, Admission, Access Control

Provisioning
ÁAutomated vSwitch Config, Port Profiles, Virtual Center Integration

ÁOptimized NIC Teaming

Visibility
ÁHistorical VMotion Tracking, ERSPAN, NetFlow v.9 w/ NDE, CDP v.2

ÁVM-Level Interface Statistics, Wireshark

Management
ÁVirtual Center VM Provisioning, Cisco Network Provisioning

ÁCisco CLI, XML API, SNMP (v.1, 2, 3)
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ÁVN-Link, or Virtual Network Link, is a term which describes a new 
set of features and capabilities that enable VM interfaces to be 
individually identified, configured, monitored, migrated and 
diagnosed.

ÁVN-Link requires platform support for Port Profiles, Virtual Ethernet 
Interfaces, Virtual Center Integration, and Virtual Ethernet mobility.  

What is VN-Link?

ÁThe term literally refers to a VM 
specific link that is created 
between the VM and Cisco 
switch.  It is the logical 
equivalent & combination of a 
NIC, a Cisco switch interface 
and the RJ-45 patch cable that 
hooks them together.

Hypervisor

VNIC VNIC

VETH VETH
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Unified Fabric
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The Goals of Unified Fabric

Reduce overall Data Center power consumption by 

up to 8%.  Extend the lifecycle of current data center.

Wire hosts once to connect to any network - SAN, 

LAN, HPC.  Faster rollout of new apps and services. 

Every host will be able to mount any storage target.  

Increase SAN attach rate. Drive storage 

consolidation and improve utilization. 

Rack, Row, and Cross-Data Center VM portability 

become possible.
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Unified Fabric Advantage

Increased Efficiency, Simpler OperationsComplexity, Cost, Power
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The Case for Scaling I/O

ÁMulti-Core, Multi-socket Servers allowing multiple workloads on the same 

machine

ÁServer Virtualization driving the need for more I/O bandwidth per server

ÁIncreased demand for networked storage

ÁWeb 2.0 (SOA/XML) driving workload processing & bandwidth demands

Customer drivers for 10 Gig Ethernet

ÁVMware; VMotion & SRM customer migrated in 1,5 hours vs 8 hours 

because of  to 10Gig

ÁHPC environments; 10gig Ethernet connectivity make sense due to 

robustness of protocol, skillsets, cabling, cost, maturity, product variety,   

lossless capability, etc
ÁMany Infiniband customers are rethinking the strategy due to high 

management costs of IB networks 

ÁOracle database, RAC, etc

ÁStorage; High performance NAS & iSCSI storage environments

ÁConsolidation; FCoE adoption will accelerate through CY 2009, 

requiring 10GE
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Increased Efficiency, Simpler Operations

Unified

Fabric

Unified Fabric and I/O

Storage 

Network

Mgmt 

Network

Backup

Network

Back-End 

Network

Front-End 

Network
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I/O Consolidation
- Virtualizing Server Access 

16 Servers Enet FC Total

Adapters 20+ 20 40*

Switches 2 2 4

Cables 40 40 80

Mgmt Pts 2 2 4

8

2

LAN SAN BSAN A

Nearly twice 
the Cables

LAN SAN IPC

Storage

Server Access 
Connectivity

Internet/
Intranet Clustering or 

HPC

IPC

LAN

Unified Fabric

SAN

4

2

LAN SAN BSAN A

Å>Half the Cables

Å>Half the Adapters

ÅPower & Cooling 
Savings

ÅConsistent 
Management

16 Servers Enet FC Total

Adapters 20 0 20

Switches 2 0 2

Cables 40 0 40

Mgmt Pts 2 0 2
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VM Net 1 Backup
VM Net 2 Backup
VM Net 3 Backup

VMotion Backup

Administration
FC SAN B
FC SAN A

VM Net 1
VM Net 2
VM Net 3
VMotion

VM Net 1 Backup
VM Net 2 Backup
VM Net 3 Backup

VMotion Backup

Administration
Server NIC

Storage Access Virtualization 
- FCoE for Converged Networks

ÁTwo Server LOM Ethernet Ports

ÁTwo 1G Quad-Port NICs

ÁTwo 4G Single Port HBAs

Á Two Server LOM Ethernet Ports

Á Two 10G Single Port Converged   
Network Adapters (CNA)

Todayôs Model Converged Networks Using FCoE:

FC SAN B

FC SAN A

Ethernet

Link

FCoE Traffic

Other Networking

Traffic

VM Net 1
VM Net 2
VM Net 3
VMotion

Lossless Ethernet, prioritization and guaranteed delivery are important characteristics

Server NIC
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Unified Fabric ïVirtualizing the I/O

(x2 for HA)
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600 Mbit/s - 60% util.

200 Mbit/s - 20% util.

600 Mbit/s - 60% util.

600 Mbit/s - 60% util.

200 Mbit/s - 20% util.

300 MB - 78% util.

= 5 GBit/s =

600 Mbit/s - 6% util.

1800 Mbit/s - 18% util.

300 MB - 32% util.

200 Mbit/s - 20% util.

50% free for 

Upgrade

1
 x

 1
0

G
E

(x2 for HA)

High-End Server

Current I/O

High-End Server

Unified Fabric
FCOE

DCE
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View from Operating System 

ÁStandard drivers

ÁSame management

ÁOperating system sees:

Dual-port, 10 Gigabit 
Ethernet adapter

Dual-port, 4 Gbps Fibre 
Channel HBAs



© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 29

I/O Consolidation

*) see http://www.snia.org/images/tutorial_docs/Networking/GillesChekroun-Comparing_Server_IO_Consolidation_SolutionsV5.pdf
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iSCSI based I/O Consolidation 
ÁOverhead of TCP/IP Protocol

ÁItôs SCSI not FC

ÁLAN/Metro/WAN (Routable)

ÁSecurity of IP protocols (IPsec)

ÁStateful gateway (iSCSI <-> FCP)

ÁMainly 1G Initiator (Server)

Á10G for iSCSI Target recommended

ÁCan use existing Ethernet switching 
infrastructure

ÁOffload Engine (TOE) suggested (virtualized 
environment support ?)

ÁQoS or separate VLAN for storage traffic 
suggested

ÁNew Management Tools

ÁMight require different Multipath Software 

Á iSCSI Boot Support

Ethernet 

1, 10 . . . Gbps

IP

TCP

iSCSI 

SCSI Layer 

OS / Applications


