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Les solutions

WiFi Cisco

Agenda

Pourquoi Cisco en WiFi?

Parlons de 802.11n et du
nouveau point d’acces 1140
ABGN

Améliorer les performances des
clients existants avec les
technologies Cisco M-Drive et
ClientLink




Le réseau sans-fil Unifié chez Cisco
Tous les services de bout-en-bout — Une spécificité Cisco

Wireless LAN Mobility Services

Unified cellular and Wi-Fi VolP. Advanced threat
detection, identity networking, location-based security,
asset tracking and guest access.

World-Class Network Management

Same level of security, scalability, reliability, ease of
deployment, and management for wireless LANs as
wired LANSs.

Network Unification

Integration into all major switching and routing platforms.
Secure innovative WLAN controllers.

Access Points

Ubiquitous network access in all environments. Enhanced
productivity. Proven platform with large installed base
and leading market share. Plug and Play.

Client Devices

95% of Wi-Fi silicon is Cisco Compatible Certified. Cisco
SSC delivers uniform security and services for wired and
wireless connections

Des points forts trées nombreux en WiFi

= WLAN Market Leader in Gartner Magic Quadrant
2008

= >63% WLAN Market share

Public company with 8 times revenues of next
competitor — 450+ development engineers

= QOver 7 million indoor access points sold
= Over 350 000 802.11n access points deployed

» Use Cisco WLAN Solutions:
96% of the Fortune 1000
9 of 10 Fortune 100 Financial Services
98% of Fortune 100 Retail
9 of 10 Fortune 100 Manufacturing
8 of 10 Fortune 100 Energy
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Unified Wireless: le couteau suisse du réseau
Evolutif, Flexible et redondant

Utilise un méme contrbleur — adapté a toutes les tailles de réseaux

Petit bureau Succursale Campus Télétravailleur § Mesh / Maillé

Entreprise Data Center Entreprise Firewall DMZ Intérieur/Extérieur

Goooool

Gooooo].

2/

oS
Branch OfficeExtend AP

Cisco Unified Wireless Network

Wireless LAN ( Network Unification

Features
= Enterprise scalability and reliability

4402 /4404
= Real-time RF Management

Catalyst 6500 Se * Multi-layered security

Services Mod = Gestion de la mobilité
= Intégré ou a part dans le réseau

= Jusqu'a 250 APs par hauteur de rack

Benefits
= Up to 2100 APs per Cat 6K chassis

= Cost-effective solution for main,
branch, and remote campuses as well
as SMB

= Voix, données et Vidéo

' Catalyst 3750G N :
Integrated Services Integ rJ; ted WLC = Intégration filaire et sans fil

Routers WLCM Switch = Jusqu’a 18 000 AP en mobilité
transparente pour l'utilisateur




Performance & Taille ——
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Cisco Unified Wireless Network
Flexibilité de I’architecture réseau
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Nouveau contréleur sans-fils Cisco 5500
Optimisé pour le 802.11n

En combinaison avec les points d’acces
Aironet 1140 ou 1250 et le WCS 6.0,
propose la solution la plus adaptée a
vos déploiements WiFi nouvelle
génération (802.11n)

Systéme de licence flexible et évolutif

Interopérabilité garantie avec les autres

controleurs Specifications

Access Points 12 — 250
Clients > 7,000

18,000 APs in Mobility
Domain

Puissance de traitement différencice
entre les données et le contrdle

Mobility Scale

Support de la solution OfficeExtend et

du chiffrement DTLS Form 1 RU Appliance

Interfaces 8 GigE Ports




Cisco Unified Wireless Network

Indoor Access Access Points

e\N“ -
N ——— - Features
= 1130AG J 1121BG = Industry’s best range and throughput
— » Enterprise-class security

= 802.11n Draft 2 supporté en PoE

» Simultanément: surveillance des
fréquences (monitoring) et gestion des
clients

= Utilisation intérieure comme extérieure
Benefits
= Zero-touch management

1240AG

= Supports all deployment scenarios (indoor
and outdoor)

= From secure coverage to advanced
services

= OfficeExtend AP mode on 1130 and 1140
for secure teleworker environment

OfficeExtend AP

Nouvelle solution pour les télétravailleurs et les déploiements distants

Corporate
Asset
Secure Transfer of

>*Pp. 3 } Corporate Traffic

Corporate
Network

. Y | . "
<f\z 1@.; - _q

OfficeExtend AP Home Router WLC5508
" e.g. Linksys "

I L

o corporzf\\ = Extend office wireless work environment to remote sites: corporate SSIDs available in
Assets remote site

e.g. Wii, DVR

Ideal for telecommuting, home-sourcing, outsourcing applications

= Quickly and securely blanket remote area with corporate WLAN: temporary work space,
new branch office or acquisition etc.

2 . Create locally significant SSID directly on OfficeExtend AP; unique SSID can be created
for each location; not managed by IT

= DTLS VPN between AP and controller




Cisco Wireless Control System (WCS)

= WCS is the management platform for Cisco’s
controller-based solution

= WCS sert a:

Planification et gestion courante
Visibilité en temps-réel et contrble des fréquences
Politiques de sécurité et de déploiement centralisées

Prise en charge des contréleurs Cisco, des APs
centralisés, et des APs autonomes en IOS

Outil de migration automatisée des bornes (I0S ->
centralisé) sans intervention physique sur site
= WCS est optionnel, mais fortement
recommandé pour:

De multiples contréleurs déployés avec un grand
nombre d’APs

Les services avancés de mobilité (IDS, localisation,
VOix, ...)

Intégration avec Google Map, et I'analyse spectrale
pour I'identenfication des sources d’interférences

Assistance logicielle au dépannage des clients

Els =@ | ED =

Un management intuitif et complet
“L’ingénieur radio est dans la boite”




Troubleshooting Client '00:23:6¢:80:6¢:67"

Ass ista n ce a u d é pa n n ag e Summary | Log Analysis | EventHistory | ACS View Server |

-- Select a command -- v

-- Select a command -- ® ® @® O
Lll'lk Test... Asesg?:i':tji.on Authgr?t?;ation P?::g:rr::rit E::Js?;:g:ru
Disable... )

Remove Problem

Recent Map (High Resolution)
Present Map (High Resolution)

Client could not complete the dhep interaction.

Suggested Action
AP Association History Graph

Client Detail Report

Roam Reason Check whether multiple dhcp servers are configured with overlapping scopes.
. Check local dhep server is present if dhep bridging mode enabled (move it to

Detectlng APs second) client is configured to get address from dhcp server

Check if client has static ip configured and ensure client generates ip traffic *

Check whether the DHCP server is reachable,
Check whether dhep server is configured to serve the wlan.
Check whether dhcp scope is exhausted.

if ipsec wlan, ensure that client is configured to do dhcp exchanges in open
(safenet/netscreen default config does not include it)

A Monitor Client -

Tio. b il | [ =
@ - ) |TroubleShoot = w L) E
address [&] https:(/172.20.225 52jwebacs{manitorClientDet ail. dorcommand=TroubleshootingDet ai - Go | Links >
> - | ~ searchweb| | @ FH- @~ @ | BpGroups - CaMal - (U Backmarks - ¥PVahoo! - [l Games - cfMews - il Finance - D onoits - ) Music ~ il Movies ~ >
= User: root | Mirtual Bamain: [root 2] ==
aifoan]es Wireless Control System e L s samen L o
cisco
Q £a Cilient 'jaggi' - Intel:be:16:c6 [~ Sciect 5 command -- =] 'Go
ST = General | Statistics | Location |
Client Properties RF Properties
New Search...
Client User Mames AP MName APOD19.3076.3272
Client IP Address AP Type Cisco AP
—-Select Search-- = 1 .
Client MAC Address AP Base Radic MaC 00:1a:30:e5:e5:50
Client Yendor Intel Protocol 802.11q
Controller 172.20.229.35 AP Mode local
Port x Profile Name acs
Interface rmanagerment SSID acs
WLAM IDY ) Security Policy
802,11 Stats Associated Asspeid b 1d x
Mohility Role Local Reason Code MNone
Policy Manager State RUMN 802 .11 Authentication OPENSTSTEM
Anchor address 0.0.0.0 - =
Mirrar Mode Disable SCOrLyY
CCX V3 Aythenticated Yes
EZE Mot Supported Rolisy Type WPAZ
WGEEB Status Regular Client pLion Cipher cocmpaes
= i At et

Secure Wireless 2.0 Overview

= Secure Wireless 2.0 published on Cisco.com:

Wireless and Network Security Integration
http://cisco.com/en/US/docs/solutions/Enterprise/Mobility/secwlandg20/sw2dg.html

= Focus is on integrating and extending general Enterprise
network security to an Enterprise WLAN

Defense-in-depth designed and integrated into the end-to-end
architecture

802.11 fundamental and enhanced security features
General network security elements, plus any WLAN-specific
Security featu reS

Policies

= The goal being: consistent security policy enforcement
across both the wired and wireless network

Critical to effective network security
Not a WLAN overlay




Architecture unifiée de sécurité filaire et sans-fils

Protection du poste client

= Host intrusion prevention
= Endpoint malware mitigation

Untrusted
Public

Guest Anchor ASA 5500 With A . N
Controller by Ios0 Wi Controle de traffic et d’acceés

= Dynamic, role-based network access and
managed connectivity

= WLAN threat mitigation with IPS/IDS
= Device posture assessment

Wired

Wireless LAN
Controller

Trusted

Fondamentaux de sécu sans-fils

= Strong user authentication
Strong transport encryption
RF monitoring
Secure guest access

WIEEES

La puissance de lI'intégration de la sécurité dans l'infrastructure
Les fonctionnalités IPS améliorées

Signatures &
Détection d’anomalie

Analyse de trafic
réseau

Analyse de

Analyse d’'inventaire : .
4 configurations

Rapports plus ACTIONS sur détection
d’événements dans l'infrastructure




Agenda

Pourquoi Cisco en WiFi?

Parlons de 802.11n et du
nouveau point d’acces 1140
ABGN

Améliorer les performances des
clients existants avec les
technologies Cisco M-Drive et
ClientLink

802.11n Standard Update

= |[EEE 802.11n standard is in final stages of development

Major changes to the standard are unlikely (base features are stable, a few
optional features are in flux) — Draft 9.0 today

Architectural and Security reviews completed

Letter Ballot passed in Mar ’07 for draft 2.0

WEFA certification of 802.11n Draft 2.0 products avail. since mid-2007
Expected official ratification date is January 2010 - pull-in in September 09?

Specifications Certifications

802.11i WPA2 Industry

802.11e Alliance | wvm Standard
802.11n draft 2.0 802.11n

Draft 2.0 Spec. WFA Begins Draft 2.0 IEEE Ratified 802.11n 3 years into a 4 Year

moved to Letter Draft 2.0 Products 802.11n Products Available Laptop Refresh Cycle

Letter Ballot Ballot Inter-op Available in Standard (Assumes No Major (75% of Users Have
Passes the Market Ratified Changes in Standard) 802.11n)

| | | | |
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Les avantages de 802.11n

Prévisible

. i g

Increased Bandwidth
for emerging and
existing applications

40Mhz Channels

Reduced Retries
permitting low latency
and delay sensitive
applications such as
voice

Packet

Aggregation

Reduced dead spots
permitting consistent
connectivity for every
application

Backward
Compatibility

|
802.11n = 6x Performance Increase

It’s About a Whole Lot More Than Speed

6x more throughput

Enhanced file transfer
and download speeds

for large files

2x more reliable

Lower latency for
mobile unified
communications

2x more predictable

More consistent
coverage and
throughput for mobile

Mbps Throughput

146.83

140

>6x

120

100 88.5
80

60

YT

20

802.11a/g 802.11n, 20 802.11n, 40

MHz MHz

Ré-émission moyenne des paquets

15i 2x

0 100 200 300

306

applications

Predictability of Throughput
Standard Deviation of Packet Retries

(< 11

130 92 60 IDEAL

H 802.11a/g with AP1240
802.11a/g with AP1250
B 802.11n with AP1250




Compatibilité ascendante & Co-Existence
= Co-existence of ABG/N APs

= Benefits of 11n accrue to ABG clients
MIMO benefits ABG clients on the AP receive side from MRC

Co-Existence at Controller Level Backwards Compatibility

v /<4 v /<4

WLAN Controller

Loz ) Loz )

~15m

Voice over 802.11n
802.11abg Performance Still Benefits from MIMO

VoWi-Fi with 11g

FLOOR PLAN




Introducing the Aironet 1140 Series

= The Aironet AP-1140 is designed
for carpeted areas.

— Support for 5 GHz 802.11a/n and 2.4
GHz 802.11b/g/n radios

= Designed to run full 802.11n
features using 802.3af power.

= Functionally similar to the AP1250
but with integrated antennas and
lower profile.

) 6X erformance of A/G
= Cisco has sold over 350 000 o

access points using 802.11n

technology CERTIFIED®

Loy

Designed with a similar form as the AP-1130




The Aironet 1140 Series Access Point

= |Integrated Radios with 6 integrated antennas
2.4GHz (b/g/n)
5GHz (a/n)

= 10/100/1000 Ethernet Port

= Console port

= Security lock ' a @)%

= Plastic over metal design CERTIFIED®
= Runs in Unified-mode (CAPWAP) only today, I0S coming

= Sleek design with only a discrete multifunction LED

|
'

1140 vs 1250 Positioning

Deployment Indoor Ruggedized / Durci

Antennas Integrated External (RP-TNC)
Wired Uplink Gigabit Gigabit
Power Options PoE, AC, Pwr Injector PoE*, ePoE, AC, Pwr Injector

» 1250 runs on PoE with reduced performance or only one radio,
1142 with full performance




WCS Planner
1140 and 11n Support

Mame Prefix W - Set AP type 1 140

Add APs [Automatic =] = Select ‘Enable 11n support’

AP Type IAF" 1140 vI
Enable 11n = Select protocol
Suepert ‘802.11a/n, b/g/n’

- [1nternal-1140-5. =] o

I = Select optimize for HT
-11b/g/n [ nternal-1140-2.. ]

Antenna ] . ]

Protacol [802.11a/n,b/a/n =] = Select Voice and location if

desired

COptimize for High Throughput

Throughput  802.11n (S [T5734 =] = Calculate/Apply/Add APs to Map

(Mbps) GHz)

802.11n (2.4

GHz) 8-3 ud

WCS Planner: Map Editor

Add APs |

Map Editor : Floor 'Cisco San Jose - Site 5 > BLD 14 > 4th floor’

To resize based on available browser space click here
Command Edit View Draw
BIN & A @ : =Y
_|[obstacle [Light wan Il v Width; 301 fi Height: 200 fi Obstacles: 0

Obstacle Selection

Select Obstacle Type

Lightwal > [

Lighttal

- Thick Wall —

Heawy Doar
Light Door

| Cubicle

Done

Type of obstacle Color coding Loss (in dB)
N Thick wall
I Light wall
Heavy door

Light door

[
Cubicle
[

Glass




WCS Planner
Data Rate Heat Map

Protocol HeatMap Type Rate Cutoff

DataRate Color Lookup

|soz.11a/n v | Data Rates v | [24-28.9 Mbps

1 Mbps
2z Mbps
5.5 Mbps
] "He-7.2 Mbps
r ---_- 9 MbDS
~|11 Mbps
112-14.4 Mbps

1'" %‘ 18 21.7 Mbps

. |78-86.7 Mbps
| {104-115.6 Mbps
{117-144.4 Mbps

e [T Bl

= Add APs to map

= Set Heat Map type to Data Rates

= Set Cutoff to desired minimum data rates

WCS Planner

Proposal

&dd AFs © Delets APs : Map Edita

Planning Mode: Maps = Englewood = CIsco_Eng_BLD2 > FL1

Refresh HeatMap

Click on an AP to change its
position and properties,

Protocol HeatMap Type Rate Cutoff
Contributing &Ps [s0z11a/n v | Data Rates v| |z4-z8.9 Mbps |
A1 =
AP 2 =
AP__3

Drag the AP with the mouse

= Generate proposal

= Use proposal for budgetary estimates




2.4GHz - Maximum Range
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= Note the more uniform coverage of high (green) data rates

10% Increase in 802.11g Range

5GHz - Maximum Range

AP1130 - 5GHz AP1140-5GHz  \g)
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D
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= Note the more uniform coverage of high (green) data rates
10-15% Increase in 802.11a Range




802.11n Coverage
2.4GHz — 20MHz Channel Size

= Maximum of 144Mbps in a 2.4GHz 20MHz channel
= At 30m average data rate is 100Mbps

802.11n Coverage
9GHz — 40MHz Channel Size

E'-f-il.ai

300Mbps @ 10m | 4=
(20 00 )

4l 200Mbps @ 20m

= At 30m average data rate is 100Mbps
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Simplifying 802.11n
Adoption with

Cisco M-Drive
Technology

Cisco Expo
2009

Challenges for Wireless Deployment
Building a Business Class Network — Wired and Wireless

-
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contraintes
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Access Controleurs Management
Points




Cisco UWN with M-Drive Technology

RF Excellence

= Builds on Cisco RF Excellence to deliver a system wide
approach that:

manages corporate RF spectrum
improves wireless coverage
increases system capacity and performance.

= Tools — Helps IT build and operate a WLAN without the need
for extensive RF engineering skills.

Cisco UWN with M-Drive Technology

RF Excellence

= Automated wireless
provisioning, self-healing
(Radio Resource Mngt)

= Detect, classify, find, and
correlate interference:
Bluetooth, microwave ovens,
and cordless phones

= Reduces coverage holes,
increases network capacity &
improves client performance




Introducing Cisco M-Drive Technology New
Simplifying the Adoption of 802.11n through RF Excellence

System-wide Feature of the Cisco Unified Wireless Network

Optimisation Simplification du

Couverture des connexions management du
Clients WiFi

Cisco M-Drive avec ClientLink New
Protection de I'investissement dans les clients a/g

Proposal #1: Proposal #2:
Extending Useful Life of 11a/g Devices True Fairness for Mixed Device Networks

802.11n 802.11n

7

11a/g devices reaching max. performance but too 11a/g devices consume valuable “airtime”,
costly to upgrade reducing the performance of 11n devices

ClientLink delivers the following benefits:




Existing 802.11n Solutions
Beam Strength Not Directed to Client

802.11alg g Beam Strength

Cisco M-Drive with ClientLink

Cisco Innovation: Beam Forming Intelligence

802.11alg

| I




Benefice #1: Améliore les débits
ClientLink Offers Higher Throughput per 11a/g Device

Muercor crease in Throu:

20 - .
8.5k Throughputlvs. Distance No Connection
without
15 ’\ 87.7% ClientLink

== |ientLink
Disabled

\ 70.4%
W :
o
L 10 !
= 89.5%
== |ientLink
5 ' ~ Enabled

20 30 40 50 60 Distance (Ft)

Test: 802.11a/g device with 802.11n network
Source: Miercom

Benefice #2: meilleure capacité systeme
Consistently Higher Throughput over Coverage Area

Miercom

Measuring throughput at 16 different locations

ClientLink Disabled ClientLink Enabled

25%

56%

M Less Than 14Mbps M Less Than 14Mbps

Channel Util of 74.2% Channel Util of 45.2% = 14Mbps and Higher

ment in Chan

= ClientLink allo ata rates. Faster
data transmission, less retries = overall more efficient use of RF channel.

= Faster 11a/g transactions opens airtime for 11n devices, allowing them to also
experience a performance improvement

Test: 802.11a/g device measured at 16 antenna orientations w/ 802.11n network
Source: Miercom




Benefice #3: réduction des trous de couverture
ClientLink = débits plus élevés Miercom

ClientLink Enabled

Lower Data Rates Higher Data Rates

Source: Miercom; AirMagnet 6.0 Iperf Survey

Benefice #3 (suite): réduit les trous de couv
Permet des taux de ré-émission plus faibles Miercom

ClientLink Disabled ClientLink Enabled

Rety Rate

......

Source: Miercom; AirMagnet 6.0 Iperf Survey




BandSelect

BandSelect

Access Point Assisted 5 GHz Band Selection

Challenge

Dual-Band Client Radio

Dual-Band clients persistently connect to 2.4 GHz 2 4/5GHz

= 2.4GHz may have 802.11b/g clients causing contention

= 2.4GHz is prone to interference

Solution

BandSelect directs clients to 5 GHz optimizing RF usage

= Better usage of the higher capacity 5GHz band

* Frees up 2.4 GHz for single band clients

802.11n

-




BandSelect
Algorithm

= Probe suppression
Identify dual band clients (2.4GHz and 5GHz capable)
Suppress immediate probe response on 2.4 GHz channels
Wait for dual band clients to scan into 5 GHz channels
Do not respond to dual-band capable client on 2.4 GHz

= Accommodate 2.4GHz clients and dual band clients that fall
back to 2.4GHz

Time-out dual-band client 2.4GHz probe response suppression
Mark 2.4 GHz only clients and respond with probes

Questions?
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