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Les solutions 
W iF i C isc o
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Cisco 
S e l f -D e f e n d in g  
N e t w or k  Guest

L o g i n  S c r een

Le résea u sa ns-f il U nif ié c h ez  C isc o 
Tous l e s se r v i c e s d e  b out -e n -b out  – U n e sp éc i f i c i t é C i sc o

Unified cellular and W i-F i V o I P .  A dv anced th reat 
detectio n,  identity  netw o rk ing ,  lo catio n-b ased security ,  
asset track ing  and g uest access.

Wireless LAN Mobility Services

S am e lev el o f security ,  scalab ility ,  reliab ility ,  ease o f 
dep lo y m ent,  and m anag em ent fo r w ireless L A N s as 
w ired L A N s.  

World -C la ss Netw ork  Ma n a g em en t

I nteg ratio n into  all m aj o r sw itch ing  and ro uting  p latfo rm s.  
S ecure inno v ativ e W L A N  co ntro llers.

Netw ork  U n if ica tion

Access P oin ts      
Ub iq uito us netw o rk  access in all env iro nm ents.  E nh anced 
p ro ductiv ity .  P ro v en p latfo rm  w ith  larg e installed b ase 
and leading  m ark et sh are.  P lug  and P lay .

9 5 %  o f W i-F i silico n is C isco  C o m p atib le C ertified.  C isco  
S S C  deliv ers unifo rm  security  and serv ices fo r w ired and 
w ireless co nnectio ns

C lien t D evices 

SiSi

SiSi

SSC
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D es p oints f orts très nom b reux  en W iF i
� WLAN Market Leader in Gartner Magic Quadrant 
2 0 0 8

� >  6 3 %  W L A N  Mark et s h are
Public company with 8 times revenues of next 
competitor – 4 5 0 +  development eng ineers

� O v er 7  m i l l i o n indo o r acces s  p o ints  s o ld
� O v er 3 5 0  0 0 0  8 0 2 . 1 1 n acces s p o ints  dep lo y ed
� U s e C is co  W L A N  S o lutio ns :

9 6 %  of the F ortune 1 0 0 0
9  of 1 0  F ortune 1 0 0  F inancial S ervices
9 8%  of F ortune 1 0 0  R etail
9  of 1 0  F ortune 1 0 0  M anufacturing
8 of 1 0  F ortune 1 0 0  E nerg y



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 5

U nif ied W ireless:  le c outea u suisse du résea u
Evolutif,  F le x ib le  e t re d on d a n t

S uccurs ale Télétrav ailleur Mes h  /  Maillé

B ranch

Data C enter

W A N

F irew all DM Z I ntérieur/ E x térieur

I S P

C am p us
E ntrep rise

P etit b ureau
E ntrep rise

U tilise un mê me contrô leur – adapté à toutes les tailles de réseaux

“W i d e  v a r i e t y  o f  W L A N  p r o d u c t s  t o  s e r v i c e  a  b r o a d  s e t  o f  ne e d s  ( i nd o o r ,  o u t d o o r ,  i nd u s t r i a l ,  c a r p e t e d ) ;  
w i d e  v a r i e t y  o f  f o r m  f a c t o r s  a nd  p r i c e  p o i nt s . ” – Ga r t ne r  W L A N  M a g i c  Q u a d r a nt

O fficeE x tend A P
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C isc o U nif ied W ireless N etw ork
Wireless LAN Controllers

Ca ta ly st 6 5 0 0  S eries Wireless 
S erv ic es M od u le ( WiS M )

S w itc h  a nd  R ou ter P la tf orm s

Features
�Enterprise scalability and reliability
� R eal-tim e R F  M anag em ent
� M u lti-layered secu rity
� G estion de la m obilité
� I ntég ré ou à part dans le réseau
� J u sq u ’à 2 5 0  A P s par h au teu r de rack

Netw ork  U nif ic a tion

B en ef i ts
� U p to 2 1 0 0  A P s per C at 6 K  ch assis
� C ost-ef f ectiv e solu tion f or m ain,  
branch ,  and rem ote cam pu ses as w ell 
as S M B

� V oix ,  données et V idéo
� I ntég ration f ilaire et sans f il
� J u sq u ’à 1 8  0 0 0  A P  en m obilité
transparente pou r l’u tilisateu r

4402 / 4404 21 06 /1 2/25

W i S M

C a t a l y s t  3 7 5 0G  
I n t e g r a t e d  W L C  

S w i t c h
I n t e g r a t e d  S e r v i c e s  
R o u t e r s  W L C M

5 5 08
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#  d’AP s
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5508 -1 2 ,  2 5,  50,  1 00,  2 50

2 5 0

C isc o U nif ied W ireless N etw ork
F le x ib ilité d e  l’a rc h ite c ture rés e a u
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Nouveau c on t r ô l eur s an s -f i l s C i s c o 5 5 0 0  
O p tim is é p our le  8 0 2 . 1 1 n   

� En c o m b i na i so n a v ec  l es p o i nt s d’a c c èsA i r o net  1 1 4 0  o u 1 2 5 0  et  l e W C S  6 . 0 ,  p r o p o se l a  so l u t i o n l a  p l u s a da p t ée àv o s dép l o i em ent s W i F i no u v el l e génér a t i o n ( 8 0 2 . 1 1 n)

� S y st èm e de l i c enc e f l ex i b l e et  év o l u t i f

� I nt er o p ér a b i l i t é ga r a nt i e a v ec  l es a u t r esc o nt r ô l eu r s

� P u i ssa nc e de t r a ît em ent di f f ér enc i éeent r e l es do nnées et  l e c o nt r ô l e

� S u p p o r t  de l a  so l u t i o n O f f i c eEx t end et  du  c h i f f r em ent D T L S

Sp ecif ica tion s

A c c e s s  P o i nt s 1 2  – 2 5 0  
C l i e nt s >  7 , 0 0 0
M o b i l i t y  S c a l e 1 8 , 0 0 0  A P s  i n M o b i l i t y  

D o m a i n
F o r m 1  R U  A p p l i a nc e
I nt e r f a c e s 8  Gi g E P o r t s
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C isc o U nif ied W ireless N etw ork
I nd oor Ac c ess P oints

I nd oor R u g g ed  Ac c ess P oints

1 1 3 0A G 1 1 21 B G

1 240A G

1 25 0 
A G N

O u td oor Ac c ess P oints/ B rid g es

1 3 001 5 20

Features
� I ndu stry’s best rang e and th rou g h pu t
�Enterprise-class secu rity
� 8 0 2 . 1 1 n D raf t 2  su pporté en P oE
� S im u ltaném ent:  su rv eillance des 
f réq u ences ( m onitoring )  et g estion des 
clients

� U tilisation intérieu re com m e ex térieu re

Ac c ess P oints

B en ef i ts
� Z ero-tou ch  m anag em ent
� S u pports all deploym ent scenarios ( indoor 
and ou tdoor)

� F rom  secu re cov erag e to adv anced 
serv ices

� O f f iceEx tend A P  m ode on 1 1 3 0  and 1 1 4 0  
f or secu re telew ork er env ironm ent

�����

1 1 40A G N
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B r o a d b a n d
Mo d e m WLC 5 5 0 8

I n t e r n e t

C o r p o r a t e  
N e t w o r k

N o n -c o r p o r a t e
A s s e t s
e . g .  Wii,  D V R

C o r p o r a t e  
A s s e t

H o m e  Ro u t e r
e . g .  L in k s y s

C o r p .
W L A N

L o c a l l y
d e f in e d
WL A N

D T L S  V P N

O f f i c e E x t e n d A P

S e c u r e  T r a n s f e r  o f
C o r p o r a t e  T r a f f i c

O f f ic eE x tend A P
Nouvelle solution pour les télétra va illeurs et les déploiem ents dista nts

� E x t e nd  o f f i c e  w i r e l e s s  w o r k  e nv i r o nm e nt  t o  r e m o t e  s i t e s :  c o r p o r a t e  S S I D s a v a i l a b l e  i n 
r e m o t e  s i t e

� I d e a l  f o r  t e l e c o m m u t i ng ,  h o m e -s o u r c i ng ,  o u t s o u r c i ng  a p p l i c a t i o ns
� Q u i c k l y  a nd  s e c u r e l y  b l a nk e t  r e m o t e  a r e a  w i t h  c o r p o r a t e  W L A N :  t e m p o r a r y  w o r k  s p a c e ,  

ne w  b r a nc h  o f f i c e  o r  a c q u i s i t i o n e t c .
� C r e a t e  l o c a l l y  s i g ni f i c a nt  S S I D  d i r e c t l y  o n O f f i c e E x t e nd A P ;  u ni q u e  S S I D  c a n b e  c r e a t e d  

f o r  e a c h  l o c a t i o n;  no t  m a na g e d  b y  I T
� D T L S  V P N  b e t w e e n A P  a nd  c o nt r o l l e r
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C isc o W ireless C ontrol S y stem  ( W C S )
� W C S  is the manag ement platform for C isco’s 
controller-based solution

� W C S  sert à:
P lanificatio n et g estio n co urante
V isib ilité en tem p s-réel et co ntrô le des fréq uences
P o litiq ues de sécurité et de dép lo iem ent centralisées
P rise en ch arg e des co ntrô leurs C isco ,  des A P s 
centralisés,  et des A P s auto no m es en I O S
O util de m ig ratio n auto m atisée des b o rnes ( I O S  ->  
centralisé)  sans interv entio n p h y siq ue sur site

� W C S  est optionnel,  mais fortement
recommandé pour:

De m ultip les co ntrô leurs dép lo y és av ec un g rand 
no m b re d’A P s
L es serv ices av ancés de m o b ilité ( I DS ,  lo calisatio n,  
v o ix ,  …)  
I ntég ratio n av ec G o o g le M ap ,  et l’analy se sp ectrale
p o ur l’identenficatio n des so urces d’interférences
A s s i s t a n c e  l o g i c i e l l e a u  dép a n n a g e de s  c l i e n t s

© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 12

U n m a na g em ent intuitif et c om p let
“L’i n g én i e u r r a d i o  e s t d a n s l a  b o ît e ”

C an I  see h o w  g o o d m y  w ireless 
co v erag e is?

C an I  detect interference fro m  co rdless 
p h o nes and m icro w av es?

C an I  ensure m y  netw o rk  is v o ice
ready ?

C an I  lo cate ro g ue access p o ints?

C an I  determ ine m y  w ireless
P C I  co m p liance?

C an I  assess th e security  h ealth  o f m y  
w ireless?

Predictive 
F loor M aps
S pectrum 
I ntellig enceV oice Planning  T oolsW ireless I ntrusion 
PreventionPC I  R eportingS ecurity 
D ashboard
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A s s i s t an c e au d ép an n ag e
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S ec ure W ireless 2 . 0  O v erv iew
� S ecure W ireles s  2 . 0  p ub lis h ed o n C is co . co m :

W ireless and N etwork  S ecurity I nteg ration
http://cisco.com/en/US/docs/solutions/Enterprise/Mobility/secwlandg 2 0 /sw2 dg .html

� F o cus  is  o n integrating and ex tending general E nterp ris e 
netw o rk  s ecurity  to  an E nterp ris e W L A N

D efense-in-depth desig ned and integ rated into the end-to-end 
architecture

80 2 . 1 1  fundamental and enhanced security features
G eneral network  security elements,  plus any W L A N -specific 
features

� Th e go al b eing: co ns is tent s ecurity  p o licy  enf o rcem ent
acro s s  b o th  th e w ired and w ireles s  netw o rk

C ritical to effective network  security
N ot a W L A N  overlay

Security 
P o l icies
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A rc h itec ture unif iée de séc urité f ila ire et sa ns-f ils

WCS

CS-A CS

A SA  5 5 0 0  Wi t h  
I P S M o d u l e

I n t e r n e t

E n t r e p r is e

G u e s t  A n c h o r  
Co n t r o l l e r

N A C 
A p p l i a n c e

N A C 
M a n a g e r

GuestSSC

WP A 28 0 2 . 1 X M F P

CSA  
Se r v e r

Ci s c o  
Se c u r i t y  
A g e n t

Tr
us

te
d

Un
tru

st
ed

W
ire

le
ss

W
ire

d
Pu

bl
ic

� H o st intrusio n p rev entio n
� E ndp o int m alw are m itig atio n

Protection du poste client

� Dy nam ic,  ro le-b ased netw o rk  access and 
m anag ed co nnectiv ity

� W L A N  th reat m itig atio n w ith  I P S / I DS
� Dev ice p o sture assessm ent

C ontrô le de traffic et d’accès

� S tro ng  user auth enticatio n
� S tro ng  transp o rt encry p tio n
� R F  m o nito ring
� S ecure g uest access

F ondamentaux de sécu sans-fils
Wi r e l e s s  L A N
Co n t r o l l e r
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P ack et A ggregatio nNous a vons la  visib ilité c om plète sa ns-f il et f ila ire pour perm ettre une détec tion plus ef f ic a c e et préc ise

La puissance de l’int ég rat io n de la sécurit é dans l’inf rast ruct ure
Les f o n c t i o n n a l i t és I P S  a m él i o r ées

A naly se d’inv entaire A naly se de 
co nfig uratio ns

S ig natures &  
Détectio n d’ano m alie

A naly se de trafic
réseau

A naly s is  des  f réq uences

R a pports plus A C T I O NS sur détec tion
d’événem ents da ns l’inf ra struc ture

A naly s e de l’inf ras tructure

P ir a t e  e n  r a d io

A P  p ir a t e

WC S

Q uels A P s et clients ex istent ? 
Des interferences ?

Q uels A P s et clients so nt à
m o i ? C o m m ent se p o rte le 

réseau ?

L es co nfig s de sécu so nt elle
co rrectes ? O p tim ales ? Des 

A P s p irates en filaire ?

Y  a t’il des sch ém as
reco nnaissab les d’attaq ues ? 
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A g enda
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A B G N
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8 0 2 . 1 1 n S ta nda rd U p da te
� IEEE 802.11n standard is in final stages of development

M aj or chang es to the standard are unlik ely ( base features are stable,  a few 
optional features are in flux)  – D raft 9 . 0  today
A rchitectural and S ecurity reviews completed
L etter B allot passed in M ar ’0 7  for draft 2 . 0
W F A  certification of 80 2 . 1 1 n D raft 2 . 0  products avail.  since mid-2 0 0 7
E xpected official ratification date is J anuary 2 0 1 0  - pull-in in S eptember 0 9 ?

Draft 2.0 Spec. 
m o v ed  to  
L etter B al l o t

L etter 
B al l o t 
P as s es

W F A  B eg i n s  
Draft 2.0 
I n ter-o p

Draft 2.0 
P ro d u cts  
A v ai l ab l e i n
th e M ark et

I E E E
8 02.1 1 n
Stan d ard
R ati fi ed

R ati fi ed  8 02.1 1 n  
P ro d u cts  A v ai l ab l e 
( A s s u m es  N o  M aj o r 
C h an g es  i n  Stan d ard )

3  y ears  i n to  a 4  Y ear 
L apto p R efres h  C y cl e
( 7 5 %  o f U s ers  H av e 
8 02.1 1 n )

J an ’0 7 M ar ’0 7 J un ’0 7 O ct ’0 7 M ay  ’1 0J an ’1 0 Dec ’1 0

I ndus try
S tandardI E E E

S p e c i f i c a t i o ns
8 0 2 . 1 1 i
8 0 2 . 1 1 e
8 0 2 . 1 1 n draft 2 . 0

W i -F i
A lli anc e

C e r t i f i c a t i o ns
W P A 2
W M M
8 0 2 . 1 1 n
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Les a v a nta g es de 8 0 2 . 1 1 n

I ncreas ed B andw idth  
f o r em erging and 
ex is ting ap p licatio ns

R educed R etries  
p erm itting lo w  latency  
and delay  s ens itiv e 
ap p licatio ns  s uch  as  
v o ice

R educed dead s p o ts  
p erm itting co ns is tent 
co nnectiv ity  f o r ev ery  
ap p licatio n

R ap i de F i ab le Prév i si b le

M I M O 4 0 M h z  C h annels P ack et 
A g g reg atio n

B ack w ard 
C o m p atib ility
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8 0 2 . 1 1 n =  6 x  P erf orm a nc e I nc rea se 
I t’s A b out a  W h ole Lot M ore T h a n S p eed

R apide F iab le P révisib le

8 02 . 1 1 a / g  w it h  A P 1 2 4 0
8 02 . 1 1 a / g  w it h  A P 1 2 50
8 02 . 1 1 n  w it h  A P 1 2 50

I D E A L6 09 21 3 0

2 x

P r e d ic t a b il it y  o f  T h r o u g h p u t
St a n d a r d  D e v ia t io n  o f  P a c k e t  Re t r ie s  

22.5

8 8 .5

1 4 6 .8 3

0
2 0

4 0
6 0

8 0
1 00
1 2 0

1 4 0

8 02 . 1 1 a / g 8 02 . 1 1 n ,  2 0
M H z

8 02 . 1 1 n ,  4 0
M H z  

Mb p s  T h r o u g h p u t

152

20 1

3 0 6

0 1 00 2 00 3 00

1 1 a / g  – A P 1 2 4 0

1 1 a / g  – A P 1 2 50

1 1 n  – A P 1 2 50

Ré-ém is s io n m o y e n n e d e s  p a q u e t s

2 x

Enh anc ed file transfer 
and dow nload speeds 

for large files 
L ow er latenc y  for 
mob ile u nified 

c ommu nic ations 
M ore c onsistent 
c overage and 

th rou gh pu t for mob ile 
applic ations

> 6 x

6 x  more th rou gh pu t 2x  more reliab le 2x  more predic tab le
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� C o-e x i st e nc e  of  A B G / N  A Ps
� B e ne f i t s of  1 1 n ac c ru e  t o A B G  c li e nt s

MI MO  b enef its  A B G clients  o n th e A P  receiv e s ide f ro m  MR C

C om p a tib ilité a sc enda nte &  C o-E x istenc e

11n11g

11g 11n

3 00 Mb

54  Mb
4 8  Mb
3 6  Mb
2 4  Mb

W L A N  C o n t r o l l e r

Backwards CompatibilityCo-E x iste n ce  at Con trolle r L e v e l

11n11g

11g 11n

3 00 Mb54  Mb

W L A N  C o n t r o l l e r

Ro a m

~ 1 5 m ~ 1 5 m
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V oic e ov er 8 0 2 . 1 1 n
8 0 2 . 1 1 ab g  P erf o rm ance S t ill B enef it s f ro m  M I M O

11g

A P

V oW i-F i w ith  11g

F L O O R P L A N

11g

5

0
S i g n a l

11n

A P

V oW i-F i w ith  11n

F L O O R P L A N
5

0
S i g n a l

11g
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I ntroduc ing  th e A ironet 1 1 4 0  S eries
� T h e  A i rone t  A P-1 1 4 0  i s de si g ne d 
f or c arp e t e d are as.   

– S up p o rt f o r 5  GH z  8 0 2 . 1 1 a/ n and 2 . 4  
GH z  8 0 2 . 1 1 b / g/ n radio s  

� D e si g ne d t o ru n f u ll 8 0 2 . 1 1 n 
f e at u re s u si ng  8 0 2 . 3 af  p ow e r.

� F u nc t i onally  si m i lar t o t h e  A P1 2 5 0  
b u t  w i t h  i nt e g rat e d ant e nnas and 
low e r p rof i le .

� C i sc o h as sold ov e r 3 5 0  0 0 0  
ac c e ss p oi nt s u si ng 8 0 2 . 1 1 n 
t e c h nolog y

6X performance of A/G
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Designed with a similar form as the AP-1 1 3 0
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T h e A ironet 1 1 4 0  S eries A c c ess P oint
� I nt e g rat e d R adi os w i t h  6  i nt e g rat e d ant e nnas

2 . 4 GH z  ( b / g/ n)
5 GH z  ( a/ n)

� 1 0 / 1 0 0 / 1 0 0 0  E t h e rne t  Port
� C onsole  p ort
� S e c u ri t y  loc k
� Plast i c  ov e r m e t al de si g n
� R u ns i n U ni f i e d-m ode  ( C A PW A P) only  t oday ,  I O S  c om i ng
� S le e k de si g n w i t h only a di sc re t e m u lt i f u nc t i on L E D
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1 1 4 0  v s 1 2 5 0  P ositioning
1 1 4 0 1 2 5 0

D eployment I ndoor R ug g ediz ed /  D urci
A ntennas I nteg rated E xternal ( R P-T N C )
W ired U plink G ig abit G ig abit
Power O ptions PoE ,  A C ,  Pwr I nj ector PoE *,  ePoE ,  A C ,  Pwr I nj ector

• 1 2 5 0  runs  o n P o E  w ith  reduced p erf o rm ance o r o nly  o ne radio ,  
1 1 4 2  w ith  f ull p erf o rm ance

�
�
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W C S  P la nner
1 1 4 0  and 1 1 n S u p p ort

� S e t  A P t y p e  1 1 4 0
� S e le c t  ‘E nab le  1 1 n su p p ort ’
� S e le c t  p rot oc ol 
‘8 0 2 . 1 1 a/ n,  b / g / n’

� S e le c t  op t i m i z e  f or H T
� S e le c t  V oi c e  and loc at i on i f  
de si re d

� C alc u lat e / A p p ly / A dd A Ps t o M ap
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W C S  P la nner:  M a p  E ditor

1.5 G l a s s  
1 C u b i c l e  
4  L i g h t  d o o r  
15 H e a v y  d o o r  
2  L i g h t  w a l l  
13  T h i c k  w a l l  
Loss (in dB) C ol or  c oding  T y p e  of  ob st a c l e  

A llows the A ddition 
of O bstacles 

( A ttenuations)  to 
the M ap,  D efault 

V alues A re E ditable
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W C S  P la nner
D at a R at e  H e at  M ap

� A dd A Ps t o m ap
� S e t  H e at  M ap  t y p e  t o D at a R at e s
� S e t  C u t of f  t o de si re d m i ni m u m  dat a rat e s
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W C S  P la nner
Prop osal

� Generate proposal
� U se proposal f or b u d g etary  esti m ates
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2 . 4 G H z  - M a x im um  R a ng e
A P 1 1 3 0  – 2 . 4 G H z A P 1 1 4 0  – 2 . 4 G H z

� N ot e  t h e  m ore  u ni f orm  c ov e rag e  of  h i g h  ( g re e n) dat a rat e s
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5 G H z  - M a x im um  R a ng e
A P 1 1 3 0  – 5 G H z A P 1 1 4 0  – 5 G H z

� N ot e  t h e  m ore  u ni f orm  c ov e rag e  of  h i g h  ( g re e n) dat a rat e s
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8 0 2 . 1 1 n C ov era g e
2 . 4 G H z  – 2 0 M H z  C h anne l S i z e

� M ax i m u m  of  1 4 4 M b p s i n a 2 . 4 G H z  2 0 M H z  c h anne l
� A t  3 0 m  av e rag e  dat a rat e  i s 1 0 0 M b p s

1 0 0 M bps @  3 0 m1 0 0 M bps @  3 0 m
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8 0 2 . 1 1 n C ov era g e
5 G H z  – 4 0 M H z  C h anne l S i z e

� M ax i m u m  of  3 0 0 M b p s i n a 5 G H z  4 0 M H z  c h anne l
� A t  3 0 m  av e rag e  dat a rat e  i s 1 0 0 M b p s

3 0 0 M bps @  1 0 m3 0 0 M bps @  1 0 m

2 0 0 M bps @  2 0 m2 0 0 M bps @  2 0 m

1 0 0 M bps @  3 0 m1 0 0 M bps @  3 0 m
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Simplifying 802.11n 
A d o pt io n w it h  
C is c o  M -D r iv e  
T e c h no lo gy
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J e n’a i p a s  l e s  
c o nna i s s a nc e s R a d i o

L a  R a d i o  n’e s t p a s  
p r év i s i b l e

W i F i ne c o r r e s p o nd  p a s  à m e s
c o nt r a i nt e s d e  d i s p o ni b i l i t é

Gér e r l e s  p o s t e s c l i e nt s  
s a ns -f i l s e s t c o ût e u x

C h a lleng es f or W ireless D ep loy m ent
B uilding  a B usiness C lass N et w o rk  – W ired and W ireless

M a na g e m e ntC o nt r ô l e u r sA c c e s s  
P o i nt s

SSC

C l i e nt s

O nly  C i sc o K now s H ow  t o B ri ng  W i re d Pe rf orm anc e  t o W i re le ss
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C isc o U W N  w ith  M -D riv e T ec h nolog y
R F  E x cel l ence

� B u i lds on C i sc o R F  E x c e lle nc e  t o de li v e r a sy st e m  w i de  ap p roac h  t h at :
m anages  co rp o rate R F  s p ectrum
im p ro v es  w ireles s  co v erage
increas es  s y s tem  cap acity  and p erf o rm ance.

� T ools – H e lp s I T  b u i ld and op e rat e  a W L A N  w i t h ou t  t h e  ne e d f or e x t e nsi v e  R F  e ng i ne e ri ng  sk i lls.

© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 38

C isc o U W N  w ith  M -D riv e T ec h nolog y
RF Excellence

C lientL ink

R R M

C leanAir 
T ec hnology

DF S

� A u t om at e d w i re le ss 
p rov i si oni ng ,  se lf -h e ali ng  
( R adi o R e sou rc e  M ng t )

� D e t e c t ,  c lassi f y ,  f i nd,  and 
c orre lat e  i nt e rf e re nc e :  
B lu e t oot h ,  m i c row av e  ov e ns,  
and c ordle ss p h one s

� R e du c e s c ov e rag e  h ole s,  
i nc re ase s ne t w ork  c ap ac i t y  &  
i m p rov e s c li e nt  p e rf orm anc e
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I ntroduc ing  C isc o M -D riv e T ec h nolog y
S i m p li f y i ng  t h e  A dop t i on of  8 0 2 . 1 1 n t h rou g h  R F  E x c e lle nc e

S y s tem -w ide F eature o f  th e C is co  U nif ied W ireles s  N etw o rk

� I nc r e a s e d  s y s t e m -w i d e  
c a p a c i t y  w i t h  C l i e nt L i nk

� C o ns i s t e nt  ne t w o r k  
t r a ns m i t  a nd  r e c e i v e  f o r  
o p t i m i z e d  r a t e  v s r a ng e

� F u l l  s c a l a b i l i t y  t h r o u g h  
o p t i m a l  5 GH z  s p e c t r u m  
u s e

� I m p r o v e d  p e r f o r m a nc e  f o r  
e x i s t i ng  1 1 a / g  d e v i c e s  v i a  
C l i e nt L i nk

� A u t o m a t e d  c l i e nt  l o a d  
b a l a nc i ng

� E x t e ns i v e  c l i e nt  
c o m p a t i b i l i t y  a nd  
p r e d i c t a b l e  r o a m i ng

� D y na m i c  c h a nne l  a nd  
p o w e r  s e t t i ng  f o r  8 0 2 . 1 1 n 
a nd  8 0 2 . 1 1 a b g

� A u t o m a t e d  c o v e r a g e  h o l e  
d e t e c t i o n a nd  r e m o v a l

O p t i m i sat i on
de s c onne x i ons

C li e nt s
C ap ac i t é e t  
C ou v e rt u re

S i m p li f i c at i on du  
m anag e m e nt  du  

W i F i

�������
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C isc o M -D riv e a v ec  C lientLink
P ro t ect io n de l’inv est issem ent dans les client s a/ g

802.11n

P r o p o s a l  # 2 :
T r u e  F a i r ne s s  f o r  M i x e d  D e v i c e  N e t w o r k s

P r o p o s a l  # 1 :
E x t e nd i ng  U s e f u l  L i f e  o f  1 1 a / g  D e v i c e s  

11a

1 1 g
11g

1 1 g

1 1 g

802.11n

3 00 M b p s5 4  M b p s 1 1 g 11n

�������

11a / g  d e v i c e s  r e a c h i ng  m a x . p e r f o r m a nc e  b u t  t o o  
c o s t l y  t o  u p g r a d e

11a / g  d e v i c e s  c o ns u m e  v a l u a b l e  “a i r t i m e ”,  
r e d u c i ng  t h e  p e r f o r m a nc e  o f  11n d e v i c e s

� ClientLink d eliv er s  th e f o llo w ing  b enef its :
1 . P r o v id es  c o ns is tently  h ig h er  th r o u g h p u t p er  1 1 a / g  d ev ic e
2 . I nc r ea s es  o v er a ll s y s tem  c a p a c ity  f o r  b o th  1 1 a / g  a nd  1 1 n d ev ic es
3 . R ed u c es  c o v er a g e h o les  in c h a lleng ing  R F  env ir o nm ents
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802.11a/g

8 0 2 . 1 1 a/ g  C li e nt  C onne c t i on N ot  O p t i m i z e d,  
C re at e s C ov e rag e  H ole

8 02 . 11n

B e a m  S t r e ng t hX

E x isting  8 0 2 . 1 1 n S olutions 
B e am  S t re ng t h  N ot  D i re c t e d t o C li e nt
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C li e nt L i nk u se s B e am  F orm i ng  t o D i re c t  S i g nal t o 
I m p rov e  Pe rf orm anc e  and C ov e rag e  f or 8 0 2 . 1 1 a/ g  D e v i c e s

B e a m  F o r m i ng
80 2. 11a / g

8 02 . 11n

C isc o M -D riv e w ith  C lientLink
C i sc o I nnov at i on:  B e am  F orm i ng  I nt e lli g e nc e
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B enef ic e # 1 :  A m éliore les déb its
C lient Link O f f ers H ig h er T h ro ug h put  per 1 1 a/ g  D ev ice

N o  C o n n e c t i o n  
w i t h o u t  

C l i e n t L i n k
Throughput vs. Distance

T e s t :  8 0 2 . 1 1 a / g  d e v i c e  w i t h  8 0 2 . 1 1 n ne t w o r k
S o u r c e :  M i e r c o m

U p t o 6 5 %  I ncrease in T h ro ug h put
1 3 .6 %1 3 .6 %

8 7 .7 %8 7 .7 %
7 0 .4 %7 0 .4 %

8 9 .5 %8 9 .5 %
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� C lientL ink allows clients to connect at consistently hig her data rates.  F aster 
data transmission,  less retries =  overall more efficient use of R F  channel.

� F aster 1 1 a/ g  transactions opens airtime for 1 1 n devices,  allowing  them to also 
experience a performance improvement

T e s t :  8 0 2 . 1 1 a / g  d e v i c e  m e a s u r e d  a t  1 6  a nt e nna  o r i e nt a t i o ns  w /  8 0 2 . 1 1 n ne t w o r k
S o u r c e :  M i e r c o m

B enef ic e # 2 :  m eilleure c a p a c ité sy stèm e
C o nsist ent ly  H ig h er T h ro ug h put  o v er C o v erag e A rea

U p t o 2 7 % I m pro v em ent  in C h annel C apacit y

Measuring throughput at 16 different locations

C h a n n e l  U t i l o f  7 4 . 2 %C h a n n e l  U t i l o f  7 4 . 2 % C h a n n e l  U t i l o f  4 5 . 2 %C h a n n e l  U t i l o f  4 5 . 2 %
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C lient Link D isab led C lient Link E nab led

L ow er D ata R ates H igher D ata R ates
S o u r c e :  M i e r c o m ;  A i r M a g ne t 6 . 0  I p e r f S u r v e y

B enef ic e # 3 :  réduc tion des trous de c ouv erture
C lient Link =  déb it s plus élev és
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C lient Link D isab led C lient Link E nab led

H igh R etry  R ates L ow  R etry  R ates
S ource: M iercom;  A irM ag net 6 . 0  I perf S urvey

B enef ic e # 3  ( suite) :  réduit les trous de c ouv
P erm et des t aux de ré-ém issio n plus f aib les
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BandSelect
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52 . 4

O ptim iz ed R F  utiliz ation b y  m ov ing 5 G H z  capab le client out of the congested 
2 . 4  G H z  channels

802.11n

B a ndS elec t
A c c e ss Poi nt  A ssi st e d 5  G H z  B and S e le c t i on

D u a l -B a n d C l i e n t  R a di o
2 . 4 / 5 G H z  

D is c o v e r y  P r o b e s
L o o k in g  f o r  A P

D i s c o v e r y      R e s p o n s eS olution
BandSelect di r ects  cli ents  to  5  G H z  o p ti m i z i ng  R F  u s ag e
� Better  u s ag e o f  th e h i g h er  cap aci ty  5 G H z  b and
� F r ees  u p  2 . 4  G H z  f o r  s i ng le b and cli ents

C hallenge
D u al-Band cli ents  p er s i s tently  co nnect to  2 . 4  G H z
� 2 . 4 G H z  m ay  h av e 8 0 2 . 1 1 b / g  cli ents  cau s i ng  co ntenti o n
� 2 . 4 G H z  i s  p r o ne to  i nter f er ence
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B a ndS elec t
A lg ori t h m

� Prob e  su p p re ssi on
I dentif y  dual b and clients  ( 2 . 4 GH z  and 5 GH z  cap ab le)

S up p res s  im m ediate p ro b e res p o ns e o n 2 . 4  GH z  ch annels
W ait f o r dual b and clients  to  s can into  5  GH z  ch annels

D o  no t res p o nd to  dual-b and cap ab le client o n 2 . 4  GH z
� A c c om m odat e  2 . 4 G H z  c li e nt s and du al b and c li e nt s t h at  f all 
b ac k  t o 2 . 4 G H z

Tim e-o ut dual-b and client 2 . 4 GH z  p ro b e res p o ns e s up p res s io n
Mark  2 . 4  GH z  o nly  clients  and res p o nd w ith  p ro b es
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Q uestions?
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