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Objectives

� Give an overview of CS-MARS product

� Explain how to deploy CS-MARS

� Explain the usage of NetFlow for CS-MARS
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Security Operations/Reactions Today

Action Steps:
1. Alert
2. Investigate
3. Mitigate

Network Operations Security Operations

Security 
Knowledge 
Base

Firewall IDS/IPSVPN

Vulnerability
Scanners

Authentication
Servers

Router/Switch
Anti-Virus

10K Win, 
100s UNIX

Always Too Late

Collect Network 
Diagram

Read and Analyze
Tons of Data

Repeat
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Mitigation, Analysis, and Response System 
(MARS) Next Generation SIM/STM

� Leverage YOUR existing investment to build 
“pervasive security”

� Correlate data from across the Enterprise
NIDS, Firewalls, Routers, Switches, CSA
Syslog, SNMP, RDEP, SDEE, NetFlow, 
Endpoint event logs, Multi-Vendor

� Rapidly locate and mitigate attacks

� Key Features
Determines security incidents based on 
device messages, events, and “sessions”
Incidents are topologically aware for 
visualization and replay
Mitigation on L2 ports and L3 
chokepoints
Efficiently scales for real-time use across 
the Enterprise



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 5

Firewall Example

� 100 ICMP messages from the same 
source within ten seconds must mean 
something is wrong

� Have IDS/IPS functionality with just FW 
logs
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CS-MARS: “Command and Control”
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CS-MARS  “Connect the Dots”

SureVector™ Analysis
Visible and accurate attack path
Drill-down, full incident and raw  event details
Pinpoint the true sources of anomalous and attack behavior
More complete and accurate story
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CS-MARS “Leveraged Mitigation”

� Use control capabilities within your 
infrastructure

Layer 2/3 attack path is clearly visible

Mitigation enforcement devices are identified

Exact mitigation command is provided

Firewall

Router

Switch
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CS-MARS
“Compliance Reports”
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Full Spectrum Product Line

� Fast installation
� Raid 1+0 
� Oracle Embedded - No DBA 

Needed

� Agent-less Event Collection
� Layer 2/3 Network Topology and 

Mitigation
NetFlow
Drill down to MAC addresses

1 RU
120GB

1,500
50

20R

4 RU4 RU3 RU3 RU1 RU1 RURack Size
1TB1TB750GB750GB120GB120GBRAID Storage

N/A300,00
0

150,00075,00025,00015,000NetFlow 
Flows/Sec

N/A

Global 
Controller

10,0005,0003,0001,000500Events/Sec

200100100e5020CS-MARS Model
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Deploying CS-MARS
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Life of an Incident

1. Events come into the appliance
from network devices

2. Events are parsed
3. Normalized
4. Sessionized/NAT correlation
5. Run against rule engine

Drop rule matched first
All rules are checked

6. False-positive analysis
7. Vulnerability Assessments 

against suspected hosts



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 13

Interpreting a Syslog Message

Bytes and 
DurationGlobal 

Destination IP

Source IP 
Address

Message 
ID

Protocol

%FWSM-6-302014: Teardown TCP connection 219025563
faddr 144.254.71.150/53 gaddr 10.61.1.76/43611
laddr 10.1.70.60/43611 duration 0:00:05 bytes 18 (FIN Timeout) 

Global 
Destination IP

Local 
Destination IP
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EPS Best Practices

� Enable all events, after a couple of days run a system status 
reports to see data rate and disk space usage, etc.

� Disable messages that are of no interest on the device not on the 
security event monitoring solution
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Normalization

� Security monitoring environment is multi-vendor
� Events from different devices and vendors have 

different formats
� Need to compare similar—normalized—events from 

multiple vendors “apples-to-apples”
� How do you like them apples ☺

IIS
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Session Data—Requires Awareness of 
Topology, NAT, PAT, and Device 
Configurations
1. Host A port scans

target X

2. Host A buffer overflow 
attacks X

Where X is behind NAT 
device and

Where X is vulnerable 
to attack

3. Target X executes 
password attack on 
Target Y located 
downstream from 
NAT Device

X

A

Y

Buffer
Overflow

Password
Attack

Port Scan
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Rules: Definition

Variables and Operators allow 
Context Sensitive Correlation
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MARS and Vulnerability Assessment

� Goal:
Reduce false positives

� How:
Manual definition of 
applications on hosts

Build in Nessus

Integration with VA tools

Discovery 

SNMP
Read Login

Host Scan
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Build in VA Scanner

� MARS is able to check a victim IP address to see if an attack 
would be vulnerable

� Make sure your network design supports this, is MARS able to talk 
to the victim? 
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Integration with VA tools

Check if CVE Matches 
Between IPS and
VA Tool
YesÆ Increase Level
No Æ False Positive
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Custom Parser
It Is Possible to Create a Custom Parser
for Any Device Sending Syslog or
SNMP Traps

Note: If You Re-Use Events Already in the 
Database, the Predefined Reports and Rules 
Will Work Also for the Newly Defined Device

1. Create a new device/ 
application type 

2. Create an event type 
for the new device/application

3. Define the patterns associated 
to the event type

4. Add this new device/application 
into CS-MARS
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Custom Parser—Example

� Define the fields you want 
to extract:

Source IP
Received time
Transmitted bytes

Precompiled Regular 
Expressions for 
known Parameters

155.98.65.40 - - [21/Nov/2004:21:08:47 -0800] "GET /~user/ HTTP/1.0" 200 
1633 "-" "Lynx/2.8.2rel.1 libwww-FM/2.14"
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CS-MARS
Global Controller Deployment

EMEA Office

AsiaPac Office

US Corporate Office

CS-MARS GCCS-MARS 200

CS-MARS 50

CS-MARS 100 CS-MARS GC 
• Communication over HTTPS (using certificates)
• Only incidents from global rules are rolled up

• GC can distribute updates, rules, report 
templates, access rules, and queries across LC
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CS-MARS and NetFlow
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What People Find in NetFlow Data

� Who are my top N talkers? Which percentage?
� How many users are on the network at any given 

time? When will upgrades effect the least number of 
users?
� How long do my users surf?
� Where: which Internet sites do they use?

� Are users staying with in an acceptable usage policy?
� DOS attack detections!
� I have been attacked, which other machines could be 

having an issue?
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What is a NetFlow Flow?

7 Keys define a flow7 Keys define a flow
Source Address

Destination Address
Source Port

Destination Port
Layer 3 Protocol Type

TOS byte (DSCP)
Input Logical Interface

(ifIndex)

A flow is unidirectional

Exported Data
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How does it work?

Exported Data

NetFlow Cache

7 identifiers Other data
Flow  identifiers Flow data

Flow  identifiers Flow data

Flow data update

Flow  identifiers Flow data

7 identifiers Other data
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Versions

� Version 1, the initial one
� Version 5, the enhanced version 1
� Version 7, on the switches
� Version 8, the Router Based Aggregation
� Version 9, the new flexible and extensible version
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Data Export

� Expired flows are grouped together into “NetFlow Export” UDP 
datagrams for export to a collector

� UDP is used for speed and simplicity

NetFlow Cache

… Flow
Record

Flow
Record

HeaderHeader
• Sequence number
• Record count
• Version number



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 30

NetFlow on the 
Router
Version 5

30
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Version 5 

� Supported on router starting from  11.1 CA and 12.0 

� The most deployed version

� The most complete version in terms of exported 
data types

� Supported by CS-MARS! (together with version 7)
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Port
Utilization

Usage

QoS

Time
of Day

Version 5 Flow Format

Application

From/To

Routing 
and

Peering

• Source TCP/UDP Port
• Destination TCP/UDP Port

• Next Hop Address
• Source AS Number
• Dest. AS Number
• Source Prefix Mask
• Dest. Prefix Mask

• Input ifIndex
• Output ifIndex

• Packet Count
• Byte Count

• Type of Service
• TCP Flags
• Protocol

• Start sysUpTime
• End sysUpTime

• Source IP Address
• Destination IP Address

Flow Keys
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NetFlow Cache Example
1. Create and update flows in NetFlow cache

31145.5142810.0.23.215/2400A1180/2400A11000010801110.0.227.12Fa0/0173.100.20.2Fa1/0

141.574010.0.23.215/2415196/26152491040610.0.227.12Fa0/0173.100.3.2Fa1/0

41745152810.0.23.215/2400A25/2400A21100010801110.0.227.12Fa0/0173.100.21.2Fa1/0

24.5

Active

14

Idle

10.0.23.2

NextHop

1040

Bytes/
Pkt

15

Dst
AS

/24

Dst
Msk

19

Dst
Port

180

Src
AS

/30

Src
Msk

19

Src
Port

2210

Pkts

0

Flgs

40

TOS

10.0.227.12

DstlPadd

6

Protocol

Fa0/0173.100.6.2Fa1/0

DstlfSrclPaddSrclf

2. Expiration

41800152810.0.23.215/2400A25/2400A21100010801110.0.227.12Fa0/0173.100.21.2Fa1/0

Active IdleNextHop Bytes/
Pkt

Dst
AS

Dst
Msk

Dst
Port

Src
AS

Src
Msk

Src
PortPktsFlgsTOSDstlPadd ProtocolDstlfSrclPaddSrclf

3. Aggregation
4. Export version

5. Transport protocol

e.g.  Protocol-Port Aggregation 
Scheme Becomes

Aggregated Flows—Export Version 8 or 9
Export
Packet

Payload
(Flows)

Non-Aggregated Flows—Export Version 5 or 9

YesNo

152800A200A21100011

Bytes/PktDstPortSrcPortPktsProtocol

H
ea

de
r

• Inactive timer expired (15 sec is default)
• Active timer expired (30 min (1800 sec) is default)
• NetFlow cache is full (oldest flows are expired)
• RST or FIN TCP Flag
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Version 5 Configuration
router (config-if)#ip route-cache flow

router (config)#ip flow-export destination 172.17.246.225 9996

router (config)#ip flow-export version 5 <peer-as | origin-as>

Optional configuration

router (config)#ip flow-export source loopback 0

router (config)#ip flow-cache entries <1024-524288>

router (config)#ip flow-cache timeout …
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� “ip route-cache flow” enables NetFlow on the main 
interface and all the sub-interfaces

� Allow to enable NetFlow on selected sub-interfaces

NetFlow on Sub-Interface

Router(config-if)# ip flow ingress

� “ip flow ingress” introduced in 12.2(14)S, 12.2(15)T, 
12.0(22)S, for the 7200, 7400 and 7500

http://www.cisco.com/go/fn

� “ip route-cache flow” should not be used anymore

New
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NetFlow Performance

� Enabling NetFlow version 5 AND exporting increases 
the cpu utilization by around 15 % (with a max of 20 % 
depending on the platform) 

� NetFlow is done in hardware on the Cat6500 
supervisor

� http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/ntf
o_wp.htm



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 37

Design a network with NetFlow

� NetFlow traffic is 1 to 1,5% of actual traffic that is being 
accounted. (difficult to be precise)

� NetFlow is UDP, so no guarantees, use dedicated 
interfaces if available

� NetFlow over WAN, probably not…

� Use NetFlow Collector if application support this
3 layer architecture (router, NFC, application)
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CS MARS - Netflow

• Profile the network usage, 
• Detect statistically significant 

anomalous behavior (from 
computed baseline) and 

• Correlate anomalous behavior 
to attacks and other events 
reported by Network IDS 
systems. 

• The NetFlow data and Firewall 
traffic logs are treated 
uniformly since they both 
represent traffic in an 
enterprise network. 

What does CS-MARS use Netflow data for?
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How do you configure MARS for NetFlow
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Cisco is about 
integration
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Distributed Threat Mitigation

� ISR have limited memory and cannot run the full set of 
signatures

Rtr(config)# ip ips signature 2000 disable 
Rtr(config)# copy <url> ips-sdf

Default sdf file varies with 
the router memory

−128MB.sdf
−256MB.sdf

� Need to know which signatures need to be enabled and 
which is not important

� CS-MARS has the required visibility to make this 
decision and access right
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Branch Office

Regional Office

Telecommuter

Cisco 1800/2800
Series Routers

CS MARSCisco® 2800/3800
Series Routers

Corporate Office

Cisco 800 Series 
Routers

Cisco 3800 + IPS NM
or IPS Sensor

Armed Routers 
Protect All 
Remote Sites

4

3)
Signature 

Update

2) 
IPS 

Alarm

1) 
Infected 
Laptop

Distributed Threat Mitigation 
Architecture

Internet

1
Infected 
Telecommuter 
Connects to the 
Corporate Network

2 Virus Sets off 
IPS Alarm at 
Corporate Office

3 CS-MARS 
Distributes 
Signatures to All 
Security Routers

4)
IPS 

Armed

For more details refer to the following white paper:
http://www.cisco.com/en/US/products/ps6241/products_configuration_example091

86a008067a2b0.shtml


