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Agenda

Cisco Medianet (A Dream Come True)

MSI, Auto-configuration, Video Monitoring and Troubleshooting
solutions

Medianet demo (CLI rules!)

Cisco Prime Collaboration Manager Demo (But GUI rocks)




Why medianet? Why Now?

IT Drivers

Business Drivers

Optimize
Quality of
More Video Reduce Experience
Apps » Complexity
Rising Need '
For Video

B _medianet et
) A\ € Taall < v

More Video Accelerate
Devices Deployment

Meet &
Manage SLAs
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Business Video

Increasing demands on the network
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Challenges Deploying Video

=4
e/

Endpoint Quality of Lack of
Deployment Experience Visibility

» Need for high-skilled = High expenditures = |[nability to assess impact
personnel to deploy with troubleshooting of video, voice and data
endpoints applications on the

= Don’t know where the e

= On-going support of problem is most of the
endpoints is a time = High-bandwidth upgrade

challenge = Cannot replicate gosts

problems = |nability to verify service
level agreements
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Medianet Architecture
Video & Collaboration

Deliver the network optimized for video
anytime, anywhere, any device

Media Services Interface APIs
Media Services proxy

Plug & Play f : Media
Auto Provisioning S8 0 TET | . Monitoring

Resource J ~ .
| ‘
Media Media
Simulation Optimization

AJlINoas ssojweas
Juswabeue
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Demystifying Medianet

Medianet is

« An Architecture/Blueprint for successful deployment of multiple media
and business critical applications

Medianet is NOT

« A Product, a SKU, a feature within a network device
« A Marketecture to describe just QoS/CAC

or a bunch of video endpoints

Medianet Solutions include

« Automated, Plug and Play Deployment
« Media performance monitoring, troubleshooting and capacity planning
» Media flow awareness for Bandwidth Management

Medianet Solutions require

« Compliant products and features in both Smart Endpoints/Applications
and Smart Network infrastructure

« DO NOT require an entirely end to end Cisco network with medianet
enabled on every hop




T

Media Service Interface

e




Supported Devices

2HCY11 1HCY12

WebEx  CTS
Tandberg
VXI
CIUS

Standard Def
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Pass Info
Eg. Application, Device

Get Info
Eg. App perf, Location

Request Services
Eg. BW, Qos settings

Congestion

£3) Branch




Auto Provisioning

i




Medianet — Auto-configuration

: Planning Access switch configuration
Preparation

Operations Manager Virtual Matrix
(VSOM)

ot
palhts

¥ - Vv
a3 = 4
Media Server Media Server
(VSMS) (VSMS)

’ii—m — :"'-,
T TN

P
<

T Video Skills?

(VSMS)
Ope rat|0na| Client Work;tations VSVM & VSOM Clients
Cost : : : e
Right Port? Right Config? IT Skills*

Medianet Auto-Configuration help in reducing installation
time and cost

© 2010 Cisco and/or its affiliates. All rights reserved.




Medianet Auto-configuration

O Automate network configuration — Auto Smartports

O Location awareness — Applications automatically learn from the network

How many IP
SEC cameras do |
have installed in

Bldg 24
Switch provides civic &

== geo location info to -
Camera with: MSI: endpoint — a N — -
send-devicertype’ = | = bld,fr(ip Fa%)g{? LREHER i  CiscoWorks
YSECsCameravia | Pl getiameipiariyini

IP Surveillance
Manager
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Monitering and

', | Troubleshooting




A Story
Using perf-mon, mediatrace and IPSLA VO together

» Angry user reports issue days after encountering problem

;‘-‘E " “My video was terrible, the network is terrible!”

“An issue was seen by performance-monitor at the time” :
“fault was identified and fixed by our engineers” ng‘
A

v “I've got another video meeting today. Can | trust you?”

“Yes. It looks good. | also checked via mediatrace that the correct path is
being taken”

“If you like, | can run IPSLA VO and mediatrace periodically until your _
meeting starts...” s

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 14




Medianet Troubleshooting Tools

- Video Performance Monitoring

- Mediatrace
- [P SLAVO




Medianet Video Troubleshooting
Troubleshoot: Real Time Video Performance Monitoring

Application Performance Mngt

» Pervasive infrastructure-based video
performance monitoring. Gather per-
media flow performance:

- Jitter,

» Packet drops,

* Flow rate,

« SSRC-ID etc.,

« TCP round trip time

» Reporting media performance through
FNF & MIB

© 2010 Cisco and/or its affiliates. All rights reserved.




Video Performance Monitoring
Wide Applicability

- Tested with:

Cisco EX90, MXP1700, Polycom, Cisco TelePresence (1xxx, 3xxx),
CUVA, CP-9971, CP-7985, CP-7960 (audio only),

Cisco Video Surveillance Cameras, WebEx (HTTPS), IPTV (VLC)
Just plain web transactions (wget)
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Metrics of Video Performance Monitor

- Variety of network
centric metrics added.

- More metrics and
protocols coming

- |[ETF standardization In
progress

© 2010 Cisco and/or its affiliates. All rights reserved.

Metric/Data Value

transport rtp ssrc

application media packets counter (long)
application media bytes counter (long)
application media bytes rate
application media packet rate
transport packets lost counter
transport packets expected counter
transport packets lost rate

counter bytes rate

transport event packet-loss counter
transport round-trip-time

transport rtp jitter maximum

transport rtp jitter minimum

transport rtp jitter mean

application media packets rate variation
application media event

counter packets dropped

Protocol

All
All
All
All
RTP,
RTP,
RTP,
All
TCP, RTP
TCP
RTP
RTP
RTP

IP-CBR
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Thresholds & Alerts

= Metrics can be tested against thresholds to trigger actions

Multi-level Alarm Raise/Clear, SNMP Traps, Syslog, embedded scripts,
automatic mediatrace, path adaptation (PfR)

a Critical Message from 10.81.74.2
%PERF_TRAFFIC_REACT-2-CRITSET: TCA RAISE.

React info: id 1, criteria rtp-lost-fraction, severity critical, alarm type discrete, threshold range (2.00, 100.00]
Policy info: Policy-map TP-CTMS, Class TP-CTMS-ALL, Interface GigabitEthernet0)1, Direction output
<\0x09> ssrc 1510891189

<\0x09> src port 16390, dst port 20828

Flow info: srcip 10.81.74.18, dst ip 10.80.14.24

Detailed info: Threshold value crossed - current value 3.21

%PERF_TRAFFIC_REACT-2-CRITSET: TCA RAISE.
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Reports - NetFlow

based metrics from network
Can be based on , or , etc.
Variety of uses




Solution Detalls:
['hird Party Components and Software

= Performance Monitor (NetFlow v9

ActionPacked (configuration also planned)
Plixer

SevOne More info: CDN Partners Page:

http://developer.cisco.com/web/mnets/partners

Devices View | Groups View | QoS | Flow | Routing | 1P 5LA

S P R Bownd
Out IF Interarrival Jtter Max | BitRate | Media Packet Rate
e 3

5 Mbps
60 Mbps 13
C 53 Mbps 115
bitEthernet2/0 et 31,02 , 0 0 5 Mbps 50

[ Cisco » Medianet Subnet to Subnet Jitter | Inbo v || Totar (3| n v | 5m 1 v |show other L1 [ 1P|

CTS-VLAB-1 5m Interval (Total)

IPSLA-SW-24

\
3925-Mediq
N N

2010-10-28 20101028 2010-10-38  2010-10-28  2010-10-28  2010-10-38  2010-10-28  2010-10-28  2010-10-28  2010-10-28
Oct 10,2010 1:57 oM 09:45 09:55 10:05 10:15 10:25 10:35 10:45 11:05 11:15

10:55

40 to |2010-10-28 11:40 (3 Apply Dates View Raw Flows ( Inbound )

CTS-500-47 |
293.90 Mb

0K
166 M
8560 K
M
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Medianet Video Troubleshooting

Mediatrace: Live Video Troubleshooting

Debug live sessions: What path did the media take? Where is the problem?

initiator#tsshow mediatrace session stats 1 IP Packet Count (pkts): 60

111, Eneros Macanst Senvon Assurance Manager
cisco Telepresence Troubleshooting Dashboard

S——— — , Session Index: 1 IP Byte Rate (Bps): 208

e Packet Drop Reason: 0
Mediatrace Hop: 2 (host=responder2, tt1=253) |0 pscp: o

Metrics Collection Status: Success IP TTL: 57
Reachability Address: 10.10.34.3 IP. Protocol: 17

Ingress Interface.: G,iO/ 1 Media Byte Rate Average (Bps): 168
Egress Interface: Gi0/2 Media Byte Count (Bytes): 5040

Metrics CoIIeF;ted: : Media Packet Count (pkts): 60
Flow Sampling Start Timestamp: 23:45:56  R1p Jitter Average (usec): 3911

Loss. of measurement confidence: FALSE RTP Packets Lost (pkts): 0
Media Stop Event Occurred: FALSE RTP Packets Expected (pkts): 60

IP Packet Drop Count (pkts): 0 RTP Packet Lost Event Count: 0
IP Byte Count (Bytes): 6240 RTP Loss Percent (%): 0.00

Mediatrace
IP_A,IP_B

Mediatrace: Hop by hop Collection of
Statistics from the Media Path . Video Perf Measurement
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Dynamic Monitoring using Mediatrace

« Mediatrace discovers and queries L2 and L3 nodes along a flow’s path

Gathers system resource, interface and flow specific (perf-mon) stats

For performance monitor: dynamically configures monitoring policy (if needed) 5-
tuple + intervals etc. match static policy).

Consolidates information into a single screen

Allows for easy comparisons of device behavior
Which interface dropping packets?
Where is DSCP getting reset?

Can be requested by remote device

Automatically (based on thresholds) via EEM script
Built into MSI applications, operator or automatic triggering
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Mediatrace Components

* Requestor — origin of request
Video end system, NMS, same node as initiator, remote router/switch

Initiator - injects the trace
Responder - sends data back to initiator

Multiple types of data requests
Hops — hop discovery
System — system information
Performance monitor — enables perf-mon, then collects data

Multiple execution formats

Poll — minimal config, run from IOS exec
Session — flexible configuration, allows for periodic, recurring requests and history

Initiator + responder responder
requestor
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Mediatrace Performance Monitor Session

initiator##show mediatrace session stats 1

- Preconfigured mediatrace Session Index: 1
session- perf-mon profile

Mediatrace Hop Number: 2 (host=responder2, ttI=253)
. . Metrics Collection Status: Success
« Performance-monitor pollcy Reachability Address: 10.10.34.3
c c . Ingress Interface: Gi0/1
automatically configured (if Egress Interface: GI0/2

Metrics Collected:

needed) a|0ng path, then ﬂOW Flow Sampling Start Timestamp: 23:45:56

Loss of measurement confidence: FALSE

data CO”eCted Media Stop Event Occurred: FALSE
IP Packet Drop Count (pkts): 0

. . IP Byte Count (Bytes): 6240
- Fixed field-sets for RTP and P Packet Gount (pkis): 60
: IP Byte Rate (Bps): 208
TCP ﬂOW anaIySIS Packet Drop Reason: 0
IP DSCP: 0
IPTTL: 57
IP Protocol: 17
Media Byte Rate Average (Bps): 168
Media Byte Count (Bytes): 5040
Media Packet Count (pkts): 60
RTP Interarrival Jitter Average (usec): 3911
RTP Packets Lost (pkis): 0
RTP Packets Expected (pkts): 60
RTP Packet Lost Event Count: 0
RTP Loss Percent (%): 0.00

Note: Data omitted for better readability.

g
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Network Management and Mediatrace

= Cisco Prime
Collaboration Manager
(CM) uses mediatrace
for flow specific stats

= Mediascope research
project

= Under investigation by
3 party NMS vendors

More info:
Cisco Prime CM: cisco.com/go/cpcm
Mediascope: medianet.sourceforge.net

IPPacketCount
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IP SLA Video Operation

IPSLA known in industry for jitter, ICMP, etc. probes

Most probes measure experience without affecting user traffic
(hopefully)

Need traffic to stress test network
IPSLA VO provides

Realistic representation of arbitrary video (RTP) traffic
Packet sizes, burstiness, traffic rate, etc.

Pre-packaged profiles:

IPTV, Video Surv, CTS
Extensible via data file

Custom profile generation from packet capture

- WebEXx profile available for download soon
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Medianet
Planning: Network Assessment with Video IPSLA

* Pre-deployment: Is my network ready for Video?

» Post-deployment: Is the problem with network or application?
« Hardware based Video IP SLA simulates real-life video traffic.
« Built-in traffic profiles to generate Telepresence, IPVSC or IPTV traffic
« Automated scheduling to gather IPSLA during various time of day

Latency,

Jitter,
Packet loss,

Internet
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Solution Detaills:
[hird Party Components and Software

=|PSLA Video Operation

Collaboration Manager: for CTS traffic
Cisco PrimeLMS 4.1

= 14 more NMS application vendors engaged! (ActionPacked LiveAction
SevOne)

More info:

Cisco Prime LMS: cisco.com/go/Ims

Cisco Prime CM: cisco.com/go/cpcm

CDN Partners Page:
http://developer.cisco.com/web/mnets/partners
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How do | Deploy Media Monitoring?
Do | Have to Upgrade My Whole Network?

« Media monitoring does NOT need to be in every hop for benefits to be realized
 Start in trouble spots or high usage areas
* The more locations are upgraded the more visibility and benefits you get!

Here is an example of media monitoring deployment:

* Phase 1: remote sites (expensive to troubleshoot)—enable Performance Monitor for high
value applications (e.g. videoconferencing and webex)

* Phase 2: trouble spots; high value applications—recurring issues on campus A

* Phase 3: new sites where additional visibility is needed to easily localize problems — based
on what we learned on phases 1 and 2

A\

A =

ﬁ Bottleneck
7]
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Cisco Prime Collaboration Manager
Simplifies operations for video collaboration services

* Intuitive user experience:
» End-to-end visibility and status of all
video collaboration sessions
* Delivers immediate overview of critical
issues

* Quickly troubleshoot:
* [solate problems between network path
and endpoints
* Improve overall service levels and end-
user video experience

» Provides a complete inventory of all video
related assets:
* Endpoints, network devices, service
infrastructure — control costs, plan for
and validate upgrades




N

-

Cisco Prime

Collaboration Manager
hJ)  DEMO?




Cisco Prime Collaboration Manager

* Obtain complete summary of any
problems affecting sessions in
progress, endpoints, and service
infrastructure devices

Filter by alarm severity of all sessions
—in progress, recently completed, and
scheduled

View topology and rapidly determine
whether issues are in endpoints or in
the network

soooooon® s 29§
T |8 8

See detailed endpoint and session
statistics — latency, jitter, packet loss

http://www.ciSco.com/go/cpcm
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Network Diagnostics

Quickly isolate and troubleshoot the source of video related problems

 Improves the overall end-to-end video
experience — rapidly isolates and
pinpoints video related issues between
the network path and endpoints

* Visualizes end-to-end video path and
quickly identify trouble spots — with
additional flow based information
where Medianet enabled devices are
deployed

« Automatically captures troubleshooting - e
data for important sessions — allows 7 1L
operator to identify and analyze issues ﬂ%" =
after sessions have completed

tes. All
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Network Diagnostics - Details

Visualize end-to-end media path between endpoints

* Media path visualization and flow
statistics identify network issues
degrading service quality

System Status

TenGigabitEthernet1/3 INGRESS

* Analyze detailed device
information, CPU, Memory, T Caees et oo

Input discards 0 pkts Input ignored O pkts

Input errors 0 pkts Input abort errors 0 pkts

I n te rfa Ce Statl Stl CS Input unknown protocol 0 pkts Input queue drops 0

Input runts O pkts Input giants 0 pkts

Last Updated 2011-Mar-16 15:54:40 PDT

* Medianet enabled devices
provide additional flow based
details — packet loss and jitter

* Troubleshooting data can be
captured and exported for
trending and later analysis e

- I [ B D
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ISR G2 Video Conferencing Services

AD-




Features/Product Mapping

Switches

Check datasheet for
more details!

Catalyst
2960S/
2960 Series

Catalyst
3750/ 3560
Series

Catalyst
4500 Series
SUP 7-E
SUP 7L-E

Catalyst
4500E SUP 6-E
4500 SUP 6L-E

Catalyst
4900 Series

Catalyst
6500/ 6500-E
Series

Auto
Smartports

12.2(55)SE
LAN Base

12.2(55)SE
LAN Base

XE3.3.0SG*
LAN Base

12.2(54)SG1
LAN Base

12.2(54)
SG1
LAN Base

Location

12.2(55)SE
LAN Base

12.2(55)SE
LAN Base

XE3.3.0SG*
LAN Base

15.1(1)SG*
LAN Base

15.1(1)SG*
LAN Base

AutoQoS

12.2(55) SE
LAN Base

12.2(55)SE
LAN Base

Performance
Monitor

12.2(58)SE
IP Base

XE3.3.0SG*
IP Base

15.1(1)SG*
IP Base

15.0(1)SY
IP Services

Mediatrace

12.2(58)SE
IP Base

XE3.3.0SG*
IP Base

15.1(1)SG*
IP Base

15.0(1)SY
IP Services

IPSLA VO
Sender

12.2(58)SE2
IP Base

XE3.3.0SG*
IP Base

15.1(1)SG*
IP Base

15.0(1)SY
IP Services

IPSLAVO
Responder

* Release planned 1H CY2012

12.2(58)SE2
IP Base

XE3.3.0SG*
IP Base

15.1(1)SG*
IP Base

15.0(1)SY
IP Services




Features/Product Mapping

Routers

Check datasheet for
more details!

Cisco ISR G2 2900/
3900 Series

Cisco ISR 1900
Series

Cisco ISR

880/890 Series

Cisco ASR 1000
Series

Auto Smartports

15(0).1M
with switch blade

Location

15(0).1M
with switch blade

AutoQoS

15(0).1M
with switch blade

Performance Monitor

15.1(3)T
UC or Data Package

15.1(3)T
Data

15.1(3)T

Advanced IP

XE3.5
Advanced IP

Mediatrace

15.1(3)T
UC or Data Package

15.1(3)T
Data

15.1(3)T

Advanced IP

ROADMAP

IPSLA VO
Sender

15(0).1M
with switch blade
15.2(2)T
UC Package

ROADMAP

IPSLAVO
Receiver

15.2(2)T
IP Base

15.2(2)T
IP Base

ROADMAP
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Check datasheet for

Features/Product Mapping  moredetais!
Endpoints

DMP 4400 4300/4500
IP Cameras

Auto Smartports o

Location

Auto Registration

Performance
Monitor

Mediatrace

IPSLA VO
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Enterprise Medianet Today and Beyond

[Optimizej

2012 & beyond

=

Now

Reduce
TCO

Medianet Readiness
Assessment

Auto-configuration to simplify
video deployment & location
awareness

Media Monitoring for much
improved visibility &
troubleshooting

(“scae )

2012

Maximize
Resources

Flow Metadata — Media-
aware

Media Services Proxy for
legacy, 3 Party & Cloud
services

Resource control to
maximize resources

Optimize
Resources
Media optimization —

Optimize resource usage &
preserve video quality

Business Policy to support
client funded model




Cisco Medianet Architecture Summary

d.’u
e

AT e
3=

Quality of Experience: Predictable Quality on Any Device

Any to Any: Seamless Experience

Simplicity: Ease of Use

Plug and Play: Speed & Reliability

Scalability, Reliability;sAvailability: Video at Scale




Additional Resources

‘é Design Zone - Cisco Systems - Windows Internet Explorer
° h ttp ://WWW_ Ci S CO . CO m/q O/ m ed i a n et ‘S s http: dhes isco cfm!en/uf;me(sulfnsm inetworking_solutions_program_cate v ¥# || X

-

« http://www.cisco.com/go/designzone

Search

. [
D e S I g n Zo n e fo r VI d eo Solutions Products & Services Ordering Support Training & Events Partner Central My Cisco

HOME

Int dduction

- http://developer.cisco.com/web/mnets

AssureWave Testing Design Zone is a consolidated resource for design
quides, application deployment guides, white papers,
CIO Thought Leadership videos, and other technical reference materials. Refer

H Cisco Interoperability Portal O the categories organized under network
isco Developer Network for

Design Zone specific resources.

. Interaction Network
e I a I I e Managed Services for Network Cisco Validated Design

Enterprise Favbiriakgsaud ” Program

Media Center

safe Harbor Testing Desian Zone for
Campus

Desian Zone for Data rn About the Program Deploy \
Mike Rau Optimize¢
it —

- Featured Content
I = =K

Accelerate Your Business

ign Zone for
urity

ign Zone for Mobility SONA Podcast S

ian Zone for Unified Communications Learn more 8

ign Zone for Video

Industry Solution: urance

Design Zone for Retail

¥ / Trusted sit
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Thank you.
CISCO




