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Aims of this Session

An introductory deck to show some ASR and Secure WAN details, and not in-depth
CLI!

Primary Aims:

ASR 1000 Familiarity

A quick look at the ASR 1000 series
What’s new
Example packet flow

Secure WAN Familiarity

A brief look at different WAN methods including GET VPN and Flex\VPN
A more in-depth look at DMVPN
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Platforms Quick Overview

Service-rich Feature-rich
The platforms complement each other - customers can launch features and be
confident they will work end-to-end. Proof point is the BN deployment guides

One I0S

- |0S features are directly taken and put on I0S-XE middleware that interfaces Hardware
with the ASR 1000 hardware. Where higher performance is required, the feature is =
ported to the QFP Encryptlon

Interface rich

Fits Modern Enterprise use-cases Multi-core

Typical uses include: CPUs

Branch routers (primarily ISRs); ASR as high-end CPE

WAN aggregation with security (primarily ASR)

Enterprise Edge with DoS/DDoS protection in HW (ASR), IPv6 capability
Cloud and DC Enablement with OTV (ASR), Cloud APIs, QoS

Manages Services CE

Price-Performance

Breadth of 100Mbit/sec - 100Gbit/sec is supported;
On all platforms, performance figures typically include services; there is headroom
in the CPUs

Up to 100Gbit/sec with services enabled; achieved by moving all major features
onto the QFP and dedicated hardware

Hardware crypto available on all platforms (embedded in ASR), DPI on all platforms
(scale depends on platform and usage)
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Redundancy and Reliability

Feature Innovation
L2- and L3-based High Availability mechanisms, OTV for DCs, Performance Routing

Software Innovation
Fully separated data plane, Software Redundancy, SRE local services

Hardware Innovation
Low RMA, Second generation QFP, Full backplane redundancy, multiple WAN interfaces for
redundancy

™ ;3/,4/
Feature Innovation 2 ,_L/

Software Innovation

Platform Hardware Innovation

Software Quality and L
ong-term Software
Continuous Improvement Extremely Low RMA < Support -

76% lower defects/Mhr for 10-year Product Life
rel 15.0M vs 12.4M

Varying Software Quality High RMA Short Term Support
Appliance vendor: 100 10% RMA by a router Feature life: 13 months Landscape (Other vendors)
patches in one year! vendor 5-year Product Life
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Cisco ASR 1000 Series Routers: Overview

2.5 Gbps to 100Gbps Range—Designed Today for Up to 360 Gbps in the Future

Compact, Business-Critical Instant On

Powerful Router Resiliency Service Delivery

« Line-rate performance 2.5G « Fully separated control and » Integrated firewall, VPN,
to 100G+ with services forwarding planes encryption, NBAR, CUBE-
enabled « Hardware and software ENT,CUBE-SP

* |Investment protection with redundancy « Scalable on-chip service
modular eﬂgiﬂes, IOS CLI and e |n-service software prOViSioning through
SPAs for 1/O upgrades software licensing

« Hardware based QoS engine
with 128K queues

Embedded High-Performance Resilient Services

ASR ASR
ASR

5-36 10-40 10-100+ ) 40-360
Gbps Gbps Gbps Gbps
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Cisco ASR 1001

Attractive E ntry Level Single-Height SPA Card Slot

Here: 5-Port 1GE SPA Is Plugged In

NP

SEEENENNEEEYTEENEENENEEES
EEEENEEEEEENEEEEEENEEEn

()

Management Network
Interface 4 Built-In GE Ports

Small Footprint (1-rack unit height) Six versions  shipping
Performance range of 2.5 to 5-Gbps ASR1001

4G (Default) & 8G & 16G Memory options ASR1001-2XOC3POS
Up to 1.8 Gbps crypto throughput built-in ASR1001-4XT3

1 single height SPA slot for I/O connectivity and 4 built-in GE ASRT001-8XCHTTET
ports + optional daughter card ASR1001-4X1GE

High Availability with SW redundancy support ASR1001-HDD (160 GB Hard Disk Drive)

For all models and bundle SKU information, please refer to “Cisco ASR 1000 Series Aggregation Services
Routers Ordering Guide” at: http://www.cisco.com/en/US/products/ps9343/prod bulletins list.html

. (S — E— I J—
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ASR 1006
Redundant ESP, RP

12 SPA card slots (Three banks of 4)

Fully hardware redundant, 6RU size
10-100+Gbit/sec throughput
Dense interface capability (12 SPA slots)

Dual ESP Dual RP cards

For all models and bundle SKU information, please refer to “Cisco ASR 1000 Series Aggregation Services
Routers Ordering Guide” at: http://www.cisco.com/en/US/products/ps9343/prod bulletins list.html
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ASR 1004
4RU, Swappable RP and ESP

8 SPA card slots (Two banks of 4)

Swappable RP, ESP cards
10-40 Gbit/sec throughput
8 SPA card slots

ESP card RP card

For all models and bundle SKU information, please refer to “Cisco ASR 1000 Series Aggregation Services
Routers Ordering Guide” at: http://www.cisco.com/en/US/products/ps9343/prod bulletins list.html
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ASR 1013
Redundant ESP, RP

RP card #1

Fully hardware redundant, 13RU size
40-360 Gbit/sec throughput
Extremely Dense interface capability
24 SPA slots

RP card #0

For all models and bundle SKU information, please refer to “Cisco ASR 1000 Series Aggregation Services
Routers Ordering Guide” at: http://www.cisco.com/en/US/products/ps9343/prod bulletins list.html
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ASR 1002-X

New, released in a month!

6 built-in GigEth Interfaces, 1588, SyncE

Disk Drive

T

\ Timing: GPS, BITS, bult-in Stratum 3E

Built-in 5-36Gbit/sec

Significant boost in RP capability

Second Generation QFP (aka Yoda)

30Mpps Performance

AGbit/sec Crypto (8Gbit/sec PID released later)

For all models and bundle SKU information, please refer to “Cisco ASR 1000 Series Aggregation Services
Routers Ordering Guide” at: http://www.cisco.com/en/US/products/ps9343/prod bulletins list.html

Cisco Confidential 1
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ASR1002-X Summary

Chassis & HW

System BW

Performance
Crypto BW
Control Plane

Data Plane

/0

2RU form factor
Integrated RP, ESP & SIP
Redundant AC/DC PSU, same as ASR1002

5G, 10G, 20G, 36G, via software upgrade
Up to 23 Mpps (TBC)

4G & 8@, via software upgrade

2.5GHz processor (4 core)

Integrated ESP with SW selectable BW from
5G to 36G

3 SPA bays

6 built-inGE ports (Copper/Fiber SFP, SyncE
capable)

Console/Aux: RJ45 and USB Console
Management Ethernet

External USB storage

Optional HDD

© 2010 Cisco and/or its affiliates. All rights reserved.

Key
Applications

Broadband
IPSec

FW/NAT
Network

Timing

Image Security

Enterprise: WAN Aggregation, Internet
GW, Highend branch and DCI

SP Managed CPE and MetroE CPE
Entry Level PE router

Distributed BRAS/LNS

Up to 64 K sessions
8Gbps (1400Bytes), 4K tunnels

36G FW/NAT, 2 M sessions
Stratum 3/G.813 Clocking, BITS timing,
GPS, SyncE, 1588

Secure boot
Code Signing (FIPS-140-3)
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Embedded Services Processors - ESP|_

Based on Quantum Flow Processor (QFP)

ESP-2.5G ESP-10G ESP20G ESP-40G ASR1002-X ESP

System
B 2.5Gbps 10Gbps 20Gbps 40Gbps 5/10/20/36Gbps
Performance 4Mpps 17Mpps 23Mpps 23Mpps 30Mpps

# of

10 20 40 40 40 8/16/32/62
Processors

Clock Rate 900 Mhz 900 Mhz 900 Mhz 1.2 GHz

Crypto Engine
BW (1400 Byte)

1.8Gbps 1.8Gbps 4Gbps 4Gbps

QFP Resource

256MB 256MB 512MB 1GB
Memory

Packet Buffer 64MB 64MB 128MB 512MB

Control CPU 800 MHz 800 MHz 800 MHz 213 GHz

Control 1GB 1GB 2GB 4/8/16GB
Memory

TCAM 10Mb 10Mb 10Mb 40Mb

_ ﬁ‘}?RlofL ASR1001
Chassis (integrated) (integrated) ASR 1002, 1004,

ASR 1004, 1006
Support Upgrade to 5- 1006

Gbps via license ﬂoz ‘

ASR 1004, 1006,

1013 ASR1002-X




Route Processor - RP

ASR1002-X

ASR1001

Dual-Core 2.2GHz Quad-Core
Processor Processor

4GB default 4GB default
8GB 8GB
16GB 16GB

Built-in eUSB

bootflash 8GB 6GB

Storage .
: External USB L GOGEE;xTeDrr?aEOLrJ)g%naI) &

Cisco I0S XE
Operating 64 bit 64 bit
System

Chassis

Support ASR1001 RP ASR1002-X RP

integrated into the integrated into the
ASR1001 chassis ASR1002-X chassis

General Purpose CPU based on
1.5GHz

2GB default
4GB
RP1 with 4GB built in
toASR1002

1GB (8GB on integrated RP1
on ASR-1002)

40GB HDD & external USB

32 bit

RP1 module supported on
ASR1004 and ASR1006.
RP1 is integrated on the

ASR1002 chassis

Dual-Core 2.66GHz
Processor

8GB default
16GB

2GB

80GB HDD & external
USB

64 bit

RP2 module supported
on ASR1004, ASR1006,
and ASR1013




ESP-80

New, released in a month!

= S et

Total Bandwidth 80 Gbps
Performance Up to 32 Mpps

QuantumFlow Processors 2

- Resource Memory 2x2GB
- TCAM 1 x 80 Mb

- Packet Buffer 2x512 MB

Control CPU Dual-core CPU
- Frequency 1593 Gl
- Memory 115 e

Broadband Up to 58k sessions with queues
QoS Up to 232 K queues

IPSec Bandwidth (1400 B) 25 Gbps

FW/NAT oM sessions

Chassis ASR 1006 (with ASR1006/13 P/S),
ASR 1013

Route Processor RP2 + Future
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Cisco QFP

Ultra-low latency Packet Processing and QoS Implementation

Dynamic Ingress Buffers
Only turned on when needed, for minimal latency
Multiple priority buffers - QoS is maintained even during overload

- o i1l mm
Wrom e W
L L

Parallel packet processing
Scales to 100Gbit/sec+ l

Traffic Manager To line cards via passive
T T 128,000 queues to allow H-QoS and per-VLAN QoS backplane
Large volume of queues allows SLAs to be maintained for

legitimate traffic even under DoS attack

o
From line cards
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Integrated Programmability and
Management APls

Vast array of options - these are just a few
In-built computing languages

Choose the best API for the task at hand

APls can be combined; multiple ones can be used simultaneously

Easy to use
Standards based interfaces and programming languages, like HTTP and TCL
Free SDK available for WSMA - rapidly deploy web apps

Cisco Innovations

Features like NetFlow were created by Cisco and opened up to developers
LUA

Some Highlights
Full TCL implementation EASY (XML/HTTP, XMPP)
WSMA

\I\/l)lgg/”_ OpenFlow* SNMP NPS

Connected Apps*

XML over

VXML TCL TCP

WSMA Telnet /

Retilol (SOAP) SSHISFTP

(o | RADIUS HTTP(S)
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Secure WAN

Hardened a_gamSt Attagks Used by the multi-nationals and military customers
ISO/IEC IT security Common Criteria support Hierarchical Super-Hub capability

_ _ QoS Preservation
Latest FIPS-140-3 security requirements support

Suite B support - Mandated by Governments, Massi
) assively scalable, ultra-fast
healthcare, airports GET VPN Site-to-site and Multicast optimized

" No overlay network required
mbedde /IPS an QoS Preservation

Scalable
The same end-to-end solution scales from small
businesses to large enterprises. Up to 4k sites per hub FlexVPN

Faster tunnel set-up, simpler configuration
Supported by Windows natively

with DMVPN/FlexVPN and no limit with GET VPN Supported by hard- and soft-clients

Mobile devices (Anyconnect)

All forms of connectivity are supported - 3G, 4G, DSL,
Ethernet

D

\
-
e

-

i — v e e ]

DMVPN,

GET VPN
DMVPN Hub

GET VPN
Key server
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Pervasive Security

Provide Secure, Reliable Access to Any Services

= Provide data privacy for accessing services across the WAN
=  GETVPN over MPLS provides any-to-any encryption
=  DMVPN over 3G/4G or Internet provides dynamic spoke-to-spoke tunnel

- Highly scalable WAN aggregation with encryption
= 4000 DMVPN tunnels per ASR1K
= Up to 8 Gbps of encryption throughput per ASR1K

= Full interoperation with QoS ensures service performance

Private Cloud

GETVPN
el

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 20




Next Generation Enterprise WAN

Regional WAN Design

Cisco Prime

. c Scalable GET VPN | Ed
Secure WAN Highlights N ntercorsget ge

GET VPN for fast encryption

DMVPN for connections via Internet

Scales to thousands of branches '
Provides routing, security, encryption

- i.’ ‘1‘ _— st i
VK

Serial, g M 3G/4G
OC3, GE DS3, FE Ethernet A -‘("' Satellite
— -
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Secure WAN

GET VPN Features

Extremely high throughput

Ultra low setup latency
Perfect for voice, video and better application response

Tunnel-less method; no concept of tunnel set-up rates, nor any set-up
delay

Massively scalable - load balancing achievable
Tunnel-less;

no overlay
tunnel networ!

Optimal Routing

Uses the existing IP packet header Key Servers

ASR/ISR

Ideal for secure WAN and DC interconnect
Useful for secure WAN to branches and site-to-site

Can be combined with OTV for secure, fast DC interconnections

Why ISR and ASR? A — Branch C

This technology is only available on ISR and ASR; competitor Branch B
: Branch A
alternatives are not mature.

ISR in the branch can use GET VPN for ultra-fast secure connections,
and can use DMVPN for backup connections over the Internet

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




FlexVPN

Motivation

Many VPN methods are in use - DMVPN, EasyVPN, Crypto Maps
Simplification and compatibility

Latest, secure IPsec negotiation - IKEv2

Compatiblity with Windows 7 natively, and AnyConnect on mobile devices

Easy to migrate, Easy to use
Simplification of configuration
Similar ‘look and feel’ to the popular DMVPN

Architecture Benefits

IPv6/IPv4 agnostic

DoS attack resistant

Ideal for all enterprise connectivity, and for SP managed VPN offerings
All forms of connectivity can be enabled; Remote access, Client-Server, Site-Site, Hub-Spoke
Web authentication can be enabled

Central Site ASR RADIUS

Example - (FlexVPN Server)  Server
Deployment

Scenarios

(Responder) — Remote Access

(Initiator)
: ISR
AnyConnect Windows 7 (FlexVPN Client)

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Secure WAN

DMVPN Features

Highly Regarded

Considered to provide extremely secure site-to-site connections
- As used by Government, Finance sector and Military/Paramilitary
organizations

Scalable
Full mesh connectivity with simple configuration

No need to manually configure static IPsec tunnels
- As sites are added, just configure two tunnels

Super-Hub hierarchy

Automatic Site-to-site IPsec Tunnels

Automatic deployment of branches with Cisco Prime
Transport and Carrier Agnostic

Up to 4000 spokes per ASR1k hub with EIGRP or BGP

Architecture Benefits
Direct site-to-site encryption can be enabled if desired

Huge branch
encryption
performancel
SM-VPN

Branch A

4k tunnels
per hub

Data Center

>12Gbit/sec
Crypto

Branch C

ISR/ASR

Cisco Confidential




Who uses DMVPN?

Governments
Enterprises and SPs

Financial organizations

Public references: AT&T, USPS, Telecom ltalia, ePlus, Sprint

BN
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Point of Sale

= Typical examples include Bank ATM
or retail credit and debit card networks

= Requirement is to terminate a very
large number (up to 20,000+) of low-
bandwidth spokes

= Server-load-balancing (SLB) designs for
super hub




Small Office or Home Office

Corporate

Employee Office

Home
(With IP
Phone)

Used to provide work access from home or offsite locations
Enterprise Class Teleworker (ECT) designs
NAT support needed on most of the spokes

Thousands of spokes

Typical requirement is to support voice and data to and from the head-office
(hub) location with occasional spoke-to-spoke voice

BN
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Internet Service Provider

= VVRF-aware DMVPN on the hubs to segregate customer traffic

= MPLS (25470DMVPN); connecting provider edge devices over an
IP network (current support only for hub and spoke)

= Hub-and-spoke and spoke-to-spoke networks

= Different size networks (number of spokes), but also supporting
many DMVPN networks on the same set of hub routers




How does it work?

= DMVPN is a Cisco I0S® Software solution for building IPsec +
GRE VPNs in an easy, dynamic, and scalable manner.

= DMVPN relies on two proven technologies:

Next Hop Resolution Protocol (NHRP): Creates a distributed
(NHRP) mapping database of all the spoke tunnels to real
(public interface) addresses

Multipoint GRE Tunnel Interface: Single GRE interface to
support multiple GRE and IPsec tunnels; simplifies size and
complexity of configuration




A (Small) Live DMVPN Topology

GigEtho
(Hub) 192.168.2.59 VLAN 101

"
819-3
Serial0
vrf inet-public Tunnel10

192.168.50.59 vrf inet-public
10.3.0.1

VRF inet-public

Serial0 Tunnel10

vrf inet-public vrf inet-public

10.3.0.5 VLAN 102

&

GigEthO
Branch 192.168.1.57

(Spoke)
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Headend QoS

= |mportant because Spoke may become congested
= A few different ways to implement are possible
= NG Ent-WAN proposes this method:

Apply gqos pre-classify on the tunnel interface

Use a two-level hierarchy

Child classes in policy-map are used for different traffic
types (e.g. VOICE)

Parent classs in policy-map are used for shaping for
MOBILE and STANDARD branches (ACLs used to identify
the branches)




How to Deploy DMVPN Easily

Method # 1
Consult the NG Ent-WAN Regional WAN deployment guide
Step-by-step CLI for Hub and Spokes

Method # 2

Employ Prime NCS(WAN)
Available as a VM (can run on SRE for trials), as part of Cisco Prime Infrastructure Bundle

Prime Infrastructure Bundle

Prime LMS Prime NCS(WAN)
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Deployment Guides

Best Practice Deployments

Borderless Networks Community
Architectures to suit small businesses and large enterprises
Downloadable design guides
Upgrade portions of the network (e.g. Enterprise Edge) to a

BN architecture, or enable functionality incrementally (e.g.
IPv6 NAT64)

Easier Network Management

*  Pre-built workflows and templates that can be customized
where needed

]

W i
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NN EEyiEE NEE HN v = 100 _It“" A
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r= u »
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cogors | M

‘o gle ' 0

Public Cloud i Hybrid Clouds
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Sector design zones
Education
Financial
Government
Healthcare
Manufacturing
Retail
Branch/WAN design zone
Regional WAN Architecture Guide
Campus design zone
Data Center design zone
Security design zone
Mobility design zone
Collaboration design zone

|

Private LU L
Clouds A0 HEE HR 7
TNl

..\
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Enterprise Edge




NCS (WAN

Example Screenshots

Example - GET [silssaasiuned
VPN Group DR
Member pescpten
Configuration

Author | demo

Configuration Monitoring

) 2010 Cisco and/or its a

Templates

Templates
K=
v [ Features and Technologies
v [ Interfaces
2°] Ethernet Interfaces
¥ [ Routing
=) EIGRP
& RIP
25 static
v = Security
| ACL
25] DMVPN
2] GETVPN-GroupMember
[ = GETVPN-KeyServer
v () CUI Template
% cu
%3 Composite Templates
v (] My Templates
2 ootB
2°] ACL Template
=% Branch ACL
% CLI-4Way WAN Edge QoS
35 CLI-AAA
35 CLI -Banner
%% CLI-DBVTL Example
3% CLI -Hostname
35 CLI - IP Phone DHCP Pool
3% CLI -Medianet Perf Mon
35 CLI-NBAR
35 CLI-NTP Server
5% CLI-snve

2°] demo-vv

Templates

Templates
||k
v [ Features

v [_] Flexible NetFlow

*Device Type | Routers

* Group ID

0S Version

iliates. All rights reserved.

97 Flexible_NetFlow-120114-23143

v ] Metrics

Application

Class Based Quality of Service
Device Health

Interface Health

Traffic Analysis

Voice Video Data

e
b
ot
gt
gt
b

971 Voice Video Signaling

%% Threshold
v (] My Templates

: Application Response Time Metrics (

Device - Health (default)
Device Health Treshold

*| ESET Interface Threshold

Eset Interface Health
Intf Health
MyDeviceHealth

- Traffic Analysis Metrics (default)

Voice Video Data Metrics (default)
Voice Video Signaling Metrics (defaL
ultrahealth

* Group Name

* IKE Authentication Policy [IKE Authentication Policy

WAN Interface |

Local Exception Policy ACL

Fail Close ACL
Passive SA [J Enable

*Primary Key Server [:] (IP Address or Hostname)

Secondary Key Servers (Arranged in order of Priority)

©c Add Row

(] 1P Address/Hostname Device Reachabiity Status

@

NMP Reachability

Device Name Device IP Location
BXB-2921-RBR.yourdorr 10.0.105.2

Top N WAN Interfaces by Utiization

Maximum Average -
Device Interface Utikzation Utiization Past 24 Hour Trend (%)

Gigabitether... [l 16% B 5%

IO REE

Top N Memory Utiization
Device IP Instance Average v Maximum
smpi_io
10.9.10.1
10.0.105.2
10.2.10.1

10.1.10.1
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summary

Extremely Reliable, High Throughput Routers

Best offerings to help businesses implement their goals

The underlying core reliability, performance, routing, security and encryption
features are highly regarded

All solutions are highly scalable and can be deployed with a single router in
each branch

Feature-rich Secure WAN solutions

GET VPN - Fast, tunnel-less, ideal for MPLS

DMVPN - Easy to use, ideal for Internet

Supports Multicast and QoS

Many different deployment scenarios - Enterprise and SP

Easy-to-deploy
Simple-to-deploy; Zero-touch configuration for new branches

Next-Gen Enterprise WAN features are easy for customers to deploy with
deployment guides and Cisco Prime
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AVC and Performance

Routing

Shabaz Yousaf
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Aims of this Session

Primary Aims:

Explain why AVC is important

A quick look at how AVC works, and why it is so useful
Application Performance (and Network Agility)

Performance Routing Introduction
A look at how PfR works, it’s benefits and example scenarios
An introduction to the CLI!
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Application
Performance and

AVC




ISR-ASR Engaged Solutions

2951
2921

2911
2901

1941
1921

860
860VAE
880
890

Integrated Services Router

© 2010 Cisco and/or its affiliates. All rights reserved.

WAV
ScanSafe
FlexVPN
TrustSec

Cloud Connectors
WAAS
ScanSafe K
Application Visibility ¢ *

Cloud

Medianet
Performance Routing |
Video Application Velocity
CUBE

WAAS

-
GET VPN it
Performance Routing - ﬁ \:

IPv6

Internet b formance Routing r

of
things

End-to-End Connectlwty
Routing
Security

Encryption
Cisco Virtual Office

Network
Systems

T%m

ASR1013

ASR1006

ASR1004

ASR1002-X
ASR1002

ASR1001

Aggregation Services Router
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Why AVC

Many reasons; here are a sample!

Networks are more
complicated

Business solutions and
offerings must address the
same fundamental concerns
as ever - reliability and
security and performance!!

Deeper insight is needed into
what the network is being
used for by users, and what
performance are they getting?

Higher media
consumption and
cloud opportunities

Ensuring better application
performance and better user
experience

Deploy new applications and
see the adoption and network
performance dynamically

Respond to performance
issues

Workforce evolution/
mobile workers,
Mobile access

New productivity opportunities

Making the best use of
throughput and connectivity

Maintain the user experience
and app performance
regardless of location

Cisco Confidential 41
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Better Application Performance

Application Visibility and Performance

Use WAN more effectively

Deep Packet Inspection - Better QoS through accurate traffic classification - prioritise corporate apps
DPI runs in the branch for excellent QoS

DPI runs at the WAN and Enterprise Edge for full visibility and QoS T2 ALl APPLIGATIONS

|dentify how the network is being used R
Branch , Head-end and Enterprise Edge capable of DPI 8
See where network growth needs to occur |

Identify WAN, Internet and Application bottlenecks

Get detailed metrics showing network and server latencies
Branch and HQ data together provides accurate reports easily visible with Cisco Prime

Works with Application Acceleration/WAN Optimization and PfR
Compatible with WAASIExpress and all WAAS options this year
Application-aware performance routing
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Use case - University

pplication Visibility and Performance

Layer 4 (non-app-aware)
Overall Internet usage from a large university in the US

Inbound (+) and Outbound (-)

—_
wv
o

=

=

£
©
S

=

[ Undefined TCP B Undefined UDP B https [ macromedia B frp

[ rsync = dns [ netflow O imap4 B esp
O remote-desktop [ syslog [ netbios—ss [ bittorrent [ are O xbox-live
[ http-alt O vMware—vMotion [ Ipd ] smb E snmp B isakmp
[ traceroute = wnc




Use case - University

Application Visibility and Performance

Layer 7 Inspection
Overall Internet usage from a large university in the US

Inbound (+) and Outbound (-)

@
o
=
]
]
&£
Il
B
-

2G4
Mon 07

B HTTP [ streaming audio/video B P2P file B Undefined TCP [ HTTPS

] HTTP (unclassified) B YouTube [ gaming [ Undefined UDP [ file hosting

[ ssH [ search ] FTP B corporate email [ Microsoft.com
0 vPN [ Hulu [ HTTPS (unclassified) [ Skype [ MNetFlow/sFlow
[ Dropbox [ news ] ESPN I Facebook ] oNS




How AVC works

Deep Packet
Inspection
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Application Visibility with NBAR2

= Application Information is
exported in FNF records.
Reporting tool displays top client
and server for particular
applications

= Example CLI

Router#show ip nbar protocol-discover top-n 10
GigabitEthernet0/0/3

Protocol Packet Count LET AN . ication Traffic Over Time [l
Byte Count Byte Count bytes
30sec Bit Rate (bps) 30sec Bit Rate
30sec Max Bit Rate (bps) 30sec Max Bit

sunrpc 2799106
4237830347
0
4000 47720000
92340159 186761181
4989796991 263959173216
211000 11160000
284000 15170000 [0 other EH smtp B rtp B http E https E unknown B rtsp
netflix 67438860 84034631
51098349136 100709287113
2171000 4223000
3278000 6476000
webex-meeting 45807530 163458047
2497543722 129842885217
115000 5998000
152000 7799000 . Worst N Clients by Transaction Time g g
bittorrent 59667396 156155174 Client Application | Transaction | Tansacton | Past 24 Hour Trend (ms)
12768822744 103187176646 00.0.0.27 100.0.0.14 http 6
555000 4715000 100.0.0.231
697000 5077000

http
100.0.0.141 http
100.0.0.151 http

100.0.0.49 http
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Application Visibility and Performance

Solution Detaill

Branch and WAN aggregation
Cisco Performance Agent is part of the branch AVP solution
High levels of DPI can occur at the WAN aggregation point using the ASR 1000

Cisco Prime Assurance Manager provides detailed reporting

Enterprise Edge
High levels of AVP can be achieved by using the ASR 1000

Capabilities

DPI across multiple packets to precisely determine the application
Traffic classification based on application

Traffic policing

Application and User Reporting

30+ performance metrics

- including Application Response Time and WAAS

s d
b

Prime Assurance
Manager

Enterprise
Edge

é Center
WAN Agg 5

- > = >
Client side Server side App Server
n/w delay n/w delay delay
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WAN Optimization

Example Deployment Scenario

DC options
WAAS appliance connects to ASR 1000 using WCCPv2 with no changes to the network

Virtual WAAS (VWAAS) also possible on VM

Branch options

WAAS on SRE is the ideal option for branches
Alternative: WAAS Express runs in I0OS and is good for branches with less traffic and have already been deployed

For large branches, an external WAE appliance can be used

4

4 SRE © .
Cust Prime Assurance
ustomer Manager

VMs

1ol N1ooov (RS
-

Applications
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Per-application Latency Breakdown

Clients WAN Application

Client Servers
Segment |0S PA Segment .

— _@_" ;

Client Network Server Network ' Server
BIEIEW, | BIEIEW, i Delay

Network Delay

Total Delay

= Separate application delivery path to client and server segments
= Server network delay is typically WAN delay

= Understands WAAS Express and provides proper latency breakdown
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Client

Response Time (RT)

Transaction Time (TT) -

Network Delay (ND)

ldentify Server

Application Delay (AD) Performance

[ssue
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Traditional FNF Metrics
Application ID (from NBAR?2)
Client/Server Bytes
Client/Server Packets
Source MAC Address
Input/Output Interface
IP DSCP

WAAS Express Metrics
Input/Output Bytes

WAAS Connection Mode
TFO, TFO/LZ, TFO/DRE, TFO/LZ/DRE

Input/Output DRE Bytes

Input/Output LZ Bytes

© 2010 Cisco and/or its affiliates. All rights reserved.

ART Metrics

CND - Client Network Delay (min/max/sum)
SND - Server Network Delay (min/max/sum)
ND - Network Delay (min/max/sum)

AD - Application Delay (min/max/sum)

Total Response Time (min/max/sum)

Total Transaction Time (min/max/sum)
Number of New Connections

Number of Late Responses

Number of Responses by Response Time
(7-bucket histogram)

Number of Retransmissions
Number of Transactions
Client/Server Bytes

Client/Server Packets

Cisco Confidential
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Monitor User Experience with PA

Client
Network Delay

<llllllllllllll>

Request

suin Cisco Prime
cisco NCS(WAN) & Assurance

Design ¥ Deploy ¥ Operate ¥ Administration ¥

Server
Network Delay

‘IIIIIIIIIIIIIII...IIIIIIIIIIIIIIIIII..IIIIIIIIIIIIIIII’ ‘III’

Overview  Incidents  Performance | Detail Dashboards

Site Device Interface

Filters  (B) *Time Frame [ past 1How  +| ol Site

Voicefvideo End User Experience

T8 *appication |4

Worst N Clents by Transaction Time LR

Maximum
Transaction
Time (ms)

Average
Transaction
Time (ms)

Client Application Past 24 Hour Trend (ms)

100.0.0.209 Undefined218103870
100.0.0.24 sg*net
100.0.0.25 ftp

100.0.0.7 Undefined218104234

100.0.0.107 Undefined218104234

2011 December 04, 23:24:01 PST

Worst N Sites by Transaction Time IEE O

Maximum
Transaction
Time (ms)

Undefined218103870

Average
Transaction
Time (ms)

v
Site Application Past 24 Hour Trend (ms)

§)-Branch

NY-Campus. Undefined218103870

S)-Branch sq*net
NY-Campuis sq*net

NY-Campus ftp
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Transaction Time - imap
ms
120
100
80

60
App Server Site

—— 200,009

NY-Campus
20

200.0.0.7 NY-Campus
200,002 NY-Campus
200.0.0.4 NY-Campus
200.0.09 NY-Campus
200,003 NY-Campus
200,005 NY-Campus

200.0.06 NY-Campus

2011-Dec-04, 22:25:01
Network Time: 29

Server Response Time: 34
Data Time: 17

Total: 80

App Server Performance wo

Application  Avg, Servee  Max, Server  Server Response Time (ms)
ftp 39 50

Undefined21 38

smtp

imap

Undefined21 32

cifs 19

rtsp

Undefined21 2

CIFS Server




Monitor Cloud Delivery End-to-end *

Processing
Delay

Cisco Prime Assurance
Latency Break-down Report

Application = Office 365 Branch AN Headend Internet Server
=5ms =50 ms =10 ms =100 ms =200 ms

 Faster problem resolution by providing break down network latency
- All devices report response time and latency metrics to PAM

- PAM correlates all metrics and provide end-to-end latency view of the
application delivery (network too slow vs application too slow)

- I [ B D
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Enhance Network Visiblility

Private
Cloud

Public
Cloud

IPFIX

App= QoS Class-map=
Sharepoint | Best-effort

QoS Class ID Export

- Provide association of network to application performance

- |s application delivered through the right QoS class?

Visibility into WAAS Optimized Flows *ﬁ
- Application Visibility on WAN with or without WAAS
- WAAS-awareness (pre and post optimization legs) performance metrics

- Application level QoS or PfR with or without WAAS
- 1m I .
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Performance

Routing (PfR)




Better Application Performance

Dynamic Routing — AVP with Performance Routing (PfR)

Greatly reduced WAN costs

Use the most cost effective routes automatically while maintaining an SLA

Improved performance - Media and Application aware routing

Automatically routes voice and video quality over the best performing path - routes can be
determined before the call is even made!

Phased deployment is possible

« Enable learning mode on just one router (e.g. one branch)
* When satisfied, instruct the router to enforce policies

» Happy with the settings? Deploy on all routers
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PfR Benefits

- Automatically handle failures in the network
Route around failures in WAN or Internet connectivity

- Save costs

Route traffic according to least cost paths — ideal for Enterprise Edge or
Branch connectivity

- Improved application performance
Maintain SLA, route traffic to maintain certain packet loss, jitter, MOS

Who is using it?

- Over 200 large customers using it today — Hotels, Banks, SPs,
Enterprises

BN
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Performance Routing

Solution Detaill

Example Scenarios
Branches connected to more than one link, e.g. MPLS VPN and Internet via DSL, or two DSL, etc
Head end connected to multiple links or Enterprise Edge connecting to multiple providers/links

How it works
m Master Controller (which can be the same device as the Border Router) sends a message to the BRs to collect statistics
and send them to the MC

MC sorts information from all the BRs based on the policy (e.g. policy to reduce latency), and picks the worst performers

Once MC has decided that a route may need to be enforced to improve the worst performer, it will tell that BR to
repeatedly send stats, and then will insert the route to the BR whilst monitoring the stats - this cycle is a loop for optimizing the
performance!

Src/Dst network 1: Delay 1 1 RN
Throughput 1 in N $
Src/Dst network n: Delay=Xss R Prime Assurance

Throughput Y BN s Manager
S NN NN

s

lll—|'$R
LS EEE NN
A0 NED AR
Tl g)j
ASR/ISR
Branches

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




AVC and PfR Examples

Protecting Critical Applications

Detect loss
> 10% Internet

Cloud Service and
Load Balancing Policy

Protect business Cloud applications
from Internet brownout, Loss <10%

Cloud Service preferred path - ISP1

Maximize all ISP bandwidth by load
sharing all other Internet traffic

© 2010 Cisco and/or its affiliates. All rights reserved.

Detect high

jitter WAN

Multimedia and
Critical Data Policy

Protect voice and video quality,
Latency < 200ms; Jitter < 30ms

Protect VDI applications from
brownouts, i.e. Loss < 5%

Voice & Video preferred path SP-A
VDI preferred path SP-B
Maximize utilization by load sharing
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PfR Building Blocks

TCP/IP comms between MC and BR

High performance - QFP-accelerated NBAR2, NetFlow. TCAM for reroute policies

Example message flows:

Red: Setting/querying statistics via NetFlow

Green: Programming in a new route

Master Controller Function Border Router Function

Policy Decision Point

Active Probe

PBR API
Controller

Top Talker

SAA API
Controller

Passive Data

NetFlow API
Controller

© 2010 Cisco and/or its affiliates. All rights reserved.

PfR Client

NBAR Client

NetFlow Client

ESP
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Example configuration

Use this to define
traffic classes

Enable output to
syslog server

Per-border router
config

Define the
interesting
interfaces as
external

Automatic
learning
configuration and
parameters

Interesting traffic
configuration
(Traffic class)

Automatically
applies an IP SLA

Note: Double-check the I0S and I0S-XE images!

Master Controller

key chain key1
key 1
key-string cisco

pfr master

policy rules MYMAP
logging

|

border 10.52.68.86 key-chain key1
interface GigabitEthernet0/0/0.109 external
interface GigabitEthernet0/0/0.301 external
interface GigabitEthernet0/0/0.302 interna

|

learn

throughput

delay
periodic-interval 1
monitor-period 1
exporter virtlinux1
no resolve delay

ip prefix-list BRANCH1 seq 5 permit 10.0.0-

pfr-map MYMAP 10

match traffic-class prefix-list BRANCH1
set delay threshold 1

set mode monitor both

no set resolve delay

set active-probe echo 10.1.1.10

Border Router

key chain key1
key 1
key-string cisco

pfr border
local GigabitEthernet0/0/0.302
master 10.52.70.41 key-chain key'1

BR<->MC
communication
interface is
internal

PfR policy
(contains the
metrics)

gp-asr-1#sh pfr master

OER state: ENABLED and ACTIVE
Conn Status: SUCCESS, PORT: 3949
Version: 3.1

When configured for Master or Border, the ‘show pfr master/border’ command will indicate a version number; the
version integer numbers must match, and the MC version fractional number must match or have a higher value.

© 2010 Cisco and/or its affiliates. All rights reserved.
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Performance

Testing is currently underway!

Active probe intervals of 10-15 seconds are typical, to rapidly detect any issues

Aggregation site MC: Number of peerings (a branch may have two peerings)
RP1: 500 (each with 5 probes)
RP2: 2000 (each with 5 probes)

PfR Policy (pfr-map) entries MC:

RP1: 2000
RP2: TBD

Branch site BR (or BR+MC): Number of external interfaces

Tested: 5
Future: 120

Probes scaling BR (or BR+MC)

Fast (4sec interval):

RP1: 100
RP2: 400
Normal:
RP1: 5000
RP2: TBD

BN
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What is supported?

- MC and BR - supported on both ASR and ISR G2

« Prime support (Prime Infrastructure and Prime Assurance)
Available in Prime Infra release 2.1 (End of CY12 / Q1CY13)

Note: Configuration can still be deployed with Prime NCS(WAN) templates
today

- Performance improvements
Available in I0S-XE release 3.8 (Nov 2012)
Ability to support 1000 branches per MC

BN
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IIr
CISCO

MediaNet
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\Voice and Video Enablement - Medianet

End-to-end worry-free video enablement Easy and Cost-effective

Plan for, detect in advance and solve video issues before they are  Built-in router based service
Eliminate the need for probes, hardware and on-site visits

even reported

Future-proof
Works with any video devices

ISR/ASR
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Medianet

Solution Highlights and Features Overview

Highlights

Rapidly becoming an essential solution for any customer looking to grow their use of video apps
Extensive reporting capabilities; many thresholds and combinations can be set
Cisco Prime Assurance Manager can collect and display the results

Ability to automate tasks (e.g. use a server to send an e-mail alert whenever a syslog message is generated if a security
camera video stream is lost)

!eIGCIIOH an! !pllmlzallon ——————————————

of different Synthetic Traffic |
media and applications

a

configuration Initiator and

1
1
:
i Requester
1
1
1
1
1

Netflow

changes in devices and Packet loss

service availability Syslog

1
1
1
1
1
1
1
1
[
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
r
1
1
1
1
1
1
1

Visibility Diagnostics Network Assessment
1R Ry | I B D

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 66




Labs
Accessible via the Partner Portal

Loopback99
100.1.99.200

@ GET VPN
Gig0/1.101 Key Server
’ goldjl -isr2
Gig0/0
100.1.13.200

=

Gig0 (MGMT)
100.1.80.8 Gig0/0/% Iivggpljaglswioo
100+71.13.254 Gig0/0/1 T

100.1.13.250 @
GET VPN N =y
Group Members m Gig0/0/0 u

Access gold1-isr1
gold1-asr2 interface

for OTV 5ig0/0.109

100.1.11.61
OTV L2 Connectivity

YUMPAL. Linux1 Linux2
100.1.11.50 100.1.11.51 100.1.12.22
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Summary

Highly efficient DPI engine - a level of performance and accuracy that
was previously only available to large Service Providers

|dentifies 1000+ apps, and is customizable
Excellent application performance - QoS preserved and best routing
Detailed reporting

PfR - Dynamically maintaining a good application experience. Forward-
compatible with Private Cloud deployments

BN
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Thank You!

Cisco
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