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Video ports and DNS settings 
This document contains slides on: 
•  Video ports for VCS Control + VCS Expressway 

•  DNS Service records 
•  A typical enterprise setup deployment 
•  Port overviews internally on the LAN/WAN: 

–  Network with VCSes and endpoints only 
–  as above + Codian MCU/Gateway 
–  as above + Codian MCU/Gateway + Content Server  
–  TMS internal and external or only internal 

•  Outbound access from clients on internet behind FW 

–  All parts from endpoints or movi to TMS and VCS 
–  From SIP client (Movi, E20 or endpoints) to VCS-E (hidden slide) 
–  From H323 system to VCS-E (Assent only) (hidden slide) 
–  From hardware video system to TMS (http/https management) (hidden slide) 

•  Between VCS Control and TMS for provisioning IF int FW 



Video ports for VCS Control + VCS Expressway  
VCS-Control and endpoints in LAN  |FW|  VCS-Expressway in DMZ  |FW|  internet 

VCS Control 
Assigned with a Local IP in the LAN 

VCS Expressway 
Assigned with a Public IP in DMZ 

DNS SRV-record: _h323ls._udp.company.com 
and: _h323cs._tcp, _sips._tcp, _sip._tcp Public 

Internet 

From VCS-C to VCS-E 
  UDP/6001 (H323 RAS signaling) 
  TCP/TLS/7001 (SIP signaling) 
  TCP/2776 (Q931/H245 signaling) 
  UDP/2776 (RTP Media) 
  UDP/2777 (RTCP Media) 

In addition H.323 awareness/intelligence should 
not be enabled in the firewall for this ports as it 
often tends to destroy the traffic due to lack of H.
323 compatibility, despite it intentions to help the 
traffic. 

Additional ports 
In addition to the ports required for signaling and 
media, both the VCSes needs to be provided with 
access to specific DNS and a NTP-servers. 

In certain deployments access to/from TMS on 
port TCP/443 and TCP/80 and UDP/161 is 
required. If authentication to LDAP is required port 
TCP/389 to LDAP server is required. 

The administrator would also need HTTPS (TCP/
443) and SSH (TCP/22) for management. 

From VCS-E (in DMZ) to internet 
This is the unpredictable part, as we can not predict what port the external system will ask us to 
connect to, to send them media and signaling since signaling and media-ports are not defined as 
part of the H.323 and SIP standards, but exchanged during call setup (UDP/1719 and TCP/1720 
or UDP/TCP/5060). If VCS Expressway in DMZ can be allowed to connect OUTBOUND to any 
TCP/UDP port above 1024 that will ensure connectivity to any external system. 

Destination ports that needs to be open outbound (and source ports if relevant): 
 UDP/1024-65535 (origins from VCS src ports: UDP/1719, UDP/TCP/5060/1, UDP/50000-52399) 
 TCP/1024-65535 (origins from VCS src ports: TCP/15000-19999, TCP/25000-29999) 

From internet to VCS-E (in DMZ) 
  UDP/1719 (H323 RAS signaling from gatekeepers/VCSes and traversal endpoints) 
  TCP/1720 (Q931/H.225 call connect signaling) 
  TCP/15000-19999 (H.245 signaling) 
  UDP/50000-52399 (RTP/RTCP Media) 
  UDP/60000-61399 (STUN Media)           
  UDP/3478 (STUN Relay)                       

  TCP/2776 (Q931/H245 for external traversal endpoints)  
  TCP/2777 (H245 for traversal endpoints using H.460 – not required if using Assent only)  
  UDP/2776 (RTP Media from external traversal endpoints)  
  UDP/2777 (RTCP Media control traffic from external traversal endpoints)  

  UDP/5060 (SIP signaling)  only if UDP is needed 
  TCP/5060 (SIP signaling) 
  TLS/5061 (Encrypted SIP signaling)  



DNS Service Records 
For proper H323 and SIP addressing 
on the public internet SRV (Service) 
Records are required in the public DNS 
system that handles all addressing on 
internet based domains. SRV records 
works more or less in the same way as 
the quite common MX-record for mail 
servers. 

Be advised that the DNS entries has to 
be added on the authorative public 
DNS server for the specific domain. 

The following service records are 
recommended, the first one is the most 
critical one for H323 traffic, but as SIP 
is becoming more and more normal 
also on video, this is also 
recommended. 

domain.xx has to be replaced with 
whatever domain that is relevant for, 
and the address 1.2.3.4 has to be 
replaced with the PUBLIC ip-address 
of the TANDBERG VCS Expressway. 

_h323ls._udp      srv     1 0 1719 vcse.domain.xx"
_h323cs._tcp      srv     1 0 1720 vcse.domain.xx"
_sip._tcp         srv     1 0 5060 vcse.domain.xx"
_sips._tcp        srv     1 0 5061 vcse.domain.xx"

In addition a A-record to resolve vcse.domain.xx is required,  
i.e. like this: 

vcse " "   in    a     1.2.3.4"

To verify correct entry of the DNS records, use: 

Windows:  nslookup -querytype=srv _h323ls._udp.domain.xx 
Linux:         host -t srv _h323ls._udp.domain.xx 

For more info see the VCS Admin Guide: 
- DNS configuration page 187 
- URI dialing with DNS page 107-111 
http://www.tandberg.com/collateral/documentation/User_Manuals/
TANDBERG%20VCS%20Administrators%20Guide.pdf  
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Public 
Internet 

VCS Expressway  
(Public IP in DMZ) 
Ports in second slide 

External systems 
External ports in next slides 

VCS Control 
(in LAN) 

Endpoints to VCS-C 
UDP/1719 (H323 RAS signaling) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
TCP/5070 (SIP BFCP) 
TCP/1720 (Q931/H.225 call connect signaling) 
TCP/15000-19999 (H.245 signaling) 
UDP/50000-52399 (RTP/RTCP traversal media) 

Between all endpoints 
TCP/1720 (H323 signaling) * 
TCP/5555-6555 (H.245 signaling) * 
TCP/5070 (SIP BFCP) 
UDP/2326-2487 (RTP/RTCP media for H323) 
UDP/46000-49000  (RTP/RTCP media for SIP) 
UDP/21000-21900 (RTP/RTCP media Movi/PC) 

VCS-C to endpoints 
UDP/1719 (H323 RAS signaling) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
TCP/5070 (SIP BFCP) 
TCP/1720 (Q931/H.225 call connect signaling) 
TCP/5555-6555 (H.245 signaling) 
UDP/2326-2487 (RTP/RTCP media endpoints) 
UDP/21000-21900 (RTP/RTCP media Movi/PC) 

Endpoints MUST have H323 ports set to 
static (for using 5555-6555/tcp and 
2326-2487/udp), not dynamic, then 
11000-65000/udp is used for media). 

Only call signaling and  
media without MCU 

* = Signaling normally goes 
trough VCS Control, not 
point to point 



Public 
Internet 

VCS Expressway  
(Public IP in DMZ) 
Ports in second slide 

External systems 
External ports in next slides 

VCS Control 
(in LAN) 

Endpoints to VCS-C 
UDP/1719 (H323 RAS signaling) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
TCP/5070 (SIP BFCP) 
TCP/1720 (Q931/H.225 call connect signaling) 
TCP/15000-19999 (H.245 signaling) 
UDP/50000-52399 (RTP/RTCP traversal media) 

Between all endpoints and MCU/GW 
TCP/1720 (H323 signaling) * 
TCP/5555-6555 (H.245 signaling) * 
TCP/49152-65535 (Q921/H225 signaling MCU/GW)  * 
TCP/5070 (SIP BFCP)  
UDP/2326-2487 (RTP/RTCP media for H323) 
UDP/46000-49000  (RTP/RTCP media for SIP) 
UDP/21000-21900 (RTP/RTCP media Movi/PC) 
UDP/49152-65535 (RTP/RTCP Codian MCU/GW) 

VCS-C to endpoints and MCU/GW 
UDP/1719 (H323 RAS signaling) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
TCP/5070 (SIP BFCP) 
TCP/1720 (Q931/H.225 call connect signaling) 
TCP/49152-65535 (Q921/H225 signaling MCU/GW) 
TCP/5555-6555 (H.245 signaling) 
UDP/2326-2487 (RTP/RTCP media endpoints) 
UDP/21000-21900 (RTP/RTCP media Movi/PC) 
UDP/49152-65535 (RTP/RTCP MCU/GW)  

Endpoints MUST have H323 ports set to 
static (for using 5555-6555/tcp and 
2326-2487/udp), not dynamic, then 
11000-65000/udp is used for media). 

Networks with Codian MCU or GW 

* = Signaling normally goes 
trough VCS Control, not 
point to point 

MCU 

IP/ISDN GW 



Public 
Internet 

VCS Expressway  
(Public IP in DMZ) 
Ports in first slide 

External systems 
Ports in next slides 

VCS Control 
(in LAN) Endpoints to VCS-C 

UDP/1719 (H323 RAS signaling) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
TCP/5070 (SIP BFCP) 
TCP/1720 (Q931/H.225 call connect signaling) 
TCP/15000-19999 (H.245 signaling) 
UDP/50000-52399 (RTP/RTCP traversal media) 

Between all endpoints and MCU/GW/TCS 
TCP/1720 (H323 signaling) *  
TCP/5555-6555 (H.245 signaling) * 
TCP/5070 (SIP BFCP) 
UDP/2326-2487 (RTP/RTCP media for H323) 
UDP/46000-49000  (RTP/RTCP media for SIP) 
UDP/21000-21900 (RTP/RTCP media Movi/PC) 
UDP/49152-65535 (RTP/RTCP Codian MCU/GW) 
UDP/3230-3259 (RTP/RTCP TCS/Content Server) 

VCS-C to endpoints and MCU/GW/TCS 
UDP/1719 (H323 RAS signaling) 
TCP/3230-3235 (Q931/H225 signaling for TCS) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
TCP/5070 (SIP BFCP) 
TCP/1720 (Q931/H.225 call connect signaling) 
TCP/49152-65535 (Q921/H225 signaling MCU/GW) 
TCP/5555-6555 (H.245 signaling) 
UDP/2326-2487 (RTP/RTCP media endpoints) 
UDP/21000-21900 (RTP/RTCP media Movi/PC) 
UDP/49152-65535 (RTP/RTCP MCU/GW)  
UDP/3230-3259 (RTP/RTCP TCS/Content Server) 

Endpoints MUST have H323 ports set to 
static (for using 5555-6555/tcp and 
2326-2487/udp), not dynamic, then 
11000-65000/udp is used for media). 

Networks with Codian MCU or GW + TCS 
Content Server 

* = Signaling normally goes 
trough VCS Control, not 
point to point 

MCU 

IP/ISDN GW 



Public 
Internet 

External systems 
behind firewall 

Endpoints to TMS 
UDP/161 (SNMP traps) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) TMS to endpoints 

UDP/161 (SNMP traps) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 

TMS 

External SQL 
server (optional) 
Can be in DMZ if 
required. 

TMS 
External TMS in DMZ 
(optional) 

From External TMS in DMZ 
to MS SQL Server 
TCP/1433 (SQL traffic) 

From endpoints on internet (public IP and  
behind firewall to External TMS in DMZ 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 

From internalTMS 
to MS SQL Server 
TCP/1433 (SQL traffic) 

- TheSQL  user (ExternalTMSuser) that externalTMS 
uses to access the tmsng database only has access 
to the tmsng database.  
- XP_cmd_shell is disabled on SQL server. 

Corp. Ext FW 

Corp. Int FW 

External systems 
on Public IP 

From External TMS in DMZ  
to endpoints on Public IP 
UDP/161 (SNMP traps) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 



Public 
Internet 

Endpoints to TMS 
UDP/161 (SNMP traps) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) TMS to endpoints 

UDP/161 (SNMP traps) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 

TMS 

External SQL 
server (optional) 
Can be in DMZ if 
required. 

From internalTMS 
to MS SQL Server 
TCP/1433 (SQL traffic) 

- TheSQL  user (ExternalTMSuser) that externalTMS 
uses to access the tmsng database only has access 
to the tmsng database.  
- XP_cmd_shell is disabled on SQL server. 

Corp. Int FW 

Environments without external TMS 



All ports outbound from endpoints to the infrastructure (summary) 

TANDBERG endpoints to External TMS (management) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 

TMS 
External TMS in DMZ 

VCS Expressway 

Endpoints/Movi to VCS Expressway (call signaling and media)  
UDP/1719 (H323 signaling) 
TCP/2776 (Q931/H245 for external traversal endpoints)  
UDP/2776 (RTP Media from external traversal endpoints)  
UDP/2777 (RTCP Media control traffic from external traversal endpoints) 
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
UDP/50000-52399 (RTP/RTCP traversal media) 
UDP/61000-61399 (STUN media)    
UDP/3478 (STUN relay)                   

In addition H.323 awareness/intelligence should not be enabled in the 
firewall for this ports as it often tends to destroy the traffic due to lack of 
H.323 compatibility, despite it intentions to help the traffic. 

Additional ports 
In addition to the ports required for signaling and media, both the VCSes 
needs to be provided with access to specific DNS and a NTP-servers. 



VCS Expressway  
(Pub IP in DMZ) 

VCS Control 
(in LAN) 

If Movi and other SIP-clients are coming from another network 
than the local network, outbound access from the originating 
network is required. 

Movi/E20 client  and SIP endpoints outbound to VCS Expressway  
TCP/5060 (SIP signaling) 
TCP/5061 (SIP TLS signaling) 
UDP/50000-52399 (RTP/RTCP traversal media) 
UDP/61000-61399 (STUN media)    
UDP/3478 (STUN relay)                    



VCS Expressway  
(Pub IP in DMZ) 

If H323 endpoints are coming from another network than the local 
network, outbound access from the originating network is 
required. Return traffic is handled with Assent firweall traversal. 

H323 endpoints to VCS Expressway  
UDP/1719 (H323 signaling) 
TCP/2776 (Q931/H245 for external traversal endpoints)  
UDP/2776 (RTP Media from external traversal endpoints)  
UDP/2777 (RTCP Media control traffic from external traversal endpoints)  

VCS Control 
(in LAN) 



If endpoints are coming from another network than the local 
network, outbound access from the originating network is 
required so the endpoint can reach the management server. 

TANDBERG endpoints to External TMS 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 

External SQL 
server (optional) 
Can be in DMZ if 
required. 

TMS 
External TMS in DMZ 
(optional) 

VCS Expressway 

VCS Control 

TMS 



Between TMS and VCS Control (bi-directional) 
UDP/161 (SNMP traps) 
TCP/80 (HTTP traps) 
TCP/443 (HTTPS traps) 
TCP/4444 (OpenDS Control traffic) 
TCP/8989 (OpenDS Data exchange) 

External SQL 
server (optional) 
Can be in DMZ if 
required. 

TMS 
External TMS in DMZ 
(optional) 

VCS Expressway 

VCS Control 

TMS 

IF there are firewalls/ACL (no NAT allowed!) between VCS Control 
and TMS in a setup where device provisioning is used, the 
following ports has to be open. 

Internal  firewall/ACL  
without NAT 


