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T h e C h al l enge T o day
Countervailing Forces

Globalization
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T h r e ats
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C i s c o  S ec u r i t y  I nt el l i genc e O p er at i o ns

Corporate Headquarters B ran c h  O f f i c e Cof f ee S h opD ata Cen ter

Security in every form factor
Security in every l ocation

C i s c o  T h r e a t  
O p e r a t i o n s  C e n t e r

C i s c o  T h r e a t  
O p e r a t i o n s  C e n t e r

Cisco
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G l ob al
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T el em etry

Security Module Security Sof tw a reA p p lia n ce
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F as t  and Ac c u r at e

S e c u r ity  M od e ling  &  R e s e ar c h

S e ns or B as e N e tw or k

T h r e at A naly s ts

W or ld ’s  lar g e s t r e al-tim e  
tr af f ic  m onitor ing  ne tw or k

S op h is tic ate d  alg or ith m s  
and  ac tionable  ale r ts

5 0 0  analy s ts ,  5  g lobal 
loc ations ,  C is c o F e llow ,  8 0 +  
w ith  P h D s  or  a C is c o 
c e r tif ic ation

M u l t i-Cor e  P r oce ssor s 
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C i s c o  S ec u r i t y  P r o du c t s  O v er v i ew
Com p reh ensive S ecurity ,  Flex ib le D elivery

Ci sc o S ec uri ty  
I n tel l i g en c e 
O perati on s

Cen tral i z ed
M an ag em en t

N e tw or k  L e v e lA p p lic ation L e v e l

Ci s c o  A n y Co n n e c t
V P N  Cl i e n t

A SA  550 0I SR

A SA  550 0I P S 420 0Ci s c o  I r o n P o r t
S-Se r i e s

Ci s c o  I r o n P o r t
C-Se r i e s

A SA  550 0
I P S 420 0

FWSM
N e t w o r k  
A d m i s s i o n  Co n t r o l

A CE  W e b  A p p  
F i r e w a l l

Branch Office

T el ew o rk er

D at a C ent er /  C am p u s

C o rp o rat e H Q

Cl i e n t l e s s  N e t w o r k  
A c c e s s

Ci s c o  I r o n P o r t
S-Se r i e s
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� W ind ow s M ob ile 6 . 1 ,  6 . 0 ,  5 . 0
� T ouch  screen d evices
� S ecure rem ote access to 
enterp rise ap p lications f rom  
W ind ow s M ob ile

9

Any C o nnec t M o b i l e
A ny Connect 2 . 3
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� A p p le iP h one &  iP od touch  
com p atib le

� S ecure rem ote access to 
enterp rise ap p lications

� I P sec tunneling

10

Ap p l e i P h o ne V P N
T unneling ( A p p le iP h one)
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B u s i nes s  C o nt i nu i t y  L i c ens es

� On average, 10-25 %  o f  
V P N  R em o t e A c c es s  u s ers  
c o nnec t  s i m u l t aneo u s l y

� U nd er ex c ep t i o nal  
c i rc u m s t anc es , 9 0%  o f  
em p l o y ees  c o nnec t  
rem o t el y

� E m ergenc y  s i t u at i o ns , 
net w o rk  o u t ages , s eas o nal  
o r event -b as ed  ac c es s

A S A  8 . 0 . 4  /  V P N  FL E X  L icenses
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B u s i nes s  C o nt i nu i t y  L i c ens es

� E m ergenc y  &  P and em i c  s c enari o s
� P l anned  s u rges  o f  c o nc u rrent  S S L  V P N  u s ers
� A d d res s  c o m p et i t i o n’s  b u rs t  l i c ens es  o f f eri ng

Solution Offering:
� 2-m o nt h , t i ered  S S L  V P N  l i c ens es
� R eq u i res  A S A  8 . 0. 4 +  /  8 . 1. 2
� A vai l ab l e o n 5 5 10-5 5 8 0

A S A  8 . 0 . 4  /  V P N  FL E X  L icenses

??
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S c enar i o

� C u s t o m e r  h a s  a n  A S A  w i t h  a  1 0 0 0  u s e r  p e r m a n e n t  S S L  l i c e n s e .  
C u s t o m e r  e x p e r i e n c e s  a  s n o w  s t o r m  a n d  1 5 0 0  e m p l o y e e s  n e e d  t o  
w o r k f r o m  h o m e .  T h e  c u s t o m e r  c a n  a p p l y  a  5 0 0  u s e r  V P N  F l e x  
L i c e n s e  f o r  1  d a y  a n d  t h e n  r e v e r t  ba c k t o  p e r m a n e n t  l i c e n s e  t h e  
f o l l o w i n g  d a y .  

�
In  t h i s  e x a m p l e  t h e  c u s t o m e r  w o u l d  h a v e  5 9  d a y s  r e m a i n i n g  o n  
t h a t  S S L  F l e x  L i c e n s e .  O n c e  t h e  c o u n t e r  r e a c h e s  Z e r o  o n  a  S S L  
V P N  F l e x  L i c e n s e  t h e  c u s t o m e r  w i l l  n e e d  t o  p u r c h a s e  a n o t h e r  F l e x
l i c e n s e .  

A S A  8 . 0 . 4  /  V P N  FL E X  L icenses
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Many Compelling Benefits for Migrating to 
Cisc o A S A  5 5 0 0  A d aptiv e S ec u rity A pplianc es

� S uperi or n etw ork  
protec ti on f rom  
ev er-c h an g i n g  th reats 
th roug h  I P S ,  CS C,  etc .

� E qual  or b etter pri c i n g
prov i des l ow er T CO

� B etter perf orm an c e 
an d sc al ab i l i ty ,  sol uti on s 
sc al i n g  to 1 0 +  G b ps

� F l ex i b l e V P N  sol uti on
w i th  m ark et-l eadi n g  S S L  
V P N  c apab i l i ti es

� Ci sc o P I X  k n ow l edg e 
di rec tl y  tran sf erab l e
to Ci sc o A S A  5 5 0 0  S eri es

� Con si sten t G U I  an d 
CL I  i n terf ac es as Ci sc o 
P I X  sec uri ty  appl i an c es

� Con si sten t sy sl og  
an d S N M P  m on i tori n g

� M an ag ed b y  Ci sc o 
S ec uri ty  M an ag er,  
M A R S ,  an d m an y  
th i rd-party  produc ts

� B ui l t upon  1 0 +  y ears 
of  i n n ov ati on i n  Ci sc o 
P I X ,  V P N  3 0 0 0 ,  an d I P S  
4 2 0 0  sol uti on s

� Hun dreds of  th ousan ds
of  Ci sc o A S A  5 5 0 0  un i ts 
depl oy ed w orl dw i de

� G D  qual i ty  sof tw are
av ai l ab l e ( v 7 . 0 . 7 + )

� Com m on  Cri teri a,  F I P S ,  
an d N E B S -c erti f i ed

Adaptive Security 
O f f ers  B etter,  F l ex ib l e 

P ro tectio n
L everag es  C us to m er’s  
E x is tin g  C is co  P I X  

I n ves tm en t
M ature,  N ex t-

G en eratio n  Security 
So l utio n
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Cisc o A S A  5 5 0 0  S eries and  Cisc o P I X  S ec u rity 
A pplianc es F eatu re Comparison

�
�
�
�
�
�
�
�
�

Cisco ASA

Cisco ASA 5 5 0 0  P r ov id e s Su p e r ior  
V P N  P e r f or m a n ce�Cisco E a sy  V P N a n d  Sit e -t o-

Sit e  I P se c V P N

Cisco ASA 5 5 0 0  P r ot e ct s f r om  
M a l w a r e ,  H e l p in g  I n cr e a se  E m p l oy e e  
P r od u ct iv it y�An t i-V ir u s,  An t i-Sp a m ,  An t i-

P h ish in g ,  a n d  U R L  F il t e r in g  
Se r v ice s f r om  T r e n d  M icr o

Cisco ASA 5 5 0 0  O f f e r s B e t t e r  D e e p  
P a ck e t  I n sp e ct ion  P e r f or m a n ce�Ad v a n ce d  Ap p l ica t ion  L a y e r  

F ir e w a l l Se r v ice s f or  ov e r  3 0  
P op u l a r  P r ot ocol s

L e v e r a g e  Cisco P I X  K n ow l e d g e  a n d  
T ool s w it h  Cisco ASA 5 5 0 0�Con sist e n t  M a n a g e m e n t  a n d  

M on it or in g

Cisco ASA 5 5 0 0  P r ov id e s Su p e r ior  
P r ot e ct ion  f r om  At t a ck s

Cisco ASA 5 5 0 0  P r ov id e s E n t e r p r ise -
Cl a ss V P N  Sca l a b il it y

Cisco ASA 5 5 0 0  P r ov id e s W or l d -
Cl a ss,  F l e x ib l e  SSL  V P N Acce ss

O n l y  Cisco ASA 5 5 0 0  E n a b l e s Se cu r e  
E n d -t o-E n d  E n cr y p t e d  V oice  /  V id e o
Com m u n ica t ion s

Cisco ASA 5 5 0 0  Su p p or t s M or e  ACL s
d u e  t o I n cr e a se d  M e m or y

Cisco ASA 5 5 0 0  B e n e f it

�Cl ie n t l e ss SSL  V P N a n d  
Cisco An y Con n e ct  SSL  V P N

�Se cu r it y  Se r v ice s f or  
E n cr y p t e d  V oice  /  V id e o
Com m u n ica t ion s

�F u l l -F e a t u r e d ,  H a r d w a r e  
Acce l e r a t e d  I P S Se r v ice s

�F l e x ib l e  Acce ss Con t r ol ,  B ot h  
I P  a n d  U se r -B a se d

�V P N  Cl u st e r in g  a n d  L oa d  
B a l a n cin g Su p p or t

Cisco P I X
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Cisco p rovid es increased  incentives f or 
m igrating f rom  Cisco P I X  to th e Cisco A S A  
5 5 0 0  S eries p rod ucts.  
Custom ers can contact th eir Cisco ch annel 
p artner or Cisco A M  in ord er to ob tain 
inf orm ation on th e f inancial b enef its of  
m igrating f rom  P I X  to A S A

C i s c o  P I X  ->  AS A
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W h at ’s  t o  c o m e?  – AS A 8 . 2  T i t an
A S A  S o f t w a r e  r e l e a s e  8 . 2  w i l l  be  a v a i l a bl e  f o r  t h e  A S A 5 5 0 0  p l a t f o r m  
i n  t h e  n e a r  f u t u r e ,  a n d  w i l l  c o n t a i n  a  s e r i e s  o f  n e w  a n d  u p d a t e d
f e a t u r e s  i n l i n e  w i t h  C i s c o ’s  s e c u r i t y  s t r a t e g y .
M o r e  t o  c o m e  i n  t h e  n e a r  f u t u r e  o n  s p e c i f i c  f e a t u r e s  a n d  d e t a i l s
a bo u t  t h e  r e l e a s e .
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I P S  S o f t w ar e V er s i o n 6 . 2  and E 3  E ngi ne
E x tend ing  Cisc o ’s M ark et-L ead ing  T hreat P ro tec tio n to  I P v 6  
N etw o rk s w ith Cisc o  I P S  4 2 0 0  S eries

New!
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ASA 5 5 4 0  w it h  
AI P  SSM -4 0 6 5 0  M b p s

H igh  P erform a nc e
• M a t c h e d  IP S  a n d  f i r e w a l l  
t h r o u g h p u t  u p  t o  6 5 0  M bp s

• H a r d w a r e -a c c e l e r a t e d  IP S  n o t  
i m p a c t  f i r e w a l l  o r  V P N  
t h r o u g h p u t

N etw ork -w id e P rotec tion
• P o w e r f u l  p r o t e c t i o n  f o r  d a t a ,  
v o i c e ,  v i d e o ,  a n d  w i r e l e s s  
n e t w o r ks

I ntuitiv e m a na gem ent
• A l l -i n -o n e  IP S  M a n a g e r  
E x p r e s s  s i m p l i f i e s  
p r o v i s i o n i n g ,  m o n i t o r i n g ,  
t r o u bl e s h o o t i n g  a n d  r e p o r t i n g

ASA 5500 Series IPS Solution 
P erf o rm anc e f o r L arg e and  

S m all O rg aniz atio ns

ASA 5 5 2 0  w it h  
AI P  SSM -4 0 4 5 0  M b p s

ASA 5 5 1 0  w it h  
AI P  SSM -2 0 3 0 0  M b p s

ASA 5 5 1 0  w it h  
AI P  SSM -1 0 1 5 0  M b p s

Solution P e r f or m a nc e  
I P S               F W

p r ice  d r op ! !

6 5 0  M b p s

4 5 0  M b p s

3 0 0  M b p s

3 0 0  M b p s

N e w   
B u n d l e !
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N AC  F u nc t i o ns  D ef i ned
E nsu ring  ro le-b ased  ac c ess and  end p o int sec u rity  p o lic y  c o m p lianc e

C o m p l e t e  
N A C  

L i f e c y c l e
H an dl e n o n -P C  
devices ,  g ath er 

h is to ry/ activity data
R em ediate 

n o n -co m pl ian t 
devices

G ues t 
acces s / pro vis io n  
us er acces s

V erif y us er 
privil eg e an d 

device co m pl ian ce
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C i s c o  N AC  f o r  W i r el es s  U s er s

FEATURES B EN EFI TS

� Supports 802.1q trun k i n g
� Supports th i n  or th i c k  w i re l e ss 802.11 A P s
� Supports W i re l e ss use r si g n -on
� Supports W i re l e ss O ut of  B a n d  i n  v e rsi on  4 .5

� E n a b l e s c e n tra l  d e pl oy m e n t m od e
� E n d  use r d e v i c e s c a n  b e  se v e ra l  h ops a w a y
� E x te n d s e n f orc e m e n t to a n y  w i re l e ss n e tw ork s
� L e v e ra g e s E A P  si g n -on  f or si n g l e -si g n -on

C e ntr a l Site

Wireless Network
L WA P P  U sers

LWAPP

Wireless Network
WL S M  G u est 

U sers
8 0 2 . 1 q

G R E
C C A

8 0 2 . 1 q

C a m p u s B u ild in g
Wireless U sers
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Agenda
• Cisc o  S ec u rity  S trateg y  M o v ing  F o rw ard
• N ew  F eatu res in A S A ,  I P S  and  N A C
• P au se – 1 5  m in
• Cisc o  S p am  &  V iru s B lo c k er
• A CS
• CS A  6 . 0  1  D ay  I nstall
• P au se – 1 5  m in
• CS A  L iv e D em o
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Cisco 
S p a m  &  V ir u s B l ock e r
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S p a m  T r en d s  
T h r o u g h  S ep t em b er  2 0 0 8
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P rod uct O verview

T h e  C i s c o  S p a m  &  V i r u s  B l o c ke r  i s  a  d e d i c a t e d  e m a i l  s e c u r i t y
a p p l i a n c e  f o r  s m a l l  bu s i n e s s  w i t h  u p  t o  2 5 0  e m a i l  u s e r s .
It  p r o v i d e s  p o w e r f u l  p r o t e c t i o n  a g a i n s t  s p a m ,  v i r u s e s  a n d  o t h e r  e m a i l  
t h r e a t s  t o  s e c u r e  y o u r  n e t w o r k a n d  bu s i n e s s  d a t a  w h i l e  
i m p r o v i n g  p r o d u c t i v i t y .
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A lw ay s P rotected

� C o n t i n u o u s  a u t o m a t i c  s e c u r i t y  u p d a t e s  w i t h o u t  a d m i n  
i n t e r v e n t i o n  – E n ke l t køb i n kl u d e r e r a l t !

� A u t o m a t i c  c o n n e c t i o n  t o  a n d  t h r e a t  u p d a t e s  f r o m  t h e  
S e n d e r B a s e ® n e t w o r k

� A d d i t i o n a l  s u p p o r t  f r o m  T h r e a t  O p e r a t i o n  C e n t e r  s e c u r i t y  e x p e r t s
� Im m e d i a t e  r e s p o n s e  t o  n e w ,  e m e r g i n g  a n d  e v o l v i n g  t h r e a t s
� “S e t  i t  a n d  f o r g e t  i t ” a p p r o a c h  e a s e s  a d m i n i s t r a t i o n  
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� Q uick  an d eas y in s tal l atio n  in to  m o s t n etw o rk s  w ith in  m in utes .
( Starter m ed w iz ard o g k an deref ter tun es )

� P ro vides  im m ediate pro tectio n  o ut o f  th e b o x  o n ce in s tal l ed 
in  n etw o rk .

� Auto m atic th reat updates  to  th e appl ian ce w ith  n o  
in terven tio n  req uired.

� Sim pl e b ro w s er-b as ed w iz ards  s uppo rt m an ag em en t an d repo rtin g .
� P er us er po l icies  in k l .  co n ten t f il terin g .

B enef it H igh ligh t:
E asy  I nstallation and  U se

E m a i l I n t e r n e t F i r e w a l l C i s c o  S p a m  &  
V i r u s  B l o c k e r

G r o u p w a r e  
( E x c h a n g e ,  N o t e s ,  

G r o u p w a r e )
C l i e n t s
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Agenda
• Cisc o  S ec u rity  S trateg y  M o v ing  F o rw ard
• A S A
• N ew  F eatu res in A S A ,  I P S  and  N A C
• P au se – 1 5  m in
• Cisc o  S p am  &  V iru s B lo c k er
• A CS
• CS A  6 . 0  1  D ay  I nstall
• P au se – 1 5  m in
• CS A  L iv e D em o
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T h e  n e x t  g e n e r a t i o n
Cisco Secure ACS 5.0 

P o w e r f u l  p e r f o r m a n c e ,  c o m p l e t e  v i s i bi l i t y ,  s i m p l e  t o  m a n a g e
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W h y  s h o u l d y o u  c ar e ab o u t  AC S  5 . 0 ?
1. S i m p l e  &  p o w e r f u l  r u l e -b a s e d  p o l i c y  m o d e l

Attrib ute-driven  m o del  pro vides  g reater f l ex ib il ity in  addres s in g  po l icy n eeds
Auth o riz atio n  is  n o t l im ited b y g ro up m em b ers h ip
Al l o w s  dyn am ic po l icies  an d “co m po s e-ab l e” I D  s o l utio n s

2 . S i m p l e  &  v i s i b l e
I n tuitive W eb -b as ed G U I
E as y to  co n tro l  an d m as ter
C o m preh en s ive m o n ito rin g ,  repo rtin g  &  tro ub l es h o o tin g

A C S  5 . 0  c u r r e n t l y  s u p p o r t s  m a n y  bu t  n o t  a l l  a c c e s s  s c e n a r i o s
Please evaluate ACS 5.0 and ACS 4.2 before making a purchase decision
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I P Ph o n e  G / W
M a n a g e d  a s s e t
F i n a n c e  d e p t .
12: 0 0 p m

Pr i n t e r
A g e n t l e s s a s s e t
M A C:  B 2 CF  81 A 4 0 2 D 7

La p t o p
M a n a g e d  a s s e t
M a i n  L a b o r a t o r y
11a m

S e c u r i t y  C a m e r a  G / W
A g e n t l e s s a s s e t
M A C:  F 5 A B  8B  65 0 0  D 4

R o s s i  B a r k s
E m p l o y e e
H R
W i r e l i n e
11a m

F r a n c o i s  D i d i e r
Co n s u l t a n t
H Q  - St r a t e g y
R e m o t e  A c c e s s
6p m

B i l l  G r a v e s
E m p l o y e e
R & D
W i r e l e s s
2p m

F r a n k  Le e
G u e s t
W i r e l e s s
9a m

S u s a n  K o w a l s k i
E m p l o y e e
CE O
R e m o t e  A c c e s s
10 p m

S e r g e i  B a l a z o v
Co n t r a c t o r
I T
W i r e l i n e
10 a m

V i c k y  S a n c h e z
E m p l o y e e
M a r k e t i n g
W i r e l i n e
3p m

Com ing up …

E ven m ore com p lex  d y nam ic p olicies

G reater need  f or f lex ib le &  “com p ose-ab le” I D  &  access solutions

A nd  ever ch anging com p liance regulations…

N ow a d a y s
T h e H u m an N et w o r k  @  W o r k
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O th e r  C ond itionsI d e ntity  I nf or m a tion

AC S  5 :  R u l e-b as ed p o l i c y

+

Group:
N etw ork
Administrator

Group:
F ull-time
E mploy ee

Group:
G uest

T ime &  D ate

Access T y pe

Posture L ocation

A uth .  P r of ile s

E ngineering

H uman R esources

L ogin V L AN

G uest

D eny  Access

Q uarantine

Authorization based on identity plus context
C o n ditio n s  are s pecif ied as  po l icy rul es  - I F  < co n ditio n s >  T H E N  < perm is s io n >
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Provision interfaces and tools

Posture & audit protocols

A ccou nting
&  L og g ing S ession

S tate

Policy  &
I nventory

A C S  R u nti m e

De
vic
e 
Pr
ot
oc
ol
s

I dentity  interfaces

Cisco Secure 
A ccess Con t rol  
Sy st em  ( A CS)

R e p o r t

I n t e g r a t e
&  E n f o r c e

C i s c o  S ec u r e Ac c es s  C o nt r o l  S y s t em  ( AC S )
C onne c ting  a ll e le m e nts  of  y our  ne tw or k  id e ntity

K ey  arch itecture
1. I n c l u d e s  b o t h  R A D I U S  &  

T A C A C S +  f o r  c o m p l e t e  N / W  
c o n t r o l  a n d  o p e r a t i o n  f l e x i b i l i t y

2 . M u l t i p l e  i d e n t i t y  i n t e r f a c e s  a l l o w s  
f l e x i b l e  i n t e g r a t i o n  t o  m u l t i p l e  D B  
a n d  I D  r e s o u r c e s

3 . R e p l i c a t i o n  m e c h a n i s m  a l l o w s  
d e p l o y m e n t  o f  m u l t i p l e  i n s t a n c e s  
i n c r e a s i n g  a v a i l a b i l i t y  a n d  
r o b u s t n e s s

4 . A d m i n i s t r a t i o n  o f  l a r g e  s c a l e  
d e p l o y m e n t s

5 . I n d u s t r y  l e a d i n g  r e p o r t i n g ,  
t r o u b l e s h o o t i n g  &  c o m p l i a n c e  t o o l s

Provision interfaces and tools Posture & audit protocols

A ccou nting
&  L og g ing S ession

S tate

Policy  &
I nventory

A C S  R u ntim e

D
ev
ic
e 
Pr
ot
oc
ol
s

I dentity  interfaces

P r o v i s i o n  i n t e r f a c e s  a n d  t o o l s Posture & audit protocols

A c c o u n t i n g
&  L o g g i n g S e s s i o n

S t a t e

P o l i c y  &
I n v e n t o r y

A C S  R u n t i m e

De
vic

e 
Pr
ot
oc
ol
s

I d e n t i t y  i n t e r f a c e s

ACS Management Posture & audit protocols

R ep o r ti ng &  
T r o u b l es h o o ti ng Ac c o u nti ng

&  l o ggi ng

P o l i c y  &
I nv ento r y

ACS R u nti me

De
vi
ce
 P
ro
to
co

ls

I d enti ty  i nter f ac es 2

1 3 4

5

1
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C i s c o  S e c u r e  
A C S  5 . 0

Powerful, Visible, Simple

I n t era c t
&  Q uery

I n t eg ra t e
&  E n forc e

R u l e-b as ed p o l i c y  w i t h  AC S  5 . 0 � � ��� � ��� �
	 �

	 �� � � � � � � �� 
 � � �� ��� �

T rouble-sh oot  &  R eport
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ACS 5.0 new user experience
V i s i b i l i t y  eq u al s  c o nt r o l

L ig h t -weig h t  G U I
M o dern ,  w eb -b as ed us er ex perien ce 
th at is  s ecure,  in tuitive an d eas y to  us e

E a sier t o  co nt ro l
I n teg rated m o n ito rin g ,  repo rtin g  an d 
tro ub l es h o o tin g  co m po n en ts
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AC S  5 . 0  G r ap h i c al  U s er  I nt er f ac e
� L i g h t w e i g h t ,  s e c u r e ,  i n t u i t i v e  a n d  e a s y  t o  u s e  w e b-ba s e d  G U I
� D o e s  n o t  r e q u i r e  a d d i t i o n a l  c l i e n t  s o f t w a r e  f o r  G U I a c c e s s
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ACS 5.0 Monitoring & Reports Component
� I n teg rated advan ced m o n ito rin g ,  repo rtin g  &  tro ub l es h o o tin g  capab il ities  
f o r m ax im um  co n tro l  an d vis ib il ity

E asy  to use G U I
F lex ible presentation tools

� C o n s o l idatio n  o f  data acro s s  an  AC S depl o ym en t
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AC S  5 . 0 :  R ep o r t s
� A u t h e n t i c a t i o n

A u t h e n t i c a t i o n  s u m m a r y ,  f a i l e d  a u t h e n t i c a t i o n  s u m m a r y ,  M A C  
a u t h e n t i c a t i o n  r e p o r t s ,  a c c e s s  s e r v i c e  a u t h e n t i c a t i o n  r e p o r t s

� A A A
R A D IU S / T A C A C S +  a u t h e n t i c a t i o n  a n d  a c c o u n t i n g  , T A C A C S +  
a u t h o r i z a t i o n

� H e a l t h / O p e r a t i o n s  S t a t u s
D i a g n o s t i c s ,  h e a l t h  s u m m a r y

� A C S  A d m i n i s t r a t i o n
A d m i n i s t r a t o r  l o g i n s ,  c o n f i g u r a t i o n  c h a n g e s

� C o m m a n d  A u d i t
C o m m a n d  a u d i t  by  u s e r / d e v i c e ,  c o m m a n d  a u t h o r i z a t i o n  by  
u s e r / d e v i c e
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“S h o u l d I  u s e AC S  5 . 0  o r  4 . 2 ? ”
� A CS  5 . 0  sup p orts m any  access 
scenarios,  b ut not all A CS  4 . 2  
f eatures

� A d d itional A CS  5 . x  releases are 
p lanned  f or 2 0 0 9

Consult A CS  5 . 0  d ocum entation 
f or m ore inf orm ation
R eferences provided later in this slide deck
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AC S  5 . 0  P l at f o r m  O p t i o ns

� L inux  A p p liance
O n e  r a c k-u n i t  ( 1 R U )  
s e c u r i t y -h a r d e n e d ,  L i n u x -
ba s e d  a p p l i a n c e

� V M W are version
S o f t w a r e  a p p l i c a t i o n  a n d  
L i n u x  o p e r a t i n g  s y s t e m  
i m a g e  f o r  i n s t a l l a t i o n  o n  
V M w a r e  E S X  3 . 5
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M i gr at i o n and U p gr ades
� A CS  5 . 0  includ es a m igration tool to assist in m igrating 
ex isting A CS  d ata

T h e  n e w  A C S  5 . 0  p o l i c y  m o d e l  m a y  r e q u i r e  t h a t  s o m e  p o l i c i e s  
be  r e c o n f i g u r e d
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M o r e I nf o r m at i o n
� A CS  5 . 0  h om e p age

h t t p : / / w w w . c i s c o . c o m / g o / a c s

� A CS  5 . 0  d ocum entation
h t t p : / / c i s c o . c o m / e n / U S / p r o d u c t s / p s 9 9 1 1 / t s d _ p r o d u c t s _ s u p p o r t _ s
e r i e s _ h o m e . h t m l

� A CS  4 . 2  and  5 . 0  com p arison
h t t p : / / c i s c o . c o m / e n / U S / d o c s / n e t _ m g m t / c i s c o _ s e c u r e _ a c c e s s _ c o
n t r o l _ s y s t e m / 5 . 0 / u s e r / g u i d e / m i g r a t e . h t m l # w p 1 0 5 2 5 4 9
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Agenda
• Cisco Security Strategy Moving Forward
• N ew Features in A SA ,  I P S and N A C
• P ause – 1 5  m in
• Cisco Sp am  &  V irus B l ock er
• A CS
• CSA  6 . 0  1  D ay I nstal l
• P ause – 1 5  m in
• CSA  L ive D em o
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The One Day CSA Install
What’s  E as y
What’s  H ar d e r
What S ho u l d  B e  C u s to m i z e d
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What’s  N e w  i n  C S A  6 . 0

W h at is th is?  O ne-day instal l
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C i s c o  S ec u r i t y  Agent
Always Vigilant Comprehensive Endpoint Security

Corporate 
Acceptable U se

R egulatory  
Compliance ( PCI ) P O S P r ote c tion

L a p top  – D e s k top
P r ote c tion

Se r v e r  P r ote c tion
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C S A Ap p r o ac h :
B eh av i o r al  P r o t ec t i o n f o r  E ndp o i nt s

T ar get

1
2
3
4

5

P rob e

P e n e t ra t e

P e rs i s t

P ropa g a t e

P a ra l y z e

• P i n g  a d d re s s e s
• S c a n  port s
• Gue s s  us e r a c c oun t s
• Gue s s  m a i l  us e rs

• M a i l  a t t a c h m e n t s
• B uf f e r ov e rf l ow s
• A c t i v e X  c on t rol s
• N e t w ork  i n s t a l l s
• C om pre s s e d  m e s s a g e s
• Gue s s  B a c k d oors

• C re a t e  n e w  f i l e s
• M od i f y  e x i s t i n g  f i l e s
• W e a k e n  re g i s t ry  s e c uri t y  s e t t i n g s
• I n s t a l l  n e w  s e rv i c e s
• R e g i s t e r t ra p d oors• M a i l  c opy  of  a t t a c k

• W e b  c on n e c t i on
• I R C
• F T P
• I n f e c t  f i l e  s h a re s• D e l e t e  f i l e s

• M od i f y  f i l e s
• D ri l l  s e c uri t y  h ol e
• C ra s h  c om put e r
• D e n i a l  of  s e rv i c e
• S t e a l  s e c re t s

�Rapidly Mutating
�C o ntinual s ignatur e
update s

�I nac c ur ate
�F o c us  o n V ulne r ab ility

�Rapidly Mutating
�C o ntinual s ignatur e
update s

�I nac c ur ate
�F o c us  o n V ulne r ab ility

� Mo s t dam aging
� F o c us  o n e x plo it
� C h ange  v e r y s lo w ly
� I ns pir atio n f o r  C is c o

S e c ur ity A ge nt s o lutio n
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Sourc e:  Sh a d owserv er. org wild  t est in g

CSA w ith  Cl a mAV
I ntegra ted ,  Sy nergistic

Feature Cl am A V ™
O nl y

CSA  +  
Cl am A V ™
com b o

Si gnatu r e d atab as e
> 20 0 , 0 0 0  s i gs � �

B u l k  f i l e s y s tem 
s c an � �
R ap i d  Si gnatu r e 
U p d ate � �
O n-D emand  s c an � �
Q u ar anti ne f i l e � �
D el ete mal w ar e

N ew  i n CSA 6 . 0 ! � �
D ay  z er o  p r o tec ti o n � �
R o o tk i t p r o tec ti o n � �

A l l  o t h e r  t r a d e m a r k s  m e n t i o n e d  i n  t h i s  d o c u m e n t  a r e  t h e  p r o p e r t y o f  t h e i r  r e s p e c t i v e  o w n e r s .
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D at a L o s s  P r ev ent i o n
I dentif y and Control Sensitive I nf ormation

� C l a s s i f i c a t i o n
� C redit card,  So cial  Security # s
� I n tel l ectual  pro perty def in itio n s

� R e p o r t i n g
� T rack  th e l o catio n  an d us ag e 
o f  s en s itive data

� E n h a n c e d  u s e r  e d u c a t i o n
� Q uery us er an d audit

� U p d a t e d  e n f o r c e m e n t  c o n t r o l s
� B l o ck  prin tin g
� F l ex ib l e cl ipb o ard co n tro l
� N AC  q uaran tin e

D is co ver

E ducate

E n f o rce

M o n ito r
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E as i er  t o  U s e
Administrator D ashb oard

Q uick access to 
common tasks

T he dashboard helps the 
administrator see w hat 
needs to be done today

Centraliz ed visibility  
into the effectiveness 
of y our endpoint 

protection
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E as i er  t o  D ep l o y  and T u ne

R apid deploy ment of 
endpoint protection 
w ith default services

Streamlined tuning 
based on the 

“trustw orthiness” of 
the  application

Policies protect 
against entire classes 

of attacks
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D e p l o y m e n t O v e r v i e w
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R ap i d D ep l o y m ent  G u i de
� I nstall th e M C and  up d ate L icense
� Ch oose y our p olicies and  generate 
rules

� D ep loy  agents
� T une events using th e W iz ard
� L et th ings run f or a w eek  or so,  and  
th en f ollow  up  w ith  a 1  d ay  “Ch eck  
U p ” f inal tuning session



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 55

I ns t al l  t h e C S AM C
� T h is h as ch anged  little f rom  p rior releases
� R em em b er to use a W ind ow s 2 0 0 3  R 2  sy stem

If  y o u  d o n ’t  u s e  R 2 ,  y o u  w i l l  g e t  a  m e s s a g e  a t  i n s t a l l  s a y i n g  t h i s  
i s  a  n o n -s u p p o r t e d  c o n f i g u r a t i o n

� For d em o/ eval,  y ou can run th e M C in V M W are
D o n ’t  d o  t h i s  f o r  a c t u a l  o p e r a t i o n s

� Y ou’ll w ant th e license w h en y ou install – th e installer 
w ill ask  y ou f or it

Y o u  c a n  a l w a y s  a d d  i t  l a t e r ,  bu t  t h i s  i s  e a s i e s t
� R eq uest a 3 0 -d ay  eval license online
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C h o o s e t h e p o l i c i es
� T h i s  i s  V E R Y  d i f f e r e n t  f r o m  e a r l i e r  v e r s i o n s
� T h e  S i m p l i f i e d  G U I h a s  a  “H o s t  S e c u r i t y  P a g e ” w i t h  c h e c kbo x e s  t o  s e l e c t  p o l i c i e s
� T h e  c h e c kbo x e s  m a p  t o  C S A  P o l i c i e s ,  bu t  y o u  h a v e  t o  g o  i n t o  t h e  “A d v a n c e d  V i e w ” t o  s e e  t h e s e
� E a c h  p o l i c y  c a n  be  i n  “A u d i t  M o d e ” ( r e n a m e d  “T e s t  M o d e ”) ,  o r  t h e  g r o u p  c a n  be  i n  A u d i t  m o d e
� If  t h e r e ’s  c o n f i g u r a t i o n  r e q u i r e d ,  y o u  w i l l  g e t  a  r e d  “W a r n i n g ” l i n k n e x t  t o  t h e  p o l i c y  n a m e
� R e m e m be r  t o  G e n e r a t e  r u l e s
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D ep l o y  Agent s
� T h is is th e sam e as old er versions
� T h e CS A M C b uild s installab le “A gent K its”

In s t a l l s h i e l d e x e c u t a bl e ,  t a r ba l l ,  S o l a r i s  p a c ka g e
C o n t a i n s  bi n a r i e s ,  p o l i c y ,  C S A M C  S S L  c e r t i f i c a t e

� E asiest w ay  to get
k it to sy stem  is to 
use w eb  d ow nload  
f rom  CS A M C

� Can also use S M S ,
B igf ix ,  etc.
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T u ne t h e ev ent s
� Click  on event grap h  to 
see sp ecif ic events

� W iz ard  link  in event 
tak es y ou to T uning 
W iz ard

� W iz ard
w alk s y ou th rough  9 9 %  
of  tuning

� M ost early  d ep loy m ent 
tuning w ill b e using 
W h ite L ist



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 59

What T o  U s e
What N o t T o  U s e
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CSA F ea tu re Su mma ry  – L ow  a nd  Med iu m 
D if f ic u l ty

�

�



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 61

Ch ec k  th e T o-D o L ist And  E l imina te W a rnings
� T h e  C S A M C  a d m i n  G U I h a s  a  T o -D o  l i s t  a t  t h e  t o p  o f  t h e  H o m e  
P a g e

� E a c h  e n t r y  h a s
a  l i n k t o  a
W i z a r d

� U s e  t h e  W i z a r d
t o  E l i m i n a t e  t h e
w a r n i n g s

� F o r  e x a m p l e ,
c o n f i g u r e  D B
ba c ku p
s c h e d u l e
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D e p l o y m e n t P has e  I I
C ho o s i n g  Y o u r  P o l i c i e s
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W h at  T h e P o l i c i es  D o  ( V P N ,  W i F i )
� R eq uire V P N  W h en O ut O f  O f f ice

If  u s e r  i s  n o t  i n  o f f i c e ,  a p p s  m u s t  u s e
V P N  t u n n e l ,  o r  C S A  bl o c ks  a p p
5  m i n u t e s  t o  l e t  u s e r  c o n n e c t  t o
h o t s p o t
Y o u  n e e d  t o  c o n f i g u r e  D N S  n a m e ,  S S ID s

� B lock  W ireless B rid ging
If  E t h e r n e t  i s  a c t i v e ,  n o  a p p s  a l l o w e d  t o  c o m m u n i c a t e  v i a  W i F i
a d a p t e r s
N o  c o n f i g u r a t i o n  r e q u i r e d
N o t e  t h a t  W i F i a d a p t e r  w i l l  a s s o c i a t e  w i t h  A c c e s s  P o i n t  – t h i s  
a l l o w s  i m m e d i a t e  f a i l o v e r  t o  t h e  W i F i L A N  w h e n  y o u  u n d o c k
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W h at  T h e P o l i c i es  D o  ( A/ V ,  P F W )
� S ignature-b ased  A ntivirus

T h i s  i s  C l a m A V
A g e n t  G U I h a s  a n t i v i r u s  t a b
W i z a r d  h a s  w a y  t o  t u n e  f a l s e
p o s i t i v e s
L i ke l y  t h e s e  w i l l  be  “P U A ” –
P o t e n t i a l l y  U n w a n t e d  A p p l i c a t i o n s
C S A / C l a m  w i l l  n o t  c o e x i s t  w e l l  w i t h  S y m a n t e c  o r  M c A f e e

� Centrally  M anaged  P ersonal Firew all
A l l o w s  o u t g o i n g  c o n n e c t i o n s
B l o c ks  i n c o m i n g  c o n n e c t i o n s  t o  w e l l -kn o w n  o r  f i x e d  p o r t s
S t o p s  n e t w o r k p a c ke t  a t t a c ks  a n d  bu f f e r  o v e r f l o w s
N o  e n d  u s e r  i n t e r a c t i o n  i n v o l v e d
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W h at  T h e P o l i c i es  D o  ( B eh av i o r al  A/ V )
� B eh avior B ased  A ntivirus

T h i s  i s  t h e  c l a s s i c  C S A  D a y  Z e r o  P r o t e c t i o n
E x p e c t  2  t y p e s  o f  u s e r  q u e r i e s :
“A r e  y o u  i n s t a l l i n g  s o f t w a r e ? ”
“I’v e  n e v e r  s e e n  t h i s  a p p l i c a t i o n  o n  t h i s  s y s t e m  be f o r e ” ( F i r s t -

t i m e  e x e c u t e )
M a l w a r e d e t e c t e d  h e r e  w i l l  s h o w  u p  i n  Q u a r a n t i n e ,  j u s t  l i ke  i f  a  
s i g n a t u r e  h a d  i d e n t i f i e d  i t .   It  w i l l  s a y  “B e h a v i o r a l l y  i d e n t i f i e d ”
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W h at  T h e P o l i c i es  D o  ( S p y w ar e,  P F W )
� A nti-S p y w are

M o n i t o r s  f o r  S p y w a r e a n d  T r o j a n  l i ke  be h a v i o r
H o o ki n g  ke y bo a r d ,  c r e a t e  u s e r  a c c o u n t s  a n d  i n s t a l l  s e r v i c e s ,  
m o d i f y  s y s t e m  c o n f i g u r a t i o n ,  e t c
D o w n l o a d e d  o r  “U n t r u s t e d ” a p p l i c a t i o n s  a r e  t h e  o n e s  m o n i t o r e d
M o d e r a t e  t u n i n g  r e q u i r e d ,  v i a  t h e  W i z a r d

� U ser M anaged  P ersonal Firew all
Z o n e A l a r m s t y l e  P F W .
P o p u l a t e s  l i s t  o f  a p p s  a l l o w e d  
t o  c o n n e c t  t o  n e t w o r k,  by  
a s ki n g  u s e r
U s e r  c a n  r u n  i n  “L e a r n  M o d e ”
f o r  a  p e r i o d  o f  t i m e  w h e r e  l i s t  
i s  a u t o m a t i c a l l y  p o p u l a t e d .
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W h a t  T h e P o l icies D o  ( Aud it  Sy st em  I nt eg rit y ,  B l o ck  
F il es W rit ing  t o  U SB  D ev ices)

� A ud it S y stem  I ntegrity
D e t e c t s  s u s p i c i o u s  be h a v i o r  o n  h o s t s  o r  s y s t e m  c o n f i g u r a t i o n ,  
c h a n g e s  w h i c h  m a y  a f f e c t  s y s t e m  i n t e g r i t y .  
“M o n i t o r s ” o n l y .

� B lock  Files W riting to U S B  D evices
P r e v e n t i n g  w r i t t e n  a c c e s s  t o  r e m o v a bl e  m e d i a ,  ba s e d  o n  
C o r p o r a t e  D a t a  S e c u r i t y  P o l i c y .
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W h a t  T h e P o l icies D o  ( Q ua ra nt ine Apps,  H o st s)
� A p p lications
Q u a r a n t i n e s  c o m p r o m i s e d  a p p l i c a t i o n s ,  i . e . w o r m p r o p a g a t i o n ,  
P r e v e n t s  a p p l i c a t i o n s  f r o m  i n f e c t i n g  s y s t e m .

� H osts
Is o l a t e s  h o s t s  c o n t a i n i n g  s u s p e c t e d  r o o t ki t s f r o m  t h e  n e t w o r k,      
i . e .  S t o r m  T r o j a n
W o r ks  i n  c o n j u n c t i o n  w i t h  t h e  A n t i -R o o t ki t P o l i c y .
R e s e t  C S A  a g e n t  e i t h e r  l o c a l l y  o r  c e n t r a l l y  f r o m  C S A  M C  t o  br i n g  
ba c k o r i g i n a l  s t a t e  o f  s y s t e m .
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W h a t  T h e P o l icies D o  ( Ant i-Snif f er,  Ant i-R o o t  K it )
� A nti-S nif f er
D e t e c t s  p a c ke t  s n i f f e r s a n d  u n kn o w n  p r o t o c o l s ,  i . e .  s y s t e m s  s h o u l d  
n o t  h a v e  W i r e s h a r k i n s t a l l e d   u n l e s s  y o u  be l o n g  t o  t h e  N e t w o r ki n g  
G r o u p .

� A nti-R ootk it
D e t e c t s  u n a u t h o r i z e d  ke r n e l  a c t i v i t y  u p o n  s t a r t u p  a n d  ke r n e l  
m o d i f i c a t i o n s .
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Agenda
• Cisco Security Strategy Moving Forward
• N ew Features in A SA ,  I P S and N A C
• P ause – 1 5  m in
• Cisco Sp am  &  V irus B l ock er
• A CS
• CSA  6 . 0  1  D ay I nstal l
• P ause – 1 5  m in
• CSA  L ive D em o
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Agenda
• Cisco Security Strategy Moving Forward
• N ew Features in A SA ,  I P S and N A C
• P ause – 1 5  m in
• Cisco Sp am  &  V irus B l ock er
• A CS
• CSA  6 . 0  1  D ay I nstal l
• P ause – 1 5  m in
• CSA  L ive D em o
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Q and A
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