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Evolution of hackers & attacks

BEFORE NOW

Hacking for Glory Hacking for money

Isolated Hacker Organized Crime

Discreet & limited-in-time
attacks

Visible attacks

Massive attacks Targeted attacks

The user : unwillingly helping

From the outside
the hacker
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. Spam Volumes Explode

R Average Daily Spam Volumes, By Quarter

80

70

60

50

40

30

Volume (BN)

20

10

Q1’05 Q205 Q3'05 Q4'05 Q1°06 Q2’06 Q3’06 Q4°'06 Q107 Q2’07

Quarter




Spam Becomes More Difficult to Catch

Increasingly Sophisticated

Image spam as a % of overall
spam up 7x in last 2 years

Accurate spam detection
technology is critical
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Source: IronPort Systems

Spreading Quickly

Emergence of bot networks
means that spammers can send
twice as fast as two years ago

Reaction time to spam
outbreaks is critical

MEDIAN OUTBREAK DURATION
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Image Spam Gets Sneakier

1. “P%Ika dots” 2. “Slice & Dice”
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