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Cisco Security 
IntelliShield 
Alert Manager 
Service

Technical Overview
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Cisco Security IntelliShield 
Alert Manager Service

What
Provides timely, detailed intelligence and 
alerting on threats and vulnerabilities

For
Organizations that need proactive, early 
warning on emerging threats, 
vulnerabilities, and safeguards

Value
�Proactive discovery and notification of 

vulnerabilities
�Intelligence on the impacted 

applications and associated patches
�Faster remediation of potential 

vulnerabilities
�Avoid potential security outbreaks and 

associated costs



© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public 3

Global Source 
Network

Security Intelligence 
Operations 

IntelliShield Service Overview

Customized Notification,
Tasking, Auditing, Reporting

Collect and Evaluate

Analyze and Correlate

Disseminate

Fused and Filtered Intelligence on 
Vulnerabilities, Malicious Codes, 

Security Trends

Security Organizations

Product Vendors

Government Sources

Antivirus Vendors

Mailing Lists

Cisco Security Research
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Sources of Security Intelligence

Incident 
Response 

Groups

Incident 
Response 

Groups

CERTCERT

SANSSANS

BugTraqBugTraq

Full DisclosureFull Disclosure

OSVDBOSVDB

Cisco STATCisco STAT

Cisco Applied
Intelligence

Cisco Applied
Intelligence

Cisco PSIRTCisco PSIRT

Cisco IPSCisco IPS

NISTNIST

External 
Security 

Research

External 
Security 

Research

Cisco RMSCisco RMS

Cisco CSIRTCisco CSIRT

Cisco IronPortCisco IronPort

Internal 
Security 

Research

Internal 
Security 

Research

Internal 
Security 

Research

Internal 
Security 

Research
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Features and Functions

� Comprehensive threat and vulnerability database
� User-defined technology profiles
� Customized notifications
� Tasking and workflow management
� Cisco IPS Signature correlation
� Optional XML Feed
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IntelliShield Database

� Access to over 14,000 Alerts dating back to May of 2000

� Advanced search feature allows clients to perform in-depth 
research and analysis
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User-Defined Technology Profiles

� Create product sets based on technologies relevant to 
your infrastructure 

� The ability to customize at different levels—vendor, 
product, version, or service pack
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Customized Notifications

� Notifications are defined by technology profiles as well as the 
rating (Urgency, Credibility, and Severity) 

� Customers are only notified of vulnerabilities and threats that are 
relevant to their pre-defined infrastructure 
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Tasking and Workflow Management

� Assign tasks to individuals and share critical information across 
the enterprise

� View what tasks are outstanding, who is assigned each task, as 
well as the current status of remediation efforts
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c

Cisco IPS Signature Correlation With 
IntelliShield Alerts

Security Intelligence
Services

Security Intelligence
Services

IntelliShield Alerts 
for new 

Vulnerabilities

IPS Signature
Updates

Comprehensive support for Cisco 
IPS solutions combining signature 

file updates with SMARTnet

Cisco Services for IPSIntelliShield Alert Manager

Cisco Services for IPS customers 
receive:

� Full access to the IntelliShield 
Search Access feature to search 
for alerts related to IPS signatures

� Ability to search comprehensive 
database of Cisco IPS Signature 
information 

IPS Signature Correlation with 
IntelliShield Alerts

� Access the latest 
vulnerabilities and threats with 
correlated Cisco IPS Signature 
information: signature name, 
signature ID, release version, 
and release date
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IntelliShield Alert Manager XML Service

� Simple and secure solution to retrieve all IntelliShield 
threat and vulnerability data

� Integrate content into existing applications

Customer 
Application/System IntelliShield

HTTPS Request

XML Document
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IntelliShield Alerts

� Vulnerability Alert

� Malicious Code Alert

� Daily Malicious Code 
Summary

� Security Activity Bulletin

� Security Issue Alert

� Geopolitical Security Alert

� Cyber Risk Report

� Applied Mitigation Bulletin

� Flash Alert
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IntelliShield Risk Rating System

� Urgency: The likelihood that a discovered weakness or attack method 
may be employed

� Credibility: Defines how real the reported threat is based upon 
sources that are used to gain the information and the technical 
correctness of that information

� Severity: Quantifies the possible effect of an attack in terms 
of its impact

Heavy 
Damage

ConfirmedIncidents 
Reported

Moderate 
Damage

Highly CredibleProbable Use

Minor 
Damage

CorroboratedPossible Use

HarassmentLowUnlikely Use

No DamageVery LowWeakness

SeverityCredibilityUrgency
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Technical Information
Tactical explanations 
and guidance aimed at 
administrators

Description
High level overview of Alert 
and strategic implications

Version Summary
Brief summary of the most 
recent Alert version

Impact
The possible effect of 
an attack

Sections of an Alert
Risk Ratings
Each Alert graded by 
urgency, credibility, severity, 
and CVSS industry standard
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IntelliShield Analysis
Security analysts provide 
additional analysis and 
comments regarding the alert

Safeguards
Workarounds and mitigation 
information

Patches/Software
Applicable patches and 
software available for 
download

Actionable Intelligence

Vendor Announcements
Links to associated vendor 
advisories
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Product Sets
Smart-Filters to 
reduce “noise” and 
drive applicable 
Intelligence to 
appropriate audience

Alert History
Provides a timeline 
summarizing each time 
the Alert was updated 
with new information 

“Filtered” Intelligence
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Cisco Security IntelliShield Alert 
Manager Summary

�Market leading 
security intelligence

�Reduce costs of 
patching and 
remediation

�Sign up for a 6-
month trial today

For a 6-month trial
www.cisco.com/go/intellishield/tria l
Cisco Security Center
www.cisco.com/go/security

Security Intelligence
Services

Security Intelligence
Services
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