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What

Provides timely, detailed intelligence and
alerting on threats and vulnerabilities

Home | Support | Library | Help | Logout

iyt IntelliShield

F O r AL:'::;IANAGER =» Alert Manager >> Alerts
Organizations that need proactive, early o — =
warning on emerging threats, =l

PREFEREMCES

£¥SS Calculator

vulnerabilities, and safeguards a0
Users 12743 Mozilla Firefox S¥G Viewer Buffer Owverflow Yulnerabilit: Mar 0B 2007 10:48 AM z T . 0 B3 MNotify

Groups 12799 Apple QuickTime PICT File Buffer Owerflow Mzr 06 2007 10:45 AM 1 T e D oo 59 Hetify

12753 Mozilla Firstox snd Blocked Pop-up Window Cross-Si  Mar 06 2007 10:28 AM 2 D e o 19 14 Hetify

12749 Mozilla Firsfox snd Sestonkey Non-slphs-nonedigit Filter Eva Mzr 06 2007 10:19 AM 2 D e o Hetify

12740 Mozilla Netvwork Security Services S8Lw2 Client Integer Under Mar 08 2007 10:14 AM 3 T S S G0 63 Hotify

12742 Mozilla Firefox and Thunderbird Layout Engine Me  Mar D8 2007 3:58 AM 2 @D G @D 500 55 Moy

12794 IntelliShield Dailw Virus Report For March B, 2007 Mar 0B 2007 9:58 AM 1 T S [_unn) MNotify

12750 Mozilla Firstox snd Blocked Popup Local File Acces  Mar 06 2007 3:56 AM 2 D s @D 19 14 Hetify

12797 Apple QuickTime Movie File Butfer Ovarflow Ii Mzr 05 2007 3:43 AM 1 D e s 53 Hetify

12760 Mozilla Firstox snd Seatonkey onUnlosd Evert Handler Memory  Mar 05 2007 3:20 AM 2 D S . B3 Hetify

12796 Apple QuickTime MIDI File Buffer Owverflow i Mar 08 2007 3:02 AM 1 T . 53 Hotify

. . . g - 12795 Apple QuickTime 3GF File Integer Overflow. Mar 08 2007 857 A 1 T e 53 Motify

> Proactlve dlscover and notlflcatlon Of 12762 Toian Tojen Priames Verpszo7sesaM 2 GNTD mEE e i
y 12605 Postar=S0L Query Plsnner Dats Twpe Chack Bypsss Issus Mzr 05 2007 5:20 AM 7 T s Hetify

SA0 A0 12603 Postar=S0L Osts Twpe Change Denial of Servics lssus Mzr 05 2007 5:14 A 0 D e o Hetify

12784 IntelliShield Periodic Security Activity Report: Fabruzry 26 Mzr 05 2007 6:28 PM 1 D e s Hetify

Vu n e ra I I tI eS 12793 Intelli Shield Activity Report: Apple GuickTime Multiple Code Mar 05 2007 5:47 PM 1 T . Hotify
12792 IntelliShield Activity Report: Multiple PHP Mar 05 2007 5:33 PM 1 [ ==y ___») - MNotify

M Linus/Uniz: GNU gzip Null Poirter Dereference Denial of Serv. Mar 05 2007 5:27 PM 12 T T zs 1B MNotify

> Intelligence on the impacted S T S
applications and associated patches

»Faster remediation of potential
vulnerabilities

»Avoid potential security outbreaks and
associated costs




IntelliShield Service Overview

Fused and Filtered Intelligence on
Vulnerabilities, Malicious Codes,
Security Trends

::::: IntelliShield

Global Source Security Intelligence
Network Operations

Customized Notification,

Security Organizations Tasking, Auditing, Reporting

Product Vendors
Collect and Evaluate

Government Sources
Analyze and Correlate

Antivirus Vendors . :
Disseminate

Mailing Lists

Cisco Security Research




Sources of Security Intelligence

Cisco STAT

CERI|

Cisco RMS

Cisco CSIRT

STANS

Cisco lronPort

IntelliShield
Cisco Applied

=ullfDisclesure Intelligence

Bugiiraq Cisco PSIRT

Cisco IPS



Features and Functions

Advanced Search

Clear:

Search: |Keyw0rd V| For:

12798 Apple GuickTime UOTA Aoms Integer Overdflow Wulnerability bdar 05 2007 10:43 Abd 1 T s S SO 59 Mtify
12743 Mozilla Firefox %G Yiewer Buffer Owerflow Yulnerabil ity Mar 08 2007 10:45 Ak z T S S SO B3 Htify
12799 Lpple QuickTime PICT File Buffer Owerflow Yulnerability bar 0B 2007 10:45 Ak 1 T T T oo 59 Mtify
12753 Mozillz Firefox and SesbMonkey Blocked Pop-up Windows Cross-Si Mar 08 2007 10:22 Ak 2 T T 1.9 14 Mitify
12749 Mozill= Firefox and SeaMonkey Hon-slpha-non-digit Filter Eva tar OB 2007 10:19 Ak 2 T [~ mn] Mtify
12740 Mozillzs Metwork Security Services SS1Lw2 Cliert Integer Under bzr OB 2007 10:14 Abd 2 T I e SO 53 Motify
12742 Mozills Firefox, Sesmonkey, and Thunderbird Layout Engine be Mar 05 2007 353 AR z T S S SO 59 Mtify
12794 Intelli Shield Daily YWirus Report For March &, 2007 tar 08 2007 3:58 Ak 1 AT T Motifar
12750 Mozills Firefox and Sesbdonkey Blocked Popup Local File Acces  har 06 2007 5:55 Ak z W s @i 19 A4 Mtify
12797 Apple QuickTime Movie File Buffer Qwerflow Yulnerability Mar 08 2007 2:42 AM 1 T e S SO 59 Mtify
12760 Mozillz Firefox snd Seabonkey onUnload Evert Handler Mermory  Mar D8 2007 9:20 A6 2 T G S0 E2 Mtify
12796 Lpple GuickTime MIDI File Bufer Owerflonwe ol nerabil ity tar O 2007 9:02 A 1 T N c0 59 Mitify
12795 £pple QuickTime 36F File Integer Ohverflow Yulnerability Mar 08 2007 267 ARk 1 T I S SO 53 Mtify
12762 Trojan: Trojan.Firlames har 06 2007 505 A z o o o o Hotify
12605 Postare SOL Suery Flanner Dats Tvpe Check Bypass lssue hdar 08 2007 5:20 A 7 T s Hiotifyr
12603 FPostore S0 Osta Type Change Denial of Service |ssue bar 06 2007 5:14 Ak 10 T I A Hotify
12784 Intelli Shield Periodic Security Adivity Report: February 26 Mar 05 2007 .22 PM 1 WD I Hetify
12793 Irtelli Shield Activity Report: Apple GuickTime Multiple Code bzr 05 2007 5:47 P 1 T [annED] Mitify
12792 Irtelli Shield Activity Report: Multiple PHP Yulnersbilities tar 05 2007 5:332 P 1 T [~ mn] Mtify
117 LinuzefUniz: GHU gzip Mull Poirter Dercference Denizl of Serv bzr 05 2007 5:27 PR 12 T s T :c 18 Motify
Total Alerts = 11767 122456739 mw@3 Total Pages = 589

= Comprehensive threat and vulnerability database
= User-defined technology profiles

= Customized notifications

= Tasking and workflow management

= Cisco IPS Signature correlation

= Optional XML Feed



IntelliShield Database

Advanced Search

Basic Search Search Tips

Vendor: | Select a Wendar b Client: |Select a Client »

Product: | Select a Vendor v | Group: | Select a Cliert |

Yersion: | Select s Product | ngu;::t Select a Group W
e

Product Type: | Select a Product Type v |

Urgency:
Keyword: | Credibility: Published Before EST: | e || e || V|
Severity: Published After EST: | || v|| v |

IntelliShield ID: I:l CV¥55S Base: Alert Type: | Select Alert Type b |
CY¥55 Temporal:

ocorch ] cier

= Access to over 14,000 Alerts dating back to May of 2000

= Advanced search feature allows clients to perform in-depth
research and analysis



User-Defined Technology Profiles

( Edit Profile Details ) Add Product To Profiles [ wiew Profile Report ]

Client Name: Demo Group Name: Security Product Set Name: Windows

Product Type: Yendor name: Contains Product name: Contains

[ Search |
aApplication v/ | M lotartswith L | [ starts with

Yendor Product Yersion Release ServicePack/Platform
Mesesoft A Wiinchowes MT YWorkstation 4.0 Cption Pack A Criginal Release Base
Michiael Baumer 0 Windowes Scripting Host 0 Hame Edition P
Wichael Hipp Windows Server 2003 Professional Edition SP2
Michael Jennings incow s Server 20003, Datacenter Edition Professional Edition, 64-hit (kanium)
Wichael Lamonit Windows Server 2003, Enterprize Edition Professional x64 ( AMIVEME4T)
Michael Roth Software b Windows Server 2003, Standard Edition Tahlet PC Edition
Michael Trojnara Windows Server 2003, Wieh Edition Media Center Edition
Wicroburst Technologies, Inc. Windows Services for UMK
Micromuse, Inc. Window s SharePoirt Services =
U 5 x| v
INCLUDE IMCLUDE EXCLUDE INCLUDE EXCLUDE IMCLUDE EXCLUDE

Copyright 2006 C terns, Inc.

= Create product sets based on technologies relevant to
your infrastructure

= The ability to customize at different levels—vendor,
product, version, or service pack



Customized Notifications

Edit MNotification

*Aalert Type(=s)

Step 3: Select Alert Products which will Generate this Notficatdon

Include All Products

Or, Please select firomn the following:

Awailable Product Sets: Selected Product Sets:

1B AL
Lirx

mMalicious Code m
Operreeall Linus

Fed Hat Linux —

Unix =

User=s =40 fm Em=il
Beckwith, Matt Security ievwer P
Smith, Joe Security Group Adrin

= Notifications are defined by technology profiles as well as the
rating (Urgency, Credibility, and Severity)

= Customers are only notified of vulnerabilities and threats that are
relevant to their pre-defined infrastructure



Tasking and Workflow Management

== Alert Manager = Inbox > Details

View Inbox Item

Client: Demo Group: Help Desk
Descrpton: Linux Kermel search_binary_handler Denial of Service Yulnerability Prority: 1
Due Date: Feb 10, 2006 Last Update Date: Feb 02, 2006
Alert: 9937 Date Completed:
Audit Trail: 2006-02-02 11:05:37 29
hiztt Beckuwith
Thank wou.
2006-02-02 11:04:55.52
Hoe Smith

are currertly reviewing the updated packages and will notify you once we deployed them.
2006-02-02 11:03:33.07
hiatt Beckwith
FPleasze apply the updates by COB next Friday .

Assigned To:
User=s

Smith, Joe Help Desk Group Admin Yas Mo Mo Ho

= Assign tasks to individuals and share critical information across
the enterprise

= View what tasks are outstanding, who is assigned each task, as
well as the current status of remediation efforts
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Cisco IPS Signature Correlation With

IntelliShield Alerts

IntelliShield Alert Manager Cisco Services for IPS

IntelliShield Alerts IPS Signature Comprehensive support for Cisco

for new Updates IPS solutions combining signature
Vulnerabilities file updates with SMARTnet
IPS Signature Correlation with Cisco Services for IPS customers
IntelliShield Alerts receive:
= Access the latest = Full access to the IntelliShield
vulnerabilities and threats with Search Access feature to search
correlated Cisco IPS Signature for alerts related to IPS signatures

information: signature name,
signature ID, release version,
and release date

= Ability to search comprehensive
database of Cisco IPS Signature
information



IntelliShield Alert Manager XML Service

= Simple and secure solution to retrieve all IntelliShield
threat and vulnerabllity data

= |[ntegrate content into existing applications

HTTPS Request

Customer o
Application/System IntelliShield

XML Document



IntelliShield Alerts

= Vulnerability Alert
= Malicious Code Alert

= Daily Malicious Code
Summary

= Security Activity Bulletin

= Security Issue Alert

= Geopolitical Security Alert
= Cyber Risk Report

= Applied Mitigation Bulletin
= Flash Alert

alialn
cisco

IntelliShield

Linux Kernel Bluetooth Support CAPI Packet Buffer Overflow Vulnerability

VUENERARIEITY ALERT

Thiresat Type: Unintended Weakness: Buffer Querflow

IntelliShield 1D: 12294

ersion: 15 Urgency Weakness Found d;:
First Publizhed: Dec 18, 2006; 11:56 AM E5T

Last Published: Jun 18, 2007; 08:24 AM EDT Credikility: Confirmed —g
Wector: Remote

Authentication: Hot Required Severity: Moderate Damage ]
Exploit: Ho |

Port Hot Available FVES Base 100 CUSS Calculator
CVE: CVE-2006-6106 CWSS Temporal: 7.4 CWSS Version 1.0
BugTrag D: 21604

“ersion Summary. Debian has released a security advisory and updated packages to address the Bluetooth support
CAPI packet buffer overflow wulnerability in the Linux Kernel.

Description

Impact

The Linux Kermel versions 2.4.33.4 and prior and 2.6.18.1
and prior contain a vulnerability that could allow an
unauthenticated, remote attacker to cause a denial of
service (Do5) condition or execute arbitrary code

The vulnerability exists because the kernel's Bluetooth
stack fails to sufficiently validate input. An
unauthenticated, remote attacker could exploit this
vulnerahility by submitting malicious CMTP messages to
an affected host. This action could cause a buffer
overflow condition and allow the attackerto cause a Do
condition or execute arbitrary code with roct privileges.

Kernel.org confirmed this vulnerability with a changelog
and released updated software.

Warning Indicators

The following versions of the Linux Kernel are vulnerable:

Linu Kermel 2.4.33.4 and priar
Linu Kermel 2.6.19.1 and priar

An unauthenticated, remote attacker could exploit this
wulnerability to cause a DoS condition or execute arbitrary
code with foot privileges. As a result, the attacker could
take complete control of the affected system

Technical Information

To exploit this vulnerability, an attacker must be ahle to
submita malicious CMTP message to an affected host
The attacker must submit the message via a device
connected to an ISDN network that the target system
resides on. The vulnerability exists because the
cimtp_recyinteropmag function ofthe kernel's Bluetooth
support (netlblustoothicrmipicapl.c) fails to properly
perform input validation. An unauthenticated, rernote
attacker could exploit this vulnerability by submitting
malicious CMTP packets designed ta exploit a boundary
error in cmip_recy_interopmsg. This action could cause
the kernel to overwrite kernel GMTP and CAP| data
structures allowing the attacker to cause a DoS condition
or execute arbitrary code with roct privileges.
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IntelliShield Risk Rating System

Urgency Credibility Severity

o] 2 Weakness Very Low No Damage
1
J ) Unlikely Use Low Harassment
2
O Possible Use Corroborated Minor
F Damage
N Probable Use Highly Credible Moderate
X Damage
] [ Incidents Confirmed Heavy
) Reported Damage

= Urgency: The likelihood that a discovered weakness or attack method
may be employed

= Credibility: Defines how real the reported threat is based upon
sources that are used to gain the information and the technical
correctness of that information

= Severity: Quantifies the possible effect of an attack in terms
of its impact



Sections of an Alert | |
Risk Ratings

N - / Each Alert graded by
clsco IntelliShie urgency, credibility, severity,

Linux Kernel Bluetooth Support CAPI Packet Buffer Overflow Vulnerability and CVSS ind ustry standard
VULNERARHKITY ALERT

Threat Type: Unintended Weakness: Buffer Overflow -

IntelliShigld 0: 12294 / Ve rsion S umm ary

“ersion: 15 e 5 1

First Published: Dec 18, 2006; 11:56 AM EST s P / B I ef summ ary Of th em OSt
Last Published: Jun 18, 2007; 08:24 AM EDT Crediifty: Confirmed :

Remote o e recent Alert version

ALthentication: Hot Required Severity Moderate Damage

Explait: Ho Ve T

Part: Hot Available s BeeE -

CWE: CVE-2006-6106 CVES Temparal 1.4 . .

BugTrag 10 21604 Descr|pt|0n

Yergjorn Sumnery. Debian hag released s security advisorny and updated packages to address the Bluetooth €
CAPI packet buffer overTlow sulnerability in the Linux Kernel,

Description Impact /

mﬁicateﬁ, remcots attacker could exploitthis
wulnerability tr cause & Dos condition ar e;a:eu:ﬂms I m paCt

cade with rocd privileges. Az a result) the attacker tould
The possible effect of

take complete contral of the affected system,
unauthenticated, remote attacker could explait thi To exploit this vulrerability, an attacker st be able to an attaCk
sulnerakilty by submifiing mslicious CMTF mesesges o | submil 2 maliclouz CUITF meseage to an afecled host
an affected host. This action could cause a buffer The attacker must submit the rmezsage wia a device
overlow condition end allow the aftackerto cause 3 Dok CDRNE: to an 1800 retwork that the target systern

condition or execute arbitrary code with poct privilenes, rezides on. The vulnerabilily exiets because the h 1 I f 1
sty rec inteycwrrsg function of the kermel's Bluginoth - TeC n ICa I n Orl I Iatl O n
sUpp Ot (el biuetcoticEniyeapd n fails o o

m.a‘ted, remnts Tactlcal explanatlons

subimitiing

High level overview of Alert
and strategic implications

The Linux Kerrel versions 2.4.23.4 and priar and 2.6.149.1
and prior cantain a vulnerakility that could allow &y
unauthenticated, rernote attar
cardioe (D08 condition or e

The vulnetakility exists herause the kerriel's Bluetooth Echiicasintonination

stack fails to sufficiently validate inpul. &n

Kernelorg confirmed this vulnerabilibe with 8 changelan
and relessed updsted soffwsare

il

aft

i

i i malicious CMTR nackets designed to exploit 2 boundary . .
arning indicators ermor in crife recy nteroprsg. This action could tauss and g uidance aimed at

the kerrel to avereetite kermel CMTR and CAP| data

structures allowing the attacker to o 7 Dug condition 1M1
i ures gliowing e aiacker i .Q{‘;B"I conaion admlnlstrators

oF execute arbitrary code with xocd prh

The fallowing versions of the Linux Kernel are vulnerable:

Linux Kernel 2.4 33 .4 and priar
Linux Kernel 2.6.19.1 and prior




Actionable Intelligence

Gafeguards
I nte I I I S h ie I d An alySIS InteliShiold Analye: adrministrators are advized to apply the approptizate
ntelliShield Analyzis update.
H H To ezpluit thig wulnerability, the sttacke =t delive , stratn B ahiss 8 noth 8 i
SeCU rlty an alyStS prOVIde B :ﬁgpqcpet_ tlf:z;:s;d‘aﬁerte n:_ 1_ d_%rﬁrI[Janthtwfjer‘ ig{igtg?:::: rimajﬁn{n Zétopirifnl:fum o7 SRR
- . |ntermtﬂn 15 mqunmd Bewuw Elu@tuﬂtf Ry rected
additional analysis and E

@ :

i Pmlﬂtthu vulnman W so 5 fBlmmoth wnn!%“t@ Sscministrators may consi densig QEIC:DN devices o

th.

i
,HTM urruutem are advized to uparads Fary thatdu not cormect wig Bluet

comments regarding the alert

PatchesGoftware

ge transpot protocol SCMTE) delivers

Corunon B application prograroming interace (CAPD i' JEELE el

uy kerrel

NS are avallsdale at the Tolloswirog lirks:
L4385 and Linug Kemel 26192

i

The 2.6 branch of kernels distributed by some third-party Jeb =0 102 Feleee] MRkl Kk e el ne

Safeguards
- . K s may inchude ‘thw wulroersdle funct@onalinf, pi Labian
WO rkaro u n ds an d m Itl g a‘tlo n f»zr:{m;trajgrs are‘adv:‘s:ec;m f_ﬂntact thelr Linuxvendor tn e

andrivallpdate. Mandrake can be updstad

i nfo rm atl 0 N B Uentor ARDOGnCEITEntS Futornatically using MandrakeUpdate.

ey ﬂfrhar yes are gvailable atthe mll
3358 chiangelong and Ling

Patches/Software
Applicable patches and | T
software available for SR | -
download

MDK'-;»‘&-‘?OG?,OGA MDI»S& 2..5’, 112, and huntu Linuy has relessed updated packayges atthe
wlimwing links:

e Hal packages can be updsted uzing the up2date
Comnand.

eleaom u; Jfatmj ; A :kages; users can install

%
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o
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=
2
o
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anrily adviaory stthe following Uhuntu 42.10

Vendor Announcements
Links to associated vendor
advisories _

Libuntu Linux has released security notices st the
Tollowelrg links: UEN-416-1 5 d wa 416-3

OE ha: rele ed sepurily arnour"n‘ gtthe
npZmis, =2 _: - SA

LISE- ﬂ!&x N

eourity advisory gt the following

21000
6.1 2-10-poyeerc-sm




“Filtered” Intelligence

Alert History —

&lert History
Yersion 8, February 12, 2007, 12:43 PR Ubuntu Linuy bas relessead a securily notive snd updgted packages to
address the Bluetooth support CAP] parkm buffer ovarflow vulnersbility in the Linuy Kermeal,

YWersion 7, January 30, 2007, 4:59 P
address the Bluetooth support CAR| ps

Mamelorg has relegsed a software changelog slong with updated versions to
ket butfer overflow vulnerakility in the Linux Kernel

Version 8, January 30, 2007, 2239 PM: Red Halt has

ve aecurity advisory and updated packages to address the
Elustooth support CAF] packet buffer overflow wulneraki

leased a
Ty i troe Liroe Kemel,

i

Wersion 5, January 24, 2007, 842 A Mandrive hasrelessed g securily advisory and updsied paekages o address the

Provides a timeline
summarizing each time
the Alert was updated
with new information

Product Sets
Smart-Filters to
reduce “noise” and
drive applicable
Intelligence to
appropriate audience

sl ol Suppont CARL pack

et buffer averlow wuinerability inthe Linus kermel

—

Yersion 4, January 16, 2007, 1:05 PM: Mandriva has released & %u_lrlw advizory and updated packages to gddress the
Blusgtooth zupport CAPL packet bhuffer overflows vulnergbility in the Linuy Memel

Yersion 3, January 8, 2007, 9:48 A Trustix has rel
Bluetnoth support AP packet bulfer overflow vulnera

curity advisory and updates packsyes to sddress the
i I’Nl 1the Linux Kemel

0o
W

Yersion 2, January 3, 2007, 8:16 AM: Mandriva has relegsed a security advisory and updaies packsyes o address the
Bluetooth support CAPI packet huiffer overlloe vulnerability in the Linuy Rernel

Yersion 1, December 18, 2006, 11:506 AM: The Linux Eermel cordaing a buffer overflow wvulrerability that could allowe an
ungutherdicated, rermole aftgoker to cause g derdgl of service condifion or seecute arbitrary code. Updates are syailable.

O Product Sets

The apcurity vilnarability applies to the following combingtions of producta,

Frimahy Frogucts!

Linus Torvalds Linuy Kemel

o

o g

Application
Bwaa, e, Enablament Serices 4.0
LEEDY
Converged
Avaya, Inc. Cormrmunications T 0Basge, 1121 13.0]31 Base, 1
Sarver (OO
Pvaya, Inc. Modular Messaging 3.0
2.0 (Communication Mansger | 2001 Communicgtion Managen | 2
- - [y catin sy A Cn o 3 2.2
o Linc. SEIN0 Mediz Center ‘ conmuni at’ n Mansyer [ 211 ¢ E/ rnmunication Mma%r_lz
(Cormmuriestion Managen | < {Communication Manage | 31
Communication Managery




Isco Security IntelliShield Alert
anager summary

e | St | Ly | o | Lot

alualn Chi
CIsco IntelliShield
. sk e
Norte
s
ol oo s Loai | ot 1 Atches
cisco e —
. . . soumons | momtsnsoniss | o | Siwon | Takgasems Paercomat -
Security Center : e
: frier
: o e
= : =y
b st 2 me
Nm e
cisco IntelliShield | =
i
Linux Kemel Bluetooth Support CAPI Packet Buffer Overflow Vulnerability frl
VULNERABIITY ALERT
Tt Type:
= [
wgency: WesknessFound %
FestPuished
Lot utishect creanny Contirmed +
Vector:
pr— Soverty Moderate Domoge  S——
. . - -~ ossaus e —
CVE CVE-2006-6106. CVSS Temporal: 74 VS Vession 10
Bugien o 2604
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5. A5 a resul he attacker could
the affscted System,

Sign up for a 6- _
month trial today =

de with ro0tprivileges.

Inux Kerre and prior
LinuxKernel 2.6.19.1 and prior

For a 6-month trial
www.cisco.com/go/intellishield/tria |

Cisco Security Center
WWW.CISCO.com/go/security
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