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Why is Data Center Security important

Enterprise data centers contain the assets, applications, and data that are often targeted
by electronic attacks

Endpoints such as data center servers are key objectives of malicious attacks and must
be protected.

Attacks against server farms can result in lost business for e-commerce and business-to-
business applications, and the theft of confidential or proprietary information.

More people have authorization to access specific services either remotely or on site (for
example, consultants, temporary workers, partners, etc.) which makes data center server
farms more accessible / vulnerable

Hackers can use several currently available tools to inspect networks and to launch
intrusion and denial of service (DoS) attacks to data center servers
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= Who to protect applications from?

External threats from the Internet

Internal threats from the Intranet

From Partner’s networks originating attacks
= What to protect applications from?

Intrusion

Denial of service

Worms
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Cisco Catalyst 6500
Delivering Security in the Enterprise

TRUST AND THREAT SECURE
IDENTITY DEFENSE CONNECTIVITY
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Facilities Constraints & Growth
You Will Effectively Lose 20% of Your IT Budget

Availability of quality data center space and power
facilities Is decreasing

- 50% of Enterprise Class DC’s will be technologically obsolete within 24 months
- 12/05, Michael Bell, Gartner

Storage growth is 40-70 % CAGR
Server growth was 12% in 2005 and is
expected to increase

Energy bill will grow from 10% of IT budget to
over 30%

Over the next three years 50% of large organizations will face an

annual energy bill higher than their annual server budget

Source: Gartner, 2006




What Can Be Done To Reduce Power of
Consumed by Network Services?
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Action

Consolidat tworks

Avoid Gateways and
Consolidate Functions

Virtualized Network Elements

View Powe guirement
Holistically
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Benefit/Implication

Fewer Networks = Less Cost
Reduce Storage Power Draw

Specialized appliances are not
power efficient due to redundant
internal ng, switching and
power conversion elements

1 Network or Network Element per
custom ower and space
inefficient

nologies such as
le future

rts based upon
all power




Reduce Power and Space Consumption
Through Integrated Services Design

Design Efficiency

Catalyst 6500 power supply efficiency has
improved 70-80% since 1999

Cisco ACE with FWSM reduces power by
85%~ 11kW

Rack space saved with virtualized,
integrated modules ~30R

Additional savings from reduced cabling,
port consumption and support costs

BONUS: Reduce complexity, increase = w | EE
manageability, reduce latency, and eliminate |¢ = @ & | S
single points of failure
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Firewall Services Module

PIX base Feature Set
» High Performance Firewall:
5.5Gbps bandwidth (best case —
large packets!)
» 2.8 Million pps throughput
= 1 million concurrent connections
= 100K new connections/sec
= 250 Virtual firewalls/contexts

» Transparent (L2) and Routed (L3) firewalls in
the same service module

» Resource Manager: Assign Service Classes,
Resource Limits

» 256 VLANS per context with maximum of
1000 VLANSs

= LAN failover active/standby (both intra/inter
chassis) and active/active

» Dynamic Routing: OSPF and RIP (2 OSPF
virtual routers) in non-virtual FW mode

» Support multiple blades in the chassis, up to
4 for 20Gbps

» 80K access-lists enforced in hardware —
maximum best-case figure

» Supported on Native 10S 12.1(13E) and
CatOS 7.5(1) onwards

FWSM v3.1
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Scaling Switch
Integrated FW Services
to 20 Gbps




FWSM Clustering
Scaling to16 Gbps using 2 ACE Modules
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FWSM Clustering
VLAN & PBR Techniques to scale to 20 Gbps

Cates00 ' ‘

VLAN 10
VLAN 20

VLAN 30
172.18.10.1 172.18.20.1 172.18.30.1

A Firewalls default route
| point to MSFC

VLAN 31

Servers default route
172.18.11.100 172.18.21.100 172.18.31.100 point to FWSM




Multiple 10-20 Gbps
Solutions

Low Power
Consumption

Industry’s Highest

Port Density

High Availability

Switch Integration

L2/L3/Mixed Mode
Deployment

Multiple media
types
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6500 / 7600 Firewall Services Module

Overview and Pricing
Performance
» 5.5Gbps bandwidth
= 2.8 Million pps throughput
= 1 million concurrent connections
= 100K new connections/sec

Advanced Features Firewall Services Module
: . Product ID:
250 Virtual firewalls/contexts US List Price: $34,995

Transparent (L2) and Routed (L3) firewalls in the same
service module

Resource Manager: Assign Service Classes, Resource :
Limits Available : Now

256 VLANS per context with maximum of 1000 VLANSs

LAN failover active/standby (both intra/inter chassis)
and active/active

Dynamic Routing: OSPF and RIP (2 OSPF virtual
routers) in non-virtual FW mode

SugBort multiple blades in the chassis, up to 4 for
20Gbps

80K access-lists enforced in hardware — maximum
best-case figure




Catalyst 6500 / Cisco 7600 Firewall Systems
Sup720-3B Bundles

$59,995
$64,995
$69,995
$74,995

Available : Now

Value
Proposition

Chassis
and
Supervisor




NEW Catalyst 6500 / Cisco 7600 Firewall
Systems
Sup720-3BXL Bundles

$80,990
$84,990
$90,990

Available : Now

Value
Proposition

Chassis
and
Supervisor




NEW Catalyst 6500 / Cisco 7600 Firewall
Systems with TWO Firewall Serives
Modules Sup720-3BXL Bundles

N e oo
B e . $118,000

Available : Now

*' s :
Value
Proposition

Chassis
and
Supervisor
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Single Module Management
ASDM.F

Either Java applet (https://...) or
Java Webstart grogram that
runs on your P

Understands all FWSM
features

Manages virtual firewalls
Real-time logging
Monitoring

Can run in admin context mode
or per-context basis = self-
adapts accordingly




Multi-device manager:
Cisco Security Manager

Administer policies
~ visually on tables or
topology map

Jumpstart help: an extensive
animated learning tool

Centrally provision Flexible management views
policies for firewalls ,

VPN’s and IPS Client/Server architecture

Very scalable

Policy Inheritance
feature enables
consistent policies
across enterprise

Powerful device grouping
options

EBC Overview © 2006 Cisco Systems, Inc. All rights reserved. Cisco Public

Configure policies for ASA,
PIX, FW SM and IOS

Single rule table for all
platforms

Intelligent analysis of
policies

Sophisticated rule table
editing

Compresses the number of
access rules required

VPN Wizard setup
Site-to-Site, hub-spoke
and full mesh VPN'’s
with a few mouse clicks

Configure remote-access
VPN, DMVPN, and Easy
VPN devices

Automatic updates to the
IPS Sensors
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CS-M
Device support

Pix: 6.3.x, 7.0.x, 7.1.x, ASA: 7.0.x, 7.1.x, FWSM 2.2, 2.3 and 3.1
|OS Routers: 12.3.x and 12.4.x, with and without IOSFW feature
|OS Routers need to be able to talk SSH / SSL (standard in 12.4)
Catalyst 65xx series for router ACL’s

VPN Service Module, VPN SPA Module

All IPS devices with versions 4.x and 5.x

FWSM: Near full feature coverage

CS-M 3.1 coming out in March 07 supports FWSM 3.2
Pix 7.0/7.1 and ASA 7.0/7.1: Near full feature coverage except SSL VPN
IPS devices: Near full feature coverage

|OS: Only security related features and features that have a direct relation with
VPN such as: routing, Qos, dial backup etc
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FWSM 4.0 Roadmap Update

Next Generation CONVERGED Services Solution

= Deep and Stateful Packet Inspection

- Provides acceleration of NBAR and FPM for Layer 3
IPv4 Unicast packets

- Integrated MSFC for FULL L3 functmnahiy ;

- Performance @ 2Gbps BN

PHASE 1

Targetting Secure Access and
WAN Aggregation

Value Added Hardware Accelerated IP Services



FWSM 4.0 Roadmap Update

NBAR provides...

FULL packet stateful inspection to identify traffic
Protocol Discovery using Application Signatures
Applies QoS Policies to Application flows

LINK UTILIZATION

NBAR policy can mark HTTP data .

as high priority and rate limit both oo\ E-DONKEY 60%
SKYPE and E-Donkey traffic ensuring 110100100111011 } SKYPE ggga
priority for internal HTTP traffic jo1110110100010) HTW 3
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