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Session Objectives

In the upcoming 60 Minutes you will...

= Understand basic operation of Identity and
IEEE 802.1X in a switched campus network,

= Know about previous deployment barriers
-and-

= Learn Cisco’s new tools and solutions to
overcome those barriers and make
IEEE 802.1X deployable in today’s
enterprise networks.



Agenda

= |dentity Introduction



Identity for Today’s Access Layer

End Users & End Points Network Access Devices

Intranet

Wireless




Identity Heuristics

= Keep the outsiders out

Prevent unsecured individual gaining @
physical and logical access to a network
= Keep the insiders honest pn

What can validated users do when they get ® < Email
network access?

* Increase network visibility
Real-time and logged

Enterprises need accountability




What Is Authentication?

= The process of establishing and confirming the identity
of a client requesting services

= Authentication is only useful if used to establish
corresponding authorization

= Model is very common in everyday scenarios

I’d Like to Withdraw 200.00 Euros Please.

Do You Have Ildentification?

Yes, | Do. Here It Is.

< Thank You. Here’s Your Euros.

An Authentication System Is Only as Strong
as the Method of Verification Used



Why has Identity been so difficult in the LAN?

= WLANS Wired Ethernet Networks

Relatively New Technology Ethernet Mature Technology

Widely Depl d
Required Client from the \dely Ueploye

beginning Never really required a client

No legacy host issues to deal 20-Years of legacy devices, OSs

with and applications, all of which were
built with the assumption of open

= Remote Access VPN connectivity

Relatively New Technology Deployment Challenge: Required

Required a client from the Prior Knowledge of device

beginning capabilities before configuring port

No |egacy host issues to deal IEEE 802.1X Breaks all of this!

with



Gartner Publication

Publication Date: 28 July 2008 ID Number: G00159502

A recent Gartner survey indicates that 50% of enterprises plan to
implement 802.1X in their wired networks by 2011. Gartner believes
that momentum will increase strongly, and that actual enterprise
adoption will reach 70% by 2011.

Adoption of wired 802.1X is growing, but only about 50% of
organizations are planning to deploy it by 2011. More
organizations likely will add wired 802.1X to their plans once
vendors make it

easier to deploy and operate, and when success stories become
more visible.
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= 802.1X in a nutshell



IEEE 802.1X: The Foundation of Identity
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Access Point) Server
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Enforcement via MAC- Defines encapsulation for
based filtering and port- Extensible Authentication

state monitoring Protocol (EAP) over IEEE
802 media — “EAPoL”




Default Port State without 802.1X

> No visibility
> No Access Control

SWITCHPORT

o

N




Default Security with 802.1X

> No visibility (yet)
> Strict Access Control

SWITCHPORT

One Physical Port ->Two Virtual
O ports
[ Uncontrolled port (EAPoL

=
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interface fastEthernet 3/48
authentication port-control auto

ing
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Default Security with 802.1X

» User / Device is Known
> ldentity-based Access Control

Single MAC per port

Looks the
same as
without

=
7S

interface fastEthernet 3/48

Dynamic VLANs or authentication port-control auto

-~ ACLs can be used to
Authenticated Use A customize the user
experience.



Default Security: Consequences
__ Default 802.1X Challenge

> Devices w/out supplicants

SW
Can’t send EAPoL e e L
> No EAPoL = No Access e One.IDhgg,'[(t::I Port ->Two Virtual
£ Uncontrolled port (EAPoL
s =
%Q\GO\\) o Nz
«é? & ! 1S
QO\’ : 1
28 !
|
I : interface fastEthernet 3/48
L authentication port-control auto
I
v A

ILNo EAPoL / No Access|




Default Security: More Consequences
__ Multiple MACs per Port

SECURITY OLATION

> Assumed to Be Malicious
Hubs, Gratuitous ARPs, VMware

SWITCHPORT

T
S
7S

interface fastEthernet 3/48
authentication port-control auto

B U
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= New Cisco 802.1X Solutions



Integration Considerations

To be deployable, 802.1X and Identity Networking
must accommodate the realities of real world
networks.
Real World Networks May Have:

= Devices that do not speak 802.1X

= Supplicants without valid credentials

= AAA server outages

= Multiple devices per port



Authentication

Flexible Authentication (“Flex-Auth”) refers to a set
of features that enable configurable sequencing,

priority and fallback behavior of authentication
methods:

= Configurable behavior after 802.1X timeout
= Configurable behavior after 802.1X failure

= Configurable behavior before & after AAA server dies
= Configurable order of authentication methods

= Configurable priority of authentication methods



Default Ordering:
802.1X, MAB, Web Auth, Guest VLAN interactions

802.1X 802.1X

802.1X 802.1X
Timeout timeout

MAB MAB

MAB MAB
fails fails

Web Auth

interface GigabitE 3/13 interface GigabitE 3/13

authentication port-control auto authentication port-control auto
dot1x pae authenticator dot1x pae authenticator
mab mab

authentication event no-response action authorize vian 40 authentication fallback WEB-AUTH



Alternate Approach

Default Order: 802.1X First Flex-Auth Order: MAB First

By default, the

switch attempts Alternative
order does
auth method packet from
flrSt. device
802.1X MAB
Timeout fails
Timeout can
mean
significant 802 . 1 X
delay before
MAB.

802.1X
Timeout

Guest
VLAN




Flex-Auth Order with Flex-Auth Priority

Default Priority: 802.1X
ignored after successful
MAB

Port EAPoL-Start

Received

MAB

MAB
passes

Authorized
by MAB

MAB fails

'/\ Flex-Auth Priority: 802.1X
starts despite successful
802.1X VAR

= Priority determines which method can preempt other methods.

= By default, method sequence determines priority (first method has
highest priority).

= If MAB has priority, EAPoL-Starts will be ignored if MAB passes.



Modifying Default Security with 802.1X

Multiple MACs on Port

» Each MAC authenticated
SWITCHPORT
802.1X or MAB BT

=
1/
R 75

interface fastEthernet 3/48
authentication port-control auto
authentication host-mode multi-auth

i G_W ‘a
;/"“‘\;
.



Multiple Hosts per Port

Host Mode __Enforcement

Single Single MAC address per port
Multi-Domain One Voice Device +

Auth (MDA) One Data Device per port
Multi-Auth Superset of MDA with multiple Data

Devices per port

Multi-Host One authenticated device allows
any number of subsequent MAC
addresses.



Authorization

= Authorization is the embodiment of the ability to
enforce policies on identities

= Typically policies are applied using a group
methodology — allows for easier manageability

= The goal is to take the notion of group management
and policies into the network

= Types of Authorization:
Default: Closed until authenticated.
Dynamic: VLAN assignment, ACL assignment
Local: Guest VLAN, Auth-fail VLAN, Critical Auth VLAN



Default Authorization — “Closed Mode”

WITCHPORT
One Physical Port ->Two Virtual
ports
Baetore A o =1ile 1 Uncontrolled port (EAPoL
| hing
AT
|
L N1/
-
vy vy .{Ic
&V\ qlTCHPORT
After A C dllO

=
7S

interface fastEthernet 3/48
authentication port-control auto




Changing the Default Authorization:
“Open Access”

Open Access (No Restrictions)

» Authentication Performed
» No Access Control

interface GigabitE 3/13
authentication port-control auto
authentication open

mab



Open Access Application 1:

Monitor Mode

Monitor the network, see who’s on, address future connectivity

problems by installing supplicants and credentials, creating
MAB database

(@ )
TO DO Before implementing access control:
*Confirm that all these should be on network
+Install supplicants on X, Y, Z clients

*Upgrade credentials on failed 802.1X clients
*Update MAC database with failed MABs

gy

RADIUS accounting logs provide visibility:
» Passed/Failed 802.1X/EAP attempts
» List of valid dot1x capable
« List of non-dotx capable
» Passed/Failed MAB attempts
* List of Valid MACs

 List of Invalid or unknown MACs




Open Access Application 2:
Selectively Open Mode

i N
Selectively Open Access o

interface GigabitE 3/13 f S
authentication port-control auto 0‘?‘
authentication open _ 6\5{\0 o
> Open Mode (Pinhole) ip acceSS'groupUNAUTH in %Qe Q%G(Q
- On Specific TCP/UDP Ports .~ / oF
= Restrict to Specific Addresses e
» EAP Allowed (Controlled Port) " =mse e, o
» Download general-access ACL -
upon authentication ¥ i W s
|
[P e e
I .
I v
! : Pinhole explicit tcp/udp
I I ports to allow desired
! H access

Block General Access Until
Successful 802.1X, MAB
or WebAuth




802.1X & IPT: A Special Case

Voice Ports

With Voice Ports, a port can belong to two VLANSs, while still
allowing the separation of voice / data traffic while enabling
you to configure 802.1X

An access port must be able to handle two VLANSs:
1) Native or Port VLAN Identifier (PVID) / Authenticated by 802.1X
2) Auxiliary or Voice VLAN Identifier (VVID) / “Authenticated” by CDP

Hardware set to dot1q trunk

_ Tagged 802.1q
- i ﬁ

- 4 =—"

Untagged 802.3




IPT & 802.1X: Fundamental Challenges

ne device per port

P

“The operation of Port Access Control
assumes that the Ports on which it operate
offer a point-to-point connection between a
single Supplicant and a single Authenticator.
It is this assumption that allows the
authentication decision to be made on a per-
Port basis.”

IEEE 802.1X rev 2004

*C Link State is Unknown to Switch

e

Security Violation

IPT Breaks the Point-to-Point Model




Solution: CDP 2"d Port Notification

Domain = DATA
Supplicant = 0011.2233.4455
Port Status = AUTHORIZED
Auth Method = MAB ]
i v Link status msg
! addresses root cause
‘\ v' Session cleared
immediately.
Device A Unplugs Domain = DATA
Port Status = UNAUTHORIZED v' Works for MAB and
1
.................................. i 802.1X
i Phone sends link [l i w :
| down TLY toswich, T e—— v Nothing to configure
. Domain = DATA
. i Supplicant = 6677.8899.AABB
Device § Plugs In . Port Status = AUTHORIZED
| AuthMethod = Dot1x IP Phone: 8.4(2)

! 3K: 12.2(50)SE (Q1CY09)
! 4K: 12.2(50)SG (FCS)
T 6K: 12.2(33)SXI (FCS)




Multi-Domain Authentication (MDA)

Solving the two-devices-per-port problem

IEEE 802.1X

MDA

Single device per port ||~

Single device per domain per port

Phone authenticates in Voice Domain,
tags traffic in VVID

ﬁ == 802.1q
= BE

PC authenticates in Data Domain,

untagged traffic in PVID

MDA replaces CDP Bypass

« Supports Cisco & 3rd Party Phones

* Phones and PCs use 802.1X or

\Voice

Data

Two Domains Per Port

3K: 12.2(35)SEE
4K: 12.2(37)SG

y 6K: 12.2(33)SXI
MAB




Non-802.1X Devices: Summary

For Differentia | Authorization | Authorization Credentials
Devices ted Method Required

or Users? | Access?

Guest Both No Local Static Guest None
VLAN VLAN only
MAB Both Yes Centralized Dynamic VLAN None (switch
or detects MAC)
Dynamic ACL
Web-Auth Users Yes Centralized Dynamic ACL Username /

only only Password



New Feature Availability on Catalyst Switches

Catalyst 6500 | Catalyst 4500 | Catalyst 356x,

Open Access

Flex-Auth
Multi-Auth
dACL

CDP 2 port

series series 37xx, 2960
12.2(33)SXI 12.2(50)SG Q1CY09
12.2(33)SXI 12.2(50)SG Q1CY09
12.2(33)SXI 12.2(50)SG Q1CY09
12.2(33)SXI 12.2(50)SG Q1CY09

12.2(33)SXI 12.2(50)SG Q1CY09



= Brief Introduction to ACS 5.0



ACS 5: Next Generation ACS

= ACS 5 is a platform = SR ;G
= Improved admin paradigm
Revised policy model & new GUI

- — Y ———

New interfaces (web services)

Centralized management
= More powerful access control policy management
= Integrated monitoring, reporting, & troubleshooting

= Architectural improvements and improved scalability



ACS 5: Rule-Based Policy Model

= Old concept of “group” is split up into multiple pieces

Identity Group : Classification based on identity and related
attributes

No authorization permissions in Identity Group

Conditions : Other environment or session (non-identity)
attributes defined independently

Location, access type, time and date, etc.

Permissions : “Authorization Profiles” contain access
authorization information

= A set of authorization rules assign permissions for the
session

IF <condition(s)> THEN <resulting permissions>



Key Takeaways

*|EEE 802.1X is deployable.

= Gartner predicts wide adoption of this
technology.

= Cisco has the tools and solutions to
make your deployment successful.






et
CISCO




