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Touch Cisco
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Trends im Datacenter: 
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“T r e n d s  i m  D a t a c e n t e r :  D i e  n e u e n ,  
z u k u n f t s s i c h e r e n  S y s t e m e  u n d  A r c h i t e k t u r e n “
Der technische Vortrag beschäf tigt sich m it d er I nf rastru k tu r im  

Datacenter.  Verk abel u ngs-S y stem e m it „E nd -of -R ow “,  „M id -of -R ow “,  
„T op -of -R ack “ od er B l ad e-S w itches bestim m en d ie A u sw ahl  d er 
ak tiv en K om p onenten u nd  d er DC -A ggregation.  Die P räsentation 
z eigt neu e T rend s u nd  erw eiterte T echnik en im  Datacenter.  A n H and  
d er neu en C isco N ex u s u nd  d er C atal y st 6 5 0 0  F am il ie w erd en 
beisp iel haf t d ie integrierte S icherheit m it C T S  ( C isco T ru sted  
S ecu rity )  u nd  d en L 2 -T ransp ort z w ischen Datacentern m it O T V 
( O v er-the-T op -Virtu al iz ation)  d isk u tiert.

Der Vortrag w end et sich an al l e Datacenter- u nd  N etz w erk p l aner u nd  –
T echnik er,  d ie sich m it neu en T echnik en im  Datacenter beschäf tigen 
u nd  an technischen Detail s v on N ex u s u nd  C atal y st interessiert sind .
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Agenda
- C i s c o  D a t a c e n t e r  3 . 0  S t r a t e g i e
- Ve r k a b e l u n g s s y s t e m e u n d  d i e  a k t i v e n K o m p o n e n t e n
- I n t e g r a t i o n  v o n  Vi r t u a l  S w i t c h  S y s t e m  ( VS S )i m D a t a c e n t e r
- Üb e r b l i c k C i s c o  T r u s t e d  S e c u r i t y  ( C T S )
- D C -L 2 -K o p p e l u n g  m i t O v e r -t h e -T o p -Vi r t u a l i z a t i o n  ( O T V)
- Q & A
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Data Center 3.0 Technology Plan
Continuous Innovation and Execution
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V e r k a b e l u n g s s y s t e m e u n d  d i e  a k t i v e n
K o m p o n e n t e n
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P h y s i c a l  I n f r a s t r u c t u r e  a n d  N e t w o r k  T o p o l o g y
Network Equipment and Zones

Server Rack

N et w o rk Rack

Z o n e

D C

P o d

St o rag e Rack

COLD AISLE

H OT  AISLE

E o R A cces s  
P O D

E o R B l ad e 
P O D

T o R/ F E X  Rack

PODPODPODPODPODPOD

PODPODPOD 4  PODs4  4  PODsPODs

T o R P O D

M i x ed  Ro w s

B l ad e Rack

PODPODPOD
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Row 1 Row 2 Row Row

A c c e s s  L a y e r  N e t w o r k  M o d e l
End of  R ow,  T op of  R ac k &  B l ade S witc h es

End of Row T op  of Ra c k B l a de  S wi t c h e s

Row 1 Row 2

End of Row w/  
B l a de  Enc l os u r e s

T oR w/  B l a de  
Enc l os u r e s

G E 
A c c e s s

Row

Row 1 Row 2

End of Row T oR w/  F EX

Row 1 Row 2

What it used to be…What it used to be…

What el se is c om in g …What el se is c om in g …
W h a t  i nfl u e nc e s  t h e  p h y s i c a l  l a y ou t …

Pr i m a r i l y :
Po w e r
C o o l i n g
C a b l i n g

S e c o n d a r i l y
A c c e s s  M o d e l
Po r t  De n s i t y

W h a t  i nfl u e nc e s  t h e  p h y s i c a l  l a y ou t …
Pr i m a r i l y :

Po w e r
C o o l i n g
C a b l i n g

S e c o n d a r i l y
A c c e s s  M o d e l
Po r t  De n s i t y

EoR
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DC Core
Unified Fabric Evolution ( t he s t o ry  s o  f ar…)

CBS 3100 
Blade

Ca t a l y s t  4 9 x x
R ac k

Ca t a l y s t  6 5 00
E n d-o f -R o w

Ca t a l y s t  4 9 x x
R ac k

CBS 3100
M D S 9 12 4 e
Blade

1GbE Server Access 1GbE a n d  4 Gb F C  Server Access

DC A c c es s

Ca t a l y s t  6 5 00
1 0 G b E  C o r e

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

M D S 9 5 00
S t o r ag e

S A N  A / B
DC A g g reg a t i on

Ca t a l y s t  6 5 00
E n d-o f -R o w  

St o ra g e

I P + M P L S W A N  
A g g R o u t e r

W A N

M D S 9 5 00
S t o r ag e C o r e

Gigabit Ethernet
1 0  Gigabit Ethernet
1 0  Gigabit D C E
4 Gb F ibre C hannel

C a t a l y st  6 5 0 0  B u si n ess B en ef i t s: -
• H i g h e r  u t i l i s a t i o n  o f  a s s e t s  (M E C )
• T i g h t  c o u p l i n g  o f  s e r v i c e s  (t o  c h a s s i s )

• S m a l l e r  F o o t  P r i n t  – O P E X  s a v i n g s
• L e s s  s e r v i c e  c a b l i n g  – C A P E X  &  O P E X  s a v i n g s

• B a c k w a r d s  c o m p a t i b i l i t y
• C A P E X  I n v e s t m e n t   P r o t e c t i o n  -F l e x i b i l i t y  

C a t a l y st  6 5 0 0  T ech n i ca l  B en ef i t s: -
• R a n g e  o f  C h a s s i s  a n d  I n t e r f a c e s  
• S e r v i c e  B l a d e s  (A C E ,  F W S M ,  N A M 2 )
• V i r t u a l  S w i t c h i n g  S y s t e m
• A d v a n c e  R o u t i n g ,  S w i t c h i n g  a n d  S e c u r i t y  F e a t u r e s  
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Unified Fabric Evolution ( t o d ay )

CBS 3100 
Blade

Ca t a l y s t  4 9 x x
R ac k

Ca t a l y s t  6 5 00
E n d-o f -R o w

Ca t a l y s t  4 9 x x
R ac k

CBS 3100
M D S 9 12 4 e
Blade

10 GbE a n d  4 Gb F C  Server Access

DC A c c es s

Ca t a l y s t  6 5 00
1 0 G b E  C o r e

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

M D S 9 5 00
S t o r ag e

S A N  A / B
DC A g g reg a t i on

Ca t a l y s t  6 5 00
E n d-o f -R o w  

St o ra g e1GbE Server Access

I P + M P L S W A N  
A g g R o u t e r

W A N

M D S 9 5 00
S t o r ag e C o r e

N e x u s  7 000
1 0 G b E  C o r e

N e x u s  7 000
1 0 G b E  A g g
Ca t a l y s t  6 5 00
D C  S er v i c es

N e x u s  7 000
E n d-o f -R o w

Gigabit Ethernet
1 0  Gigabit Ethernet
1 0  Gigabit D C E
4 Gb F ibre C hannel

DC Core

N ex u s 7 0 0 0  ( i n  t h e C o re)  T ech n i ca l  B en ef i t s:  -
T o d a y :  -
• 1 0 G b E  A g g r e g a t i o n  S c a l a b i l i t y  (6 4  x  1 0 G b E  l i n e  r a t e )
• 4 . 1 T b p s  C h a s s i s ,  8 0 G b p s / s l o t  
• N X -O S  H i g h  A v a i l a b i l i t y  (M o d -O S ,  P S S ,  G R ,  I S S U )
• P h y s i c a l  H A  (F a b r i c  C a r d s ,  F a n s ,  S u p s   - O I R  e t c )
• D e v i c e  V i r t u a l i s a t i o n  (V D C ,  V R F )
• L i g h t s  o u t  M a n a g e m e n t  (C M P )
• L o s s l e s s  F a b r i c  (V o Q )
• A d v a n c e d  S e c u r i t y  F e a t u r e s
• C i s c o  T r u s t e d  S e c u r i t y
• P r o g r a m m a t i c  X M L  A P I
• G O L D  &  S m a r t  C a l l  H o m e

N ex u s 7 0 0 0  ( i n  t h e C o re)  B u si n ess B en ef i t s:  -
T o d a y :  -
• L o w e r  c o s t  p e r  1 0 G b E  p o r t  – C A P E X  s a v i n g s
• G r e e n  - l o w e r  p o w e r  p e r  i n t e r f a c e  (S F P + )
• I n c r e a s e d  H A  =  b e t t e r  S L A s ,  b e t t e r  m a r g i n s
• S c a l a b i l i t y  =  i n v e s t m e n t  P r o t e c t i o n N ex u s 7 0 0 0  ( i n  t h e a g g reg a t i o n  l a y er)

T ech n i ca l  B en ef i t s: -
T o d a y :
• D e -c o u p l i n g  o f  S e r v i c e s  (f o r  C l o u d )

• S c a l a b i l i t y
• A v a i l a b i l i t y
• S e c u r i t y

• V i r t u a l  P o r t  C h a n n e l
(v P C )
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DC Core

CBS 3100 
Blade

Ca t a l y s t  4 9 x x
R ac k

N e x u s  7 000
E n d-o f -R o w

Gigabit Ethernet
1 0  Gigabit Ethernet
1 0  Gigabit D C E
4 Gb F ibre C hannel

N e x u s  5 000
R ac k

DC A c c es s

N e x u s  7 000
1 0 G b E  A g g
Ca t a l y s t  6 5 00
D C  S er v i c es

M D S 9 5 00
S t o r ag e

Ca t a l y s t  6 5 00
E n d-o f -R o w  

St o ra g e

I P + M P L S W A N  
A g g R o u t e r

W A N

10 GbE a n d  4 Gb F C  Server Access10GbE and 4Gb FC Server Access
10Gb FCo E Server Access

1 0  Gigabit F C o E/ D C E

S A N  A / B
M D S 9 5 00
S t o r ag e C o r e

1GbE Server Access

N e x u s  7 000
1 0 G b E  C o r e

Unified Fabric Evolution ( t o d ay )

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

DC A g g reg a t i on

N ex u s 5 0 0 0  K ey  T ech n i ca l  B en ef i t s:  -
T o d a y :  -
• 1 T b p s  L a y e r  2  S w i t c h  
• L o w  l a t e n c y  (3 . 2 µs  p o r t -t o -p o r t )
• 2 0  x  1 0 G b E  (f i x e d ) p o r t s
• 4 x 1 0 G b E  +  4 x 1 / 2 / 4 G b p s  F C  e x p a n s i o n  m o d u l e s
• 6 x 1 0 G b E  e x p a n s i o n  m o d u l e
• S u p p o r t s  D a t a c e n t r e E t h e r n e t  (D C E )
• S u p p o r t s  F C  &  F C o E  (U n i f i e d  I / O )
• C i s c o  T r u s t e d  S e c u r i t y  (C T S )
• P r o g r a m m a t i c  X M L  I n t e r f a c e
• G O L D  &  S m a r t  C a l l  H o m e

N ex u s 5 0 0 0  B u si n ess B en ef i t s:  -
T o d a y :  -
• L o w e r  O P E X  a n d  C A P E X  f r o m  U n i f i e d  I / O
• G r e e n  - l o w e r  p o w e r  p e r  i n t e r f a c e  (S F P + )
• I n c r e a s e d  H A  =  b e t t e r  S L A s ,  b e t t e r  m a r g i n s
• S c a l a b i l i t y  =  i n v e s t m e n t  P r o t e c t i o n
• A r c h i t e c t u r a l  F l e x i b i l i t y   - I n v e s t m e n t  P r o t e c t i o n
• L o w e r  O P E X  w i t h  s i n g l e  p o i n t  o f  m a n a g e m e n t  (F E X )

CBS 3100
M D S 9 12 4 e
Blade
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DC Core

N e x u s  7 000
E n d-o f -R o w

Gigabit Ethernet
1 0  Gigabit Ethernet
1 0  Gigabit D C E
4 Gb F ibre C hannel

N e x u s  5 000
R ac k

DC A c c es s

N e x u s  7 000
1 0 G b E  A g g
Ca t a l y s t  6 5 00
D C  S er v i c es

M D S 9 5 00
S t o r ag e

St o ra g e

I P + M P L S W A N  
A g g R o u t e r

W A N

10 GbE a n d  4 Gb F C  Server Access10GbE and 4Gb FC Server Access
10Gb FCo E Server Access

1 0  Gigabit F C o E/ D C E

S A N  A / B
M D S 9 5 00
S t o r ag e C o r e

1GbE Server Access

N e x u s  7 000
1 0 G b E  C o r e

Unified Fabric Evolution ( early  2 0 0 9 )

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

DC A g g reg a t i on

CBS 3100 
Blade

Ca t a l y s t  
4 9 x x
R ac k

Ca t a l y s t  6 5 00
E n d-o f -R o w  N e x u s  

5 02 0

Nexus 
1 0 0 0 V

Nexus 
1 0 0 0 V Nexus 

1 0 0 0 V
Nexus 
1 0 0 0 V

Nexus 
1 0 0 0 VNexus 

1 0 0 0 V

V M W  E S X

VM
# 1

VM 
# 4

VM 
# 3

S e r v e r
VM 
# 2

N I C N I C

LAN

N e x u s  
10 0 0 V

N e x u s  1 0 0 0 V

N ex u s 10 0 0 V  T ech n o l o g y  B en ef i t s: -
• Ci sco  “f eat u re ri ch ness” o n t h e h y p ervi so r 

• Q o S,  ACL s,  SP AN ,  N et f l o w  et x
• N et -Adm i n vi si bi l i t y  i nt o  t h e p h y si cal  server and h o st ed V M s
• V i rt u al  Su p ervi so r M o du l e &  V i rt u al  Cent re AP I  ( o ne w ay )

• P o rt  p ro f i l es =  P o rt  Gro u p s o n V M W are V C
• V SM  dep l o y ed o n N 5 k ,  a V M  o r Ci sco  Ap p l i ance

• Al l o w s f o r co u p l i ng  o f  p o l i cy  t o  V M  f o r m o bi l i t y

N ex u s 10 0 0 V  B u si n ess B en ef i t s:  -
• R edu ced O P EX  f o r ch ang e m anag em ent
V M  reso u rce o p t i m i sat i o n and H A
Cro ss-f u nct i o nal  ef f i ci enci es ( V SM  t o  V C AP I )  
• B et t er co nt ro l  o ver p o l i ci es – bet t er SL As,  i ncreased m arg i ns

CBS 3100
M D S 9 12 4 e
Blade
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N e x u s  7 000
E n d-o f -R o w

N e x u s  5 000
R ac k

10 Gb D C E Server Access

DC A c c es s

M D S 9 5 00
S t o r ag e

St o ra g e

I P + M P L S W A N  
A g g R o u t e r

W A N

M D S 9 5 00
S t o r ag e C o r e

Gigabit Ethernet
1 0  Gigabit Ethernet
1 0  Gigabit D C E
4 Gb F ibre C hannel

N e x u s  5 000CBS 3100
M D S 9 12 4 e
Blade

1 0  Gigabit F C o E/ D C E

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

N e x u s  7 000
1 0 G b E  C o r e

Unified Fabric Evolution ( 2 0 1 0 )

N e x u s  7 000
1 0 G b E  A g g
Ca t a l y s t  6 5 00
D C  S er v i c es

DC A g g reg a t i on
S A N  A / B

1GbE Server Access

DC Core

Nexus 
1 0 0 0 VNexus 

1 0 0 0 V

Nexus 
1 0 0 0 V

CBS 3100 
Blade

Ca t a l y s t  
4 9 x x
R ac k

Ca t a l y s t  6 5 00
E n d-o f -R o w  N e x u s  

5 02 0

Nexus 
1 0 0 0 V

Nexus 
1 0 0 0 V Nexus 

1 0 0 0 V

M D S 9 0 0 0  T ech n i ca l  B en ef i t s: -
• S t o r a g e  c o n s o l i d a t i o n :  v S A N s ,  I VR ,  B W  Mg m t ,  P o r t  C h a n n e l
• D a t a  P r o t e c t i o n :  F C I P ,  I / O  A c c e l ,  H / W  E n c r y p t i o n ,  S A N T a p
• Mu l t i -p r o t o c o l  s u p p o r t :  F C ,  i S C S I ,  F I C O N ,  F C I P  a n d  F C o E  ( f u t u r e )
• I n t e g r a t e d  S e c u r i t y :  A C L s ,  F C -S P ,  R B A C ,  R A D I U S ,  T A C A C S +
M D S 9 0 0 0  B u si n ess B en ef i t s:  -
• T o t a l  I n v e s t m e n t  P r o t e c t i o n

3r d G e n  l i n e  c a r d s
B a c k w a r d s  c o m p a t i b i l i t y
C o m m o n  O S  a c r o s s  t h e  r a n g e

• C A P E X  s a v i n g s  t h r o u g h  c o n s o l i d a t i o n
H i g h e r  P o r t  U t i l i s a t i o n  ( v S A N =  f l e x i b i l i t y )
S a v e  o n  D C  I n t e r c o n n e c t  L a m b d a s  ( v S A N )

• C A P E X  s a v i n g s  t h r o u g h  i n t e g r a t e d  s e r v i c e s
• O P E X  s a v i n g s  f o r  S A N  m i g r a t i o n s  ( I VR ) 



© 20 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP S 1 A 20 18

M D S 9 5 00
S t o r ag e C o r e
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N e x u s  5 000
R ac k

N e x u s  5 0 0 0

10 Gb D C E Server Access

DC A c c es s

M D S 9 5 00
S t o r ag e

St o ra g e

I P + M P L S W A N  
A g g R o u t e r

W A N
Gigabit Ethernet
1 0  Gigabit Ethernet
1 0  Gigabit D C E
4 Gb F ibre C hannel
1 0  Gigabit F C o E/ D C E

N e x u s  7 000
E n d-o f -R o w

S A N  A / B

N e x u s  7 000
1 0 G b E  C o r e

N e x u s  7 000
1 0 G b E  A g g
Ca t a l y s t  6 5 00
D C  S er v i c es

Ca t a l y s t  6 5 00
1 0 G b E  V S S  A g g
D C  S er v i c es

1GbE Server Access

DC A g g reg a t i on

DC Core

CBS 3100 
Blade

Ca t a l y s t  
4 9 x x
R ac k

Ca t a l y s t  6 5 00
E n d-o f -R o w  N e x u s  

5 02 0

Nexus 
1 0 0 0 V

Nexus 
1 0 0 0 V Nexus 

1 0 0 0 V

Nexus 
1 0 0 0 VNexus 

1 0 0 0 V

Nexus 
1 0 0 0 V
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Integration von VSS im D atac enter
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Virtu al  Sw itc h ing Sy s tem
Virtual Switch System is a new technology break through for the C atalyst 6 5 0 0  family…
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• 6 7 x x  C a rd  w i t h  C F C / D F C 3C
• Si n g l e Su p ervi so r p er C h a ssi s
• An y   2  C h a ssi s ( E o r N o n -E )
• N AM  1 &  2
• H i t l ess I O S P a t ch i n g 1

• Su b20 0 m s F a i l o ver
• 128  M u l t i -ch a ssi s Et h erch a n n el  ( M EC )

12.2(33)SXH1
• I SSU  – H i t l ess F u l l  I O S 
U p g ra d e

• AC E,  F W SM ,  W i SM ,  I D SM
• P AC L  su p p o rt
• V SL  su p p o rt  o n  6 7 16 -10 GE
• 5 12 M EC
• M P L S,  I P v6 2

12.2(33)SXI

1  Full IOS upgrade will require up to 1-2  m in utes  outage.
2 Firs t R eb uild 12 . 2 ( 3 3 ) SX Ix  

• V SS V a l u e-a d d  f ea t u res 
• D u a l  Su p ervi so r p er Sy st em
• D u a l  Su p ervi so r w i t h  “I n t ra  a n d  I n t er” ch a ssi s SSO
• V P N  SP A 
• 4  ch a ssi s V SS

P l a n n i n g

Virtu al  Sw itc h ing Sy s tem  – R oad m ap
Deployment Consideration for V S S  M ode O nly
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IP or MPLS Core

P E12

P E11D C N et w ork  I P E21

P E22

A

B

D C N et w ork  II
C

D

E A D
- V SS on  d i s t ri b u t i on  s w i t c h es

E A D
- V SS
- ME C

Core
- E oMPLS
- D a rk  F i b er

M
EC

M
EC

V S S V S S

gerd.pflueger@cisco.com

D ata C enter Interc onnec t w ith  VSS
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U eb erb l ic k C T S



© 20 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 24

Cisco TrustSec (Trusted Security)

Integrity & 
C o nf id entia l ityR o l e A w a re 

N etw o rk

C o nv erged  
P o l ic y 

F ra m ew o rk
S ec u re C a m p u s  
A c c es s  C o ntro l

C o n v e r g e d  P o l i c y  D e f i n i t i o n  f o r  
D i f f e r e n t  A c c e s s  T y p e s  P o l i c y  

E n f o r c e d  T h r o u g h o u t  t h e  N e t w o r k
S e a m l e s s  

A u t h e n t i c a t i o n  f o r  
V a r i o u s  A c c e s s  T y p e s

P r e v e n t  D a t a  S n i f f i n g  a n d  
T a m p e r i n g  w i t h  L i n e -r a t e  
H o p -b y -h o p  E n c r y p t i o n

T r a n s f o r m i n g  F r o m  
T o p o l o g y -a w a r e  t o  R o l e -
a w a r e  A c c e s s  C o n t r o l

I E E
8 0 2 0 1 x

M AC
Au t h e n t i c a t i o n

W e b
Au t h e n t i c a t i o n

Ci s c o
T ru s t Sec
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I n  t h e  C l e a r C i p h e r  D a t a I n  t h e  C l e a r C i p h e r  D a t a

L in k  L a yer E n cryp tion

T r u s t S e c  / 8 0 2 . 1
A E  E n c r y p t e d

T r u s t S e c  / 8 0 2 . 1
A E  E n c r y p t e d

T r u s t S e c  / 8 0 2 . 1
A E  E n c r y p t e d

� Hop-b y -Hop pa c k e t  c on f i d e n t i a l i t y  a n d  i n t e g r i t y  v i a  I E E E  8 0 2 . 1 A E
� “B u m p-i n -t h e -w i r e ” m od e l  

P a c k ets  a re enc ryp ted  o n egres s
P a c k ets  a re d ec ryp ted  o n ingres s
P a c k ets  a re in th e c l ea r in th e d ev ic e

� A l l ow s  t h e  n e t w or k  t o c on t i n u e  t o pe r f or m  a l l  t h e  pa c k e t  i n s pe c t i on  
f e a t u r e s  c u r r e n t l y  u s e d

� C a n  b e  i n c r e m e n t a l l y  d e pl oy e d  d e pe n d i n g  on  l i n k  v u l n e r a b i l i t y

D e c r y p t  O n
I n g r e s s  I n t e r f a c e D e c r y p t I n c r y p tE n c r y p t  O n

E g r e s s  I n t e r f a c e

P a c k e t s  i n  t h e  C l e a r  I n s i d e  t h e  S y s t e m
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P ol icy E n f orcem en t Th roug h out th e N etw ork :
R ole B ased A c c ess Control S et-u p

1 . Aut h en t i c a t i o n  R eq uest

6 . L i n k s Up

4 . Gr o up  M em b er sh i p  Dy n a m i c a l l y  Assi g n ed

E m p l o y e e

P a r t n e r

G u e s t
Cisco ACS E x t e r n a l

D ir e ct or y  Se r v e r

G e n e r a l

2 . R a d i us a n d  AD Aut h c / Aut h z

5 . S GACL  Dy n a m i c a l l y  Ap p l i ed

C R ME C

P
I
U

G

SG ACL

P r o c e s s
A u t h o r i z a t i o n

R u l e s

I n t e r n e t

Verify Identity 
C redentia l s  a nd 
O b ta in A dditio na l  

A ttrib u tes

L e g e n d

Link/Port Status Se c urity  G roup  C l assif ic ations
U n a u t h e n t i c a t e d

F a i l e d  A u t h e n t i c a t i o n

A u t h e n t i c a t e d

S h u t d o w n
E g r e s s  F i l t e r i n g

I n g r e s s  T a g g i n g
E E m p l o y e e  G r o u p C C o n f i d e n t i a l  G r o u p

P P a r t n e r  G r o u p U U n r e s t r i c t e d  G r o u p

G G u e s t  G r o u p I I n t e r n e t  G r o u p
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G e n e r a l

C R M

P ol icy E n f orcem en t Th roug h out th e N etw ork :
R ole B ased A c c ess Control Deployment

S G A C L
M a t r i x

Dest i n a t i o n  Gr o up s

Source Groups

E
C U

P

G

I

I n t e r n e t

E m p l o y e e

P a r t n e r

G u e s t

L e g e n d

Link/Port Status Se c urity  G roup  C l assif ic ations
U n a u t h e n t i c a t e d

F a i l e d  A u t h e n t i c a t i o n

A u t h e n t i c a t e d

S h u t d o w n
E g r e s s  F i l t e r i n g

I n g r e s s  T a g g i n g
E E m p l o y e e  G r o u p C C o n f i d e n t i a l  G r o u p

P P a r t n e r  G r o u p U U n r e s t r i c t e d  G r o u p

G G u e s t  G r o u p I I n t e r n e t  G r o u p

���
��

�

A c c e s s
D e n i e d

E C

P
I
U

G
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D C -L 2 -K op p el u ng m it O T V
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L a yer 2  V P N s in  th e D a ta  Cen ter
U se Cases

L AN / M AN / W AN

S AN
D C -1

S AN
D C -2S AN

D C -3

D a ta  C enter C o ns o l id a tio n
A nd  M igra tio n

N o n-R o u ta b l e
A p p l ic a tio ns D is trib u ted  C l u s tered

A p p l ic a tio ns

S erv er
V irtu a l iz a tio n

S erv er/ S ite M o b il ity
(v M o tio n)

V irtu a l  L ea s ed  L ine
S erv ic es  o v er L 3  W A N

A p p l ic a tio n
L o a d -B a l a nc ingA p p l ic a tio n

R es il ienc y

L 2  D o m a in 
S c a l ing
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E x is ting L 2  Sol u tions
� Leased Dark Fiber

E x p e n s i v e
N o t  a l w a y s  a v a i l a b l e
O n e  l a r g e  s p a n n i n g  t r e e  d o m a i n
R e s i l i e n c y  d o u b l e s  c o s t ,  b u t  n o  i n c r e a s e  i n  a v a i l a b l e  b a n d w i d t h

� V P LS
R e q u i r e s  M P L S
H e a d -e n d  r e p l i c a t i o n  a n d  f l o o d i n g
L a r g e  S p a n n i n g  T r e e  d o m a i n
C o m p l e x

� E o M P LS
R e q u i r e s  M P L S
P o i n t -t o -P o i n t
H e a d -e n d  r e p l i c a t i o n  a n d  f l o o d i n g
L a r g e  S p a n n i n g  T r e e  d o m a i n
C o m p l e x  r e s i l i e n t  d e p l o y m e n t s

� L2 T P v 3
P o i n t -t o -p o i n t
R e q u i r e s  f u l l  m e s h
L a r g e  S p a n n i n g  T r e e  d o m a i n
H e a d -e n d  r e p l i c a t i o n  a n d  f l o o d i n g

C o re

S AN S AN

S AN
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D esira b l e A ttrib utes in  a n  E n terp rise
L a yer 2  Sol ution

� Core Transparency
� S i t e Transparency
� M u l t i -poi nt  capab l e
� L i m i t  S panni ng  Tree 
P rot ocol  t o separat e 
d om ai ns

� O pt i m al  Traf f i c H and l i ng
Unicast & Multicast
C o ntr o l F lo o d ing

� M u l t i -H om i ng
� L oad -S h ari ng
� F ast  R esi l i ency
� S cal ab i l i t y
� M anag eab i l i t y
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O T V u s es  “M A C  in IP ” enc ap s u l ation
� I P  e ncap sulatio n � C o r e  T r ansp ar e ncy

D A = I P A
S A = I P B

P a y l o a d

D A = H 2
S A = H 1

D A = I P B
S A = I P A

P a y l o a d

D A = H 2
S A = H 1

P a y l o a d

D A = H 2
S A = H 1

P a y l o a d

D A = H 1
S A = H 2

P a y l o a d

D A = H 1
S A = H 2

P a y l o a d

D A = H 1
S A = H 2

core
n et w ork

S

S
X2

S

S

H 2
Site B

S

S
X1

S

S

H 1
Site A IPA IPB
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O T V – M A C  B rid ging +  M A C  rou ting

� S i t es: M A C B ri d g i ng
� Core: “M A C rou t i ng ” v i a “ov erl ai d  I G P ”
� M A C t ab l e: “d est i nat i on port s” and  “I P  rou t es”

Core
n et w ork

S

S

X2
S

S

H 2
Site B

S

S

X1
S

S

H 1

Site A IPA IPB

H 3

O v e r l a y  IG P ( IS IS )  L S Ps

…
H 1 /  O 1: I P A
H 3 /  E 2

M AC /  In t : NH
H 2 /  E 1

…
H 3 /  O 1: I P B
H 2 /  O 1: I P B

M AC /  In t : NH
H 1 /  E 1

O 1O 1

E 1

E 2

E 1

E 2
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Tak e-aw ays:
� E i nb l i ck i n d as u m f assend es Ci sco D C-P rod u k t -P ort f ol i o 
i nk l .  I nf rast ru k t u r- u nd  V i rt u al i si eru ng s-L oesu ng en

� K ennenl ernen d er Ci sco S t rat eg i e z u I / O  K onsol i d i eru ng
f u er E t h ernet ,  F i b reCh annel u .  i S CS I

� V al i d i eru ng v on V S S ,  CTS  u nd  O TV  al s I nnov at i on i m
D C

“T r e n d s  i m  D a t a c e n t e r :  D i e  n e u e n ,  
z u k u n f t s s i c h e r e n  S y s t e m e  u n d  A r c h i t e k t u r e n “
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F ragen? ? ?
D ie M ik ros s ind of f en! ! !
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