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Abstract 

� Das Design muss mit w ac h sen:  Der  E inf l uss d er  neuen E nd ger ät e-
V iel f al t auf  d as C amp us Design mit C at al y st  S w it c h es 
E ine immer gr o esser e w er d end e A nz ah l v o n neuen E nd ger aet en
f ind et sic h h eut e in d en mo d er nen F ir men-N et z w er k en.  W ar en es
f r ueh er "nur " P C ,  d ie an d en E t agensw it c h es angesc h l o ssen
w o r d en sind ,  so  f ind en w ir h eut e neb en N o t eb o o k s auc h K amer as,  
W L A N  A c c essp o int o d er auc h S o f t p h o nes auf  Desk t o p -R ec h ner n
v o r .  I n unser em V o r t r ag w er d en w ir b el euc h t en,  w el c h en E inf l uss
d iese neue K l asse v o n E nd ger aet en auf  d en E t agensw it c h h at  und  
w el c h e A usw ir k ungen auf  d as N et z w er k d esign z u er w ar t en sind .  
B et r ac h t en S ie mit uns d ie v er sc h ied enen O p t io nen z um
aut o mat isier t en M anagement ,  d ie I h nen d ie int el l igent en A c c ess-
S w it c h es v o n C isc o  h eut e sc h o n b iet en.  
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K e y -O bj e cti v e s 

� Entwicklungen im B er eich P o E
� A nf o r d er ungen d ur ch Q o S  a m  A ccess-S witch
� M o eglich keiten d er  A uto m a tisier ung d ur ch A uto -
S m a r tp o r ts
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Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A ut o -S mar t p o r t s ,  I O S  S h ell,  EEM

Z us a m m en f a s s un g ,  Q & A
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E v o l u ti o n  o f  S w i tch i n g  D e si g n
Ev o lv ing R eq uir em ents a nd  T ech no lo gy
� Th e ac c ess env ir o nment  is b ec o ming 
mo r e sp ec ial iz ed  t o  meet  t h e need s o f  
t h e ev o l v ing end p o int s

� C amp us
Desktop based Unified Communications
Col l abor ativ e appl ications
H ig h  Definition V ideo

� Data Center
V ir tual iz ation ( F CoE ,  DCE ,  V N T ag )
L ow  L atency  ( G r id,  Cl uster  and H P C)

� E mer ging Tec h no l o gy
8 02 . 1 1 n,  8 02 . 3 at,  8 02 . 3 az ,  L L DP -M E D,  
Deep packet inspection
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E v o l v i n g  N e tw o rk  S e rv i ce s
D y na m ic D ev ice a nd  S witch  P r o v isio ning

� P l ug and  p l ay  p r o v isio ning o f  ed ge d ev ic es ( p h o nes,  U C  
ap p l ic at io ns and  A P s)  nec essar y  t o  manage o p er at io nal  
o v er h ead
Power negotiation
V L A N  c onf igu ration
8 0 2. 1 x  interop eration
Q oS  c onf igu ration
S ec u rity  c onf igu ration

Optimal PoE: 802.3af, 802.3at, CDP, LLDP

Dy n amic  N e tw or k  Q oS  an d  S e c u r ity  Polic ie s : 
CDP, LLDP-M ED, 802.1 x

SiSi

The end devices relationship to the 
netw ork  is chang ing  and w e need an 
I ntellig ence at the edg e of  the netw ork  
to b e ab le to su pport the evolving  

req u irem ents 
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W h e re  are  w e  e v o l v i n g  f ro m
T o d a y ’s C o nnectiv ity  M o d el

� W h at  h av e w e b uil t  o ur  
net w o r k  ac c ess t o  d o ?

� P r o v id e C o nnec t iv it y
� B e H igh l y  A v ail ab l e 

( sp anning t r ee b est  
p r ac t ic es)

� I mp l ement  V L A N ’s t o  
iso l at e t r af f ic  ( e. g.  v o ic e 
v s.  d at a)

� I mp l ement  Q o S  t o  
sup p o r t  p h o nes

� S ec ur it y  ( w h er e w e c an)

interface FastEthernet0/24
sw itchp o rt access v l an 1 00
sw itchp o rt m o d e access
sw itchp o rt v o ice v l an 200
!
sw itchp o rt p o rt-secu rity  m ax im u m  2
sw itchp o rt p o rt-secu rity
sw itchp o rt p o rt-secu rity  ag ing  tim e 2
sw itchp o rt p o rt-secu rity  v io l atio n restrict
sw itchp o rt p o rt-secu rity  ag ing  ty p e inactiv ity
!
srr-q u eu e b and w id th share 1 0 1 0 6 0 20
q u eu e-set 2
p rio rity -q u eu e o u t 
m l s q o s tru st d ev ice cisco -p ho ne
m l s q o s tru st co s
au to  q o s v o ip cisco -p ho ne
! 
m acro  d escrip tio n cisco -p ho ne
!
sp anning -tree p o rtfast
sp anning -tree b p d u g u ard enab l e
!
serv ice-p o l icy  inp u t A u to Q o S -P o l ice-C isco P ho ne

Voice and Data VL A N ’s

S p anning  T r ee T u ning

Q oS  – T r u st 
tr af f ic com ing  

f r om  th e 
p h one

L 2  DoS
M itig ation

Q oS

S m ar tp or ts
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Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A uto -S m a r tp o r ts,  I O S  S h ell,  EEM

Z us a m m en f a s s un g ,  Q & A
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E v o l v i n g  L ay e r 1  S e rv i ce s
Ev o lv ing P o E R eq uir em ents

Range of IEEE 802.3af Power

0 Watts0 Watts 1 5 . 4  Watts1 5 . 4  Watts

A P -1 2 00 
8 02 . 1 1 b / g  
6 . 2  Watts

I P  P h o n e  
7 9 7 0G  

1 0. 2 5  Watts

C l ass 2  
7  Watts

C l ass 0 /  3
1 5 . 4  Watts

Prop os ed  Range of IEEE 
802.3at  Power

3 0 Watts3 0 Watts

A P  – 1 2 5 0 
8 02 . 1 1 n  
1 8 . 5 -2 0. 0 
Watts

� Endpoint power requirements are increasing
Dual Radio AP’s,  Re m ot e  C on t r olle d V ide o C am e r a’s

� G reen initiativ es
� 8 0 2 . 3 at standard estimated to b e ratif ied S eptemb er 2 0 0 9
� N eed f or G ranul ar power negotiation ‘and’ increased power

C l ass 1
4  Watts
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P o w e r O v e r E th e rn e t
P o wer  U tiliz a tio n a nd  I EEE 8 0 2 . 3 a f  C la sses

4.0w

7 .0w

1 2 .0w

1 5 .4w

� P o w er  ut il iz at io n f o r  a d ev ic e d o es no t  f al l  c l eanl y  al o ng p o w erc l assif ic at io n l ines
� P o w er  o p t imiz at io ns inv o l v e b o t h  gr anul ar  p o w er  nego t iat io n c ap ab il it ies as w el l  as p o w er  mo nit o r ing and  t uning
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P o w e r O v e r E th e rn e t
G r a nula r  P o E nego tia tio n
� Tw o  p o t ent ial  mec h anisms t h at  c an b e used  t o  nego t iat e p o w er

L ay er  1  – e. g .  8 02 . 3 af
L ay er  2  – e. g .  CDP

� C DP  o r iginal l y  j ust  p r o v id ed  no t if ic at io n o f  p o w er  
P ow er  Consumption T L V

� B id ir ec t io nal  C DP  ( I nt el l igent  P o w er  M anagement )  p r o v id es t h e ab il it y  t o  nego t iat e p o w er  v ia a 3 -w ay  h and sh ak e
1 )P ow er  R eq uest T L V  ( 3 2  bit integ er  measur ed in mW )
2 )P ow er  A v ail abl e T L V
3 )P ow er  Consumption T L V

C DP  F ra m e F o rm a t
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P o w e r O v e r E th e rn e t
Enh a nced  P o E ( EP o E)  – 8 0 2 . 1 1 n A P ’s

� E nh anced P oE  - g r eater  th an cl ass 3 ,  but l ess th an 2 0 w atts/ por t 
T h is is not 8 02 . 3 at /  P oE +

� A P 1 2 5 0 comes up as 8 02 . 3 af cl ass 3  dev ice w ith  r adios disabl ed
� N eg otiating  1 8 . 5  w atts v ia bidir ectional  CDP  enabl es both  r adios

A f te r  n e g o ti ati n g  e n h an c e d  P o E  b o th  
r ad i o s w i l l  p o w e r  u p

C l ass 3  P o w e r  N e g o ti ate d  an d  A p p l i e d

SiSi

Pow e r  M ode 8 0 2 . 3 af C isc o E n h an c e d PoE
M ax  Pow e r  at  PS E 1 5 . 4  W 1 6 . 8 -20  W

#  of  r adios sup p or t e d 1  or 2 2
M I M O  M ode  ( T x x  Rx ) 1  rad io:  2x 3 , 2 rad ios:  1 x 3 2x 3
Dual r adio L im it at ion s M ax im u m  PH Y  d ata-rate 

1 5 7 . 5  M b p s/ rad io
M ax  PH Y  d ata-rate 3 0 0  

M b p s/ rad io
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P o w e r O v e r E th e rn e t
I EEE 8 0 2 . 3 a t ( P o E+ )

� I E E E  P o E +  w o r k ing gr o up  ev o l v ed  int o  8 0 2 . 3 at  
h t t p : / / w w w . ieee8 0 2 . o r g/ 3 / at /
S h o ul d  b e r at if ied  in S ep t emb er  2 0 0 9

� A s o f  ‘today’ t h e st and ar d  p r o p o ses
8 0 2 . 3 at  o p er at es o n C A T5 E  and  h igh er  inf r ast r uc t ur e
M ax imum c ur r ent  set  at  6 0 0 mA  ( j ust  o v er  t w ic e t h e max imum 
c ur r ent  in 8 0 2 . 3 af   - 3 5 0 mA )
R aising t h e minimum P S E  o ut p ut  v o l t age f r o m 4 4 V  t o  5 0 V  
( inc r eases t h e p o w er  t o  t h e P D b y  1 6 %  w it h  v ir t ual l y  no  c o st  
inv o l v ed )
M ax  p o w er  sup p o r t ed  at  t h e P S E  is 3 0 W  and  t h e max  p o w er  
sup p o r t ed  at  t h e P D is 2 5 . 5 W
S up p o r t  t h e o p er at io n o f  mid sp an P S E s f o r  1 0 0 0 B A S E -T
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Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A uto -S m a r tp o r ts,  I O S  S h ell,  EEM

Z us a m m en f a s s un g ,  Q & A
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N e g o ti ati n g  N e tw o rk  S e rv i ce s
L L D P ,  L L D P -M ED

� M ar ch ,  2 005  I E E E -S A  S tandar ds B oar d appr ov ed 8 02 . 1 A B  ( L L DP ) 
standar d

� I E E E  intent th at th e pr otocol  not be used for  config ur ation pur poses
� Despite I E E E ,  T I A  standar ds body  w or ked tow ar d an adj unct standar d for  
L ink L ay er  Discov er y  P r otocol  for  M edia E ndpoint Discov er y  ( L L DP -M E D) 
T R  4 1 . 4

� O per ates in T r ansmit or  A dv er tise mode onl y  ( no state kept betw een 2  
entities)

� P er iodic messag es sent
� S end Dev ice I nfo,  Capabil ities,  and M edia S pecific I nfo
� 8 02  L ink L ay er  pr otocol  ( no fr ame,  A T M ,  … suppor t)
� E ith er  L L DP  or  L L DP -M E D r uns on a por t,  not both .   L L DP -M E D spec 
detail s h ow  to tr ansition fr om L L DP  to L L DP -M E D if an L L DP -M E D 
endpoint is detected
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N e g o ti ati n g  N e tw o rk  S e rv i ce s
L L D P ,  L L D P -M ED

LLDP-M E D

LLDP PDU

M a n d a t o r y  T LV s
Chassis ID, Port ID, TTL

O p t i o n a l  T LV s
Port De sc rip tion  
S y ste m  N am e  
S y ste m  De sc rip tion  
S y ste m  Cap ab il itie s
M an ag e m e n t A d d re ss
Cap ab il itie s ( LLDP M E D)
N e tw ork  ( LLDP M E D)
E x te n d  Pow e r-v ia-M DI ( LLDP M E D)
In v e n tory  M an ag e m e n t ( LLDP M E D)
IE E E  8 0 2 . 3  M A C/ PH Y  Con f ig u ration / S tatu s ( LLDP M E D)         
Port V LA N  ID ( LLDP M E D)

LLDP-M E D

Chassis 
I D
T L V

Po r t  
I D

T T L
T LV

E n d  o f  
L L D P D U
T L V

0  o r  m o r e  
O p t io n al  T L V s

P o r t
I D
T L V

T T L
T L V

SiSi SiSi

LLDP

LLDP

L L D P-M E D  T L V ’s d esigned  
to su p p ort V oI P end p oints
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N e g o ti ati n g  N e tw o rk  S e rv i ce s
L L D P ,  L L D P -M ED

cr32-4 5 0 0 -1( co n f i g ) # l l d p  ru n
cr32-4 5 0 0 -1( co n f i g ) # l l d p  t l v -s e l e ct  ?
m a c-p h y -cf g I E E E  80 2. 3 M A C / P h y C o n f i g u ra t i o n / s t a t u s  T L V
m a n a g e m e n t -a d d re s s    M a n a g e m e n t  A d d re s s  T L V
p o rt -d e s cri p t i o n      P o rt  D e s cri p t i o n  T L V
p o rt -v l a n             P o rt  V L A N  I D  T L V
s y s t e m -ca p a b i l i t i e s   S y s t e m  C a p a b i l i t i e s  T L V
s y s t e m -d e s cri p t i o n    S y s t e m  D e s cri p t i o n  T L V
s y s t e m -n a m e           S y s t e m  N a m e  T L V
cr32-4 5 0 0 -1( co n f i g -i f ) # l l d p  m e d -t l v -s e l e ct  ?
i n v e n t o ry -m a n a g e m e n t   L L D P  M E D  I n v e n t o ry  M a n a g e m e n t  T L V
l o ca t i o n               L L D P  M E D  L o ca t i o n  T L V
n e t w o rk -p o l i cy         L L D P  M E D  N e t w o rk  P o l i cy  T L V
p o w e r-m a n a g e m e n t       L L D P  M E D  P o w e r M a n a g e m e n t  T L V

� L L DP  is disabl ed by  defaul t,  y ou need to ex pl icitl y  config ur e w h ich  optional  
T L V ’s to send

� L L DP  and CDP  can coex ist on same inter face
� L L DP ,  L L DP -M E D suppor t

C atal y st 6 5 0 0  – 1 2. 2( 3 3 ) S X H
C atal y st 4 5 0 0  and  4 9 0 0  – 1 2. 2( 4 4 ) S G
C atal y st 3 7 5 0 , 3 5 6 0 , 29 7 0 , 29 6 0  - 1 2. 2( 3 7 ) S E *

* Support for P rotoc ol  M e d i a  E x te n s i on  ( 3 7 5 0 ,  3 5 6 0 ,  2 9 6 0 )  - 1 2 . 2 ( 4 0 ) SE

Configure Optional Global T L V ’s
E nable L L D P  Globally

Configure Optional I nterfac e T L V ’s
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N e g o ti ati n g  N e tw o rk  S e rv i ce s
C D P  a nd  L L D P
cr4 0 -6 5 0 0 -1#  s h l l d p e n t ry  *
.  .  .
C h a s s i s  i d :  0 0 14 . 6 9 4 7 . 9 3c0
P o rt  i d :  T e 3/ 1
P o rt  D e s cri p t i o n :  T e n G i g a b i t E t h e rn e t 3/ 1
S y s t e m  N a m e :  cr32-4 5 0 0 -1. ci s co . co m
S y s t e m  D e s cri p t i o n :  
C i s co  I O S  S o f t w a re ,  C a t a l y s t  4 5 0 0  L 3 S w i t ch  S o f t w a re  ( ca t 4 5 0 0 e -E N T S E R V I C E S K 9 -M ) ,  V e rs i o n  12. 2( 4 4 )
.  .  .
T i m e  re m a i n i n g :  9 6  s e co n d s
S y s t e m  C a p a b i l i t i e s :  B , R
E n a b l e d  C a p a b i l i t i e s :  B , R
M a n a g e m e n t  A d d re s s e s  - n o t  a d v e rt i s e d
A u t o  N e g o t i a t i o n  - s u p p o rt e d ,  e n a b l e d
.  .  

cr4 0 -6 5 0 0 -1# s h  cd p n e i g h  t e n  3/ 7  d e t a i l  
-------------------------
D e v i ce  I D :  cr32-4 5 0 0 -1
E n t ry  a d d re s s ( e s ) :  
I P  a d d re s s :  17 2. 26 . 16 0 . 86
P l a t f o rm :  ci s co  W S -C 4 5 0 7 R -E ,   C a p a b i l i t i e s :  R o u t e r S w i t ch  I G M P  
I n t e rf a ce :  T e n G i g a b i t E t h e rn e t 3/ 7 ,   P o rt  I D  ( o u t g o i n g  p o rt ) :  T e n G i g a b i t E t h e rn e t 3/ 1
.  .  .
V e rs i o n  :
C i s co  I O S  S o f t w a re ,  C a t a l y s t  4 5 0 0  L 3 S w i t ch  S o f t w a re  ( ca t 4 5 0 0 e -E N T S E R V I C E S K 9 -M ) ,  V e rs i o n  12. 2( 4 4 )
.  .  .
V T P  M a n a g e m e n t  D o m a i n :  ' ca m p u s 3-t e s t '
N a t i v e  V L A N :  9 0 2
D u p l e x :  f u l l
M a n a g e m e n t  a d d re s s ( e s ) :  
I P  a d d re s s :  17 2. 26 . 16 0 . 86

C u rrentl y  C D P p rov id es inf orm ation not 
su p p orted  in L L D P and  L L D P-M E D
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N e g o ti ati n g  N e tw o rk  S e rv i ce s
L L D P –M ED  N etwo r k P o licy  T L V

� Config ur ation is done using  “netw or k-
pol icy ” pr ofil e in G l obal  Config ur ation 
M ode ( M Q C l ike sy ntax )

� Cur r entl y  N etw or k P ol icy  suppor ts 
config ur ation for  v oice &  v oice-
sig nal ing  capabil ities

� v l an
� c os and  d sc p ,
� tagging m od e ( d ot1 p /  u ntagged /  none)

LLDP-M E D

LLDP-M E D

SiSi gig1/0/2

n e t w o rk -p o l i cy  p ro f i l e  10
v o i ce  v l a n  10 0  co s  4  
v o i ce  v l a n  10 0  d s cp 34
v o i ce -s i g n a l i n g  v l a n  10 0  co s  5
v o i ce -s i g n a l i n g  v l a n  10 0  d s cp 8
n e t w o rk -p o l i cy  p ro f i l e  20
v o i ce  v l a n  20  co s  3 
v o i ce  v l a n  20  7
i n t e rf a ce  g i g 1/ 0 / 1
n e t w o rk -p o l i cy  10
i n t e rf a ce  g i g 1/ 0 / 2
n e t w o rk -p o l i cy  20
s w i t ch #  s h o w  n e t w o rk -p o l i cy  p ro f i l e  20
N e t w o rk -P o l i cy  P ro f i l e  20
v o i ce  v l a n  20  co s  3 d s cp 7  
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N e g o ti ati n g  N e tw o rk  S e rv i ce s
C D P  &  L L D P

CDP L L DP,  L L DP-M E D
P o E B i -D i r e c ti o n al  C D P  p o w e r  

n e g o ti ati o n
P o w e r  n o ti f i c ati o n  o n l y

7 9 4 0,  7 9 6 0 Y e s N o
7 9 4 1 ,  7 9 6 1 ,  7 9 7 0,  7 9 7 1 ,  … Y e s Y e s
I n v e n to r y  D i sc o v e r y Y e s Y e s
L o c ati o n Y e s Y e s,  ad d i ti o n al  d ata f o r m ats
C ap ab i l i ti e s D i sc o v e r y Y e s Y e s

Q o S  T r u st B o u n d ar y  
E x te n si o n  

Y e s N o

C o m m u n i c ati o n  to  P C  
r u n n i n g  b e h i n d  a p h o n e

Y e s N o ,  L L D P  i s a n o n  b r i d g ab l e
f r am e

8 02 . 1 x  p h o n e  b y p ass Y e s N o
E m e r g e n c e  R e sp o n d e r  
( E 9 1 1 )

Y e s N o

N e tw o r k  P o l i c y V L A N  an d  Q o S  i n f o r m ati o n V L A N  an d  Q o S  i n f o r m ati o n  
( n o t u se d  b y  C i sc o  p h o n e s)
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- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A uto -S m a r tp o r ts,  I O S  S h ell,  EEM

Z us a m m en f a s s un g ,  Q & A
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Cisco EnergyWise

� M ea s ur e p o w er  o f  c o n n ec t ed  d ev i c es  

� E n er g y  c o s t  s a v i n g
� I n t el l i g en t c o n t r o l

100 W
100 W

B ldg  1 9 B ldg  1 8

7 W7 W

7 W

6 0  W

1 5  W

3 00 W

5 7 5  W atts
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E n e rg y W i se  M an ag e m e n t

M S E

E n e rg y W i s e  
M a n a g e m e n t 
C om m un i c a ti on s

M on i tor
O pti m i z e
A d v i s e

E n e rg y  W i s e  
D om a i n  a n d   
E n ti ti e s

R e g ul a te
D i s c ov e r

Building 
F ie ld 
C o nt r o lle r

E n e r g y Wi se
E n t i t i e s

A P

W i r e l e s s  
C o n t r o l l e r

S N M P M an ag e m e n t  
APIT C P

Cisc o W ork s L M S

T h ird  P arty  P ow er 
M anagem ent 
A pplic ations

E n e r g y Wi se
Do m a i n

W ir e le s s  C lie nt

L oc ation

D i sc o v e r

M o n i to r / O p ti m i z e / A d v i se

R e g u l ate
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CD P E nergy W ise T L V ’s

E v o l v i n g  P o w e r O p ti m i z ati o n s
Ener gy W ise
� E n e r g y W i s e - enabl es th e 
netw or k as a  pl atfor m for  ener g y  
command and contr ol

� I ncr ease th e s p a n  o f  c o n t r o l of 
th e sw itch  for  pow er

� P r ov ides a contr ol  fr amew or k for  
monitor ing  and manag ing  pow er  
in both  th e netw or k,  attach ed 
dev ices al ong  w ith  buil ding  
facil ities

� P r ov ide t i m e  o f  d a y contr ol s
� L ev er ag es CDP  al ong  w ith  UDP  
to communicate pow er  
infor mation and pow er  contr ol  
tr affic

interface FastEthernet1/0/17
energywise level 7
energywise importance 50
energywise role role.lobbyaccess
energywise name lobbyInterface.17
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PH
Y 
po

we
r

C u r r e n t P H Y i d l e  
p o w e r

8 02 . 3 az  E E E  P H Y  i d l e  p o w e r

P H Y  ac ti v e  p o w e r

E v o l v i n g  P o w e r O p ti m i z ati o n s
8 0 2 . 3 a z  – Ener gy  Ef f icient Eth er net ( EEE)

� IEEE Goal - D e f i n e  a m e c h an i s m  
t o r e d u c e  p ow e r  c on s u m p t i on  
d u r i n g  p e r i od s  of  low  li n k  u t i li z at i on  

� S ol utions ch osen for  1 00 M bps and 
1 G bps:  L ow  P ow er  I dl e ( L P I )

�PH Y  transm its wh en th ere’s d ata, th en 
sl eep s

� S ignif ic antl y  m ore ef f ic ient th an 
c onstant T x …

�Period ic  wak e u p  to k eep  l ink  f resh  
� N ear l y  consensus for  1 0 G bps:  L ow  
P ow er  I dl e ( L P I ) &  L ink L ay er  
Discov er y  P r otocol  ( L L DP )

� P r oj ected mid 2 01 1  for  sh ipping  
impl ementations Match the power of the PHY to the actual  

‘b urs ty ’ n etwork  traffi c pattern s
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Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A uto -S m a r tp o r ts,  I O S  S h ell,  EEM

Z us a m m en f a s s un g ,  Q & A
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� W ith  ex isting  auto-q os config ur ation th e defaul t sw itch  beh av iour is to not 
tr ust edg e por ts and r emar k al l  tr affic to config ur ed CoS / DS CP

� W h en sw itch  and ph one ex ch ang e CDP  th e tr ust boundar y  is ex tended to I P  
ph one

� P h one r ew r ites CoS  fr om P C por t to ‘0’,  sw itch  r ew r ites DS CP
� Ch al l eng e is tw o-fol d,  P C based UC apps and incr eased end user  mobil ity

V oic e  V L AN  T r af f ic  
is T r ust e d

Dat a V L AN  T r af f ic  
un t r ust e d m ar k e d 

C oS  0
r e m ar k s RT P f low s t o 

c or r e c t  DS C P
V oic e  an d V ide o t r af f ic  on  t h e  

Dat a V L AN  T r af f ic

E x t e n de d T r ust  B oun dar y I n t e llig e n t  T r ust  B oun dar y  

E v o l v i n g  U C  N e tw o rk  S e rv i ce s
U C  a p p lica tio ns m igr a ting to  th e P C
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E v o l v i n g  U C  N e tw o rk  S e rv i ce s
Enh a nced  A ccess T r ust B o und a r y  ( S up 3 2  P I S A  et. a l. )

� N B A R  w or ks tog eth er  w ith  Q oS  to 
assig n Q oS  actions based on 
appl ication cl assification

� M odul ar  Q oS  tr affic cl assification:
D ef ine m atc h  c riteria ( c l ass-m ap )
A ssoc iate ac tions f or a giv en m atc h  
c riteria in a p ol ic y -m ap

A ssign p ol ic y  to an interf ac e
� T h e abil ity  to match  L 5 -7  pr otocol  

infor mation pr ov ides th e basis for  an 
enh anced tr ust boundar y

P o l i c y  M apP o l i c y  M ap

C l ass M apC l ass M ap

P o l i c i n g / T r u st ac ti o n sP o l i c i n g / T r u st ac ti o n s

P o l i c y  M ap  C an  C o n tai n  
U p  to  3 2  C l ass M ap s

R e f e r s to  a S e t o f  C l assi f i c ati o n  
C r i te r i a f o r  th e  F o l l o w i n g  A c ti o n  
C r i te r i a—T h e se  C an  B e  D S C P ,  
A C L ,  o r  p r o to c o l

A c ti o n  S e tti n g s f o r  T r u st 
an d  P o l i c i n g

Sw
itch

Interface

(c o n f i g ) # p o l i c y -m a p  N B A R _ p o l i c y
(c o n f i g -p m a p ) # c l a s s -m a p  m y A p p

(c o n f i g ) # c l a s s -m a p  m a t c h -a n y  m y A p p
(c o n f i g -c m a p ) # m a t c h a c c e s s -g r o u p  1 0 1
(c o n f i g -c m a p ) # m a t ch p ro t o co l  h t t p
(c o n f i g -c m a p ) # m a t ch p ro t o co l  rt p

(c o n f i g ) # p o l i c y -m a p  N B A R _ p o l i c y
(c o n f i g -p m a p ) # c l a s s -m a p  m y A p p
(c o n f i g -p m a p ) # s e t d s c p 4 0

A pplic ation

A c c ess-list

D S CP

Q oS  E ng ine:
M a rk ,  P ol i c e
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� M i g r a t i o n  t o  c o m m o n  H T T P i n t e r f a c e  
f o r  m u l t i p l e  a p p l i c a t i o n s

� Ch a l l e n g e  t o  d i s t i n g u i s h  p r i o r i t y  b a s e d  
o n  p o r t  n u m b e r s

� N B A R  d e e p  p a c k e t  i n s p e c t i o n  a l l o w s  
m a r k i n g  b a s e d  o n  H T T P c o n t e n t  

PI S A ide n t if ie s an d r e m ar k s 
H T T P f low s t o de sir e d DS C P

E n h an ce d  Q o S  T ru st B o u n d ary
H T T P  p o r t o v er lo a d ing 

cr32-6 5 0 0 -2( co n f i g -cm a p ) # m a t ch  p ro t o co l  h t t p  ?
co n t e n t -e n co d i n g   E n co d i n g  m e ch a n i s m  u s e d  t o  p a ck a g e  e n t i t y  b o d y
f ro m               E -m a i l  o f  h u m a n  co n t ro l l i n g  t h e  u s e r-a g e n t
h o s t               H o s t  n a m e  o f  O ri g i n  S e rv e r co n t a i n i n g  re s o u rce
l o ca t i o n           E x a ct  l o ca t i o n  o f  re s o u rce  f ro m  re q u e s t
m i m e               C o n t e n t -T y p e  o f  e n t i t y  b o d y
re f e re r A d d re s s  t h e  re s o u rce  re q u e s t  w a s  o b t a i n e d  f ro m
s e rv e r            S o f t w a re  u s e d  b y  O ri g i n  S e rv e r h a n d l i n g  re q u e s t
u rl U n i f o rm  R e s o u rce  L o ca t o r p a t h
u s e r-a g e n t         S o f t w a re  u s e d  b y  a g e n t  s e n d i n g  t h e  re q u e s t
<cr>

cl a s s -m a p  m a t ch -a l l  P ro d u ct i o n -W e b -T ra f f i c
m a t ch  p ro t o co l  h t t p  u rl " * . ci s co . co m ”
cl a s s -m a p  m a t ch -a l l  N o n -P ro d u ct i o n -W e b -T ra f f i c
m a t ch  p ro t o co l  h t t p  u rl “* . y o u t u b e . co m ”
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� T h e incr ease in end user  mobil ity  and UC ev ol ution is mov ing  us fr om a 
model  based on fix ed W 2 K  desktop w ith  ph one to a l aptop r unning  
X P / V ista/ M acO S w ith  integ r ated v oice and v ideo capabil ities

� Cor r ections and impr ov ements based on feedback fr om w ide scal e 
depl oy ment 

� G r eater  sw itch  functional ity  ( P I S A ,  S up6 E ,  3 7 5 0E ,  …)
� Common pol icy  appl ied to al l  por ts on a sw itch  ex cept th ose w ith h ig h l y  

specific r eq uir ements ( simpl y  depl oy ment and maintenance)
� P C w ith  no UC
� P h one ( 7 9 6 0,  7 9 8 5 ,  …)
� P C r unning  I P  Communicator ,  CUP C,  CV A
� L eg acy  ph one and untr usted P C
� P h one and P C r unning  I P  Communicator ,  CUP C,  CV A ,  …

C am p u s Q u al i ty  o f  S e rv i ce  U p d ate s
R a tio na l f o r  th e a ccess p o r t a ccess p o r t Q o S  up d a tes



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 31

Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A uto -S m a r tp o r ts,  I O S  S h ell,  EEM

Z us a m m en f a s s un g ,  Q & A
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S m artp o rts
M a cr o  b a sed  p o r t co nf igur a tio n

� S mar tpor ts fir st dev el oped to 
ease th e config ur ation for  a 
v ar iety  of sw itch  por t ty pes based 
on Cisco r ecommended best 
pr actice - 1 2 . 2 ( 1 8 )S E

� E x isting  macr os incl ude
cisco-desktop
cisco-ph one
cisco-sw itch
cisco-r outer
cisco-w ir el ess

� M anual l y  config ur ed on a per  por t 
basis

cr34 -35 6 0 e -2# s h o w  p a rs e r m a cro  n a m e  ci s co -d e s k t o p  
M a cro  n a m e  :  ci s co -d e s k t o p
M a cro  t y p e  :  d e f a u l t  i n t e rf a ce
#  m a cro  k e y w o rd s  $ a cce s s _ v l a n
#  B a s i c i n t e rf a ce  - E n a b l e  d a t a  V L A N  o n l y
#  R e co m m e n d e d  v a l u e  f o r a cce s s  v l a n  s h o u l d  n o t  b e  1
s w i t ch p o rt a cce s s  v l a n  $ a cce s s _ v l a n
s w i t ch p o rt m o d e  a cce s s
#  E n a b l e  p o rt  s e cu ri t y  l i m i t i n g  p o rt  t o  a  s i n g l e
#  M A C  a d d re s s  -- t h a t  o f  d e s k t o p
s w i t ch p o rt p o rt -s e cu ri t y
s w i t ch p o rt p o rt -s e cu ri t y  m a x i m u m  1
#  E n s u re  p o rt -s e cu ri t y  a g e  i s  g re a t e r t h a n  o n e  
m i n u t e
#  a n d  u s e  i n a ct i v i t y  t i m e r
s w i t ch p o rt p o rt -s e cu ri t y  v i o l a t i o n  re s t ri ct
s w i t ch p o rt p o rt -s e cu ri t y  a g i n g  t i m e  2
s w i t ch p o rt p o rt -s e cu ri t y  a g i n g  t y p e  i n a ct i v i t y
#  C o n f i g u re  p o rt  a s  a n  e d g e  n e t w o rk  p o rt
s p a n n i n g -t re e  p o rt f a s t
s p a n n i n g -t re e  b p d u g u a rd e n a b l e
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A utomatic config ur ation of th e 
access por t as dev ices connect

Au to  S m artp o rts
A uto m a tic a p p lica tio n o f  sm a r tp o r t m a cr o s

� Ch al l eng es w ith  ol der  v er sion of smar tpor ts
� E x isting  macr os tended tow ar ds l ow est 

common denominator  beh av iour in or der  
to minimiz e th e number  of potential  
cor ner  cases

� N ew  dev ices,  e. g .  L W A P P  A P ’s,  not 
suppor ted

� I nitial  impl ementation util iz ed th e I O S  
par ser  to impl ement a macr o capabil ity  
w h ich  meant no “undo” capabil ity

� Updating  th e impl ementation to addr ess 
th ese issues pl us add th e abil ity  to 
dy namical l y  appl y  a macr o based on 
detection of th e dev ice ty pe

� 1 2 . 2 ( 5 0)S E  – 2 9 7 0,  3 5 6 0,  3 7 5 0,  3 5 6 0E ,  
3 7 5 0E

L W A P P  A P  
m a c ro

P C / P h on
e  m a c ro

Sw i tc h  port 
m a c ro
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1.  L i n k U p

Au to  S m artp o rts
M o d es o f  o p er a tio n

� A uto S mar tpor ts oper ates in one of tw o modes
� S tatic – macr o definition is appl ied manual l y  ( G UI  or  CL I ) and does not 

ch ang e w h en th e por t/ dev ice state ch ang es
� Dy namic – smar tpor t macr o may  ch ang e based on por t/ dev ice state 

ch ang es
� I n dy namic mode th e dev ice identification is based on eith er  CDP messag e 

or  8 02 . 1 x / M A B  attr ibute-v al ue pair  sent by  th e R A DI US  upon successful  
auth entication

2 . E A P O L  o r  C D P  i s  
i n i t i a l l y  s e n t  b y  e n d  

s t a t i o n
3 . B a s e d  o n  d e v i c e  t y p e  
d e t e c t e d  t h e  a p p r o p r i a t e  

m a c r o  i s  a p p l i e d



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 35

Au to  S m artp o rts
S ingle S ta te ch a nge o ccur s o n link up

� A uto S mar tpor ts w il l  onl y  tr ig g er  once after  a each  l ink up ev ent for  th at por t
� I n th e case of mul tipl e ev ents per  por t ( eith er  mul tipl e auth entications or  CDP  

messag es) onl y  th e fir st messag e r eceiv ed w il l  tr ig g er  th e appl ication of a 
por t macr o

� I n cases w ith  mul tipl e dev ices ( ph one and P C,  h ub and mul tipl e dev ices) th e 
por t config ur ation w il l  be based on th e f i r s t dev ice detected

1.  L i n k U p
2 . E A P O L  t r a n s m i t t e d

3 . 8 0 2 .1x  a u t h e n t i c a t i o n  
c o m p l e t e s  a n d  m a c r o  i s  

a p p l i e d

5 . C D P  r e c e i v e d  b u t  d o e s  n o t  t r i g g e r  a  
s t a t e  c h a n g e  s i n c e  m a c r o  h a s  a l r e a d y  

b e e n  a p p l i e d

4 . C D P  t r a n s m i t t e d
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Au to  S m artp o rts
U nd o  m a cr o s

� T w o macr o ty pes
� macr o – defines th e config ur ation to appl y  to a specific por t
� anti-macr o – defines th e config ur ation ch ang es r eq uir ed to r emov e th e 

macr o fr om a por t
� O n l ink up eith er  CDP  or  8 02 . 1 x / M A B  w il l  tr ig g er  th e appl ication of th e macr o 

to th e por t
� O n l ink dow n th e anti-macr o is pr ocessed and th e config ur ation is r emov ed 

fr om th e por t

1.  L i n k U p
2 . E A P O L / C D P  t r a n s m i t t e d

3 . D e v i c e  i d e n t i f i e d  a n d  
t h e  m a c r o  c o n f i g u r a t i o n  i s  

a p p l i e d  t o  t h e  p o r t

5 . T h e  u n d o  o r  a n t i -m a c r o  i s  p r o c e s s e d  
r e m o v i n g  t h e  c o n f i g u r a t i o n  f r o m  t h e  p o r t

4 .  L i n k D o w n
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Au to  S m artp o rts
I nitia l p o r t co nf igur a tio n 

� O n switc h  initial iz ation eac h  p ort wil l  b e c onf igu red  as a d ef au l t ty p e
� O n switc h  reb oot 

� I f  th e switc h  p ort is m ark ed  as static  th e c onf igu ration stored  in th e startu p -c onf ig 
wil l  b e ap p l ied  to th e interf ac e

� I f  th e switc h  p ort is m ark ed  as d y nam ic  it wil l  eith er b e c onf igu red  b ased  on th e 
d ef au l t p ort ty p e ( if  th e interf ac e is d own)  or b ased  on th e d ev ic e ty p e as d etec ted  
b y  8 0 2. 1 x / M A B  or C D P

cr34 -35 6 0 -1 # s h  s h e l l  f u n ct i o n  b ri e f  
B u i l t -i n  f u n ct i o n  n a m e s
C I S C O _ A P _ A U T O _ S M A R T P O R T  
C I S C O _ D O T 1 X _ A U T H _ F A I L _ A U T O _ S M A R T P O R T  
C I S C O _ D O T 1 X _ C R I T I C A L _ A U T O _ S M A R T P O R T  
C I S C O _ D O T 1 X _ D E S K T O P _ A U T O _ S M A R T P O R T  
C I S C O _ D O T 1 X _ E A S Y _ A U T O _ S M A R T P O R T  
C I S C O _ D O T 1 X _ M A B _ G U E S T _ A U T O _ S M A R T P O R T  
C I S C O _ D O T 1 X _ M A B _ T I M E O U T _ A U T O _ S M A R T P O R T  
C I S C O _ L W A P _ A U T O _ S M A R T P O R T  
C I S C O _ P H O N E _ A U T O _ S M A R T P O R T  
C I S C O _ R O U T E R _ A U T O _ S M A R T P O R T  
C I S C O _ S W I T C H _ A U T O _ S M A R T P O R T  

Pr e d-de f in e d S m ar t p or t  m ac r os
8 0 2 . 1 x

L W APP an d L e g ac y  AP
E n d S t at ion  ( use r )  m ac r o is a 
sup e r se t  of  p h on e  an d de sk t op
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Au to  S m artp o rts
Ena b ling a uto  sm a r tp o r ts

� A u t o s m ar t p or t s c an  b e  e n ab le d  on  a g lob al or  p e r  i n t e r f ac e  b as i s
� B y  d e f au lt  au t o s m ar t p or t s w i ll u t i li z e  C D P  as  t h e  d e v i c e  

i d e n t i f i c at i on  m e t h od
� If  8 0 2 . 1 x  i s  e n ab le d  t h e n  m ac r o i s  c on t r olle d  b y  8 0 2 . 1 x
� 8 0 2 . 1 x  allow s  f or  f allb ac k  t o C D P  t r i g g e r  e v e n t s

! E n a b l i n g  a u t o  s m a rt p o rt s g l o b a l l y
!
cr34 -35 6 0 -1 ( co n f i g ) # m a cro  a u t o  g l o b a l  p ro ce s s i n g  ?
cd p -f a l l b a ck   I f  t h e  p o rt  i s  d o t 1 x  e n a b l e d  a n d  t ri g g e r i s  n o t  s e n t  b y  R A D I U S ,

u s e  C D P  ca p a b i l i t y  i n f o rm a t i o n  a s  t ri g g e r
<cr>
!
! A u t o  s m a rt p o rt s ca n  b e  e n a b l e d  o r d i s a b l e d  p e r i n t e rf a ce
!
cr34 -35 6 0 -1 ( co n f i g -i f ) # [ n o ]  m a cro  a u t o  p ro ce s s i n g  ?
cd p -f a l l b a ck   U s e  C D P  o r O t h e r A u t h e n t i ca t i o n  M e ch a n i s m  b y  d e f a u l t
<cr>
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Au to  S m artp o rts
Ena b ling th e new a uto  sm a r tp o r ts - I O S  S h ell

E v ent M anag er

Trigger and parameters 
passed v ia I O S  sh el l  

E N V  v ariab l es

� T h e appl ication and r emov al  of th e smar tpor ts config ur ation is accompl ish ed 
v ia a new  featur e th e I O S  S h el l

� I O S  S h el l  is inv oked by  th e sw itch  E v ent M anag er  w h ich  w il l  pass a tr ig g er  
condition and a number  of v ar iabl es to th e I O S  sh el l

� I O S  sh el l  w il l  ex ecute th e function associated w ith  th e tr ig g er  condition to 
appl y  th e config ur ation ch ang es r eq uir ed by  th e macr o

L inkUp or  
L inkDow n ev ent

I O S  S h el l

E x ecutes function 
associated w ith  th e 

specific ‘tr ig g er ’ condition
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I O S  S h e l l
U N I X  S h ell like env ir o nm ent in I O S

� T h e sh el l  is integ r ated into th e ex isting  I O S  CL I  env ir onment
� O r der  of ex ecution w h en a command is enter ed at th e pr ompt

� I O S  command
� B uil t-in ios. sh el l function
� User  defined ios. sh el l function  

! D e f i n e  a  f u n ct i o n  i n  t h e  I O S  s h e l l
s w i t ch # f u n ct i o n co n f i g _ p o rt ( )  {
>co n f  t
>i n t G i g a b i t E t h e rn e t 0 / $ 1  
>s w i t ch p o rt m o d e  a cce s s
>s w i t ch p o rt a cce s s  v l a n  $ 2
>s w i t ch p o rt p o rt -s e cu ri t y
>s w i t ch p o rt p o rt -s e cu ri t y  m a x i m u m  $ 3
>}
! T h i s  s h e l l  f u n ct i o n  ca n  b e  i n v o k e d  a t  t h e  C L I
s w i t ch # co n f i g _ p o rt 22 1 0 0  3
!
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I O S  S h e l l
I O S  S h ell T r igger s

� A  sh el l  function can not onl y  be inv oked fr om command l ine,  it can al so be 
inv oked pr og r ammatical l y  based on a tr ig g er  tag  

� A t F CS  pr e-defined tr ig g er s used by  auto smar tpor ts w il l  be av ail abl e
� T h e netw or k administr ator  can define th eir  ow n tr ig g er s w ith  associated sel f 

defined functions to be inv oked in th e case of th at tr ig g er

! C re a t e  a  n e w  t ri g g e r co n d i t i o n
cr34 -35 6 0 -1 ( co n f i g ) # s h e l l  t ri g g e r p o rt _ u p T ri g g e r f o r t h e  co n f i g _ p o rt m a cro  w e  cre a t e d
!
cr34 -35 6 0 -1 # s h o w  s h e l l  t ri g g e rs  
U s e r d e f i n e d  t ri g g e rs
---------------------
T ri g g e r I d : p o rt _ u p
T ri g g e r d e s cri p t i o n : T ri g g e r f o r t h e  co n f i g _ p o rt m a cro  w e  cre a t e d  
T ri g g e r e n v i ro n m e n t : 
T ri g g e r m a p p i n g  f u n ct i o n :
<s n i p > 
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I O S  S h e l l
A uto  S m a r tp o r ts
� A uto smar tpor ts uses th e I O S  sh el l  capabil ities 
� CDP  or  8 02 . 1 x  state ch ang es inv oke a tr ig g er  condition w h ich  in tur n 

ex ecutes a buil t-in I O S  sh el l  function

cr34 -35 6 0 -1 # s h o w  s h e l l  t ri g g e rs
---------------------
B u i l t -i n  t ri g g e rs
-----------------
T ri g g e r I d : C I S C O _ P H O N E _ E V E N T
T ri g g e r d e s cri p t i o n : T h i s  m a cro  a p p l i e s  p o rt  co n f i g u ra t i o n  f o r i p -p h o n e
T ri g g e r e n v i ro n m e n t : P a ra m e t e rs  t h a t  ca n  b e  s e t  i n  t h e  s h e l l  - $ A C C E S S _ V L A N = ( 1 )  a n d  
$ V O I C E _ V L A N = ( 2) ,  T h e  v a l u e  i n  t h e  p a re n t h e s i s  i s  a  d e f a u l t  v a l u e
T ri g g e r m a p p i n g  f u n ct i o n : C I S C O _ P H O N E _ A U T O _ S M A R T P O R T
<s n i p >
cr34 -35 6 0 -1 # s h o w  s h e l l  f u n ct i o n s  C I S C O _ P H O N E _ A U T O _ S M A R T P O R T
f u n ct i o n  C I S C O _ P H O N E _ A U T O _ S M A R T P O R T  ( )  {
i f  [ [  $ L I N K U P  -e q Y E S  ] ] ;  t h e n
co n f  t
i n t e rf a ce   $ I N T E R F A C E
m a cro  d e s cri p t i o n  $ T R I G G E R
s w i t ch p o rt a cce s s  v l a n  $ A C C E S S _ V L A N
s w i t ch p o rt m o d e  a cce s s
s w i t ch p o rt b l o ck  u n i ca s t
.  .  .

When this internal trigger occurs

I nv ok e this 
b uilt-in 
f unction
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I O S  S h e l l
A uto  S m a r tp o r ts

� T h e I O S  S h el l  pr ov ides for  simpl e pr og r amming  l og ic,  e. g .  ‘i f ’ constr ucts
� Undo capabil ity  is defined as th e seq uence of commands r eq uir ed to 

‘r emov e’ ev er y th ing  th e function config ur ed initial l y
� S ame l og ic j ust differ ent ‘v ar iabl es’ passed w h en th e function is inv oked
cr34 -35 6 0 -1 # s h o w  s h e l l  f u n ct i o n s  C I S C O _ P H O N E _ A U T O _ S M A R T P O R T
f u n ct i o n  C I S C O _ P H O N E _ A U T O _ S M A R T P O R T  ( )  {
i f  [ [  $ L I N K U P  -e q Y E S  ] ] ;  t h e n
co n f  t
i n t e rf a ce   $ I N T E R F A C E
m a cro  d e s cri p t i o n  $ T R I G G E R
s w i t ch p o rt a cce s s  v l a n  $ A C C E S S _ V L A N
s w i t ch p o rt m o d e  a cce s s
.  .  .
i p d h cp s n o o p i n g  l i m i t  ra t e  1 5

e x i t
e n d

f i
i f  [ [  $ L I N K U P  -e q N O  ] ] ;  t h e n
co n f  t
i n t e rf a ce   $ I N T E R F A C E
n o  m a cro  d e s cri p t i o n
n o  s w i t ch p o rt p o rt -s e cu ri t y
n o  s w i t ch p o rt a cce s s  v l a n  $ A C C E S S _ V L A N
.  .  .

When the interf ace 
changes state if  it is 
‘link up ’ then ap p ly  the 

conf iguration

When the interf ace 
changes state if  it is 

‘link d ow n’ then rem ov e all  
the conf iguration
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S m artp o rt M acro s U p d ate
3 7 5 0 / 3 5 6 0  P h o ne A uto  S m a r tp o r t m a cr o

!  G l o b a l  co n f i g u ra t i o n
i p d h cp s n o o p i n g  v l a n  4 , 20 0 , 4 0 4
n o  i p d h cp s n o o p i n g  i n f o rm a t i o n  o p t i o n
i p d h cp s n o o p i n g
i p a rp i n s p e ct i o n  v l a n  4 , 4 0 4
i p a rp i n s p e ct i o n  v a l i d a t e  s rc-m a c d s t -m a c i p a l l o w  z e ro s
e rrd i s a b l e re co v e ry  ca u s e  d h cp -ra t e -l i m i t
e rrd i s a b l e re co v e ry  ca u s e  a rp -i n s p e ct i o n
e rrd i s a b l e re co v e ry  i n t e rv a l  120
!  
i n t e rf a ce  F a s t E t h e rn e t 0 / 24
s w i t ch p o rt a cce s s  v l a n  4
s w i t ch p o rt m o d e  a cce s s
s w i t ch p o rt b l o ck  u n i ca s t
s w i t ch p o rt v o i ce  v l a n  4 0 4
s w i t ch p o rt p o rt -s e cu ri t y  m a x i m u m  3
s w i t ch p o rt p o rt -s e cu ri t y  m a x i m u m  2 v l a n  a cce s s
s w i t ch p o rt p o rt -s e cu ri t y  m a x i m u m  1 v l a n  v o i ce
s w i t ch p o rt p o rt -s e cu ri t y
s w i t ch p o rt p o rt -s e cu ri t y  a g i n g  t i m e  5
s w i t ch p o rt p o rt -s e cu ri t y  v i o l a t i o n  re s t ri ct
s w i t ch p o rt p o rt -s e cu ri t y  a g i n g  t y p e  i n a ct i v i t y
i p a rp i n s p e ct i o n  l i m i t  ra t e  10 0
s t o rm -co n t ro l  b ro a d ca s t  l e v e l  p p s  1k
s t o rm -co n t ro l  m u l t i ca s t  l e v e l  p p s  2k
s t o rm -co n t ro l  a ct i o n  t ra p
s p a n n i n g -t re e  p o rt f a s t
s p a n n i n g -t re e  b p d u g u a rd e n a b l e
i p v e ri f y  s o u rce
i p d h cp s n o o p i n g  l i m i t  ra t e  15

� Ch ang es fr om th e ex isting  
macr os
� DH CP  S nooping ,  DA I  and 
I P  sour ce G uar d enabl ed

� P or t secur ity  config ur ation 
h as been updated

� S tor m contr ol  is enabl ed
� E nabl es bl ocking  of 
unknow n unicast fl ooding

� S imil ar  to th e ch ang es being  
made to th e access por t Q oS  
config ur ation it is desig ned for  
pl ug  and pl ay

� Not desig ned for  T r ade F l oor s,  
Data Center  or  oth er  h ig h l y  
special iz ed netw or k cl ients
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S m artp o rt M acro  U p d ate s
W h a t new f ea tur es a r e in th e m a cr o
� D H C P  S n oop i n g

P r ox i e s  all D H C P  r e q u e s t s  p r e v e n t i n g  ac c i d e n t ally  ( or  
i n t e n t i on ally )  D H C P  s e r v e r  s p oof i n g

� D y n am i c  A R P  In s p e c t i on
P r ox i e s  all A R P  p ac k e t s  p r e v e n t i n g  A R P  m as q u e r ad i n g

� IP  S ou r c e  Gu ar d
P r e v e n t s  an  e n d p oi n t  f r om  IP  m as q u e r ad i n g

� S t or m  C on t r ol
L i m i t s  t h e  r at e  of  i n g r e s s  b r oad c as t  an d  m u lt i c as t  t r af f i c  t o 
r e as on ab le  le v e ls

� B loc k  U n i c as t
P r e v e n t s  f lood i n g  of  u n k n ow n  M A C  ad d r e s s e s  ou t  t h i s  p or t
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Z us a m m en f a s s un g ,  Q & A

Neue E n t w i c k l un g en f uer d en  A c c es s -L a y er

- P o E,  C D P ,  L L D P ,  8 0 2 . 3 a z ,  Ener gy W ise

D y n a m i s c h es Q o S  i m A c c es s -L a y er

- I ntelligent V o ice Q o S

S el b s t -K o n f i g ur i er en d er  A c c es s -L a y er

- A uto -S m a r tp o r ts,  I O S  S h ell,  EEM
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K e y -T ak e -Aw ay s:

� T h e I ntel l ig ent A ccess – uniq ue for  access sw itch es
� B est P r actices config ur ations - S mar tpor t and A uto-Q oS
� Dy namic appl ication of th e cor r ect best pr actices config ur ation –

A uto S mar tpor ts
� T h e intel l ig ence of appl ication aw ar e Deep P acket I nspection to both  

simpl ify  and impr ov e th e Q oS  and secur ity  tr ust boundar y
� CDP ,  L L DP ,  L L DP -M E D
� P oE  ev ol ution ( 8 02 . 3 at)
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Q and A
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