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Webinar “Thema Security”
Cisco ASA Security Appliance

Nach dem Webinar sollte der Zuhorer in der Lage sein:
= Die vielfaltigen Security-Funktionen der ASA zu kennen
= Die Design-Optionen flr High-Availability zu nutzen

= Die verfluigbaren Firewall-Techniken der ASA flr seine
Umgebung auszuwahlen und zu betreiben

= Den erfolgreichen Einsatz neuer Firewall-Funktionen
zum verstarkten Schutz des Datenverkehrs zu planen



Agenda

= ASA Hardware & Options
Short Introduction

= ASA Software
High-Availability/Redundancy

= ASA Advanced Firewall-Functions
Inspection Engines
Connection-Management

= Summary
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Cisco ASA 5500 Series Adaptive Security Appliances

Solutions Ranging from Desktop to Data Center

* Integrates, market-proven firewall, SSL/IPsec, IPS,
and content security technologies

» Extensible multi-processor architecture delivers SR |
high concurrent services performance and L ASA 5580-40
significant investment protection |

* Flexible management lowers cost of ownership TSRl

» Easy-to-use Web-based user interface ASA 5580-20

* Numerous certifications and awards

* And much more... B

ASA 5550

ASA 5540
ASA 5520
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ASA 5510

Branch Internet

Office Edge Data Center

Teleworker




Wide-Range of Cisco ASA 5500 Series
Security Service Modules (SSMs)

* Provides full-featured IPS and IDS services
for protection of critical network assets

 Available in 3 models: SSM-10, SSM-20, SSM-40
* Delivers up to 650 Mbps of IPS throughput

* Provides full-featured Anti-X services
(anti-virus, anti-spyware, anti-spam,
anti-phishing, URL filtering, and more)

e Available in two models SSM-10 and SSM-20

* /0O module offers four copper 10/100/1000
ports in addition to four SFP ports for
improved flexibility and network segmentation

» Customers can use up-to four ports total out
of these eight ports, with the ability to mix and
match copper and optical GE ports
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High Availability

Different people, different opinions ...

= JNeeds a redundant Chassis !“

= ,Needs a redundant Power-Supply !
= ,Data-Plane or Control Plane ?°

= ,Use a Loadbalancer "

= ,Are you asking for Failover ?*

= Is covered by our 24x7x2h Support-Service”



Firewall Design - Virtualization

= Virtualization provides a way to create
multiple firewalls in the same physical
chassis

=

ff
!

= Maximum number of virtual firewalls is 50
for the ASA (not supported on ASA 55095)

= Virtualization is a licensed
feature

=  Within the ASA a Virtual-
Firewall-Instance is called a
“Context”
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Redundant Chassis

= 2x ldentical chassis

Active / Standby
_ A

= |dentical SW-Releases

= |dentical Service-Modules

—g/ «—
= Dedicated Sync-Interfaces for
,config“ & ,Session-State” $
recommended g?
L

= State“-Interface speed should
follow ,Data-Interface” speeds*

= Cross-Over cable between ASA Standby / Active
not recommended

= From 5505 to 5580
(Plus license on smaller model)

*ASA5580: 1x GE-performance is sufficient for 10GE-Installations



Deployment Options

= Active - Standby Mode

Single-Context-Mode option
Most SW features available
Single Data-Path at any time
Stateful-Failover Optional*

= Active — Active Mode
Multi-Context required*

Limits available SW features
Multiple Data-Paths possible
Stateful-Failover Optional*

*Not on ASA5505



Failover Requirements

= Software Image and Operation-Mode must be identical
Major and Minor Release Version e.g. 7.2*
Both units in Routed-Mode/Transparent-Mode
Both units in Single-Mode/Multi-Context-Mode
Flash-Size can be different

= Failover IP Configuration required on both units
Failover-Link-Interface (Control-Plane = Config)
Failover-State-Interface (Data-Plane = active Sessions)
Monitored Interfaces (Health-Check/Probing)

= Failover Timing can be adjusted
Sub-Second Failover scenario (polltime unit msec xxx)

*Minor Releases can be upgraded during failover



Redundant Interface (8.0)*

= Single Chassis Option
= Logical Interface represents physical interface-pair

= All configuration refers to Logical-Interface
Nameif
Security-Level
IP-Address
= Failover is less than 500ms
= Passes traffic when member interface is enabled
= Active interface can be moved between ,pairs”

= Maximum 8 interface pairs

*Not on ASA5505



Interface redundancy design

Simple Deployment Option

,VSS“-Deployment Option

@Catalyst-woo chassis in VSS nﬁ




Redundant-Route/“Backup-ISP*

= Single Chassis Option
= Uses 2 Interfaces

= Supported Interfaces
DHCP-Client
PPPoE-Client
Regular Interface

= Tracking of connectivity with SLA-Monitor
Failover monitoring can be tuned

= Failover result is ,Routing” change

= No Load-Balancing/Sharing



Sample Setup

= 2 ,Routes” required

route outside 0.0.0.0 0.0.0.0 10.200.159.1 1 track <track-ID>
route backup 0.0.0.0 0.0.0.0 10.250.250.1 254

= SLA-Monitor + Timing

sla monitor <monitor-ID>
type echo protocol ipIcmpEcho 10.0.0.1 interface outside

sla monitor schedule <monitor-ID> life forever start-time now

= Activate Tracking Primary ISP

Metwork

track <track-ID> rtr <monitor-ID> reachability Le;sect! vl
YT 10.0.0.0130

iveide -ep__ Outskde-e0

172.22.1.0024

10.250.250.0/29

Modem

Secondary ISP
Metwork



VPN Redundancy (Remote Access)

= 2 or more systems build a cluster (tested = 10)
ASA5510, ASA5520, ASA5540, ASA5580
Mix of VPN3000 and ASA possible (not recommended)
SW-Mix possible (not recommended)

= Supports both IPSEC and SSL-VPN clients

Cisco VPN Client

Cisco AnyConnect Client
Cisco I0OS EzVPN (HW-Client)
Cisco VPN 3002

Cisco PIX 501

Cisco ASA5505

,some Third Party Clients*

= Cluster-Master distributes traffic
Loadsharing is done automatically
Member-Failure requires new connection setup



External Loadbalancer (not ASA specific)

= No special requirements on ASA

= Multiple Systems can be active

= | oadbalancer distributes traffic

= Loadbalancer monitors availability

= L oadbalancer ensures correct traffic-flow
= L oadbalancer ensures failover

= Loadbalances Firewall or VPN or both



Advanced

Firewalling Options




Application Inspection & Control Engines
Provide Control over Application Usage & Network Access

= Application and protocol-aware inspection services provide strong
application-layer security and detailed policy controls

= Perform conformance checking, state tracking, security checks,
NAT/PAT, dynamic port allocation, and offer a wide range of controls

for businesses to set application-layer policies




HTTP Inspection Evolution on PIX/ASA

= New default inspection policies for IM, P2P and
tunneling protocols (use show run all to display in
config)

= 7.2 added more inspection features (partial list):
Permit/deny packets with multiple content-type headers
Granular control over protocols tunneled inside of HTTP
Permit/deny null HTTP encodings

Permit/deny non-ASCII request headers, forms parameters, and
response headers

HTTP Server Banner Masking

Java, ActiveX, and other applet/script filtering capabilities to
improve upon existing filter commands



Case Study: Block GoToMyPC Application

= Problem:

After implementing

filtering, we noticed host

192.168.1.201 talking via ’
tcp/80 to Go2myPC.com Xﬁ;ﬂ;ﬁz(ﬁo

192.168.1.201
= Goal: darth
Using HTTP inspection Internet :
engine to implement a 192 168.1 1 .

policy that blocks users .
from using that service, Inside (100)

while allowing access to

tcp/80 for allowed traffic

192.168.1.212




ASDM-Tool: Packet Capture

= Traffic can be captured both before and after it passes
through the firewall; one capture on the inside interface,
one capture on the outside interface

= Capture buffer saved in RAM (default size 512KB)
= Default is to stop capturing when buffer is full

= Default packet length is 1518 bytes

= Copy captures off via TFTP or HTTPS

Capture Out

Inside\‘ ‘ : .‘/Outside
—

Capture In




Capture viewed in Wireshark

first. pcap - Wireshark |:] =
Fle Edit Wew Go Capture Analyzs  Statistics  Help

Buses BEXRE Aes0TL|EE QAN EDM % B

Eilter: |(\p._addr 0 198.133.219.25 and in.addr eq 10.1.15.32) and {tep.port eq 80 ! ¥  Expression... Clear Apply

Mo, - Time: Source Destination Protocal Info
13 5.552584 198.133.218.25 AEAseaR TR http > netwiew-aix-4 [S¥M, ACK] Seq=0 Ack=0 Win=8192 Len=0 M55=1380
15 5.874290  198.133,219.25 10.1.15.32 TP http » netview-aix-4 [ACK] Seg=l Ack=373 win=3840 Len=0
18 5.883582  198.133.219.25 10.1.15.32 HTTP HTTR/1.1 304 Not Modified
20 &, 262285 168,133, 210.25 S o ey e HTTR HTTR/1.1 304 Mot mModified
22 6,341047 198.133.219.25 NSRS 3 HTTP HTTP/1.1 304 wot modified
24 6.627867 198.133,215.25 10.1.15.32 HTTP HTTP/1.1 304 wMot modified
26 6.704706  198.133.219.25 10.1.15.32 HTTP HTTR/L.1 304 Mot Modified
14 1 HTTP 1 o

11.786855 19 15.32 HTTP HTTR/1.1 200 OK (text/plain i
32 11.786901 198.133.210.25 10.1.15.32 TCR http > natuiew-aix-4 [FIN, ACK] Seq=1130 Ack=200% Win=6820 Len=0
36 11.08127%  198.133.219.25 10.1.15.32 TR http > netuiew-aix-4 [ACK] Seq=1140 Ack=2906 win=6820 Lern=0

| Stream Content-

HTTP/L.1 304 nNot modified

connection: Keep-aliwve

Date: wed, 07 May 2008 17:04:14 GmT
Last-mModified: Fri, 12 Jan 2007 20:21:56 GMT
ETag: "443h"

HTTP/L1.1 304 Mot modified

connection: Keep-alive

Date: wed, 07 May 2008 17:04:15 GMT
Last-Modified: Tue, 26 Sep 2006 00:03:57 GMT
ETag: "2le"”

HTTP/L1.1 304 Not modified

Connection: kKeep-aliwve

Date: wed, 07 May 2008 17:04:15 GMT
Last-mModified: Tue, 18 Dec 2006 20:00:33 GMT
Etag: "196"

HTTP/L1.1 304 not modified

Connection: Keep-alive

Date: wed, 07 May 2008 17:04:15 GMT

Last-mModified: Thu, 03 Apr 2008 18:10:19 GMT

Etag: "557c¢" 1

# Frame 30 (54 bytes on wire, 54 bytes captured) e

@ Ethernet II, src: Cisco_©92:61:ad (00:02:84:02:61:a4), Dst: Cisco_0f:58a:44 (00:19:56:0f:8a:44) g;ﬁﬁéﬁ%%oi?lleZ;_ﬂ??E-lEd

& Internet Protocol, Src: 198.133.219.25 (198.133.210.25), Dst: 10.1.15.32 (10.1.15.32) bate: wed, 07 May 2008 17:04:15 GuT

® Transmission Control Protocol, Sre Port: hitp (803, Dst Port: netview-aix-4 (1664), seq: Bos, | (Last-Moditisd: Tus, 10 Dac 2006 19:59:13 GMT

Etag: "32d"

HTTP/L.1 304 Not modified
Cconnection: Keep-alive
Date: wed, 07 May 2008 17:04:16 GMT

Dmet medifind. Tha 10 s JANE IMeERe37 caT o
! Entire conversation (1136 bytes) “ |O #5C11 () ERCDIC ) Hex Dump () € Arrays (5) Raw
[ Close: I ’ Filter Qut This Stream




ASDM-Tool: HTTP Inspection

isco ASDM 5.2 for ASA - 192.168.1.72 (Preview Release)

File Options Tools Wizards Help

Search |

CED Manager

X3
Routing

o4

| Global Objects

7,

Properties

----- Fagees

----- A, MetBios

----- [, sccp eskinny)
----- Falal

----- Fag=

[5&, TP Maps
. @ Time Ranges

----- [, RADIUS Accounting

{E Regular Expressions

3 4 1O © d @ & 2
@ % LQ @ :

@ ? : @ & 74

Hotre | Configuration  Monitoring Eack Forwsard | Packet Tracer | Refresh Save Helg )
I

E rHTTR
e Ll
Irterfaces HTTP class maps with natmes staring with "_default" are default class maps and cannot be modified or deleted.

Match Conditions

1M

_default_airm-m...
_default_firethr..

_default_gator
_default_gnu-ht...

_default_http-tu...
_default_httport...
_default_kazaa
_default_msn-m...
_default_shout...
_default_winda...

b ot by 7 (! 7 ? (o ! B o

_default_vahoo...

Reguest Header Field (...
Reguest Header Figld (..
Request LRI

Reguest Header Field (...
Reguest Argumernts
Reguest LRI

Feguest LRI

Reguest Header Field (...
Response Header Field..
Response Header Field..
Reguest Header Field (...
Reguest Header Field (..
Reguest Body

R]

|E| _default_sim-mess..
[R] _aefault_firsthru-t...
[R] _defautt_firethru-t...
|E| _default_gatar

|E| _default_gnu-hitp-t..
|E| _default_gnu-http-t..
|E| _defautt_http-tunnel
|E| _default_hitport-tu....
=0

|E| _default_tmzn-mes...
|E| _default_shoutcas ...
IEl _default_windows
|E| _default_yahoo-m...

Description

(EyMatch B8 Mo match

IE‘ Regular expression Regular expression class

lester

SIE06 50251 AM UTC




ASDM-Tool: Regex Build Wizard

Bild a regular expression snippet and inzert i irto the regular expression helow:.

~Buildl Snippet
|:| Starts ot the beginning of the line

rEpecify Pattern-—

= This is the string to s
matCh on — Character String. | rchroker
|:| E=scape special characters

() Specify character

I e charasier

= We chose to ignore
case resulting in [ st
this string match

Snippet Previewy:  JJEe][Rr][Cc][BbI[Rr][Oo][KKk][Ee][Rr]

[ Append Snippet ] [ Append Snippet as Aternste ] [ Insert Snippet at Cursor ]

‘Regular Expression

|
i.ercbroker Test .
rSelection Ocourences

@ Zero or one times (71 O At least { times {n,

O One or mare times (+1 O Exactly | times {n}

O Any number of times (%)

[ oK ] [ Cancel ] ’ Hela




Final HTTP Inspect

B Edit HTTP Inspect

@ Eingle Meich . ..
Match Type: () Match () Mo Match . O U r matCh Crlte rla IS tO

Criterian: |RequestURI . :| inspect the URI being
— T sent by the client
G} Regular Expression: |MH-GDZMyPC_2 . :_i W
O Regular Expression Class: goimypo class . :| arage

= Note that this HTTP
Inspect policy can be set
to drop the connection,
reset client and server
(TCP RST) or just log the
connection

Because our security
policy does not allow for
remote PC management,

) Muttiple matches

4 we are going to drop the
e connecfion and log




Final Service Policy on Interface

T e e e e e e
Connguration = Security Halley s cenice Eolicy Hules

Access Rules | ASA Rules | Fiter Rules | Service Policy Rules |

% Add ~ B Edit etz | 4+ & | % Ba M- |-Q Find| | Rube Diagram|hﬂ:':--'.=----t Tracs

Fitter: ! Irterface W | | inzide

Tratfic Clazsification

Rule Actions
Mame Mo | Enabled hatch Source Destination Zervice Time

B |nterface: inside; Policy: inside-palicy
binsldesclass &y match @ any @ any Tk g @, Inspect HTTP Map block-go2mype

= In this example, note that the service policy is onI){]_
inspecting tcp/80. All other traffic is not bound to this
particular policy

= We could have also selected more granular source
and destination L3 addresses, if necessary



Connection

Management




Case Study: Intermittent Access to Web Server

Problem

= Most external clients are not able to load company’s
web page

NATed to 10.1.1.50 HTTP Requests to 192.168.1.50

< <
@l I Internet
Web Server ASA-5510 \

10.1.1.50

oop

Clients



Case Study: Intermittent Access to Web Server

Cisco ASDM 6.1 for ASA - 172.18.118.175

_ =
File View Tools Wizards Window Help Lok For: | Go
: - : S I
L Home-l Gﬁ,"} Configuration @ Monitoring @ Save RQ% Refresh I 0 Back a Forward ! ? Help [ b CIsCO
%’ d 'T % Firewall Dashboard | |
]
é Device Information Interface Status
E. General | License Inkerface IP Address/Mask Line Link: Kbps
Host Name:  ASA-5510 inside 10.1.1.1/24 @ w 9 u 5260
ASA Version:  8.0(3)13 Device Uptime: 0d 4h 16m 495 mariagement 172.18.118.175/24 8 up 8 up 5
ASDM Version: 6.1(1) Davice Type:  ASA 5510 outside 192.168.1.2j24 e uwp 9 uwp 5262
Firewall Modz: Routed Conkext Mods: Single
Total Flash: 512 MB Total Memory: 256 MB
Select an interface to view input and output Kbps I
VPN Tunnels Traffi c S i ke ic Status
IKE: O IPsec: O i p Conneckio acond Lsags i
System Resources Status 2000 |
i
CPU CPU Usage {percent) 1ood !
o0 1000
500 {
U NE: ] 1
&0 13:29 13:20 1221 13:32 1333
ﬁ M IUCP: 0 EETCP: 2152 M Total 2192 "
I
- e I e - e 00 ) T — "
123206 i T At A T ‘outside’ Interface Traffic Usage (Kbps)
3,000
Memory  Memory Usage (MB)
200 - 2,000
150 EEEEE e ..._.l-. 1.000
100
o e
50 13:20 13:30 1321 13:32 13:32
122206 a M Input Kbps: 2831 @ Output Kbps: 2351 i
1320 1320 1391 133 1333
Latest ASDM Syslog Messages oo 8 X

ASDM logging is disabled, To enable ASDM logging with informational level, dick the button below.

Device configuration loaded successfully.

'z admin l15

::519“)8 1:33:06 PM UTC




Case Study: Intermittent Access to Web Server

= show perfmon indicates high number of embryonic
connections

ASA-5510# show perfmon

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 2059/s 299/s
TCP Conns 2059/s 299/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fixup 0/s 0/s
TCP Intercept Established Conns 0/s 0/s
TCP Intercept Attempts 0/s 0/s
TCP Embryonic Conns Timeout 1092/s 4/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
VALID CONNS RATE in TCP INTERCEPT: Current Average
N/A 95.00%

ASA-5510#



Show Conn and Show Conn Detail

|dle Time, Connection

Bytes Transferred Flags

ASA# show conn
2 in use, 64511 most used

TCP out 198.133.219.25:23 in 10.9.9.3:11068 idle 0:00:06 Bytes 127 flags UIO
UDP out 172.18.124.1:123 in 10.1.1.9:123 idle 0:00:13 flags -

“detail” Adds

RMEREEEREINES

ASA# show conn detail
2 in use, 64511 most uséd

Flags: A - awaiting insdide ACK to SYN, a - awaiting outside ACK to SYN,

- initial S from outside, C - CTIQBE media, D - DNS, d - dump,

- outside ck connection, F - outside FIN, f - inside FIN,

- group, - MGCP, H - H.323, h - H.225.0, I - inbound data, i - incomplete,
Skinny media, M - SMTP data, m - SIP media, O - outbound data,

- insjide back connection, q - SQL*Net data, R - outside acknowledged FIN,

- UDF RPC, r - inside acknowledged FIN, S - awaiting inside SYN,

aiting outside SYN, T - SIP, t - SIP transient, U - up

WO AQHWD
1

TCP outside:198.133.219.25/23 inside:10.9.9.3/11068 flags UO
UDP outside:172.18.124.1/123 inside:10.1.1.9/123 flags -



Connection Flags—Quick Reference




Case Study: Intermittent Access to Web Server

= [ssue show conn to see ‘who’ is creating the connections

ASA-5510# show conn

54764 in use, 54764 most used

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside
outside

17.24.101.118:26093 i
111.76.36.109:23598 i
24.185.110.202:32729 i
130.203.2.204:56481 i
39.142.106.205:18073 i
75.27.223.63:51503 in
121.226.213.239:18315
66.187.75.192:23112 i
13.50.2.216:3496 insi
99.92.72.60:47733 insi
30.34.246.202:20773 i
95.108.110.131:26224 i
76.181.105.229:21247

side 10.1.1.50:80, idle 0:00:23, bytes 0, flags/aB
side 10.1.1.50:80, idle 0:00:13, bytes 0, flag
side 10.1.1.50:80, idle 0:00:25, bytes 0, f1l
side 10.1.1.50:80, idle 0:00:29, bytes 0, flags aB
side 10.1.1.50:80, idle 0:00:02, bytes 0, flags aB
ide 10.1.1.50:80, idle 0:00:03, bytes 0, fla
inside 10.1.1.50:80, idle 0:00:04, bytes O,

side 10.1.1.50:80, idle 0:00:06, bytes 0, fl1
10.1.1.50:80, idle 0:00:13, bytes 0, flags
10.1.1.50:80, idle 0:00:27, bytes 0, flag
ide 10.1.1.50:80, idle 0:00:02, bytes 0, f1l
side 10.1.1.50:80, idle 0:00:02, bytes 0, f
side 10.1.1.50:80, idle 0:00:06, bytes 0, f
82.210.233.230:44115 side 10.1.1.50:80, idle 0:00:02, bytes 0, fllags aB
134.195.170.77:28138 side 10.1.1.50:80, idle 0:00:12, bytes 0, fllhgs aB
70.133.128.41:22257 inside 10.1.1.50:80, idle 0:00:15, bytes 0, flags aB

124.82.133.172:27391 inside 10.1.1.50:80, idle 0:00:27, bytes 0, flags aB
26.147.236.181:37784 side 10.1.1.50:80, idle 0:00:07, bytes 0, f1l
98.137.7.39:20591 inside 10.1.1.50:80, idle 0:00:13, bytes 0, flags
37.27.115.122:24542 ijpiside 10.1.1.50:80, idle 0:00:12, bytes 0, flags\aB
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