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Touch Cisco
Cisco A S A  A p p l ia n ce
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Webinar “T h em a S ec u rit y ”
C is c o  A S A  S ec u rit y  A p p l ianc e

Nach dem Webinar sollte der Zuhörer in der L ag e sein:
� D ie v ielf ältig en S ecurity -F unk tionen der A S A  z u k ennen
� D ie D esig n-O p tionen f ür H ig h-A v ailability  z u nutz en
� D ie v erf üg baren F irew all-T echnik en der A S A  f ür seine 
U mg ebung  ausz uw ählen und z u betreiben

� D en erf olg reichen E insatz  neuer F irew all-F unk tionen 
z um v erstärk ten S chutz  des D atenv erk ehrs z u p lanen
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Agenda
� A S A  H ardw are &  O p tions

Short I n trod u c ti on
� A S A  S of tw are

H i g h-A v a i l a b i l i ty /R e d u n d a n c y
� A S A  A dv anced F irew all-F unctions

I n s p e c ti on  E n g i n e s
C on n e c ti on -M a n a g e m e n t

� S ummary
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Hardware-O v erv i ew
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Teleworker B ra n c h  
O f f i c e

I n t ern et
E d g e

ASA 5550

Cisco ASA 5500 Series Adaptive Security Appliances
Solutions Ranging from Desktop to Data Center

ASA 558 0-2 0

ASA 558 0-4 0

ASA 5505

•• I n t eg ra t es ,  m a rketI n t eg ra t es ,  m a rket --p rov en  f i rewa ll,  S S L / I P s ec ,  I P S ,p rov en  f i rewa ll,  S S L / I P s ec ,  I P S ,
a n d  c on t en t  s ec u ri t y  t ec h n olog i esa n d  c on t en t  s ec u ri t y  t ec h n olog i es

•• E x t en s i b le m u lt iE x t en s i b le m u lt i --p roc es s or a rc h i t ec t u re d eli v ers  p roc es s or a rc h i t ec t u re d eli v ers  
h i g h  c on c u rren t  s erv i c es  p erf orm a n c e a n d  h i g h  c on c u rren t  s erv i c es  p erf orm a n c e a n d  
s i g n i f i c a n t  i n v es t m en t  p rot ec t i ons i g n i f i c a n t  i n v es t m en t  p rot ec t i on

•• F lex i b le m a n a g em en t  lowers  c os t  of  own ers h i pF lex i b le m a n a g em en t  lowers  c os t  of  own ers h i p
•• E a s yE a s y --t ot o--u s e W ebu s e W eb --b a s ed  u s er i n t erf a c eb a s ed  u s er i n t erf a c e
•• N u m erou s  c ert i f i c a t i on s  a n d  a wa rd sN u m erou s  c ert i f i c a t i on s  a n d  a wa rd s
•• A n d  m u c h  m oreA n d  m u c h  m ore……

D a t a  C en t er

ASA 554 0

ASA 552 0

ASA 551 0
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Wid e-R ang e o f  C is c o  A S A  5 5 0 0  S eries
S ec u rit y  S erv ic e M o d u l es  ( S S M s )

• P r o v i d e s  full-fe a t ur e d  I P S  a n d  I D S  s e r v i c e s  
f o r  p r o t e c t i o n  o f  c r i t i c a l  n e t w o r k  a s s e t s
• A v a i l a b l e  i n  3  m o d e l s :  S S M -1 0 ,  S S M -2 0 ,  S S M -4 0
• D e l i v e r s  u p  t o  6 5 0  M b p s  o f  I P S  t h r o u g h p u t

I P S  S ec u ri t y  S erv i c es  M od u le ( A I P -S S M )

Content Security Services Module (CSC-SSM) • P r o v i d e s  f u ll-f eat u r ed  A n t i-X  ser v ices
( a n t i -v i r u s ,  a n t i -s p y w a r e ,  a n t i -s p a m ,
a n t i -p h i s h i n g ,  U R L  f i l t e r i n g ,  a n d  m o r e )

• A v a i l a b l e  i n  t w o  m o d e l s  S S M -1 0  a n d  S S M -2 0

4-P ort  G E  S erv i c es  M od u le ( 4G E -S S M )
• I / O  m o d u l e  o f f e r s  f o u r  co p p er  1 0 / 1 0 0 / 1 0 0 0  
p o r t s i n  a d d i t i o n  t o  f o u r  S F P  p o r t s f o r
i m p r o v e d  f l e x i b i l i t y  a n d  n e t w o r k  s e g m e n t a t i o n
• C u s t o m e r s  c a n  u s e  u p -t o  f o u r  p o r t s  t o t a l  o u t  
o f  t h e s e  e i g h t  p o r t s ,  w i t h  t h e  a b i l i t y  t o  m i x  a n d  
m a t c h  c o p p e r  a n d  o p t i c a l  G E  p o r t s
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Hi g h -A v ai l ab i l i t y
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H i gh  Av ai l ab i l i t y
D if f erent p eop le,  dif f erent op inions . . .
� „Needs a redundant C hassis !“
� „Needs a redundant P ow er-S up p ly !“
� „D ata-P lane or C ontrol P lane ?“
� „U se a L oadbalancer !“
� „A re y ou ask ing f or F ailov er ?“
� „I s cov ered by our 2 4 x 7 x 2 h S up p ort-S erv ice“
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F i r ew al l  D es i gn - V i r t u al i z at i o n
� V irtualiz ation p rov ides a w ay  to create 
multip le f irew alls in the same p hy sical 
chassis

� M ax imum number of  v irtual f irew alls is 5 0  
f or the A S A  (not sup p orted on A S A  5 5 0 5 )

� V irtualiz ation is a licensed 
f eature

� Within the A S A  a V irtual-F irew all-I nstance is called a “C ontex t”
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R edu ndant  C h as s i s
� 2x I d e n t i c a l c h a s s i s
� I d e n t i c a l S W -R e l e a s e s
� I d e n t i c a l S e r v i c e -M o d u l e s
� D e d i c a t e d S y n c -I n t e r f a c e s f o r
„C o n f i g “ &  „S e s s i o n -S t a t e “
r e c o m m e n d e d

� „S t a t e “-I n t e r f a c e s p e e d s h o u l d
f o l l o w „D a t a -I n t e r f a c e “ s p e e d s *

� C r o s s -O v e r c a b l e b e t w e e n A S A  
n o t r e c o m m e n d e d

� F r o m  5 5 0 5  t o  5 5 8 0  
( P l u s  l i c e n s e  o n  s m a l l e r  m o d e l )

A ct iv e /  S t an d b y

S t an d b y /  A ct iv e

* A S A 5 5 8 0 :  1 x  G E -p e r f o r m a n c e i s  s u f f i c i e n t  f o r  1 0 G E -I n s t a l l a t i o n s
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D ep l o y m ent O p t i o ns
� A ctiv e - S tandby M ode

Si n g l e -C on te x t-M od e op ti on
M os t SW  f e a tu re s a v a i l a b l e
Si n g l e  D a ta -P a th a t a n y ti m e
Sta te f u l -F a i l ov e r O p ti on a l *

� A ctiv e – A ctiv e M ode
M u l ti -C on te x t re q u i re d *
L i m i ts  a v a i l a b l e SW  f e a tu re s
M u l ti p l e  D a ta -P a ths p os s i b l e
Sta te f u l -F a i l ov e r O p ti on a l *

* N o t  o n  A S A 5 5 0 5
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F ai l o v er R eq u i r em ent s
� S of tw are I mag e and O p eration-M ode must be identical

M a j or a n d  M i n or R e l e a s e  V e rs i on  e . g .  7 . 2 *
B oth u n i ts i n  R ou te d -M od e /T ra n s p a re n t-M od e
B oth u n i ts i n  Si n g l e -M od e /M u l ti -C on te x t-M od e
F l a s h-Si z e c a n b e d i f f e re n t

� F ailov er I P  C onf ig uration req uired on both units
F a i l ov e r-L i n k -I n te rf a c e (C on trol -P l a n e =  C on f i g )
F a i l ov e r-Sta te -I n te rf a c e (D a ta -P l a n e =  a c ti v e Se s s i on s )
M on i tore d I n te rf a c e s  (H e a l th-C he c k /P rob i n g )

� F ailov er T iming  can be adj usted
Su b -Se c on d F a i l ov e r s c e n a ri o (p ol l ti m e  u n i t m s e c  x x x )

* M i n o r  R e l e a s e s  c a n  b e  u p g r a d e d  d u r i n g  f a i l o v e r
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R edu ndant  I nt er f ac e (8 . 0 )*
� S ing le C hassis O p tion
� L og ical I nterf ace rep resents p hy sical interf ace-p air
� A ll conf ig uration ref ers to L og ical-I nterf ace

N a m e i f
Se c u ri ty -L e v e l
I P -A d d re s s

� F ailov er is less than 5 0 0 ms
� P asses traf f ic w hen member interf ace is enabled
� A ctiv e interf ace can be mov ed betw een „p airs“
� M ax imum 8  interf ace p airs

* N o t  o n  A S A 5 5 0 5
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I nt er f ac e r edu ndanc y  des i gn
Standby

StandbyA c ti v e

A c ti v e

„V S S “-D ep loy ment O p tion

S imp le D ep loy ment O p tion

D u al  C atal ys t-6 5 0 0  c h as s i s  i n V SS m o de
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R edu ndant -R o u t e/ “B ac k u p -I S P “
� S ing le C hassis O p tion
� U ses 2  I nterf aces
� S up p orted I nterf aces

D H C P -C l i e n t
P P P oE -C l i e n t
R e g u l a r I n te rf a c e

� T rack ing of  connectiv ity w ith S L A -M onitor
F a i l ov e r m on i tori n g c a n b e tu n e d

� F ailov er result is „R outing “ chang e
� No L oad-B alancing / S haring
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S am p l e S et u p
� 2  „R ou te s “ re q u i re d

route outside 0.0.0.0 0.0.0.0 10.200.159.1 1 tra c k  < tra c k -I D >
route b a c k up   0.0.0.0 0.0.0.0 10.250.250.1 254

� SL A -M on i tor +  T i m i n g
sl a  m on itor < m on itor-I D >
ty p e ec h o p rotoc ol  ip I c m p E c h o 10.0.0.1 in terf a c e outside

sl a  m on itor sc h edul e < m on itor-I D > l if e f orev er sta rt-tim e n ow

� A c ti v a te  T ra c k i n g
tra c k  < tra c k -I D > rtr < m on itor-I D > rea c h a b il ity
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V P N  R edu ndanc y  (R em o t e Ac c es s )
� 2  or m ore s y s te m s  b u i l d a  c l u s te r (te s te d  =  1 0 )

A S A 5 5 1 0 ,  A S A 5 5 20 ,  A S A 5 5 4 0 ,  A S A 5 5 8 0
M i x o f  V P N 3 0 0 0  a n d  A S A  p o s s i b l e  ( n o t  r e c o m m e n d e d )
S W -M i x p o s s i b l e  ( n o t  r e c o m m e n d e d )

� Su p p orts  b oth I P SE C  a n d  SSL -V P N  c l i e n ts
C i s c o  V P N  C l i e n t
C i s c o  A n y C o n n e c t  C l i e n t
C i s c o  I O S  E z V P N  ( H W -C l i e n t )
C i s c o  V P N  3 0 0 2
C i s c o  P I X  5 0 1
C i s c o  A S A 5 5 0 5
„s o m e  T h i r d  P a r t y  C l i e n t s “

� C l u s te r-M a s te r d i s tri b u te s tra f f i c  
L o a d s h a r i n g i s d o n e a u t o m a t i c a l l y
M e m b e r -F a i l u r e r e q u i r e s n e w c o n n e c t i o n s e t u p
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E x t er nal L o adb al anc er (no t AS A s p ec i f i c )
� No sp ecial req uirements on A S A
� M ultip le S y stems can be activ e
� L oadbalancer distributes traf f ic
� L oadbalancer monitors av ailability
� L oadbalancer ensures correct traf f ic-f low
� L oadbalancer ensures f ailov er
� L oadbalances F irew all or V P N or both
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A dv an c ed 
F i rewal l i n g  O p t i o n s
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O v er  3 0  
E n gin es
O v er  3 0  O v er  3 0  
E n gin esE n gin es

Ap p l i c at i o n I ns p ec t i o n &  C o nt r o l  E ngi nes
Provide Control over Application Usage & Network Access

� A p p l i c a ti on  a n d  p rotoc ol -a w a re  i n s p e c ti on  s e rv i c e s  p rov i d e  s tron g  
a p p l i c a ti on -l a y e r s e c u ri ty  a n d  d e ta i l e d  p ol i c y  c on trol s

� P e rf orm  c on f orm a n c e  c he c k i n g ,  s ta te  tra c k i n g ,  s e c u ri ty  c he c k s ,  
N A T /P A T ,  d y n a m i c  p ort a l l oc a ti on ,  a n d  of f e r a  w i d e  ra n g e  of  c on trol s
f or b u s i n e s s e s  to s e t a p p l i c a ti on -l a y e r p ol i c i e s

Med ia/ Vo ice o v er  I P
SIP
SC C P ( Sk i n n y )
H . 3 2 3  v 1 –4
G T P ( 3 G  M o b i l e  W i r e l e s s
M G C P
T R P/ R T C P/ R T SP
T A PI/ J T A PI

S p ecif ic A p p licat io n s
M i c r o s o f t  W i n d o w s  M e s s e n g e r
M i c r o s o f t  N e t M e e t i n g
R e a l  Pl a y e r
C i s c o  IP Ph o n e s
C i s c o  So f t p h o n e s

C o r e I n t er n et  P r o t o co ls
H T T P
F T P
T F T P
SM T P/ E SM T P
D N S/ E D N S
IC M P
T C P
U D P

D at ab ase/ O S  S er v ices
IL S/ L D A P
O r a c l e / SQ L * N e t  ( V 1 / V 2 )
M i c r o s o f t  R PC / D C E  R PC
M i c r o s o f t  N e t w o r k i n g
N F S
R SH
Su n R PC / N IS+
X  W i n d o w s  ( X D M C P)

S ecu r it y  S er v ices
IK E
IPSe c
PPT P
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H T T P  I ns p ec t i o n E v o l u t i o n o n P I X / AS A
� New  def ault insp ection p olicies f or I M ,  P 2 P  and 
tunneling  p rotocols (use sh ow  run all to disp lay  in 
conf ig )

� 7 . 2  added more insp ection f eatures (p artial list):
P e rm i t/d e n y  p a c k e ts  w i th m u l ti p l e  c on te n t-ty p e  he a d e rs
G ra n u l a r c on trol  ov e r p rotoc ol s  tu n n e l e d  i n s i d e  of  H T T P
P e rm i t/d e n y  n u l l  H T T P  e n c od i n g s
P e rm i t/d e n y  n on -A SC I I  re q u e s t he a d e rs ,  f orm s  p a ra m e te rs ,  a n d  
re s p on s e  he a d e rs
H T T P  Se rv e r B a n n e r M a s k i n g
J a v a ,  A c ti v e X ,  a n d  othe r a p p l e t/s c ri p t f i l te ri n g  c a p a b i l i ti e s  to
i m p rov e  u p on  e x i s ti n g  f i l te r c om m a n d s
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C as e S t u d y :  B l o c k  G o T o M y P C  A p p l ic at io n

� P rob l e m :  
A f te r i m p l e m e n ti n g  
f i l te ri n g ,  w e  n oti c e d  hos t
1 9 2 . 1 6 8 . 1 . 2 0 1  ta l k i n g  v i a  
tc p /8 0  to G o2 m y P C . c om
� G oa l :
U s i n g  H T T P i n s p e c ti on  
e n g i n e  to i m p l e m e n t a  
p ol i c y  tha t b l oc k s  u s e rs  
f rom  u s i n g  tha t s e rv i c e ,  
w hi l e  a l l ow i n g  a c c e s s  to 
tc p /8 0  f or a l l ow e d  tra f f i c

I n te rn e t
1 9 2 . 1 6 8 . 1 . 2 0 1

1 9 2 . 1 6 8 . 1 . 2 1 2

…

1 9 2 . 1 6 8 . 1 . 1
I n s i d e  ( 1 0 0 )

x x . 7 7 . 6 7 . 1 9 0
o u t s i d e  ( 0 )

?
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AS D M -T o o l :  P ac k et C ap t u r e
� T raf f ic can be cap tured both bef ore and af ter it p asses 
throug h the f irew all;  one cap ture on the inside interf ace,  
one cap ture on the outside interf ace

� C ap ture buf f er sav ed in R A M  (def ault siz e 5 1 2 K B )
� D ef ault is to stop  cap turing  w hen buf f er is f ull
� D ef ault p ack et leng th is 1 5 1 8  by tes 
� C op y  cap tures of f  v ia T F T P  or H T T P S

O u t s i d eI n s i d e

C a p t u re I n C a p t u re O u t
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C ap t u r e v i ew ed i n W i r es h ar k
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AS D M -T o o l :  H T T P  I ns p ec t i o n
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� T hi s  i s  the  s tri n g  to m a tc h on

� W e  c hos e  to i g n ore  c a s e  re s u l ti n g  i n  thi s  s tri n g  m a tc h

AS D M -T o o l :  R egex  B u i l d W i z ar d
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� N ote  tha t thi s  H T T P  i n s p e c t p ol i c y  c a n  b e  s e t to d rop  the  c on n e c ti on ,  re s e t c l i e n t a n d  s e rv e r (T C P  R ST ) or j u s t l og  the  c on n e c ti on
� B e c a u s e  ou r s e c u ri ty  p ol i c y  d oe s  n ot a l l ow  f or re m ote  P C  m a n a g e m e n t,  w e  a re  g oi n g  to d rop  the  c on n e c ti on  a n d  l og

� O u r m a tc h c ri te ri a  i s  to i n s p e c t the  U R I  b e i n g  s e n t b y  the  c l i e n t

F i nal  H T T P  I ns p ec t
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F i nal  S er v i c e P o l i c y  o n I nt er f ac e

� I n this ex amp le,  note that the serv ice p olicy  is only  insp ecting  tcp / 8 0 .  A ll other traf f ic is not bound to this p articular p olicy
� We could hav e also selected more g ranular source and destination L 3  addresses,  if  necessary
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C o n n ec t i o n  
M an ag em en t
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C as e S t u d y : I nt erm it t ent  A c c es s  t o  Web S erv er

P roblem
� M ost ex ternal clients are not able to load comp any ’s 
w eb p ag e

1 0 . 1 . 1 . 5 0

I n t ern et

A SA -5 5 1 0

HTTP Requests to 192.168.1.50

C li en t s

W eb  S erv er

N A Ted to 10.1.1.50
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C as e S t u d y :  I nt erm it t ent  A c c es s  t o  Web S erv er

T r af f ic S p ik e
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C as e S t u d y :  I nt erm it t ent  A c c es s  t o  Web S erv er

� show  p erf mon indicates hig h number of  embry onic 
connections

ASA-5 5 1 0 #  s h o w  p e r f m o n
P E R F M O N  ST AT S:                      C u r r e n t       Av e r a g e
X l a t e s 0 / s           0 / s
C o n n e c t i o n s                         2 0 5 9 / s         2 9 9 / s
T C P  C o n n s 2 0 5 9 / s 2 9 9 / s
U D P  C o n n s 0 / s           0 / s
U R L  Ac c e s s                             0 / s           0 / s
U R L  Se r v e r  R e q 0 / s           0 / s
T C P  F i x u p 0 / s           0 / s
T C P  I n t e r c e p t  E s t a b l i s h e d  C o n n s 0 / s           0 / s
T C P  I n t e r c e p t  At t e m p t s                 0 / s           0 / s
T C P  E m b r y o n i c  C o n n s T i m e o u t         1 0 9 2 / s 4 / s
H T T P  F i x u p 0 / s           0 / s
F T P  F i x u p 0 / s           0 / s
AAA Au t h e n 0 / s           0 / s
AAA Au t h o r                             0 / s           0 / s
AAA Ac c o u n t                            0 / s           0 / s
V AL I D  C O N N S R AT E  i n  T C P  I N T E R C E P T :     C u r r e n t       Av e r a g e

N / A         9 5 . 0 0 %
ASA-5 5 1 0 #
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ASA# s h o w  c o n n
2  i n  u s e ,  6 4 5 1 1  m o s t  u s e d
T C P  o u t  1 9 8 . 1 3 3 . 2 1 9 . 2 5 : 2 3  i n  1 0 . 9 . 9 . 3 : 1 1 0 6 8  i d l e  0 : 0 0 : 0 6  B y t e s  1 2 7 f l a g s  U I O
U D P  o u t  1 7 2 . 1 8 . 1 2 4 . 1 : 1 2 3  i n  1 0 . 1 . 1 . 9 : 1 2 3  i d l e  0 : 0 0 : 1 3  f l a g s  –

S h o w  C o nn and S h o w  C o nn D et ai l

ASA# s h o w  c o n n  d e t a i l
2  i n  u s e ,  6 4 5 1 1  m o s t  u s e d
Flags: A - aw ai t i n g i n si d e  AC K  t o  S Y N ,  a - aw ai t i n g o u t si d e  AC K  t o  S Y N ,

B  - i n i t i al S Y N  f r o m  o u t si d e ,  C  - C T I Q B E  m e d i a,  D  - D N S ,  d  - d u m p ,
E  - o u t si d e  b ac k  c o n n e c t i o n ,  F - o u t si d e  FI N ,  f  - i n si d e  FI N ,
G  - gr o u p ,  g - M G C P ,  H  - H . 3 2 3 ,  h  - H . 2 2 5 . 0 ,  I  - i n b o u n d  d at a,  i  - i n c o m p le t e ,
k  - S k i n n y  m e d i a,  M  - S M T P  d at a,  m  - S I P  m e d i a,  O  - o u t b o u n d  d at a,
P  - i n si d e  b ac k  c o n n e c t i o n ,  q  - S Q L * N e t  d at a,  R  - o u t si d e  ac k n o w le d ge d  FI N ,
R  - U D P  R P C ,  r  - i n si d e  ac k n o w le d ge d  FI N ,  S  - aw ai t i n g i n si d e  S Y N ,
s - aw ai t i n g o u t si d e  S Y N ,  T  - S I P ,  t  - S I P  t r an si e n t ,  U  - u p

T C P  o u t s i d e : 1 9 8 . 1 3 3 . 2 1 9 . 2 5 / 2 3  i n s i d e : 1 0 . 9 . 9 . 3 / 1 1 0 6 8  f l a g s  U O
U D P  o u t s i d e : 1 7 2 . 1 8 . 1 2 4 . 1 / 1 2 3  i n s i d e : 1 0 . 1 . 1 . 9 / 1 2 3  f l a g s  -

“d e t a i l ” A d d s  
I n t e r f a c e  N a m e s

I d l e  T i m e ,
B y t e s  T r a n s f e r r e d

C o n n e c t i o n  
F l a g s
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O utb ound Connection I nb ound Connection

C o nnec t i o n F l ags —Q u i c k  R ef er enc e
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C as e S t u d y :  I nt erm it t ent  A c c es s  t o  Web S erv er
� I ssue show  conn to see ‘w ho’ is creating  the connections

ASA-5 5 1 0 #  s h o w  c o n n
5 4 7 6 4  i n  u s e ,  5 4 7 6 4  m o s t  u s e d
T C P  o u t s i d e  1 7 . 2 4 . 1 0 1 . 1 1 8 : 2 6 0 9 3  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 2 3 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  1 1 1 . 7 6 . 3 6 . 1 0 9 : 2 3 5 9 8  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 1 3 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  2 4 . 1 8 5 . 1 1 0 . 2 0 2 : 3 2 7 2 9  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 2 5 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  1 3 0 . 2 0 3 . 2 . 2 0 4 : 5 6 4 8 1  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 2 9 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  3 9 . 1 4 2 . 1 0 6 . 2 0 5 : 1 8 0 7 3  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 2 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  7 5 . 2 7 . 2 2 3 . 6 3 : 5 1 5 0 3  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 3 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  1 2 1 . 2 2 6 . 2 1 3 . 2 3 9 : 1 8 3 1 5  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 4 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  6 6 . 1 8 7 . 7 5 . 1 9 2 : 2 3 1 1 2  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 6 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  1 3 . 5 0 . 2 . 2 1 6 : 3 4 9 6  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 1 3 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  9 9 . 9 2 . 7 2 . 6 0 : 4 7 7 3 3  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 2 7 , b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  3 0 . 3 4 . 2 4 6 . 2 0 2 : 2 0 7 7 3  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 2 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  9 5 . 1 0 8 . 1 1 0 . 1 3 1 : 2 6 2 2 4  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 2 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  7 6 . 1 8 1 . 1 0 5 . 2 2 9 : 2 1 2 4 7  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 6 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  8 2 . 2 1 0 . 2 3 3 . 2 3 0 : 4 4 1 1 5  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 2 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  1 3 4 . 1 9 5 . 1 7 0 . 7 7 : 2 8 1 3 8  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 1 2 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  7 0 . 1 3 3 . 1 2 8 . 4 1 : 2 2 2 5 7  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 1 5 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  1 2 4 . 8 2 . 1 3 3 . 1 7 2 : 2 7 3 9 1  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 2 7 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  2 6 . 1 4 7 . 2 3 6 . 1 8 1 : 3 7 7 8 4  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 0 7 ,  b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  9 8 . 1 3 7 . 7 . 3 9 : 2 0 5 9 1  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 1 3 , b y t e s  0 ,  f l a g s  a B
T C P  o u t s i d e  3 7 . 2 7 . 1 1 5 . 1 2 2 : 2 4 5 4 2  i n s i d e  1 0 . 1 . 1 . 5 0 : 8 0 ,  i d l e  0 : 0 0 : 1 2 ,  b y t e s  0 ,  f l a g s  a B
.  .  .  

R an d o m  S o u r ces E m b r y o n ic C o n n s
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