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Ü b ersic h t
F eatures und F unktionen
H ardware P lattf orm en
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H ardware P lattf orm en
� E insatz g eb iete
� Z usam m enf assung



Network Analysis M od u le (NAM )
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Ü b ersic h t



N et w o r k  Anal y s i s  M o du l e ( N AM )  - Ü b er s i c h t
• A p p lik atio ns-P erf o rmanc emo nito ring

• S p r a c h e ,  V i d e o  u n d  a n d e r e  T C P -
b a s i e r t e  A n w e n d u n g

• End e-z u -End e T ransp arenz  f ü r 
W i d e  A r e a  A p p l i c a t i o n  S e r v i c e s  ( W A A S )  

• V erk ehrsanalyse
• A p p l i k a t i o n e n ,  H o s t s ,  C o n v e r s a t i o n s
• M P L S ,  D i f f S e r v ,  U R L ,  V L A N ,  …  
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Das NAM Modul eröffnet detailierte Einsichten in die Applikationen  
und die darunterlieg ende Netz infratruktur z ur Perform ance Analy se

• M P L S ,  D i f f S e r v ,  U R L ,  V L A N ,  …  
• N e t F l o w  C o l l e c t i o n  ( N D E )
• A n a l y s e n  a u f  A p p l i k a t i o n s  u n d  N u t z e r  

E b e n e
• Erw eitertes T ro u b lesho o ting

• P r o b l e m i s o l a t i o n
• I n t e l l i g e n t  P a c k e t  C a p t u r e ,  D e c o d e s ,  F i l t e r

• O f f ene Sc hnittstellen



N et w o r k  Anal y s e M o du l e Ar c h i t ek t u r  

HTTP
3 rd p arty Ap p likation

S N M P
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SPAN ND E
Ne t f l o w

W AAS  
F l o w  
Ag e n t

V AC L  
C a p t u r e

C E F  
Pa c k e t  
C o p y

E R SPAN R SPAN

E s  k ö nnen v i el f ä l ti g e P erf o rm anc e-D atenq u el l en g enu tz t w erd en, u m  ei ne
w eb b as i erte N etz w erk - u nd  Ap p l i k ati o ns -P erf o rm anc eanal y s e z u  b etrei b en.

C a t 6 5 x x /C 7 6 x x N A M N A M  A p p l i a n c e C i s c o  28 x x /3 8 x x I S R N A M

SNM P

C i s c o  W A A S N A M
V i r t u a l  B l a d e *



F eatu res u nd  F u nktionen
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F u nktionen



V er k eh r s anal y s e
H i s to ri s c h  u n d  i n  E c h tzei t

D a s  N A M  h i l f t b e i m V e r s t e h e n f o l g e n d e r t y p i s c h e r F r a g e n :
� W e l c h e A p p l i k a t i o n e n l a u f e n i m  N e t z ?
� W e r b e n u t z t d i e s e  A p p l i k a t i o n e n u n d  w o ?
� W e l c h e B a n d b r e i t e b r a u c h e n d i e s e ?
� W o i s t  d e r  F l a s c h e n h a l s ?
� W a s  i s t  d i e  G r u n d l a s t ( B a s e l i n e )  d e r  A p p l i k a t i o n ?
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� W e l c h e E i n f l u s s h a t  e i n e  m ö g l i c h e Ä n d e r u n g ?

K o m m u n i k a t i o n s m a t r i xD e t a i l l i e r t e  Ho s t -S t a t i s t i k e n A p p l i k a t i o n s v e r t e i l u n g



H i s t o r i s c h es  R ep o r t i ng

• L angz eit-N etz w erk -P erf o rmanc e-Ü b erw ac hu ng f ü r “B aselining”  u nd  K ap az itä tsp lanu ng
• H isto risc he V o rf ä lle
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• H isto risc he V o rf ä lleanalysieren
• Es lassen sic h 1 0 0  T age lang histo risc he W erte ansehen
• M essinterv all ist 1  min



N et F l o w  u nd R M O N  M o ni t o r i ng
� N etF lo w stellt A p p lik atio ns-I P -F lo w -D aten z u r V erf ü gu ng 
� D as N A M  sammelt u nd  analysiert N etF lo w D aten 
� D as N A M  ü b erw ac ht N etF lo wals aggregierte I nf o rmatio n f ü r A p p lik atio nen,  H o sts,  K o nv ersatio nen
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� N etF lo w D aten k ö nnen au c h v o n entf ernten  Sw itc hen u nd  R o u tern ex p o rtiert w erd en
� R M O N -Ü b erw ac hu ng gib t d etaillierte Einb lic k e in D atenp ak ete.  D amit lä ß t sic h au c h d etailierte F ehleranalyse ( L 2 -L 7  D eb u gging)  b etreib en 

RMON/NetFlow support in NAM
A p p l i c a t i o n s R M O N  a n d  N e t F l o w
H o s t s R M O N  a n d  N e t F l o w
C o n v e r s a t i o n s R M O N  a n d  N e t F l o w
V o i c e R M O N
V L A N R M O N
A R T R M O N
D i f f S e r v R M O N
P o r t S t a t s R M O N



P ak et e S am m el n u nd D ek o di er en
� Ev ent/ T rigger-
b asiertes sammeln 
d er D aten

� W ireshark ä hnlic he 
P ak etanalyse

� L 2 -L 7  F ilter u nd  
P ak etanalyse
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P ak etanalyse
� F o rtlau f end es 
Sammeln u nd  
Sp eic hern d er D aten 
au f  interne P latte 
o d er ex terne 
Sp eic hermed ien



E c h t z ei t -M o ni t o r i ng
Visibilität d e s E c h tz e itv e r k e h r s u n d  e r w e ite r te s T r o u ble sh o o tin g

1 Workflow-b a s e d  n a v i g a t i on
1 . E c htz ei t-V erk ehrs f l u ß
2 . Z o o m  i n d i e K o nv ers ati o nen
3 . P ak etanal y s e

© 2009 Cisco Systems, Inc. All rights reserved. Cisco Conf identia lP resenta tion_ ID 12

2
3



Applikations-P e r f or m anc e analy se

A p p l i k a t i o n e n

S e r v e rN A M

C l i e n t s

C l i e n t   N e t w o r k  
D e l a y

S e r v e r  
N e t w o r k  D e l a y

A p p l i c a t i o n  
D e l a y

S e r v e r  
N e t w o r k

C l i e n t  
D e l a y
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� A p p lik atio nsantw o rtz eit messen u nd  analysieren
� A p p lik atio ns -T ro u b lesho o ting
� T rend s f ü r d ie K ap az itä tsp lanu ng
� V o rher – u nd  N ac hhermessu ng b ei Ä nd eru ngen
� Client &  A p p lik atio n V erz ö geru ng.  

J e t z t  a u c h  d e r  C l i e n t  u n d  n i c h t  n u r  S e r v e r

T o t a l  D e l a y

D e l a y N e t w o r k  D e l a y D e l a y
N e t w o r k  D e l a y



Ap p l i k at i o ns -P er f o r m anc e M et r i c s
Client N A M    

( n e a r  s e r v e r ) S er v er

X

S Y N
S Y N -A C K

A C K  1
R e q u e s t

S E Q  1

S E Q  4
S E Q  3
S E Q  2

C o n n e c t i o n  S e t u p

S e r v e r  R e s p o n s e

D a t a  X f e r

R e t r a n s

N e t w o r k  R T TA C K  3
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S E Q  4
S E Q  5
S E Q  3

S E Q  6
S E Q  7
S E Q  8

R e q u e s t
A C K  9

X P a c k e t  L o s s
R e t r a n s m i s s i o n

X

S E Q  4

A C K  6

R e q u e s t  D a t a

T r a n s a c t i o n  T i m e

A C K  8

N o n -d a t a    

S e s s i o n  T i m e

R e s p o n s e  D a t a



I nte llig e nte Applikations-P e r f or m anc e analy se

� D a t e n ü b e r t r a g u n g s d a u e r
� V e r b i n d u n g s d a u e r
� Ü b e r t r a g e n e A n z a h l b y t e s / p a c k e t s
� T r a n s a k t i o n s z e i t

E nthä l t z u s ä tz l i c he trans ak ti o n-b as i erend e S tati s ti k en ( 4 5  i ns g es am t)  u nd
v erb es s erte d etai l l i ertere R eak ti o ns z ei t
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� C l i e n t  N e t w o r k  D e l a y
� S e r v e r  N e t w o r k  D e l a y
� A n z a h l a b g e l e h n t e r V e r b i n d u n g e n
� A p p l i c a t i o n  D e l a y
� U n d  v i e l e s m e h r …



R es p o ns e T i m e Anal y t i c s
1 . Einstellen eines A larm,  

au sgelö st d u rc h Serv er-
A ntw o rtz eit.  

2 . P rü f en d es histo risc hen
R ep o rts au f  d er Su c he nac h 
einem R eak tio nsz eit-M u ster

3 . U ntersu c hen d es P ac k et-

1
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3 . U ntersu c hen d es P ac k et-
D ec o d es f ü r au sserge-
w ö hnlic he A k tiv itä ten

2

3



H ard ware
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N AM -1/ 2 H ar dw ar e Ü b er s i c h t
NAM-2NAM-1

W S -S V C -N A M -1-25 0 S W S -S V C -N A M -2-25 0 S

• Fabric und Bus Support Y e sY e s
• P roce ssor D ual  P I I I  +  A cce l e rationD ual  P I I I
• R A M 2 G B2 G B
• H ard D isk  25 0  G B25 0  G B
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M O N I T O R I N G  AP P L I C AT I O N S G i g a b i tF a s t  E t h e r n e t ,  
L o w  c a p a c i t y  G E

• P e rf orm ance G ig abitSub-g ig abit

D E P L O Y M E N T  S C E N AR I O S S e r v e r  F a r m ,  D a t a  
C e n t e r ,  D i s t r i b u t i o n ,  

W A N  E d g e

D i s t r i b u t i o n ,  
A c c e s s ,  s m a l l  

c o r e ,  B r a n c h  o f f i c e

• #  of  SP A N  /  V A C L  Se ssion 21
• #  of  N e tFl ow  Se ssions 1 1

• H ard D isk  25 0  G B25 0  G B
• C apture  Buf f e r 5 0 0  M B20 0  M B



N M E -N AM -120 S

Ha r d w a r e  
F e a t u r e N M -N A M N M E -N A M

Pr o c e s s o r
5 0 0  M Hz  I n t e l  
Pe n t i u m  I I I  

C PU
1. 0  G Hz  I n t e l  

C e l e r o n  M  C PU
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� H ö here W A N -M o nito ring 
P erf o rmanc e ( 2 - 3 x )  

� G rö ß ere H D  u nd  M emo ry  f ü r   
mehr D u rc hsatz

� I nterners u nd  ex ternes G igab it-
Ethernet I nterf ac e f ü r L A N  / W A N  
M o nito ring 

S D R A M 25 6 M B 1 G B

I n t e r n a l  D i s k  
S t o r a g e 20 G B  I D E 120 G B  24 x 7  

S A TA

F l a s h  M e m o r y 16 M B 24 M B

I n t e r f a c e s 2 F E 2 G E



C i s c o  N AM  Ap p l i anc es
H o h e P erf o rm a n c e,  S ka l i erb a rkei t u n d  F l ex i b i l i tä t

Pr o c e s s o r I n t e l ®  E 6 4 0 0  C o r e 2 D u o  

R A M 8  G B  S D R A M

N e t w o r k  
A d a p t o r

4  x  1 G b w i t h  o p t i o n s  f o r  o p t i c a l  
S F P o r  10 0 0 B a s e T

Ha r d  D i s k 2 x  25 0  G B S A T A  s e r v e r  g r a d e

C a p t u r e  2 G B

Pr o c e s s o r 2 I n t e l ®  Xe o n ®  E 5 4 4 0  Q u a d  c o r e  

R A M 16  G B  S D R A M

N e t w o r k  
A d a p t o r

2 x  10  G b w i t h  o p t i o n s  f o r  o p t i c a l  
XF P i n t e r f a c e s  

Ha r d  D i s k 6  x  14 7  G B ( ~ 1  t e r r a b y t e )  S A S  h o t  
s w a p p a b l e  R A I D 1

C a p t u r e  10  G B
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C a p t u r e  
B u f f e r

2 G B

F o r m  F a c t o r 1R U

Pe r f o r m a n c e ~  1. 9  G b p s m o n i t o r i n g  t h r o u g h p u t
D e p l o y m e n t D a t a  c e n t e r ,  C a m p u s ,  D i s t r i b u t i o n ,   

A c c e s s ,  W A N  E d g e / a c c e s s

C a p t u r e  
B u f f e r

10  G B

F o r m  F a c t o r 2R U

Pe r f o r m a n c e ~  9 . 7  G b p s m o n i t o r i n g  t h r o u g h p u t
D e p l o y m e n t D a t a  c e n t e r ,  S e r v e r  f a r m ,  C a m p u s  

b a c k b o n e ,  W A N  e d g e / a g g r e g a t i o n

NA M  2 2 0 4 NA M  2 2 2 0

NAM 4 . 1



C i s c o  W AAS N AM  V i r t u al  B l ade
Key highlights

NAM 4 . 1

� Erste V ersion der NAM als S oftw are
� V erfü g b ar auf W AAS  5 7 4  und 6 7 4  
Appliances

�NAM S oftw are w ird in einer v irtuellen
U m g eb ung auf der W AAS  installiert
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� 6 0  T ag e v oll funktionsfä hig e
Ev aluierung s-L iz enz

� Phy sikalisch oder als E-deliv ery  
v erfü g b ar



C i s c o  N AM  P r o du k t p o s i t i o ni er u ng

NAM 2220

I S R
G l o b a l  O f f i c e s

C a t 6 5 0 0  D C
C a t 6 5 0 0  D i s t r i b u t i o n
C a t 6 5 0 0  A c c e s s
C a t 6 5 0 0  E W A N

C 7 6 0 0  W A N  E d g e

C o r e ,  D C ,  D i s t r i b u t i o n
A c c e s s ,  E W A N
W A N  E d g e
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1G b p s 5  G b p s10 0 M b p s

NAM-2-25 0 S

NAM-1-25 0 S

5 0 0 M b p s

NME -NAM 120 S

NAM 220 4

NAM V B

P E R FO R M A N C E

NAM 4 . 1



E insatz g eb iete
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E insatz g e b ie t - W AN
T ro u b l es h o o ti n g  d er A n b i n d u n g en  v o n  A u ß en s tel l en
H e r a u sf o r d e r u n g
� F e h l e n  e i n e r  E n d e -z u -E n d e  V i s i b i l i t ä t  u n d  e i n e s  

z e n t r a l e n  M a n a g e m e n t  i n  g r o ß e n  N e t z w e r k e n
L ö su n g
� N A M  a g g r e g i e r t  u n d  a n a l y s i e r t  V e r k e h r  v o n  m u l t i p l e n  

D a t e n q u e l l e n :
• N e t F l o w  v o n  e n t f e r n t e n  R o u t e r n

B ra nc h  Of f ic e

WAN

B ra nc h  Of f ic e

The image cannot be displayed. Your computer may not have enough memory to open the image, or the image may have been corrupted. R estart your computer, and then open the f ile again. I f  the red x  still  
appears, you may have to delete the image and then insert it again.H u b -&- S p o k e 

configuration

The image cannot be displayed. Your computer may not have enough memory to open the image, or the  
image may have been corrupted. R estart your computer, and then open the f ile again. I f  the red x  still  
appears, you may have to delete the image and then insert it again.NetFlow
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• N e t F l o w  v o n  e n t f e r n t e n  R o u t e r n
• S P A N  D a t e n  v o m  H o s t - o d e r  e n t f e r n t e n  S w i t c h
• L o k a l e  S w i t c h -I n f o r m a t i o n e n  v o m  H o s t -S w i t c h

� N A M  b i e t e t  e i n e n  e i n g e b a u t e n  T r a f f i c e  A n a l y z e r .  
D u r c h  d a s  w e b b a s i e r t e  I n t e r f a c e  b r a u c h e n  k e i n e  
T e c h n i k e r  i n  d i e  A u ß e n s t e l l e  g e s c h i c k t  w e r d e n ,  u m  
S n i f f e r  T r a c e s  z u  z i e h e n .

F a z it
� N A M  b i e t e t  l o k a l e  u n d  R e m o t e v i s i b i l i t ä t  f ü r  e i n e  

s c h n e l l e  P r o b l e m l ö s u n g
D a ta  
C enter 
( H Q )

SiSi

WAN

W eb ,  E m a il,  
File,  App 
S erv ers

NA M

NetFlow

S P A N



E insatz g e b ie t – R e c h e nz e ntr u m
R ec h en zen tru m s ko n s o l i d i eru n g  trei b t d i e A n f o rd eru n g  
a n  d a s  A p p l i ka ti o n s p erf o rm a n c e M a n a g em en t

Rec h enz entrum� Zentrale Applikationen über WAN 
m it L AN-G es c h w ind ig keit nu tz en

Auß enstelle

W A N

W AE

W AE
S P A NFlow A g en t

Flow A g en t

W eb ,  E m a il,  F ile,  
A p p  S er v er s   

H e r a u sf o r d e r u n g
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m it L AN-G es c h w ind ig keit nu tz en
� B and breitenf las c h enh ä ls e v eru rs ac h en Applikations -
P erf orm anc e-E ins c h rä nku ng en

N A M

� B ietet E nd e-z u -E nd e Applikations perf orm anc e-V is ibilitä t
� I nteg ration m it WAAS  f ür eine akku rate C h arac teris ieru ng  d er P erf orm anc e optim ierter 
Applikationen

� K om biniert P erf orm anc em onitoring ,  V erkeh rs analy s e u nd  T rou bles h ooting  u m  
eine kons is tente Applikations perf orm anc e f ür d en Nu tz er z u  g ew ä h leis ten

�WAAS  als  L ö s u ng  f ür d ie B ereits tellu ng  z entraler Applikationen

L ö su n g

F a z it
NAM  u nters tütz t bei d er R ec h enz entru m s kons olid ieru ng



E i ns at z geb i et – V o i c e
I n teg ra ti o n  m i t d er C i s c o  U n i f i ed  C o m m u n i c a ti o n  
M a n a g em en t S u i te

� N A M  e r g ä n z t  C U C M S  m i t  
N e t z w e r k v i s i b i l i t ä t  u n d  
T r o u b l e s h o o t i n g m ö g l i c h k e i t e n

� C U S M  f a ß t  S p a c h q u a l i t ä t s d a t e n  

H e r a u sf o r d e r u n g
� E r f a s s e n  d e r  S p r a c h q u a l i t ä t
L ö su n g
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� C U S M  f a ß t  S p a c h q u a l i t ä t s d a t e n  
z u s a m m e n  u n d  b i e t e t  e i n e  
u n t e r n e h m e n s - w e i t e  D a r s t e l l u n g  d e r  
D a t e n

� C U S M  g e n e r i e r t  F e h l e r m e l d u n g e n  
b e i  S p r a c h q u a l i t ä t s v e r l u s t

� C U O M  u n d  N A M  s i n d  i n t e g r i e r t .  S o  
k ö n n e n  S p r a c h p a k e t e  a n a l y s i e r t  
w e r d e n .

S ensor 
10 4 0

NME -
NAM 

NAM-2 NAM 220 4  
Applia nc e

NAM 2220  
Applia nc e

100 100 4 00 15 00 4 000

Anzhal der unterstützten gleichzeitigen RTP Verbindungen

F a z it
� C i s c o  N A M  e r g ä n z t  C U C M S .  
B e i d e  L ö s u n g e n  z u s a m m e n  b i e t e n  e i n e  u n t e r n e h m e n s w e i t e  V o i c e -M a n a g e m e n t -L ö s u n g



R e g i o n a l  O f f i c e

E i n s a tzg eb i et – W i d e A rea  A p p l i c a ti o n  S erv i c es  ( W A A S )
I n teg ra ti o n  m i t d em  NA M  V i rtu a l
B l a d e

D ata C e nte r

W A E

S P A N

N A M

R e m o t e  O f f i c e

W A N F lo w  
A g ent

With WAN Optimization N A M  V B
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W A E

N etF lo w

R e m o t e  O f f i c e

� N A M  c a n  l e v e r a g e  a  w i d e  v a r i e t y  o f  d a t a  s o u r c e s  – W A A S  F l o w  A g e n t ,  N e t F l o w ,  S P A N
� E m b e d d e d  i n s t r u m e n t a t i o n  ( F l o w  A g e n t / N e t F l o w )  c a n  e n a b l e  c e n t r a l i z e d  N A M  d e p l o y m e n t s
� N A M  G U I  a c c e s s i b l e  v i a  w e b  b a s e d  b r o w s e r s
� N A M  V i r t u a l  B l a d e  t a r g e t e d  f o r  p r e -d e p l o y m e n t  s c e n a r i o s  &  s m a l l  d a t a  c e n t e r s

Withou t WAN Optimization



Zusammenfassung
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N AM  4 . 1 F eat u r e H i gh l i gh t s
W AAS  NAM V irtual B lade
• Z ero  H ardw are f o o tp rint based N AM  o f f ering
• Targeted f o r Pro o f  o f  C o ncep t ( Po C )  and S m all D ata C enter dep lo y m ents

Enhanced Appliance perform ance
• Ap p liance p erf o rm ance im p ro v em ents increased by  5 0 %
• H ardw are based p ack et cap ture f iltering f o r targeted tro ublesho o ting

N e w
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I m prov ed V isib ility  into W AN-optim iz ed Netw orks
• S up p o rt f o r W AAS  Passthro ugh traf f ic
• M ulti-segm ent disp lay  f o r v isual co rrelatio n o f  S erv er/ W AN / C lient segm ents
• S erv er f ilters f o r I AP based analy tics

B etter S upport for Mob ility  env ironm ents
• Ap p licatio n Visibility  w ith G PRS  Tunneling Pro to co l ( G TP)
• Tro ublesho o ting w ith targeted p ack et cap tures



E r gä nz end e I nfo s
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N AM  3. 6 . 1b :  U p gr aded C at 6 5 0 0  N AM s  
� H ig h e r m e m ory  f or im prov e d sof tw are  

pe rf orm ance
� 5 12M B t o  2G B o n  N A M -1-25 0 S
� 1G B t o  2G B o n  N A M -2-25 0 S

� L arg e r disk  capacity  to store  m ore  
capture s and re ports

� 4 0 G B t o  25 0 G B *  
� I m p r o v e d  r e l i a b i l i t y ;  PA TA t o  S A TA

W S -S V C -N AM -1-25 0 S
W S -S V C -N AM -2-25 0 S
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� O th e rw ise  parity  w ith  N A M -1/ -2
� S a m e  p r i c e
� S a m e  s o f t w a r e  f e a t u r e  s u p p o r t
� S a m e  s y s t e m  h a r d w a r e  a n d  s o f t w a r e  
s u p p o r t

� Fie l d-instal l abl e  m e m ory  upg rade  k it 
(M E M -C 6 K N A M -2G B= )

� I n v e s t m e n t  p r o t e c t i o n  f o r  c u s t o m e r s  w i t h  
e x i s t i n g  N A M -1 a n d  N A M -2
� R e c o m m e n d e d  t o  m a x i m i z e  N A M  4 . 0  
s o f t w a r e  p e r f o r m a n c e

F ü r  N e t f l o w  Pe r f o r m a n c e  D a t e n ,
b i t t e  d e n  S E  I h r e s  V e r t r a u e n  a n s p r e c h e n



N AM  3. 6 . 1b :  U p gr aded I S R N AM
N M E -N AM -120 S � M o r e  m e m o r y

5 1 2 M B to  1 G B
� M o r e  o n bo a r d  sto r a g e

8 0 G B to  1 2 0 G B
� O th e r w ise  p a r ity  w ith  N M E -
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� O th e r w ise  p a r ity  w ith  N M E -
N A M -8 0 S

N AM  s o f tw are f eatu re p ari ty
S y s tem  hard w are and  
s o f tw are f eatu re p ari ty




