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1. O b t a i n  R e q u i r e d  P IE  f i l e s :  
The following package files are required to perform the upgrade: 

P I E  F ile Description  S ample P I E  F ilename  S ample P ackage N ame 
C omposite M ini P ackage ( O S -M B I ,  
B ase,  A dmin,  F wdg,  lc R out) 

c12k-mini.pie-3.5 .2 disk0 :c12k-mini-3.5 .2 
M ulticast P ackage c12k-mcast.pie-3.5 .2 disk0 :c12k-mcast-3.5 .2 
M anageab ility P ackage c12k-mgb l.pie-3.5 .2 disk0 :c12k-mgb l-3.5 .2 
M P L S  P ackage c12k-mpls.pie-3.5 .2 disk0 :c12k-mpls-3.5 .2 
S ecurity P ackage c12k-k9 sec.pie-3.5 .2 disk0 :c12k-k9 sec-3.5 .2 
Diagnostic package c12k-diags.pie-3.5 .2 disk0 :c12k-diags-3.5 .2 
  
N o t e 1 :  T h e  f i l e n a m e s  l i s t e d  h e r e  m a y  n o t  n e c e s s a r i l y  b e  t h e  f i l e n a m e s  o f  
t h e  a c t ua l  f i l e s  s i n c e  t h e  f i l e s  c a n  b e  r e n a m e d .  T h e  a c t ua l  f i l e n a m e s  us e d  
wi l l  n o t  a f f e c t  t h e  o p e r a t i o n . 
N o t e 2 :  T h e  f o l l o wi n g  t wo  p a c k a g e s  h a s  b e e n  r e m o v e d  f r o m  t h e  m i n i .p i e . T h e y  c a n  b e  
i n s t a l l e d  t h e  s a m e  wa y  a s  t h e  r e g ul a r  p i e s  i f  n e c e s s a r y :  
c 1 2 k -d o c .p i e -3 .5 .2  – d o c um e n t a t i o n  p a c k a g e  i n c l ud i n g  m a n  p a g e s  
c 1 2 k -f p d .p i e -3 .5 .2  –  F i e l d  P r o g r a m m a b l e  D e v i c e  p a c k a g e  n e c e s s a r y  f o r  f i e l d  f i r m wa r e  
up g r a d e s  

  

2. In s t a l l  M a n d a t o r y  S M U s   
I nstall the following S M U s prior to performing the upgrade.  These S M U s are av ailab le at the 
following U R L  ( special access priv ileges are needed to use this link): 

h t t p : / / w w w . c i s c o . c o m / c g i -b i n / t a b l e b u i l d . p l / i o s x r -s m u ? s o r t = r e l e a s e  
 
 

 S M U  F ilename C 12k-b ase-3.3.x .C S C sg40 0 0 6.pie 
DDTS  C S C sg40 0 0 6 

A ffected images This S M U  is necessary for 3.3.0  and 3.3.1 releases only 
S M U  P ackage N ame <b oot dev ice>  c12k-b ase-3.3.x .C S C sg40 0 0 6-1.0 .0  
P rob lem S ummary C onfig loss when upgrading from 3.3.1 release 
S M U  I nstall I mpact L ow.  There should b e no impact to running system. 

S M U  I nstall 
P rocedure 

A dd S M U : 

router( admin)#i n s t a l l  a d d  <p a t h > / c 1 2 k -b a s e -3 . 3 . x . C S C s g 4 0 0 0 6 . p i e  s y n c  

A ctiv ate S M U : 



router( admin)#i n s t a l l  a c t i v a t e  d i s k 0 :c 1 2 k -b a s e -3 . 3 . x . C S C s g 4 0 0 0 6 -1 . 0 . 0  
s y n c  

C ommit S M U : 

router( admin)#i n s t a l l  c o m m i t  
 

3. C h e c k  S y s t e m  S t a b i l i t y :  
The following commands should b e ex ecuted to v erify b asic system stab ility b efore the 
upgrade: 

     ( admin) show p l a t f o r m             ( v erify that all nodes are in " I O S  X R  R U N "  state,  P L I M ' s in 
" O K "  and S P A s in “ R E A DY ”  state) 

show redundancy                    ( v erify that a S tandb y R P  is av ailab le and in " ready"  state) 
show ipv 4 interface b rief <or>   show ipv 6 interface b rief   <or>   show interface 
summary            ( v erify that all interfaces are " U P " ) 
show install activ e                   ( v erify that the proper set of packages are activ e)  

      cfs check/ clear configuration inconsistency     ( v erify/ fix  configuration file system in ex ec and 
admin mode) 

 

4. P e r f o r m  P r e -U p g r a d e  T a s k s :  
1)      C heck R O M M O N  v ersion.  U pgrade to the latest R O M M O N  v ersion supported if 

necessary.  R efer to the R elease N otes for the latest v ersion supported and for the 
R O M M O N  upgrade procedure. 
router( admin)# s h o w  d i a g  

2)      To minimiz e traffic loss during the upgrade please follow the procedure: 
a.       M ake sure that all the traffic flowing through the router which needs to b e 

upgraded has an alternate path. I n this scenario one can take one of the 
redundant routers out of serv ice,  upgrade it and then b ring it b ack into serv ice 
without any significant traffic loss ( this should work for the core routers,  for the 
edge dev ices usually the redundant path may not b e av ailab le) 

b .       S et I G P  metric to the highest possib le v alue so the I G P  will try to route the 
traffic through the alternate path. F or O S P F  use “ max -metric”  command. 

router( config-ospf)# m a x -m e t r i c  r o u t e r -l s a  



   F or I S I S  use “ spf-ov erload-b it”  command. 

 router( config-isis)#s e t -o v e r l o a d -b i t  

d.       A fter all the software is upgraded restore the I G P  metric b y remov ing the 
commands: 
O S P F  
router( config-ospf)#no max -metric router- l s a  

      I S I S  

      router( config-isis)#n o  s e t -o v e r l o a d -b i t  

  
3) C opy the running-configuration and admin-configuration to a temporary storage location. 

This could b e on a remote TF TP  serv er or a dev ice such as the harddisk: or disk0 : 
present on the R P .     

router#copy running-config tftp:running_ config.tx t 

router#admin 

router( admin)#copy running-config tftp:admin-running_ config.tx t 

router( a d m i n )# e x i t  

4) V erify M gmt access to the router ( see cav eats section  8 .1) 

 



5. U p g r a d e :  
 
S p e c i a l  U p g r a d e  I n s t r u c t i o n s  f r o m  3 . 3 . x : 

E x ecute the following steps prior to upgrading to 3.5 .2.  F ailure to follow these steps can result in 
config loss after the upgrade due to: 

C S C ek610 38  - config loss during 3.3.x  to 3.5 .2 upgrade due to file truncation. 

C S C ek61243 - rip proto config not properly nv gened,  resulting config loss on upg 

1. C lear N V G E N  cache: 
router# r u n  n v g e n  –F  1  

2. C reate dummy config commit: 
router# c o n f i g  
router( config)#h o s t n a m e  <h o s t n a m e >  
router( config)#c o m m i t  
router( config)#e n d  

3. F orce commit update b y using the reload command.  P r e s s  “ n ”  w h e n  t h e  
c o n f i r m a t i o n  p r o m p t  a p p e a r s : 
router# r e l o a d  
U pdating C ommit Datab ase.  P lease wait...[ O K ]  
                     P roceed with reload?  [ confirm]  <- P r e s s  “ n ”  
I n  s a m e  c a s e s  t h e  f o l l o w i n g  m a y  h a p p e n : 
r o u t e r # r e l o a d  
P r e p a r i n g  s y s t e m  f o r  b a c k u p .  T h i s  m a y  t a k e  a  f e w  m i n u t e s  . . . . . . . . . . . . S y s t e m  
c o n f i g u r a t i o n  b a c k u p  i n  p r o g r e s s  [ R e t r y  l a t e r ]  
 
I n  s u c h  a  c a s e  p l e a s e  r e -t r y  t h e  c o m m a n d  a f t e r  s o m e  t i m e .  

 

A l l  i n s t a l l  o p e r a t i o n s  s h o u l d  b e  d o n e  a d m i n  m o d e  

1)      A dd the required pies to disk: 
router( admin)# i n s t a l l  a d d  <s o u r c e > / <p a t h > / <p i e >  s y n c  

N o t e 1 :  T h e  < s o ur c e >  c a n  b e  o n e  o f  d i s k 0 : ,  d i s k 1 : ,  c o m p a c t f l a s h ; ,  t f t p : ,  f t p :  o r  r c p : . 
N o t e 2 :  T h e  a b o v e  s t e p  m us t  b e  r e p e a t e d  f o r  e a c h  p i e  f i l e ,  o r  a l l  o f  t h e  p i e s  c a n  b e  a d d e d  
t o g e t h e r  i n  a  s i n g l e  ‘ i n s t a l l  a d d  ..’  c o m m a n d .  T o  a d d  a l l  p i e s  us i n g  a  s i n g l e  c o m m a n d ,  l i s t  
a l l  o f  t h e  p i e s  ( i n c l ud i n g  t h e i r  s o ur c e )  wi t h i n  t h e  ‘ i n s t a l l  a d d  ..’  c o m m a n d  i n  t h e  f o l l o wi n g  
m a n n e r :  

 r o ut e r ( a d m i n ) #  install add <source>/c12k-m ini. p ie-3 . 5 . 2 <source>/c12k-
m cast. p ie-3 . 5 . 2 <source>/c12k-m g b l. p ie-3 . 5 . 2 <source>/c12k-m p ls. p ie-
3 . 5 . 2 <source>/c12k-k9 sec. p ie-3 . 5 . 2 sy nc>/c12k-diag s. p ie-3 . 5 . 2 sy nc 



N o t e 3 :  T h e  us e  o f  ‘ s y n c ’  o p t i o n  wi l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  a n y  o t h e r  c o m m a n d  
d ur i n g  t h e  i n s t a l l  o p e r a t i o n . 
N o t e 4 :  U n d e r  i d l e  c o n d i t i o n s ,  t h i s  c o m m a n d  m a y  t a k e  a t  l e a s t  3 5  m i n ut e s  t o  c o m p l e t e ,  
d ur i n g  wh i c h  t h e  r o ut e r  wi l l  b e  f ul l y  f un c t i o n a l .  

N o t e 5 :  I n  c a s e  t h e r e  a r e  a n y  o t h e r  o p t i o n a l  p a c k a g e s  i n s t a l l e d  p r i o r  t o  up g r a d e  t h e  
c ur r e n t  up g r a d e  h a s  t o  b e  d o n e  wi t h  t h e m ,  s o  c o r r e s p o n d i n g  p i e  f i l e s  h a v e  t o  b e  a d d e d  
a n d  i n s t a l l e d  a s  we l l . O t h e r wi s e  a l l  o p t i o n a l  p a c k a g e s  h a v e  t o  b e  d e a c t i v a t e d  ( f o l l o wi n g  
b y  t h e  c o m m i t )  b e f o r e  t h e  up g r a d e . S i d e  e f f e c t  o f  t h i s  i s  l o s s  o f  t h e  c o n f i g ur a t i o n  
s up p o r t e d  b y  t h e  p i e . 
 

2)   Test the activ ation using the ‘ test’  option.  Testing the activ ation will giv e you a prev iew 
of the activ ation. 

router( admin)# i n s t a l l  a c t i v a t e  d i s k 0 :c 1 2 k -m i n i -3 . 5 . 2  d i s k 0 :c 1 2 k -m c a s t -
3 . 5 . 2  d i s k 0 :c 1 2 k -m g b l -3 . 5 . 2  d i s k 0 :c 1 2 k -k 9 s e c -3 . 5 . 2  d i s k 0 :c 1 2 k -m p l s -3 . 5 . 2  
d i s k 0 :c 1 2 k -d i a g s -3 . 5 . 2  s y n c  t e s t  

N o t e 1 :  N o  a c t ua l  c h a n g e s  wi l l  b e  m a d e  wh e n  ‘ t e s t ’  o p t i o n  i s  us e d . 
N o t e 2 :   A n y  c o n f i g  t h a t  i s  i n c o m p a t i b l e  wi t h  t h e  n e w v e r s i o n  b e i n g  a c t i v a t e d  wi l l  b e  
i d e n t i f i e d .  T h e  ‘ s h o w c o n f i g ur a t i o n  r e m o v e d ’  c o m m a n d  c a n  b e  us e d  t o  v i e w wh a t  wi l l  b e  
r e m o v e d  a s  r e s ul t  o f  t h e  s o f t wa r e  up g r a d e  ( s e e  s e c t i o n  8 .1  f o r  d e t a i l s ) . 
N o t e 3 :  S uc h  r e m o v e d  c o n f i g  c a n  b e  r e a p p l i e d  us i n g  t h e  ‘ l o a d  c o n f i g  r e m o v e d  
< c o n f i g > .c f g ’  c o m m a n d  f r o m  c o n f i g  m o d e  AFTER the upgrade has been completed ( s e e  
s e c t i o n  8 .1  f o r  d e t a i l s ) . 

 

3)   A ctiv ate all of the packages added in step 1: 
router( admin)# i n s t a l l  a c t i v a t e  d i s k 0 :c 1 2 k -m i n i -3 . 5 . 2  d i s k 0 :c 1 2 k -m c a s t -
3 . 5 . 2  d i s k 0 :c 1 2 k -m g b l -3 . 5 . 2  d i s k 0 :c 1 2 k -k 9 s e c -3 . 5 . 2  d i s k 0 :c 1 2 k -m p l s -3 . 5 . 2  
d i s k 0 :c 1 2 k -d i a g s -3 . 5 . 2  s y n c  

N o t e 1 :  T h e  o ut p ut  o f  ‘ i n s t a l l  a d d ’  c o m m a n d  e x e c ut e d  i n  s t e p  1  p r o v i d e s  t h e  l i s t  o f  n a m e s  
o f  p a c k a g e s  t o  b e  us e d  i n  ‘ i n s t a l l  a c t i v a t e  ..’  c o m m a n d . 
N o t e 2 :  T h e  us e  o f  ‘ s y n c ’  o p t i o n  wi l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  a n y  o t h e r  c o m m a n d  
d ur i n g  t h e  i n s t a l l  o p e r a t i o n . 
N o t e 3 :  T h e  r o ut e r  wi l l  r e l o a d  a t  t h e  e n d  o f  a c t i v a t i o n  t o  s t a r t  us i n g  t h e  n e w p a c k a g e s . 
N o t e 4 :  U n d e r  i d l e  c o n d i t i o n s ,  t h i s  o p e r a t i o n  m a y  t a k e  a t  l e a s t  2 0  m i n ut e s  t o  c o m p l e t e . 
  



4)      V erify system stab ility through commands describ ed under C h e c k  S y s t e m  S t a b i l i t y  
section. I f system issues are detected or if the upgrade needs to b e b acked out for any 
reason,  please follow the steps describ ed in D o w n g r a d e  section to rollb ack the software 
configuration to the starting point. 

5 )   C heck to see if there were any failed startup config.  I f there were any startup config 
that failed to b e applied,  then refer to item #1 in the C a v e a t s  section to see how it 
should b e handled. 

router# s h o w  c o n f i g  f a i l e d  s t a r t u p  
6) C ommit the newly activ ated software: 

router( admin)# i n s t a l l  c o m m i t  
 

 

6) V erify/ fix  configuration file system 
router( admin)#c f s  c h e c k  

  

6. D o w n g r a d e :  
1)   L ist the av ailab le rollb ack points: 

router( admin)# s h o w  i n s t a l l  r o l l b a c k  ?   
2)   I dentify the rollb ack point b y ex ecuting the following show command and analyz ing the 

software configuration at the rollb ack point:  
router( admin)# s h o w  i n s t a l l  r o l l b a c k  <r o l l b a c k  p o i n t >  

N o t e 1 :  A  v a l i d  r o l l b a c k  p o i n t  n um b e r  m us t  b e  s p e c i f i e d . T h e  o ut p ut  wi l l  s h o w l i s t  o f  
a c t i v e  p a c k a g e s  f o r  t h a t  r o l l b a c k  p o i n t . 

3)   Test the rollb ack operation using the ‘ test’  option.  Testing the rollb ack operation can 
giv e you a prev iew of the rollb ack. 

router( admin)# i n s t a l l  r o l l b a c k  t o  <r o l l b a c k  p o i n t >  s y n c  t e s t  
N o t e 1 :  T h e  o ut p ut  wi l l  d e t e c t  i f  a n y  i n c o m p a t i b l e  c o n f i g  e x i s t .  I n  s uc h  c a s e s ,  ‘ s h o w 
c o n f i g ur a t i o n  r e m o v e d ’  c o m m a n d  c a n  b e  us e d  t o  v i e w wh a t  wi l l  b e  r e m o v e d  a s  r e s ul t  o f  
t h e  s o f t wa r e  d o wn g r a d e . 

N o t e 2 :  R e m o v e d  c o m m a n d  c a n  b e  r e a p p l i e d  a t  a  l a t e r  t i m e  us i n g  t h e  ‘ l o a d  c o n f i g  
r e m o v e d  < c o n f i g > .c f g ’  c o m m a n d  f r o m  c o n f i g  m o d e .. 



4)   P erform the rollb ack operation: 
router( admin)# i n s t a l l  r o l l b a c k  t o  <r o l l b a c k  p o i n t >  s y n c   

N o t e 1 :  B a s e d  o n  t h e  s e t  o f  p a c k a g e s  b e i n g  a c t i v a t e d  a n d  d e a c t i v a t e d  a s  p a r t  o f  t h e  
r o l l b a c k  o p e r a t i o n ,  o n e  o r  m o r e  n o d e s  m a y  b e  r e l o a d e d . P l e a s e  b e  p a t i e n t  a s  t h i s  
o p e r a t i o n  c o ul d  t a k e  s o m e  t i m e . 

N o t e 2 :  I f  y o u p r e v i o us l y  e x e c ut e d  ‘ i n s t a l l  r e m o v e ’  c o m m a n d  t o  p e r m a n e n t l y  r e m o v e  a n y  
p a c k a g e s  i n  t h e  r o l l b a c k  c o n f i g ur a t i o n  t h e n  t h e  r o l l b a c k  o p e r a t i o n  wi l l  n o t  p r o c e e d . T o  
r e s o l v e  t h i s  i s s ue ,  p l e a s e  r un  t h e  f o l l o wi n g  c o m m a n d  t o  r e -a d d  t h e  r e l e v a n t  p a c k a g e s  t o  
d i s k  :  

r o ut e r ( a d m i n ) #  install add <dev ice or tf tp >/<p ath >/<p ie> sy nc 
N o t e 3 :  T h e  us e  o f  ‘ s y n c ’  o p t i o n  wi l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  a n y  o t h e r  c o m m a n d  
d ur i n g  t h e  i n s t a l l  o p e r a t i o n .  

5 )      R estore the original configuration that was b acked up in S p e c i a l  U p g r a d e  
I n s t r u c t i o n s  section.  

r o ut e r # c o n f i g  
r o ut e r ( c o n f i g ) # l o a d  < s o ur c e / f i l e n a m e >  
r o ut e r ( c o n f i g ) # c o m m i t  r e p l a c e  
r o ut e r ( c o n f i g ) # s h o w c o n f i g ur a t i o n  f a i l e d  
V e r i f y  a n y  r e j e c t e d  c o n f i g ur a t i o n  
r o ut e r ( c o n f i g ) # e x i t  
R e s t o r e  t h e  a d m i n -r un n i n g -c o n f i g ur a t i o n  a s  f o l l o ws  
r o ut e r # a d m i n  
r o ut e r ( a d m i n ) # c o n f i g  
r o ut e r ( a d m i n -c o n f i g ) # l o a d  < s o ur c e / f i l e n a m e >  
r o ut e r ( a d m i n -c o n f i g ) # c o m m i t  r e p l a c e  
r o ut e r ( a d m i n -c o n f i g ) # s h o w c o n f i g ur a t i o n  f a i l e d  
V e r i f y  a n y  r e j e c t e d  c o n f i g ur a t i o n  
r o ut e r ( a d m i n -c o n f i g ) # e x i t  
r o ut e r ( a d m i n ) # e x i t  

6)   I nstall commit the newly activ ated software. 
router( admin)# i n s t a l l  c o m m i t    

7 )   V erify system stab ility through commands describ ed in C h e c k  S y s t e m  S t a b i l i t y  S ection. 
  

7. P o s t -U p g r a d e  /  P o s t -D o w n g r a d e  P r o c e d u r e :  
O nce software upgrade or downgrade has b een completed,  disk space can b e recov ered 
( optional) b y remov ing any inactiv e packages that are no longer needed ( if the packages are 
required at a later time,  they can b e re-added).  P lease follow these steps to remov e inactiv e 
packages: 



  
1)      O b tain the list of inactiv e packages and note the names of packages that are not 

needed: 
router( admin)# s h o w  i n s t a l l  i n a c t i v e  b r i e f  

2) R emov e the unnecessary inactiv e packages: 

router( admin)# i n s t a l l  r e m o v e  d i s k 0 :<p a c k a g e 1 >  d i s k 0 :<p a c k a g e 2 >  . .  
d i s k 0 :<p a c k a g e N >  s y n c  

N o t e 1 :  T h e  us e  o f  ‘ s y n c ’  o p t i o n  wi l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  a n y  o t h e r  c o m m a n d  
d ur i n g  t h e  i n s t a l l  o p e r a t i o n . 

3) V erify/ fix  configuration file system 

router( admin)#c f s  c h e c k  

4) I f “ max -metric”  or “ set ov erload b it”  is set during pre-upgrade task restore the metric 
using commands specified in section 4.2.d. 

 

8. C a v e a t s :  
1. S t a r t i n g  3. 5. 0  a  n e w  f e a t u r e  i s  i n t r o d u c e d  w h i c h  a l l o w s  m g m t  t r a f f i c  o n l y  o n  t h e  
i n t e r f a c e s  w h i c h  a r e  c o n f i g u r e d  f o r  m a n a g e m e n t  p l a n e .  B y  d e f a u l t  o n l y  c o n t r o l  e t h e r n e t  
a n d  c o n s o l e  p o r t s  a r e  e n a b l e d  t o  a l l o w  m a n a g e m e n t  t r a f f i c  s o  i n  o r d e r  t o  u s e  o t h e r  
i n t e r f a c e s  t h e y  h a v e  t o  b e  e x p l i c i t l y  c o n f i g u r e d  a f t e r  3. 5 i m a g e  i s  l o a d e d .   F o l l o w i n g  
e x a m p l e  s h o w s  h o w  t o  e n a b l e  s s h  p r o t o c o l  o n  P O S  i n t e r f a c e :  

control-plane 

 management-plane 

  inb and 

   interface P O S 0 / 3/ 0 / 0  

    allow S S H  

M anagement P lane P rotection ( M P P ) protects management serv er applications ( Telnet,  S S H  etc) 
from b eing attacked. B y default access b y telnet/ ssh to the b ox  is enab led only on the 
M anagement E thernet interfaces,  and ex plicit M P P  configuration is needed to enab le telnet,  ssh,  
snmp access on any other interface. This implies that any customer upgrading from a pre-3.5 .2 
release without  access to console/ aux  and does not use M anagement ethernet interfaces would 
not b e ab le to access the b ox  ( v ia telnet/ ssh) 
 



F or customers that do not use M anagement E thernet interfaces and with no access to 
console/ aux  should install the following M P P  " b ridge S M U "  along with the upgrade. This 
effectiv ely disab les M P P . To use the M P P  feature,  c o n f i g u r e  M P P  o n  t h e  i n t e r f a c e s  t h a t  
n e e d  t o  a l l o w  a c c e s s ,  a n d  t h e n  d e a c t i v a t e / u n -i n s t a l l  t h i s  b r i d g e  S M U .  
 
  

 S M U  F ilename c12k-b ase-3.5 .2.C S C sl640 7 9  
DDTS  C S C sl640 7 9  

A ffected images This S M U  is necessary for 3.5 .2 only 
S M U  P ackage N ame <b oot dev ice>  c12k-b ase-3.5 .2.C S C sl640 7 9 -1.0 .0  

2. During software upgrade or downgrade,  the system could detect incompatib le 
configuration and remov e it from the running configuration.  The remov ed config will b e sav ed to 
a file on the router.  S ome configuration could also fail due to syntax  or semantic error as the 
router b oots the new v ersion of the software.  

The operator must b rowse the remov ed or failed configuration and then address the changes so 
that the config can b e properly applied on the new v ersion of software:    

� A ddressing incompatib le and remov ed configuration:  

During the test activ ation of a new software v ersion,  incompatib le configuration will b e identified 
and remov ed from the router running configuration.  S yslog and console logs will prov ide the 
necessary information on the name of the remov ed configuration file.  To address the 
incompatib le configuration,  users should b rowse the remov ed configuration file,  address the 
syntax  and semantics errors and re-apply the config as required and/ or applicab le after upgrade.  

To display the remov ed configuration,  ex ecute the following command from ex ec mode: 

router# s h o w  c o n f i g u r a t i o n  r e m o v e d  <r e m o v e d  c o n f i g  f i l e n a m e >  

� A ddressing failed admin and non-admin configuration during reload: 

S ome configuration may fail to take effect when the router b oots with the new software.  These 
configurations will b e sav ed as failed configuration.  During activ ation of the new software 
v ersion,  operator would b e notified v ia syslog and console log where configuration failed to take 
effect. To address the failed configuration,  user should b rowse b oth the admin and non-admin 
failed configuration,  address syntax  and semantics errors and re-apply it as required.  

To display the failed configuration,  ex ecute the following command: 

router# s h o w  c o n f i g u r a t i o n  f a i l e d  s t a r t u p  

router( admin)# s h o w  c o n f i g u r a t i o n  f a i l e d  s t a r t u p  

 

 



3. C hanges hav e b een made to the format of the file system used to store  

R outer configuration files. These result in the following b ehav ior when upgrading from software 
releases 3.3.1 and earlier: 

- O n the first upgrade from 3.3.1 ( or earlier) to 3.5 .x ,  the 3.5 .x  software will create new-format 
configuration files b ased on the contents of the old-format files left b ehind b y the 3.3.1 ( or 
earlier) software. I ncluded in the files created in this way are those that contain the persistent 
copy of the router configuration,  which will b e used to restore the running configuration. The 
history of changes to the running configuration,  howev er,  is not re-created. This means that after 
the upgrade,  it will not b e possib le to v iew or rollb ack any changes prev iously contained in the 
configuration history. 

- I f the router is sub sequently downgraded b ack to 3.3.1 ( or earlier),  the default b ehav ior is to 
restore the router running configuration using the old-format configuration files left b ehind from 
the last time 3.3.1 ( or earlier) was running. This means that any changes to the running 
configuration made while 3.5 .x  was running will b e lost. To prev ent this from happening,  the 
following command should b e run b efore performing the downgrade operation:  

    delete disk0 :/ config/ running/ commitdb / *   

( " disk0 :"  should b e sub stituted with the appropriate dev ice name if an alternate b oot dev ice is 
b eing used.) 

  This will force the 3.3.1 ( or earlier) software to create old-format configuration files b ased on 
the contents of the new-format files left b ehind b y the 3.5 .x  software. I ncluded in the files 
created in this way are those that contain the persistent copy of the router configuration,  which 
will b e used to restore the running configuration. The history of changes to the running 
configuration,  howev er,  is not re-created. This means that after the downgrade,  it will not b e 
possib le to v iew or rollb ack any changes prev iously contained in the configuration history. 

- I f the router is then re-upgraded b ack to 3.5 .x ,  the default b ehav ior is to restore the router 
running configuration using the new-format configuration files left b ehind from the last time 3.5 .x  
was running. This means that any changes to the running configuration made while 3.3.1 ( or 
earlier) was running will b e lost. To prev ent this from happening,  the following command should 
b e run b efore   performing the re-upgrade operation:  

    delete disk0 :/ config/ lr/ running/ commitdb / *  

  ( " disk0 :"  should b e sub stituted with the appropriate dev ice name if an alternate b oot dev ice is 
b eing used.) 

This will force the 3.5 .x  software to create new-format configuration files b ased on the contents 
of the old-format files left b ehind b y the 3.3.1 ( or earlier) software - j ust as was done during the 
first upgrade. 

 

4. M DR  – M inimum  

This feature is not supported for upgrades to 3.5 .2 release due to: 



*  b oot flash limitation 
*  K ernel C hanges  
 
 
5 . C S C sk8 6218  - E nsure M B I  is compatib le b efore s/ w upgrade 
 
 
S y m p t o m : 
1. W hile upgrading lower releases to 3.5 .2. 
   S tandb y P R P  gets stuck in M B I  state. 
2. W hile downgrading from 3.5 .2 to lower releases. 
   S tandb y P R P  gets stuck in M B I  state. 
 
C o n d i t i o n : 
1. During U pgrade/ A fter the U pgrade if standb y is not coming up( stuck in M B I  state).  
    This will happen since there is a v ersion mismatch in the A ctiv e and S tandb y P R P s.i, e one is  
    3.5 .2 and other one is 3.x .x .  
    Then standb y card may not come up since there is incompatib ility in the images. 
    P lease follow the W orkaround 1 or 2 b elow. 
 
2. During Downgrade/ A fter the Downgrade if standb y is not coming up( stuck in M B I  state)..  
    This can happen since there is a v ersion mismatch in the A ctiv e and S tandb y P R P s. i, e one is  
    3.x .x  and other one is 3.5 .2.  
    Then standb y card may not come up since there is incompatib ility in the images. 
    P lease follow the W orkaround 3 b elow. 
 
3. This issue occurs mainly when there are M B I  incompatib ility encountered b etween software 
v ersions and install commit is not issued for one of the software. I n that situation when R P  
reloaded it will try to load last committed software that is when the issue occurs. 
 
W o r k a r o u n d : 
1. I f the issue is encountered after the successful upgrade to 3.5 .2 from 3.4.x ,  b ut any of the 
non-dS C  R P s reloaded due to an error condition when b ooting up or an O I R  ev ent b efore " install 
commit"  was issued. 
 
N on-dS C  R P  is either a standb y R P  or an R P  in non-O wner S DR . B elow instructions mention 
standb y R P ,  the steps are the same for non-O wner R P s. 
 
( a)  V erify that this is the issue/ situation. C heck for 
       - install operation completed successfully b efore issuing a reload for all nodes ( console logs) 
       - wait for activ e R P  to come up and v erify that it' s running 3.5 .2 ( " show install activ e" ) 
       - v erify that standb y R P  is trying to b oot 3.4.2,  this can b e seen on the standb y console in 
the b anner when the image is b ooting ( e.g. :  
" C isco I O S  X R  S oftware for the C isco X R  c120 0 0 -mb iprp,  V ersion 3.4.2[ 1] " ) 
       - there should b e the following error displayed periodically on the standb y console: 
       I nsthelper encountered a fatal error condition,  and is ex iting:  
E rror v alue =  ( 13417 8 68 8 8 ),  E rror string =  ( ' S ub system( 8 18 0 )'  detected the ' warning'  condition 
' C ode( 5 )' : H ost is down) 
 
( b ) B ring standb y R P  to R O M M O N . 
      This can b e done,  for ex ample: 
        - issue " hw-module loc <location>  reload"  from dS C . 
        - issue " send b reak"  on the standb y R P  console line when the following displayed 



          DR A M  DI M M  S lot 1: 20 48 M  found,  S lot 2: E mpty  
          M P C 7 45 7  platform with 20 9 7 15 2 K b ytes of main memory 
 
( c) R eset B O O T v ariab le to a new v alue 
       - C heck it' s current v alue,  it should b e pointing to disk0 :c12k-os-mb i-3.4.2/ mb iprp-rp.v m 
       - C heck if 3.5 .2 M B I  ex ists on disk,  e.g. : 
 
rommon 7  >  dir disk0 :c12k-os-mb i-3.5 .2.14I  
   F ile siz e   P erms    F ile name 
   0            drw-     etc 
   0            drw-     instdb _ v  
   0            drw-     mb i 
   0            drw-     drp 
   0            drw-     gsr 
   10 0 8 8 7 7 6    -rw-     mb iprp-rp.v m 
   0            drw-     instdb  
 
       - S et B O O T v ariab le to new 3.5 .2 M B I  v alue,  e.g. : 
 
rommon 8  >  B O O T= disk0 :c12k-os-mb i-3.5 .2.14I / mb iprp-rp.v m 
rommon 9  >  sync 
 
        - do " reset"  to reload this node and let it come up with 3.5 .2 M B I  
 
        N ote 1: if you changed config-register v alue when b rining to R O M M O N ,  change it b ack to 
the original v alue. 
        N ote 2: if 3.5 .2 M B I  is not present on disk,  need to go through " diskb oot procedure"  for 
standb y,  please refer to scenario 2 b elow. 
 
( d) V erify,  " install commit"  
         - v erify that the node comes up successfully with 3.5 .2,  wait until it' s in I O X -R U N  state. 
         - when all non-dS C  R P  nodes are up,  issue " install commit"  
 
2. I f the router is running 3.5 .2 sw and a new standb y ( or non-O wner) R P  is inserted that was 
diskb ooted with 3.4.x  prev iously. 
 
P repare the new R P  in the same way as with original diskb oot procedure for standb y. F or 
ex ample,  b y b ooting mb iprp-rp.v m from tftp or ftp. 
E .g. on the standb y console: 
   rommon 1 >  b oot tftp address:/ / directory/ mb iprp-rp.v m-3.5 .2 19 2.8 5 .16.23 
 
F or more documentation on diskb oot procedure refer here ( only to the steps for standb y): 
   
http:/ / www.cisco.com/ en/ U S / products/ ps5 8 45 / products_ installation_ guide_ chapter0 9 18 6a0 0 8 0 7
0 ab 15 .html#wp1128 29 6  
 
   [ N ote: this is from documentation for 3.4,  needs to b e replaced with 3.5  when it' s av ailab le,  or 
possib ly there is a b etter link]  
 
3. I f the issue is encountered when: 
   - Downdgrading from 3.5 .2 to 3.4.x ,  b ut a non-dS C  R P  reb ooted/ O I R  and b ooting 3.5 .2 while 
the dS C  R P  is 3.4.x  



   - The router is b ooted with 3.4.x  sw,  and a new R P  is inserted that was b aked with 3.5 .2 
prev iously. 


