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F o r  t h e  l a t e s t  u p g r a d e  d o c u m e n t s  p l e a s e  r e f e r  t o  t h e  f o l l o w i n g  p a g e :  
h t t p : / / w w w . c i s c o . c o m / w e b / C i s c o _ I O S _ X R _ S o f t w a r e / i n d e x . h t m l  

 

1. O b t a i n  R e q u i r e d  P IE  f i l e s :  
Composite Mini Package is mandatory to perform the upgrade. Additional pies listed 

b elow  are needed depending on the router configuration and req uired features: 
PI E  F ile Description  S ample PI E  F ilename  Default Package N ame 

Composite Mini Package ( O S -MB I ,  
B ase,  Admin,  F w dg,  lc R out) 

c1 2 k-mini.pie-3 .8 .2  disk0 :c1 2 k-mini-3 .8 .2  
Multicast Package c1 2 k-mcast.pie-3 .8 .2  disk0 :c1 2 k-mcast-3 .8 .2  
Manageab ility Package c1 2 k-mgb l.pie-3 .8 .2  disk0 :c1 2 k-mgb l-3 .8 .2  
MPL S  Package c1 2 k-mpls.pie-3 .8 .2  disk0 :c1 2 k-mpls-3 .8 .2  
S ecurity Package c1 2 k-k9 sec.pie-3 .8 .2  disk0 :c1 2 k-k9 sec-3 .8 .2  
Diagnostic package c1 2 k-diags.pie-3 .8 .2  disk0 :c1 2 k-diags-3 .8 .2  
F irew all Package c1 2 k-firew all.pie-3 .8 .2  disk0 :c1 2 k-firew all-3 .8 .2  
Documentation package c1 2 k-doc.pie-3 .8 .2  disk0 :c1 2 k-doc.pie-3 .8 .2  
F ield Programmab le Dev ice 
package 

c1 2 k-fpd.pie-3 .8 .2  disk0 :c1 2 k-fpd.pie-3 .8 .2  
 

  
N o t e 1 : T h e  f i l e n am e s  l i s t e d  h e r e  m ay  n o t  n e c e s s ar i l y  b e  t h e  f i l e n am e s  o f  t h e  ac t ual  f i l e s  
s i n c e  t h e  f i l e s  c an  b e  r e n am e d .  T h e  ac t ual  f i l e n am e s  us e d  w i l l  n o t  af f e c t  t h e  o p e r at i o n .  
 
 

2 . In s t a l l  M a n d a t o r y  S M U s   
 
N / A 

 
 

3 . C h e c k  S y s t e m  S t a b i l i t y :  
T he follow ing commands should b e ex ecuted to v erify b asic system stab ility b efore the 
upgrade: 

     ( admin) show  p l at f o r m             ( v erify that all nodes are in " I O S  X R  R U N "  state,  PL I M' s in 
" O K "  and S PAs in “ R E ADY ” state) 

show  redundancy                    ( v erify that a S tandb y R P is av ailab le and in " ready"  state) 
show  ipv 4 interface b rief <or>   show  ipv 6  interface b rief   <or>   show  interface 
summary               ( v erify that all interfaces are " U P" ) 
show  install activ e                    ( v erify that the proper set of packages are activ e)  



      cfs check/ clear configuration inconsistency     ( v erify/ fix  configuration file system in ex ec and 
admin mode) 

 
 
 

4 . P e r f o r m  P r e -U p g r a d e  T a s k s :   
1 ) D u e  t o  i n c r e a s i n g  s i z e  o f  t h e  i m a g e s  s u f f i c i e n t  d i s k  s p a c e  i s  r e q u i r e d  t o  p e r f o r m  t h e  

u p g r a d e .   2G i g  f l a s h  d i s k  o p t i o n  w a s  f i r s t  i n t r o d u c e d  i n  r e l e a s e  3. 7 . 0 ,  o p t i o n a l  4 G i g  
o n e  i s  a v a i l a b l e  s t a r t i n g  3. 8 . x  r e l e a s e .  
When upgrading to release 3 . 8 . 2 ,  a P C M C I A  f lash disk  of  2 G ig or larger has to b e 
installed in the sy stem  B E F O R E  the sof tw are upgrade is perf orm ed.  

U se “ show  filesystem” command to check the actual disk0  siz e: 

RP/0/RP0/CPU0:Router#sho filesystem 
W ed  J uly 3 0 1 5 :2 8 :5 7 . 4 01  PS T  PS T  
F ile S ystems: 
 
     S iz e( b )      F ree( b )         T yp e  F la g s  Prefix es 
           -           -     n etw ork      rw   q sm/d ev /fs/tftp : 
           -           -     n etw ork      rw   q sm/d ev /fs/rc p : 
           -           -     n etw ork      rw   q sm/d ev /fs/ftp : 
     1 04 3 4 5 6      1 005 5 6 8   d ump er-ln k      rw   q sm/d ump er_ n v ra m: 
 3 9 9 2 9 7 2 4 9 2 8  3 9 6 05 4 2 8 2 2 4   d ump er-ln k      rw   q sm/d ump er_ ha rd d isk : 
  1 004 9 9 4 5 6 0   1 8 4 5 002 2 4   d ump er-ln k      rw   q sm/d ump er_ d isk 1 : 
  1 02 4 6 06 2 08    4 2 3 6 08 3 2 0  d ump er-ln k      rw   q sm/d ump er_ d isk 0: 
    6 2 3 9 02 7 2     4 9 1 01 3 4 8   d ump er-ln k      rw   
q sm/d ump er_ b ootfla sh: 

 3 9 9 2 9 7 2 4 9 2 8  3 9 6 05 4 2 8 2 2 4     ha rd d isk      rw   ha rd d isk : 
  1 02 4 6 06 2 08    4 2 3 6 08 3 2 0  fla sh-d isk      rw   d isk 0: �----- 
  1 004 9 9 4 5 6 0   1 8 4 5 002 2 4   fla sh-d isk      rw   d isk 1 : 
     1 04 3 4 5 6      1 005 5 6 8        n v ra m     rw   n v ra m: 
    6 2 3 9 02 7 2     4 9 1 01 3 4 8        fla sh     rw   b ootfla sh: 

 

I f the disk siz e is smaller than 2 G ig please follow  “ C i s c o  X R  1 2 0 0 0  an d  C R S -1  F l as h  D i s k  
U p g r ad e  T as k s ”  document w hich can b e found at: 

h t t p : / / w w w . c i s c o . c o m / w e b / C i s c o _ I O S _ X R _ S o f t w a r e / i n d e x . h t m l  
N o t e 1 :  i f  y o u h av e  al r e ad y  l o ad e d  t h e  i n s t al l at i o n  f i l e s  f o r  t h e  n e w  o p e r at i n g  s y s t e m  v e r s i o n  
o n t o  t h e  r o ut e r ,  t h e  ‘ i n s t al l  r e m o v e  i n ac t i v e ’  w i l l  d e l e t e  t h e s e  f i l e s !  T h e r e f o r e ,  o n l y  l o ad  t h e  
n e w  p ac k ag e s  ( v i a ‘ i n s t al l  ad d ’ )  af t e r  r e m o v i n g  t h e  i n ac t i v e  p ac k ag e s . 



 
N ote2 : I n order to prov ide as much room as possib le on the disk,  one can remov e old files 
from the disk. T his may include files w hich the operator as placed on the disk dev ice such 
as .pie files or temporary directory that hav e b een created. 
W hen preparing for the upgrade to the nex t v ersion of the operating system,  the old,  non-
operational v ersion should b e remov ed. 
T o remov e old S MU  files and old v ersions of the operating system use the admin-commands 

   i n s t al l  c o m m i t  

to ensure all activ e packages are ‘ committed’ ,  then issue the command  

   i n s t al l  r e m o v e  i n ac t i v e   

T he ‘ install remov e inactiv e test sync’  commands can b e used first to show  w hich packages 
w ill b e remov ed from the disk. 

N o t e 3 : I n  ad d i t i o n  t o  c h e c k i n g  t h e  i n s t al l at i o n  d i s k  d e v i c e ,  t h e  b o o t f l as h  d e v i c e  o n  t h e  M S C s  
s h o ul d  al s o  b e  c h e c k e d . E x t r an e o us  f i l e s  s uc h  as  c r as h i n f o  f i l e s  c an  b e  r e m o v e d . T o  c h e c k  
t h e  f r e e  s p ac e  o f  t h e  b o o t f l as h  us e  t h e  f o l l o w i n g  c o m m an d : 

   dir b ootflash: location 0 / 1 / CPU 0  

 

2 ) T o  m i n i m i z e  t r a f f i c  l o s s  d u r i n g  t h e  u p g r a d e  p l e a s e  f o l l o w  b e l o w  s t e p s :  
a.   Make sure that all the traffic flow ing through the router w hich needs to b e upgraded has 
an alternate path. I n this scenario one can take one of the redundant routers out of serv ice,  
upgrade it and then b ring it b ack into serv ice w ithout any significant traffic loss ( this should 
w ork for the core routers,  for the edge dev ices usually the redundant path may not b e 
av ailab le) 

b .    S et I G P metric to the highest possib le v alue so the I G P w ill try to route the traffic 
through the alternate path. F or O S PF  use “ max -metric” command. 

   router( config-ospf)# m a x -m e t r i c  r o u t e r -l s a  

  F or I S I S  use “ spf-ov erload-b it” command. 

    router( config-isis)#s e t -o v e r l o a d -b i t  

c.      After all the softw are is upgraded restore the I G P metric b y remov ing the commands: 
O S PF  
  router( config-ospf)# n o  m a x -m e t r i c  r o u t e r -l s a  

      I S I S  



  router( config-isis)# n o  s e t -o v e r l o a d -b i t  

 

3 ) Copy the running-configuration and admin-configuration to a temporary storage location. 
T his could b e on a remote T F T P serv er or a dev ice such as the harddisk: or disk0 : present on 
the R P.     

  router#copy running-config tftp:/ / … running_ config.tx t 

  router#admin 

  router( admin)#copy running-config tftp:/ / … admin-running_ config.tx t 

router( a d m i n ) # e x i t  
 

4) V erify Mgmt access to the router ( see cav eats section)   

 



5 . U p g r a d e :  
A l l  i n s t a l l  o p e r a t i o n s  s h o u l d  b e  d o n e  a d m i n  m o d e  

1 )      Add the req uired pies to disk: 
router( admin)# i n s t a l l  a d d  <s o u r c e > / <p a t h > / <p i e >  s y n c  

N o t e 1 : T h e  < s o ur c e >  c an  b e  o n e  o f  d i s k 0 :,  d i s k 1 :,  c o m p ac t f l as h ; ,  t f t p :,  f t p : o r  r c p :. 
N o t e 2 : T h e  ab o v e  s t e p  m us t  b e  r e p e at e d  f o r  e ac h  p i e  f i l e ,  o r  al l  o f  t h e  p i e s  c an  b e  ad d e d  
t o g e t h e r  i n  a s i n g l e  ‘ i n s t al l  ad d  ..’  c o m m an d .  T o  ad d  al l  p i e s  us i n g  a s i n g l e  c o m m an d ,  l i s t  al l  
o f  t h e  p i e s  ( i n c l ud i n g  t h e i r  s o ur c e )  w i t h i n  t h e  ‘ i n s t al l  ad d  ..’  c o m m an d  i n  t h e  f o l l o w i n g  
m an n e r : 

 r o ut e r ( ad m i n ) #  install add < sourc e> / c 1 2 k -m ini. pie-3 . 8 . 2  < sourc e> / c 1 2 k -
m c ast. pie-3 . 8 . 2  < sourc e> / c 1 2 k -m gb l. pie-3 . 8 . 2  < sourc e> / c 1 2 k -m pls. pie-
3 . 8 . 2  < sourc e> / c 1 2 k -k 9 sec . pie-3 . 8 . 2  sy nc > / c 1 2 k -diags. pie-3 . 8 . 2  sy nc  

N o t e 3 : T h e  us e  o f  ‘ s y n c ’  o p t i o n  w i l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  an y  o t h e r  c o m m an d  
d ur i n g  t h e  i n s t al l  o p e r at i o n . 
N o t e 4 : S i n c e  3 .5 .0  r e l e as e  < s o ur c e >  c an  b e  s p e c i f i e d  j us t  o n c e  r at h e r  t h an  f o r  e ac h  p ac k ag e . 
T h i s  s i m p l i f i e s  t h e  c o m m an d : 

r o ut e r ( ad m i n ) #  install add < sourc e>  c om p-hf r-m ini. pie-3 . 8 . 2  hf r-m c ast-
p. pie-3 . 8 . 2  hf r-m gb l-p. pie-3 . 8 . 2  hf r-m pls-p. pie-3 . 8 . 2  h f r -k 9 s e c -p . p i e -3 . 8 . 2  
h f r -d i a g s -p . p i e -3 . 8 . 2  s y n c  

N o t e 5 : U n d e r  i d l e  c o n d i t i o n s ,  t h i s  c o m m an d  m ay  t ak e  at  l e as t  3 5  m i n ut e s  t o  c o m p l e t e ,  
d ur i n g  w h i c h  t h e  r o ut e r  w i l l  b e  f ul l y  f un c t i o n al .  

N o t e 6 : I n  c as e  t h e r e  ar e  an y  o t h e r  o p t i o n al  p ac k ag e s  i n s t al l e d  p r i o r  t o  up g r ad e  t h e  c ur r e n t  
up g r ad e  h as  t o  b e  d o n e  w i t h  t h e m ,  s o  c o r r e s p o n d i n g  p i e  f i l e s  h av e  t o  b e  ad d e d  an d  i n s t al l e d  
as  w e l l . O t h e r w i s e  al l  o p t i o n al  p ac k ag e s  h av e  t o  b e  d e ac t i v at e d  ( f o l l o w i n g  b y  t h e  c o m m i t )  
b e f o r e  t h e  up g r ad e . S i d e  e f f e c t  o f  t h i s  i s  l o s s  o f  t h e  c o n f i g ur at i o n  s up p o r t e d  b y  t h e  p i e . 

 
2 )   T est the activ ation using the ‘ test’  option.  T esting the activ ation w ill giv e you a prev iew  of 

the activ ation. 
router( admin)# i n s t a l l  a c t i v a t e  d i s k 0 : c 1 2 k -m i n i -3 . 8 . 2  d i s k 0 : c 1 2 k -m c a s t -
3 . 8 . 2  d i s k 0 : c 1 2 k -m g b l -3 . 8 . 2  d i s k 0 : c 1 2 k -k 9 s e c -3 . 8 . 2  d i s k 0 : c 1 2 k -m p l s -3 . 8 . 2  
d i s k 0 : c 1 2 k -d i a g s -3 . 8 . 2  s y n c  t e s t  

N o t e 1 : N o  ac t ual  c h an g e s  w i l l  b e  m ad e  w h e n  ‘ t e s t ’  o p t i o n  i s  us e d . 



N o t e 2 :  A n y  c o n f i g  t h at  i s  i n c o m p at i b l e  w i t h  t h e  n e w  v e r s i o n  b e i n g  ac t i v at e d  w i l l  b e  
i d e n t i f i e d .  T h e  ‘ s h o w  c o n f i g ur at i o n  r e m o v e d ’  c o m m an d  c an  b e  us e d  t o  v i e w  w h at  w i l l  b e  
r e m o v e d  as  r e s ul t  o f  t h e  s o f t w ar e  up g r ad e  ( s e e  c av e at s  s e c t i o n  f o r  d e t ai l s ) . 
N o t e 3 : S uc h  r e m o v e d  c o n f i g  c an  b e  r e ap p l i e d  us i n g  t h e  ‘ l o ad  c o n f i g  r e m o v e d  < c o n f i g > .c f g ’  
c o m m an d  f r o m  c o n f i g  m o d e  A F T E R  t h e  up g r ad e  h as  b e e n  c o m p l e t e d  ( s e e  c av e at s  s e c t i o n  f o r  
d e t ai l s ) . 

3 )   Activ ate all of the packages added in step 1 : 
router( admin)# i n s t a l l  a c t i v a t e  d i s k 0 : c 1 2 k -m i n i -3 . 8 . 2  d i s k 0 : c 1 2 k -m c a s t -
3 . 8 . 2  d i s k 0 : c 1 2 k -m g b l -3 . 8 . 2  d i s k 0 : c 1 2 k -k 9 s e c -3 . 8 . 2  d i s k 0 : c 1 2 k -m p l s -3 . 8 . 2  
d i s k 0 : c 1 2 k -d i a g s -3 . 8 . 2  s y n c  

N o t e 1 : T h e  o ut p ut  o f  ‘ i n s t al l  ad d ’  c o m m an d  e x e c ut e d  i n  s t e p  1  p r o v i d e s  t h e  l i s t  o f  n am e s  o f  
p ac k ag e s  t o  b e  us e d  i n  ‘ i n s t al l  ac t i v at e  ..’  c o m m an d . 
N o t e 2 : T h e  us e  o f  ‘ s y n c ’  o p t i o n  w i l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  an y  o t h e r  c o m m an d  
d ur i n g  t h e  i n s t al l  o p e r at i o n . 
N o t e 3 : T h e  r o ut e r  w i l l  r e l o ad  at  t h e  e n d  o f  ac t i v at i o n  t o  s t ar t  us i n g  t h e  n e w  p ac k ag e s . 
N o t e 4 : U n d e r  i d l e  c o n d i t i o n s ,  t h i s  o p e r at i o n  m ay  t ak e  at  l e as t  2 0  m i n ut e s  t o  c o m p l e t e . 

N o t e 5 . F r o m  r e l e as e  3 .6 .0  a w i l d  c ar d  o p t i o n  i s  av ai l ab l e  d ur i n g  p ac k ag e s  ac t i v at i o n : 

router( admin)# i n s t a l l  a c t i v a t e  * 3 . 6 . 0 *  

4)   S ince it takes arround 1 0  min to install add,  the follow ing command can b e used to check. 

                  R outer( admin)# sh i n s t a l l  r e q u e s t  

5 )      V erify system stab ility through commands describ ed under C h e c k  S y s t e m  S t a b i l i t y  section. 
I f system issues are detected or if the upgrade needs to b e b acked out for any reason,  
please follow  the steps describ ed in D o w n g r a d e  section to rollb ack the softw are 
configuration to the starting point. 

6 )   Check to see if there w ere any failed startup config.  I f there w ere any startup config that 
failed to b e applied,  then refer to the C a v e a t s  section to see how  it should b e handled. 

router# s h o w  c o n f i g  f a i l e d  s t a r t u p  
7 )Commit the new ly activ ated softw are: 

router( admin)# i n s t a l l  c o m m i t  
8 )   V erify/ fix  configuration file system 

router( admin)# c f s  c h e c k  



 

N O T E  1 : F r o m  r e l e as e  3 .6 .0  an  al t e r n at e  w ay  o f  ad d i n g  an d  i n s t al l i n g  p i e s  i s  av ai l ab l e . I f  t h e  
p i e  f i l e s  ar e  c o m p r e s s e d  us i n g  t ar  f o r m at  t h e y  c an  b e  l o ad e d  o n  t h e  r o ut e r  us i n g  t h e  f o l l o w i n g  
c o m m an d : 

router( admin)# i n s t a l l  a d d  t a r  <s o u r c e > / <p a t h > / <t a r _ f i l e >  s y n c  

F r o m  r e l e as e  3 .7 .0  p i e s  c an  s ub s e q ue n t l y  b e  ac t i v at e d  us i n g  s i n g l e  c o m m an d  b as e d  o n  t h e  
i n s t al l  o p e r at i o n  i d  g e n e r at e d  af t e r  e ac h  i n s t al l  c o m m an d : 

       router( admin)# i n s t a l l  a c t i v a t e  i d  <i n s t a l l _ o p e r a t i o n _ i d >  s y n c  

I n s t al l  o p e r at i o n  i d  i s  p r i n t e d  af t e r  f i n i s h i n g  e ac h  i n s t al l  c o m m an d  o r  c an  b e  o b t ai n e d  us i n g  
“ s h o w  i n s t al l  l o g ”  c o m m an d . 

 

 

N O T E 2 : I n  s am e  v e r y  r ar e  c as e s  i n c o n s i s t e n c i e s  i n  t h e  c o n t e n t  o f  t h e  i n t e r n al  c o n f i g ur at i o n  
f i l e s  c an  ap p e ar . I n  s uc h  s i t uat i o n s ,  t o  av o i d  c o n f i g ur at i o n  l o s s  d ur i n g  up g r ad e ,  f o l l o w i n g  s t e p s  
c an  b e  o p t i o n al l y  d o n e  b e f o r e  ac t i v at i n g  p ac k ag e s : I t s  ad v i c ab l e  t o  f o l l o w  t h i s  p r o c e d ur e  b e f o r e  
up g r ad e . 

a. C l e ar  N V G E N  c ac h e : 
router# r u n  n v g e n  –F  1  

b . C r e at e  d um m y  c o n f i g  c o m m i t : 
router# c o n f i g  
router( config)# h o s t n a m e  <h o s t n a m e >  
router( config)# c o m m i t  
router( config)# e n d  

c . F o r c e  c o m m i t  up d at e  b y  us i n g  t h e  r e l o ad  c o m m an d .  P ress “ n”  w hen the c onf irm ation 
prom pt appears:  
router# r e l o a d  
U pdating Commit Datab ase.  Please w ait...[ O K ]  
Proceed w ith reload?  [ confirm]  <- P r e s s  “ n ”  
 
I n sam e c ases the f ollow ing m ay  happen:  
r o u t e r # r e l o a d  
P r e p a r i n g  s y s t e m  f o r  b a c k u p .  T h i s  m a y  t a k e  a  f e w  m i n u t e s  . . . . . . . . . . . . S y s t e m  
c o n f i g u r a t i o n  b a c k u p  i n  p r o g r e s s  [ R e t r y  l a t e r ]  
 
In such a case please re-t ry  t he co m m and  af t er so m e t i m e.  

  

 



6 . D o w n g r a d e :  
1 )   L ist the av ailab le rollb ack points: 

router( admin)# s h o w  i n s t a l l  r o l l b a c k  ?   
2 )   I dentify the rollb ack point b y ex ecuting the follow ing show  command and analyz ing the 

softw are configuration at the rollb ack point:  
router( admin)# s h o w  i n s t a l l  r o l l b a c k  <r o l l b a c k  p o i n t >  

N o t e 1 : A  v al i d  r o l l b ac k  p o i n t  n um b e r  m us t  b e  s p e c i f i e d . T h e  o ut p ut  w i l l  s h o w  l i s t  o f  ac t i v e  
p ac k ag e s  f o r  t h at  r o l l b ac k  p o i n t . 

3 )   T est the rollb ack operation using the ‘ test’  option.  T esting the rollb ack operation can giv e 
you a prev iew  of the rollb ack. 

router( admin)# i n s t a l l  r o l l b a c k  t o  <r o l l b a c k  p o i n t >  s y n c  t e s t  
N o t e 1 : T h e  o ut p ut  w i l l  d e t e c t  i f  an y  i n c o m p at i b l e  c o n f i g  e x i s t .  I n  s uc h  c as e s ,  ‘ s h o w  
c o n f i g ur at i o n  r e m o v e d ’  c o m m an d  c an  b e  us e d  t o  v i e w  w h at  w i l l  b e  r e m o v e d  as  r e s ul t  o f  t h e  
s o f t w ar e  d o w n g r ad e . 

N o t e 2 : R e m o v e d  c o m m an d  c an  b e  r e ap p l i e d  at  a l at e r  t i m e  us i n g  t h e  ‘ l o ad  c o n f i g  r e m o v e d  
< c o n f i g > .c f g ’  c o m m an d  f r o m  c o n f i g  m o d e .. 

T he follow ing is a sample output: 
W arning: S DR  O w ner: N o incompatib le configuration w ill b e remov ed due to the 
W arning: ' test'  option  
I nfo: S DR  O w ner: Detected incompatib ility b etw een the activ ated softw are 
I nfo: and router running configuration. 
I nfo: S DR  O w ner: R emov ing the incompatib le configuration from the running 
I nfo: configuration. 
I nfo: S DR  O w ner: S av ing remov ed configuration in file ' 2 0 0 6 0 3 1 6 1 3 1 6 3 6 .cfg'  
I nfo: on node ' R P/ 0 / 0 / CPU 0 :'  
I nfo: U se the " show  configuration remov ed 2 0 0 6 0 3 1 6 1 3 1 6 3 6 .cfg"  command to 
I nfo: v iew  the remov ed config. 
I nfo: N O T E : Y ou must address the incompatib ility issues w ith the 
I nfo: remov ed configuration ab ov e and re-apply it to the running 
I nfo: configuration as req uired. T o address these issues use the 
I nfo: " load configuration remov ed 2 0 0 6 0 3 1 6 1 3 1 6 3 6 .cfg"  and " commit"  
I nfo: commands. 

U se the command suggested in the ab ov e ex ample to display the config that w ill potentially 
b e remov ed after the dow ngrade.  

4)   Perform the rollb ack operation ex ecuting commands: 



router( admin)# i n s t a l l  r o l l b a c k  t o  <r o l l b a c k  p o i n t >  s y n c   
N o t e 1 : B as e d  o n  t h e  s e t  o f  p ac k ag e s  b e i n g  ac t i v at e d  an d  d e ac t i v at e d  as  p ar t  o f  t h e  r o l l b ac k  
o p e r at i o n ,  o n e  o r  m o r e  n o d e s  m ay  b e  r e l o ad e d . P l e as e  b e  p at i e n t  as  t h i s  o p e r at i o n  c o ul d  
t ak e  s o m e  t i m e . 

N o t e 2 : I f  y o u p r e v i o us l y  e x e c ut e d  ‘ i n s t al l  r e m o v e ’  c o m m an d  t o  p e r m an e n t l y  r e m o v e  an y  
p ac k ag e s  i n  t h e  r o l l b ac k  c o n f i g ur at i o n  t h e n  t h e  r o l l b ac k  o p e r at i o n  w i l l  n o t  p r o c e e d . T o  
r e s o l v e  t h i s  i s s ue ,  p l e as e  r un  t h e  f o l l o w i n g  c o m m an d  t o  r e -ad d  t h e  r e l e v an t  p ac k ag e s  t o  
d i s k  : 

r o ut e r ( ad m i n ) #  install add < dev ic e or tf tp> / < path> / < pie>  sy nc  
N o t e 3 : T h e  us e  o f  ‘ s y n c ’  o p t i o n  w i l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  an y  o t h e r  c o m m an d  
d ur i n g  t h e  i n s t al l  o p e r at i o n .  

5 )      R estore the original configuration that w as b acked up in S p e c i a l  U p g r a d e  I n s t r u c t i o n s  
section.  

r o ut e r # c o n f i g  
r o ut e r ( c o n f i g ) # l o ad  < s o ur c e / f i l e n am e >  
r o ut e r ( c o n f i g ) # c o m m i t  r e p l ac e  
r o ut e r ( c o n f i g ) # s h o w  c o n f i g ur at i o n  f ai l e d  
V e r i f y  an y  r e j e c t e d  c o n f i g ur at i o n  
r o ut e r ( c o n f i g ) # e x i t  
R e s t o r e  t h e  ad m i n -r un n i n g -c o n f i g ur at i o n  as  f o l l o w s  
r o ut e r # ad m i n  
r o ut e r ( ad m i n ) # c o n f i g  
r o ut e r ( ad m i n -c o n f i g ) # l o ad  < s o ur c e / f i l e n am e >  
r o ut e r ( ad m i n -c o n f i g ) # c o m m i t  r e p l ac e  
r o ut e r ( ad m i n -c o n f i g ) # s h o w  c o n f i g ur at i o n  f ai l e d  
V e r i f y  an y  r e j e c t e d  c o n f i g ur at i o n  
r o ut e r ( ad m i n -c o n f i g ) # e x i t  
r o ut e r ( ad m i n ) # e x i t  

6 )   I nstall commit the new ly activ ated softw are. 
router( admin)# i n s t a l l  c o m m i t    

7 )   V erify system stab ility through commands describ ed in C h e c k  S y s t e m  S t a b i l i t y  S ection. 
  

 

7 . P o s t -U p g r a d e  /  P o s t -D o w n g r a d e  P r o c e d u r e :  
1 )  Disk cleanup ( optional) 



O nce softw are upgrade or dow ngrade has b een completed,  disk space can b e recov ered b y 
remov ing any inactiv e packages that are no longer needed ( if the packages are req uired at a 
later time,  they can b e re-added): 

• O b tain the list of inactiv e packages and note the names of packages that are not 
needed: 

router( admin)# s h o w  i n s t a l l  i n a c t i v e  b r i e f  
• R emov e the unnecessary inactiv e packages: 

router( admin)# i n s t a l l  r e m o v e  d i s k 0 : <p a c k a g e _ n a m e 1 >  
d i s k 0 : <p a c k a g e _ n a m e 2 >  . .  d i s k 0 : <p k g _ n a m e N >  s y n c  

or  
router( admin)# i n s t a l l  r e m o v e  i n a c t i v e  ( to remov e all inactiv e packages) 

N o t e 1 : T h e  us e  o f  ‘ s y n c ’  o p t i o n  w i l l  p r e v e n t  t h e  us e r  f r o m  e x e c ut i n g  an y  o t h e r  c o m m an d  
d ur i n g  t h e  i n s t al l  o p e r at i o n . 

 
2 ) V erify/ fix  configuration file system ( mandatory) 

router( admin)# c f s  c h e c k  
 

I f “ max -metric” or “ set ov erload b it” is set during pre-upgrade task restore the metric using 
commands specified in section 4. 

 

3 ) U pgrade firmw are ( mandatory) 

B oth R O MMO N  and F PG A firmw are needs to b e upgraded after the 3 .8 .0  image installation 
on the system. F or detailed upgrade procedure please refer “ I O S  X R  F i r m w ar e  U p g r ad e  
G ui d e ” document w hich can b e accessed at: 

h t t p : / / w w w . c i s c o . c o m / w e b / C i s c o _ I O S _ X R _ S o f t w a r e / i n d e x . h t m l  
 

8 . C a v e a t s :   
1 . During softw are upgrade or dow ngrade,  the system could detect incompatib le 
configuration and remov e it from the running configuration.  T he remov ed config w ill b e 
sav ed to a file on the router.  S ome configuration could also fail due to syntax  or semantic 
error as the router b oots the new  v ersion of the softw are.  

T he operator must b row se the remov ed or failed configuration and then address the changes 
so that the config can b e properly applied on the new  v ersion of softw are:    



� Addressing incompatib le and remov ed configuration:  

During the test activ ation of a new  softw are v ersion,  incompatib le configuration w ill b e 
identified and remov ed from the router running configuration.  S yslog and console logs w ill 
prov ide the necessary information on the name of the remov ed configuration file.  T o 
address the incompatib le configuration,  users should b row se the remov ed configuration file,  
address the syntax  and semantics errors and re-apply the config as req uired and/ or 
applicab le after upgrade.  

T o display the remov ed configuration,  ex ecute the follow ing command from ex ec mode: 

router# s h o w  c o n f i g u r a t i o n  r e m o v e d  <r e m o v e d  c o n f i g  f i l e n a m e >  

� Addressing failed admin and non-admin configuration during reload: 

S ome configuration may fail to take effect w hen the router b oots w ith the new  
softw are.  T hese configurations w ill b e sav ed as failed configuration.  During activ ation of the 
new  softw are v ersion,  operator w ould b e notified v ia syslog and console log w here 
configuration failed to take effect. T o address the failed configuration,  user should b row se 
b oth the admin and non-admin failed configuration,  address syntax  and semantics errors and 
re-apply it as req uired.  

T o display the failed configuration,  ex ecute the follow ing command: 

router# s h o w  c o n f i g u r a t i o n  f a i l e d  s t a r t u p  

router( a d m i n ) #  s h o w  c o n f i g u r a t i o n  f a i l e d  s t a r t u p  
2 . MDR  – Minimum  

T his feature is not supported for upgrades to 3 .8 .2  release  

 
3 . L imitations w ith preconfig interface 
- Customer should check w hether persistent and running config is same or different. I f it is 
different then it w ill hav e prob lem after reload/ upgrade,  b ecause reload/ upgrade w ill use 
persistent config to restore configuration. 

s h o w  c f g m g r  p e r s i s t e n t -c o n f i g  – s h o w s  t h e  p e r s i s t e n t  c o n f i g  i n  C L I  f o r m  
s h o w  r u n n i n g -c o n f i g  – s h o w s  r u n n i n g  c o n f i g  

- Customer should not use " no interface preconfig <> "  if they find the same config ex ist in 
b oth preconfig and activ ate. “ c f s  c h e c k ”  c o m m a n d  c a n  b e  u s e d  t o  r e s o l v e  t h e  
i n c o n s i s t e n c y .  
 
4. Q oS  W R E D configuration incompatib ility 
A f t e r  3. 6 r e l e a s e  Q o S  W R E D  s t a t e m e n t s  a r e  ‘ c o l l a p s e d ’  i n  t h a t  i f  d i f f e r e n t  r a n d o m -
d e t e c t  s t a t e m e n t s  u s i n g  t h e  s a m e  m a t c h  t y p e s  ( E X P ,  D S C P ,  P r e c  e t c )  a r e  e n t e r e d  w i t h  
i d e n t i c a l  m i n  a n d  m a x  t h r e s h o l d  v a l u e s ,  a  s i n g l e  c o n f i g u r a t i o n  l i n e  w i l l  b e  s h o w n  i n  
t h e  o u t p u t  o f  ‘ s h o w  r u n n i n g ’ .  D u r i n g  r o l l b a c k  t o  t h e  p r e  3. 6 r e l e a s e  Q O S  p o l i c y  w i l l  
b e  r e j e c t e d  a n d  w i l l  n e e d  t o  b e  m a n u a l l y  e n t e r e d  a g a i n .  
 



5 . CS Csj 7 7 5 8 2  report nv ram file corrupted for files lost during dow ngrade 
� Dow ngrade from anything ab ov e 3 .6  (  including 3 .6  ) to anything b elow  3 .6  (  

ex cluding 3 .6  ) w ill hit nv ram[ 6 7 ] : % ME DI A-N V R AM-4-B ADF I L E S  : N V R AM F ile 
Corrupted ( saTm_ db ). T his is already in the 3 .6  manuals. 

6 . CS Csy47 8 5 5  show  install inactiv e does not return anything 
� I f present image is 3 .5 .3  this issue could b e encountered. 

 
 

 


