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What are S M U s ?
� SMU = Software Maintenance Upgrade
� Software ‘patch ’ del iv ery  u nit wh ich  once ins tal l ed and 
activ ated prov ides  a ‘point-fix ’ for a critical  is s u e in a 
giv en s oftware rel eas e

� A  SMU cons is ts  of th e SMU fil e and an accom pany ing 
R E A D ME . tx t wh ich  contains  any  as s ociated cav eats
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What are S M U s ?
� SMUs are cu rrentl y  b u il t on a per-im age b as is

A n is s u e affecting m u l tipl e im ages  s u ch  as  3 . 3 . 0  and 
3 . 3 . 1  wil l  req u ire two SMUs ( one for 3 . 3 . 0  and one 
for 3 . 3 . 1 )

� F ix es  del iv ered b y  SMUs ‘s h ou l d’ b e rol l ed-u p in th e 
nex t m aintenance rel eas e
F or ex am pl e:  fix  for an is s u e del iv ered as  a SMU for 
3 . 4 . 1  s h ou l d b e incorporated in th e nex t m aintenance 
rel eas e ( 3 . 4 . 2 )
I n s om e circu m s tances ,  s u ch  as  l ate del iv ery  of th e 
code,  a fix  m ay  not b e m ak e it into th e nex t 
m aintenance rel eas e.  A  new SMU wil l  th erefore b e 
req u ired



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 4

Why  s ho u l d  I  i n s tal l  a S M U ?
� T h e SMUs pos ted on th e C C O  page are 
‘recom m ended’ patch es

� A ppl y ing th es e SMUs wil l  h el p y ou  av oid th e identified 
prob l em

� Som e SMUs are ‘generic’ in th at th ey  rel ate to parts  of 
th e operating s y s tem  th at are al way s  u s ed,  oth ers  are 
s pecific to th e configu ration b eing u s ed

For example, a SMU for OSPF does not need to be applied if 
y ou ’re ru nning  I SI S 
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What hap p en s  i f  I  d o n ’t i n s tal l  a S M U ?
� Y ou  m ay  ch oos e not in ins tal l  a ‘recom m ended’ SMU
� E v en if y ou  ch oos e not to ins tal l  a ‘recom m ended’
SMU,  T A C  s u pport continu es  as  norm al

� I f y ou  encou nter th e is s u e y ou  m ay  b e adv is ed to l oad 
th e ‘recom m ended’ SMU in order to addres s  th e 
prob l em
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What’s  the i m p ac t o f  i n s tal l i n g  a S M U ?
� Many  SMUs c an be applied w ith ou t impac t to normal rou ter 
operations ( rou ting  &  forw arding )

� I f a SMU addresses a problem w ith in a rou ting  protoc ol, apply ing
th e SMU w ill mean th at th e proc ess ru nning  th e protoc ol w ill restart

In such instances, if you are using Graceful Restart extensions w ith 
d efault tim ers, forw ard ing w ill continue w ithout interrup tion and  p rotocol 
sessions w ill b e re-estab lished
If you d o not use Graceful Restart extensions, routing p rotocol 
sessions w ill b e term inated  and  restarted .  T raffic w ill b e d iv erted  aw ay 
from  the affected  router w hen neighb ors d etect the session has 
term inated *

� Some SMUs w ill req u ire th e rou ter to reboot in order to safely  
ac tiv ate th e patc h .  Su c h  SMUs are mark ed as ‘reboot’ and are 
detailed as su c h  in th e R E A D ME . txt file ac c ompany ing  th e patc h *
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H o w  d o  I  i n s tal l  a S M U ?

Use the admin-l ev el  c o mmands to  
1 . ‘I ns tal l  add’ th e SMU to th e rou ter
2 . ‘I ns tal l  activ ate’ th e SMU to appl y  th e patch  to th e 

rou ter
For example:
Install add f tp : / / u se r nam e : p assw o r d@ 1 . 2 . 3 . 4 / h f r -r o u t-
3 . 4 . 1 . C S C sh 1 2 3 4 5 . p i e  sy nc

Install ac ti v ate  di sk 0 : h f r -r o u t-3 . 4 . 1 . C S C sh 1 2 3 4 5 -1 . 0 . 0  
sy nc

3 . ‘I ns tal l  com m it’ to m ak e added SMU part of th e 
ins tal l ed operating s y s tem  fil e s et
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Can I install multiple S M U s at th e same time?
� Mu ltiple SMUs c an ‘added’ in a sing le c ommand line

T his step  j ust p rep ares the softw are on the d isk  b ut d oes not affect any 
change

� ‘A c tiv ating ’ or ‘de-ac tiv ating ’ mu ltiple non-reboot SMU at th e same time in 
a sing le c ommand line w ill resu lt in th e rou ter performing  a reload 
th erefore ‘ac tiv ate /  de-ac tiv ate’ non-reboot SMUs one at a time

� Mu ltiple reboot SMUs C A N  be ac tiv ated in a sing le step:
install activ ate d isk 0 : hfr-reb oot-S M U 1  d isk 0 : hfr-reb oot-S M U 2  sync

� Mu ltiple non-reboot SMUs c an be ac tiv ated in a sing le step w h en applied 
tog eth er w ith  a reboot SMU bu t th e rou ter w ill reboot as part of th e 
ac tiv ation

� reboot &  non-reboot SMUs c an be ac tiv ated as part of a . PI E  u pg rade:
install activ ate d isk 0 : com p -hfr-m ini-3 . x. 0  d isk 0 : hfr-reb oot-S M U x d isk 0 : hfr-
non-reb oot-S M U x sync

� N OT E  - D eac tiv ating  a reboot SMU also resu lts in a rou ter reboot
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H o w  d o  I  s tay  u p  to  d ate?
� V is it th e SMU downl oad page on a regu l ar b as is
� P l an to appl y  SMUs th at are rel ev ant to y ou r s oftware 
rel eas e and configu ration at y ou r earl ies t pos s ib l e 
conv enience
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