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Unless specified otherwise 3.3.x refers to 3.3.0 a nd 3.3.1 

 

1. O b t a i n  R e q u i r e d  P IE  f i l e s  
 

T he following  pa ck a g e files a re req uired to perform  the upg ra de:  
P I E  F ile D escription  S a m ple P I E  F ilena m e  P a ck a g e N a m e 

C om posite M ini P a ck a g e ( O S -
M B I ,  B a se,  A dm in,  F wdg ,  lc 
R out) 

com p-hfr-m ini.pie-3.4.1 disk 0: com p-hfr-m ini-3.4.1 

M ultica st P a ck a g e hfr-m ca st-p.pie-3.4.1 disk 0: hfr-m ca st-3.4.1 
M a na g ea b ility  P a ck a g e hfr-m g b l-p.pie-3.4.1 disk 0: hfr-m g b l-3.4.1 
M P L S  P a ck a g e hfr-m pls-p.pie-3.4.1 disk 0: hfr-m pls-3.4.1 
S ecurity  P a ck a g e hfr-k 9 sec-p.pie-3.4.1 disk 0: hfr-k 9 sec-3.4.1 
 
N o t e 1 :  T h e  f i l e n am e s  l i s t e d h e r e  m ay  n o t  n e ce s s ar i l y  b e  t h e  f i l e n am e s  o f  t h e  
act u al  f i l e s  s i n ce  t h e  f i l e s  can  b e  r e n am e d.  T h e  act u al  f i l e n am e s  u s e d w i l l  n o t  
af f e ct  t h e  o p e r at i o n . 
N o t e 2 :  I n  t h e  3 .4 .1  r e l e as e  t h e  f o l l o w i n g  p ack ag e s  h as  b e e n  r e m o v e d f r o m  t h e  m i n i .p i e . 
T h e y  can  b e  i n s t al l e d t h e  s am e  w ay  as  t h e  r e s t  o f  t h e  p i e s  i f  n e ce s s ar y . Please refer to 
i tem  # 6 i n  th e C av eats sec ti on  for m ore i n form ati on .  

 h f r -do c.p i e -3 .4 .1  - do cu m e n t at i o n  p ack ag e  i n cl u di n g  m an  p ag e s  
h f r -f p d.p i e -3 .4 .1  -  F i e l d P r o g r am m ab l e  D e v i ce  p ack ag e  n e ce s s ar y  f o r  f i e l d f i r m w ar e  
u p g r ade s  

 

2 . In s t a l l  M a n d a t o r y  S M U s  
 
I nsta ll the following  S M Us prior to perform ing  the upg ra de.  T hese S M Us a re a v a ila b le a t the 
following  UR L  ( specia l a ccess priv ileg es a re needed to use this link ):  

h t t p : / / w w w . c i s c o . c o m / c g i -b i n / t a b l e b u i l d . p l / i o s x r-s m u ? s o rt = re l e a s e  
 
 

 S M U F ilena m e hfr-b a se-3.3.x.C S C sg 40006.pie 
D D T S  C S C sg 40006 

A ffected im a g es T his S M U is necessa ry  for 3.3.0 a nd 3.3.1 relea ses only  
S M U P a ck a g e N a m e < b oot dev ice>  hfr-b a se-3.3.x.C S C sg 40006-1.0.0 
P rob lem  S um m a ry  C o n f i g  l o s s  w h e n  u p g r adi n g  f r o m  3 .3 .x r e l e as e  
S M U I nsta ll I m pa ct L ow.  T here should b e no im pa ct to running  sy stem . 



S M U I nsta ll 
P rocedure 

A dd S M U:  

router( a dm in)#install add <path>/hf r -b ase -3 .3 .x .C S C sg4 0 0 0 6 .pie  sy nc  

A ctiv a te S M U:  

router( a dm in)#install ac tiv ate  disk 0 : hf r -b ase -3 .3 .x .C S C sg4 0 0 0 6 -1 .0 .0  sy nc  

C om m it S M U:  

router( a dm in)#install c o m m it 
 

F o r  3 .4 .1 :  
         S M U F ilena m e hfr-os-m b i-3.4.1.C S C si2038 0 

D D T S  C S C si2038 0 
S M U P a ck a g e N a m e < b oot dev ice>  hfr-os-m b i-3.4.1.C S C si2038 0.pie 
P rob lem  S um m a ry  M S C s not b ooting  due to b ootfla sh:  g etting  full during  upg ra de 
S M U I nsta ll I m pa ct L ow.  T here should b e no im pa ct to running  sy stem . 

S M U I nsta ll 
P rocedure 

S M U should b e a ctiv a ted a s pa rt of the .P I E  upg ra de procedure. P lea se refer to item  
#6 in the C a v ea ts section for m ore inform a tion. 

 

3 . C h e c k  S y s t e m  S t a b i l i t y :  
T he following  com m a nds should b e executed to v erify  b a sic sy stem  sta b ility  b efore the upg ra de:  
 ( a dm in) show pla tform             ( v erify  tha t a ll nodes a re in " I O S  X R  R UN "  sta te &  P L I M ' s in " O K "  

sta te) 

show redunda ncy                     ( v erify  tha t a  S ta ndb y  R P  is a v a ila b le a nd in " rea dy "  sta te) 
show ipv 4 interfa ce b rief  < or>   show ipv 6 interfa ce b rief   < or>   show interfa ce sum m a ry  
             ( v erify  tha t a ll necessa ry  interfa ces a re " UP " ) 
show insta ll a ctiv e                   ( v erify  tha t the proper set of pa ck a g es a re a ctiv e)  

cfs check /clear configuration inconsistency    ( v erify /fix config ura tion file sy stem  in exec a nd 
a dm in m ode) 

 

4 . P e r f o r m  P r e -U p g r a d e  T a s k s :  
1)      C heck  R O M M O N  v ersion.  Upg ra de to the la test R O M M O N  v ersion supported if 

necessa ry .  R efer to the R elea se N otes for the la test v ersion supported a nd for the 
R O M M O N  upg ra de procedure.   
router( a dm in)# sho w  diag |  i R O M M O N  



N o t e 1 :  I f  r o m m o n  u p g r ade  i s  n e e de d o n e  can  l o ad t h e  n e w  r o m m o n  i m ag e  w i t h o u t  r e l o adi n g  
t h e  r o u t e r  an d p r o ce e d w i t h  t h e  u p g r ade  p r o ce du r e . T h i s  can  s av e  o n e  r o u t e r  r e l o ad 
do w n t i m e . 

2)      T o m inim iz e tra ffic loss during  the upg ra de plea se follow the procedure:  

a .       M a k e sure tha t a ll the tra ffic flowing  throug h the router which needs to b e 
upg ra ded ha s a n a lterna te pa th. I n this scena rio one ca n ta k e one of the redunda nt 
routers out of serv ice,  upg ra de it a nd then b ring  it b a ck  into serv ice without a ny  
sig nifica nt tra ffic loss ( this should work  for the core routers,  for the edg e dev ices 
usua lly  the redunda nt pa th m a y  not b e a v a ila b le) 

b .       S et I G P  m etric to the hig hest possib le v a lue so the I G P  will try  to route the 
tra ffic throug h the a lterna te pa th. F or O S P F  use “ m a x-m etric”  com m a nd. 

ro u t e r( c o n f i g -o s p f ) # m a x -m e t r i c  r o u t e r -l s a   

   F or I S I S  use “ spf-ov erloa d-b it”  com m a nd. 

   ro u t e r( c o n f i g -i s i s ) # s e t -o v e r l o a d -b i t  
c.       A fter a ll the softwa re is upg ra ded restore the I G P  m etric b y  rem ov ing  the 

com m a nds:  
O S P F  

ro u t e r( c o n f i g -o s p f ) # n o  m a x -m e t ri c  ro u t e r- l s a  
      I S I S  
      ro u t e r( c o n f i g -i s i s ) # n o  s e t -o v e r l o a d -b i t  

  
3)       C o p y  t h e  ru n n i n g -c o n f i g u ra t i o n  a n d  a d m i n -c o n f i g u ra t i o n  t o  a  t e m p o ra ry  s t o ra g e  

l o c a t i o n .  T h i s  c o u l d  b e  o n  a  re m o t e  T F T P  s e rv e r o r a  d e v i c e  s u c h  a s  t h e  h a rd d i s k :  
o r d i s k 0 :  p re s e n t  o n  t h e  R P .      

   ro u t e r# c o p y  ru n n i n g -c o n f i g  h a rd d i s k : ru n n i n g _ c o n f i g . t x t  
ro u t e r# a d m i n  
ro u t e r( a d m i n ) # c o p y  ru n n i n g -c o n f i g  h a rd d i s k : a d m i n -ru n n i n g _ c o n f i g . t x t  
ro u t e r( a d m i n ) # e x i t   

 



5 . U p g r a d e :  
 
S pe c ial U pgr ade  I nstr u c tio ns:  

E xecute the following  steps prior to upg ra ding  to 3.4.1.  F a ilure to follow these steps ca n result in 
config  loss a fter the upg ra de due to:  

C S C ek 61038  - config  loss during  3.3.x to 3.4.1 upg ra de due to file trunca tion. 

C S C ek 61243 - rip proto config  not properly  nv g ened,  resulting  config  loss on upg  

1. C lea r N V G E N  ca che:  
router# r u n nv ge n –F  1  

2. C rea te dum m y  config  com m it:  
router# c o nf ig 
router( config )#ho stnam e  <ho stnam e > 
router( config )# c o m m it 
router( config )# e nd 

3. F orce com m it upda te b y  using  the reloa d com m a nd.  P r e ss “ n”  w he n the  
c o nf ir m atio n pr o m pt appe ar s:  
router# r e lo ad 
Upda ting  C om m it D a ta b a se.  P lea se wa it...[ O K ]  
                     P roceed with reloa d?  [ confirm ]  <- P r e ss “ n”  
 
I n sam e  c ase s the  f o llo w ing m ay  happe n:  
ro u t e r# re l o a d  
P re p a ri n g  s y s t e m  f o r b a c k u p .  T h i s  m a y  t a k e  a  f e w  m i n u t e s  . . . . . . . . . . . . S y s t e m  
c o n f i g u ra t i o n  b a c k u p  i n  p ro g re s s  [ R e t ry  l a t e r]  
 
I n  s u c h  a  c a s e  p l e a s e  re -t ry  t h e  c o m m a n d  a f t e r s o m e  t i m e .  

1)      A dd the req uired pies to disk :  

router( a dm in)# install add <so u r c e >/<path>/<pie > sy nc  
N o t e 1 :  T h e  <s o u r ce >  can  b e  o n e  o f  di s k 0 : ,  di s k 1 : ,  co m p act f l as h : ,  h ar ddi s k : ,  t f t p : ,  f t p :  o r  
r cp : . 
N o t e 2 :  T h e  ab o v e  s t e p  m u s t  b e  r e p e at e d f o r  e ach  p i e  f i l e ,  o r  al l  o f  t h e  p i e s  can  b e  adde d 
t o g e t h e r  i n  a s i n g l e  ‘ i n s t al l  add ..’  co m m an d.  T o  add al l  p i e s  u s i n g  a s i n g l e  co m m an d,  l i s t  
al l  o f  t h e  p i e s  ( i n cl u di n g  t h e i r  s o u r ce )  w i t h i n  t h e  ‘ i n s t al l  add ..’  co m m an d i n  t h e  f o l l o w i n g  
m an n e r :  

r o u t e r ( adm i n ) #  i n stall ad d  < sou rc e> / c om p -h fr-m i n i . p i e-3 . 4 . 1  
< sou rc e> / h fr-m c ast-p . p i e-3 . 4 . 1  < sou rc e> / h fr-m g b l-p . p i e-3 . 4 . 1  
< sou rc e> / h fr-m p ls-p . p i e-3 . 4 . 1  < sou rc e> / h fr-k 9 sec -p . p i e-3 . 4 . 1  
< sou rc e> / h fr-os-m b i -3 . 4 . 1 . C S C si 2 0 3 8 0 . p i e sy n c  

N o t e 3 :  T h e  u s e  o f  ‘ s y n c’  o p t i o n  w i l l  p r e v e n t  t h e  u s e r  f r o m  e xe cu t i n g  an y  o t h e r  co m m an d 
du r i n g  t h e  i n s t al l  o p e r at i o n . 



N o t e 4 :  U n de r  i dl e  co n di t i o n s ,  t h i s  co m m an d m ay  t ak e  at  l e as t  3 5  m i n u t e s  t o  co m p l e t e ,  
du r i n g  w h i ch  t h e  r o u t e r  w i l l  b e  f u l l y  f u n ct i o n al .  T h i s  o p e r at i o n  w i l l  t ak e  l o n g e r  t o  
co m p l e t e  o n  a M u l t i -C h as s i s  s y s t e m . 

2)      T est the a ctiv a tion using  the ‘ test’  option.  T esting  the a ctiv a tion will g iv e y ou a  prev iew 
of the a ctiv a tion. 

rou ter( ad m i n ) #  i n stall ac ti v ate d i sk 0 : c om p -h fr-m i n i -3 . 4 . 1  d i sk 0 : h fr-
m c ast-3 . 4 . 1  d i sk 0 : h fr-m g b l-3 . 4 . 1  d i sk 0 : h fr-k 9 sec -3 . 4 . 1  d i sk 0 : h fr-m p ls-
3 . 4 . 1  d i sk 0 : h fr-os-m b i -3 . 4 . 1 . C S C si 2 0 3 8 0 -1 . 0 . 0   sy n c  test 

N o t e 1 :  N o  act u al  ch an g e s  w i l l  b e  m ade  w h e n  ‘ t e s t ’  o p t i o n  i s  u s e d. 
N o t e 2 :   A n y  co n f i g  t h at  i s  i n co m p at i b l e  w i t h  t h e  n e w  v e r s i o n  b e i n g  act i v at e d w i l l  b e  
i de n t i f i e d.  T h e  ‘ s h o w  co n f i g u r at i o n  r e m o v e d’  co m m an d can  b e  u s e d t o  v i e w  w h at  w i l l  b e  
r e m o v e d as  r e s u l t  o f  t h e  s o f t w ar e  u p g r ade  ( s e e  s e ct i o n  8 .1  f o r  de t ai l s ) . 
N o t e 3 :  S u ch  r e m o v e d co n f i g  can  b e  r e ap p l i e d u s i n g  t h e  ‘ l o ad co n f i g  r e m o v e d 
<co n f i g > .cf g ’  co m m an d f r o m  co n f i g  mode AFTER t h e u p g r a de h a s  b een  c omp l et ed s e e  
s e ct i o n  8 .1  f o r  de t ai l s ) . 

  
3)   A ctiv a te a ll of the pa ck a g es a dded in step 1:  

rou ter( ad m i n ) #  i n stall ac ti v ate d i sk 0 : c om p -h fr-m i n i -3 . 4 . 1  d i sk 0 : h fr-
m c ast-3 . 4 . 1  d i sk 0 : h fr-m g b l-3 . 4 . 1  d i sk 0 : h fr-k 9 sec -3 . 4 . 1  d i sk 0 : h fr-m p ls-
3 . 4 . 1  d i sk 0 : h fr-os-m b i -3 . 4 . 1 . C S C si 2 0 3 8 0 -1 . 0 . 0  sy n c  

N o t e 1 :  T h e  o u t p u t  o f  ‘ i n s t al l  add’  co m m an d e xe cu t e d i n  s t e p  1  p r o v i de s  t h e  l i s t  o f  n am e s  
o f  p ack ag e s  t o  b e  u s e d i n  ‘ i n s t al l  act i v at e  ..’  co m m an d. 
N o t e 2 :  T h e  u s e  o f  ‘ s y n c’  o p t i o n  w i l l  p r e v e n t  t h e  u s e r  f r o m  e xe cu t i n g  an y  o t h e r  co m m an d 
du r i n g  t h e  i n s t al l  o p e r at i o n . 
N o t e 3 :  T h e  r o u t e r  w i l l  r e l o ad at  t h e  e n d o f  act i v at i o n  t o  s t ar t  u s i n g  t h e  n e w  p ack ag e s . 
N o t e 4 :  U n de r  i dl e  co n di t i o n s ,  t h i s  o p e r at i o n  m ay  t ak e  at  l e as t  2 0  m i n u t e s  t o  co m p l e t e .  

4)     V erify  sy stem  sta b ility  throug h com m a nds describ ed under C he c k  S y ste m  S tab ility  
section. I f sy stem  issues a re detected or if the upg ra de needs to b e b a ck ed out for a ny  
rea son,  plea se follow the steps describ ed in D o w ngr ade  section to rollb a ck  the softwa re 
config ura tion.  

5)   C heck  to see if there were a ny  fa iled sta rtup config .  I f there were a ny  sta rtup config  
tha t fa iled to b e a pplied,  then refer to item  #1 in the C av e ats section to see how it 
should b e ha ndled. 

router# sho w  c o nf ig f aile d star tu p 
6) C om m it the newly  a ctiv a ted softwa re:  



router( a dm in)# install c o m m it 
 

  

6 . D o w n g r a d e :  
1)      L ist the a v a ila b le rollb a ck  points:  

router( a dm in)# sho w  install r o llb ac k  ?   
2)      I dentify  the rollb a ck  point b y  executing  the following  show com m a nd a nd a na ly z ing  the 
softwa re config ura tion a t the rollb a ck  point:   

router( a dm in)# sho w  install r o llb ac k  <r o llb ac k  po int> 
N o t e 1 :  A  v al i d r o l l b ack  p o i n t  m u s t  b e  s p e ci f i e d. T h e  o u t p u t  w i l l  s h o w  l i s t  o f  act i v e  p ack ag e s  f o r  
t h at  r o l l b ack  p o i n t . 

  
3)      T est the rollb a ck  opera tion using  the ‘ test’  option.  T esting  the rollb a ck  opera tion ca n g iv e 

y ou a  prev iew of the rollb a ck . 
router( a dm in)# install r o llb ac k  to  <r o llb ac k  po int> sy nc  te st 

N o t e 1 :  T h e  o u t p u t  w i l l  de t e ct  i f  an y  i n co m p at i b l e  co n f i g  e xi s t . I n  s u ch  cas e s ,  ‘ s h o w  co n f i g u r at i o n  
r e m o v e d’  co m m an d can  b e  u s e d t o  v i e w  w h at  w i l l  b e  r e m o v e d as  r e s u l t  o f  t h e  s o f t w ar e  
do w n g r ade . 
N o t e 2 :  R e m o v e d co m m an d can  b e  r e ap p l i e d at  a l at e r  t i m e  u s i n g  t h e  ‘ l o ad co n f i g  r e m o v e d 
<co n f i g > .cf g ’  co m m an d f r o m  co n f i g  m o de .. 
T he following  is a  sa m ple output:  

W a rning :  S D R  O wner:  N o incom pa tib le config ura tion will b e rem ov ed due to the 
W a rning :  ' test'  option  
I nfo:  S D R  O wner:  D etected incom pa tib ility  b etween the a ctiv a ted softwa re 
I nfo:  a nd router running  config ura tion. 
I nfo:  S D R  O wner:  R em ov ing  the incom pa tib le config ura tion from  the running  
I nfo:  config ura tion. 
I nfo:  S D R  O wner:  S a v ing  rem ov ed config ura tion in file ' 20060316131636.cfg '  
I nfo:  on node ' R P /0/0/C P U0: '  
I nfo:  Use the " show config ura tion rem ov ed 20060316131636.cfg "  com m a nd to 
I nfo:  v iew the rem ov ed config . 
I nfo:  N O T E :  Y ou m ust a ddress the incom pa tib ility  issues with the 
I nfo:  rem ov ed config ura tion a b ov e a nd re-a pply  it to the running  
I nfo:  config ura tion a s req uired. T o a ddress these issues use the 



I nfo:  " loa d config ura tion rem ov ed 20060316131636.cfg "  a nd " com m it"  
I nfo:  com m a nds. 

Use the com m a nd sug g ested in the a b ov e exa m ple to displa y  the config  tha t will potentia lly  b e 
rem ov ed a fter the downg ra de. 

  
4)      P erform  the rollb a ck  opera tion:  

router( a dm in)# install r o llb ac k  to  <r o llb ac k  po int> sy nc   
N o t e 1 :  B as e d o n  t h e  s e t  o f  p ack ag e s  b e i n g  act i v at e d an d de act i v at e d as  p ar t  o f  t h e  r o l l b ack  
o p e r at i o n ,  o n e  o r  m o r e  n o de s  m ay  b e  r e l o ade d. P l e as e  b e  p at i e n t  as  t h i s  o p e r at i o n  co u l d t ak e  
s o m e  t i m e . 

N o t e 2 :  I f  y o u  p r e v i o u s l y  e xe cu t e d ‘ i n s t al l  r e m o v e ’  co m m an d t o  p e r m an e n t l y  r e m o v e  an y  
p ack ag e s  i n  t h e  r o l l b ack  co n f i g u r at i o n  t h e n  t h e  r o l l b ack  o p e r at i o n  w i l l  n o t  p r o ce e d. T o  r e s o l v e  
t h i s  i s s u e ,  r u n  t h e  f o l l o w i n g  co m m an d t o  r e -add t h e  r e l e v an t  p ack ag e s :  

r o u t e r ( adm i n ) #  i n stall ad d  < d ev i c e or tftp > / < p ath > / < p i e>  sy n c  
N o t e 3 :  T h e  u s e  o f  ‘ s y n c’  o p t i o n  w i l l  p r e v e n t  t h e  u s e r  f r o m  e xe cu t i n g  an y  o t h e r  co m m an d du r i n g  
t h e  i n s t al l  o p e r at i o n . 

  
5)      R estore the orig ina l config ura tion tha t wa s b a ck ed up in P e r f o r m  P r e -U pgr ade  T ask s 
section. 

router#config  
router( config )#loa d < source/filena m e>  
router( config )#com m it repla ce 
router( config )#show config ura tion fa iled 
V erify  a ny  rej ected config ura tion 
router( config )#exit 
R estore the a dm in-running -config ra tion a s follows 
router#a dm in 
router( a dm in)#config  
router( a dm in-config )#loa d < source/filena m e>  
router( a dm in-config )#com m it repla ce 
router( a dm in-config )#show config ura tion fa iled 
V erify  a ny  rej ected config ura tion 
router( a dm in-config )#exit 
router( a dm in)#exit 

6)      I nsta ll com m it the newly  a ctiv a ted softwa re. 
router( a dm in)# install c o m m it   

7)      V erify  sy stem  sta b ility  throug h com m a nds describ ed in C he c k  S y ste m  S tab ility  S ection. 



  

7 . P o s t -U p g r a d e  /  P o s t -D o w n g r a d e  P r o c e d u r e :  
O nce softwa re upg ra de or downg ra de ha s b een com pleted,  disk  spa ce ca n b e recov ered 
( optiona l) b y  rem ov ing  a ny  ina ctiv e pa ck a g es tha t a re no long er needed ( if the pa ck a g es a re 
req uired a t a  la ter tim e,  they  ca n b e re-a dded).  P lea se follow these steps to rem ov e ina ctiv e 
pa ck a g es:  
 1)      O b ta in the list of ina ctiv e pa ck a g es a nd note the na m es of pa ck a g es tha t a re not needed:  

router( a dm in)# sho w  install inac tiv e  b r ie f  
2) R em ov e the unnecessa ry  ina ctiv e pa ck a g es:  

router( a dm in)# install r e m o v e  disk 0 : <pac k age _ nam e 1 > 
disk 0 : <pac k age _ nam e 2 > .. disk 0 : <pk g_ nam e N > sy nc  

or  
router( a dm in)# install r e m o v e  inac tiv e  ( to rem ov e a ll ina ctiv e pa ck a g es) 

N o t e 1 :  T h e  u s e  o f  ‘ s y n c’  o p t i o n  w i l l  p r e v e n t  t h e  u s e r  f r o m  e xe cu t i n g  an y  o t h e r  co m m an d du r i n g  
t h e  i n s t al l  o p e r at i o n . 
3) V erify / fix config ura tion file sy stem  

router( a dm in)# c f s c he c k  
 
  

8 . C a v e a t s :  
1 .  D uring  softwa re upg ra de or downg ra de,  the sy stem  could detect incom pa tib le 
config ura tion a nd rem ov e it from  the running  config ura tion.  T he rem ov ed config  will b e sa v ed to 
a  file on the router.   S om e config ura tion could a lso fa il due to sy nta x or sem a ntic error a s the 
router b oots the new v ersion of the softwa re.  
T he opera tor m ust b rowse the rem ov ed or fa iled config ura tion a nd then a ddress the cha ng es so 
tha t the config  ca n b e properly  a pplied on the new v ersion of softwa re:    

  
•               A ddressing  incom pa tib le a nd rem ov ed config ura tion:   
D uring  the test a ctiv a tion of a  new softwa re v ersion,  incom pa tib le config ura tion will b e identified 
a nd rem ov ed from  the router running  config ura tion.  S y slog  a nd console log s will prov ide the 
necessa ry  inform a tion on the na m e of the rem ov ed config ura tion file.  T o a ddress the 



incom pa tib le config ura tion,  users should b rowse the rem ov ed config ura tion file,  a ddress the 
sy nta x a nd sem a ntics errors a nd re-a pply  the config  a s req uired a nd/or a pplica b le a fter upg ra de.  
T o displa y  the rem ov ed config ura tion,  execute the following  com m a nd from  exec m ode:  

router# sho w  c o nf igu r atio n r e m o v e d <r e m o v e d c o nf ig f ile nam e >  
•               A ddressing  fa iled a dm in a nd non-a dm in config ura tion during  reloa d:  
S om e config ura tion m a y  fa il to ta k e effect when the router b oots with the new softwa re.  T hese 
config ura tions will b e sa v ed a s fa iled config ura tion.  D uring  a ctiv a tion of the new softwa re 
v ersion,  opera tor would b e notified v ia  sy slog  a nd console log  where config ura tion fa iled to ta k e 
effect. T o a ddress the fa iled config ura tion,  user should b rowse b oth the a dm in a nd non-a dm in 
fa iled config ura tion,  a ddress sy nta x a nd sem a ntics errors a nd re-a pply  it a s req uired.  
T o displa y  the fa iled config ura tion,  execute the following  com m a nd:  

router# sho w  c o nf igu r atio n f aile d star tu p 
router( a dm in)# sho w  c o nf igu r atio n f aile d star tu p 

  
2. C ha ng es ha v e b een m a de in relea se 3.4.1 to the form a t of the file sy stem  used to store 
router config ura tion files. T hese result in the following  b eha v ior when upg ra ding  from  softwa re 
relea ses 3.3.1 a nd ea rlier:  

- O n the first upg ra de from  3.3.1 ( or ea rlier) to 3.4.1,  the 3.4.1 softwa re will crea te new-form a t 
config ura tion files b a sed on the contents of the old-form a t files left b ehind b y  the 3.3.1 ( or 
ea rlier) softwa re. I ncluded in the files crea ted in this wa y  a re those tha t conta in the persistent 
copy  of the router config ura tion,  which will b e used to restore the running  config ura tion. T he 
history  of cha ng es to the running  config ura tion,  howev er,  is not re-crea ted. T his m ea ns tha t a fter 
the upg ra de,  it will not b e possib le to v iew or rollb a ck  a ny  cha ng es prev iously  conta ined in the 
config ura tion history . 

 - I f the router is sub seq uently  downg ra ded b a ck  to 3.3.1 ( or ea rlier),  the defa ult b eha v ior is to 
restore the router running  config ura tion using  the old-form a t config ura tion files left b ehind from  
the la st tim e 3.3.1 ( or ea rlier) wa s running . T his m ea ns tha t a ny  cha ng es to the running  
config ura tion m a de while 3.4.1 wa s running  will b e lost. T o prev ent this from  ha ppening ,  the 
following  com m a nd should b e run b efore perform ing  the downg ra de opera tion:  

    delete disk 0: /config /running /com m itdb /*  

   ( " disk 0: "  should b e sub stituted with the a ppropria te dev ice na m e if a n a lterna te b oot dev ice is 
b eing  used.) 

   T his will force the 3.3.1 ( or ea rlier) softwa re to crea te old-form a t config ura tion files b a sed on 
the contents of the new-form a t files left b ehind b y  the 3.4.1 softwa re. I ncluded in the files 
crea ted in this wa y  a re those tha t conta in the persistent copy  of the router config ura tion,  which 
will b e used to restore the running  config ura tion. T he history  of cha ng es to the running  



config ura tion,  howev er,  is not re-crea ted. T his m ea ns tha t a fter the downg ra de,  it will not b e 
possib le to v iew or rollb a ck  a ny  cha ng es prev iously  conta ined in the config ura tion history . 

 - I f the router is then re-upg ra ded b a ck  to 3.4.1,  the defa ult b eha v ior is to restore the router 
running  config ura tion using  the new-form a t config ura tion files left b ehind from  the la st tim e 3.4.1 
wa s running . T his m ea ns tha t a ny  cha ng es to the running  config ura tion m a de while 3.3.1 ( or 
ea rlier) wa s running  will b e lost. T o prev ent this from  ha ppening ,  the following  com m a nd should 
b e run b efore   perform ing  the re-upg ra de opera tion:  

     delete disk 0: /config /lr/running /com m itdb /*  

   ( " disk 0: "  should b e sub stituted with the a ppropria te dev ice na m e if a n a lterna te b oot dev ice is 
b eing  used.) 

 T his will force the 3.4.1 softwa re to crea te new-form a t config ura tion files b a sed on the contents 
of the old-form a t files left b ehind b y  the 3.3.1 ( or ea rlier) softwa re - j ust a s wa s done during  the 
first upg ra de. 

 

3. C S C sg 479 62 - A v oid a  reloa d of nodes when the b ootup a dm in config  is b eing  a pplied. 
D uring  M C  ( M ulti-cha ssis) upg ra de with the non-D S C  ra ck  running  a s na m ed-S D R  on the R P s 
it will not b e upg ra ded properly  to the new relea se a nd will fa ll b a ck  to 3.3.x. T he 
work a round is to power off non-D S C  ra ck  b efore issuing  “ insta ll a ctiv a te”  on the D S C  a nd 
power it b a ck  on a fter the insta lla tion is com plete on D S C . 

 

4. C S C sf27615 - C ope with m issing  a dm in-m eta  da ta  

Upg ra de from  3.3.x to 3.4.y  to 3.3.x to 3.4.z  ( y  ! =  z ) will fa il;  F or S y stem  with no D R P  a nd 
rem ote R P s,  while the upg ra de will b e successful,  sub seq uent insta ll opera tions will fa il due to 
the m issing  m eta -da ta . A s a  work a round the following  procedure ca n b e done:  

run rm  –R  disk 0: /instdb /a dm in_ pk g s_ m da ta  
process resta rt instdir 

 

5. M D R  – M inim um  D isruption R esta rt 
T his fea ture is not supported for upg ra des to 3.4.1 relea se due to:  

• b oot fla sh lim ita tion 
• K ernel C ha ng es  

 

1 .  6 .  P i e  u p g ra d e  
F or a  .P I E  upg ra de from  3.3.x to 3.4.x,  do N O T  ena b le the dia g s a nd fpg  .pie files. T his 
prov ides sufficient b ootfla sh spa ce for the upg ra de to proceed successfully . T he dia g s 
a nd fpd pa ck a g es ca n then b e a dded a fter the insta ll a ctiv a te a nd router reloa d ha s 
ta k en pla ce. 



 
Upg ra de S M U:  
 
T he S M U for C S C si2038 0 m ust b e loa ded a s pa rt of the .P I E  upg ra de procedure when 
perform ing  a  .P I E  upg ra de from  rls 3.3.x to 3.4.1. S M U should b e insta lled a nd a ctiv a ted 
a long  with the other 3.4.1 pa ck a g es ( insta ll a ctiv a te disk 0: com p-hfr-m ini-3.4.1 
disk 0: hfr-os-m b i-3.4.1.C S C si2038 0-1.0.0). S M U does N O T  need to b e a pplied to 
sy stem s a lrea dy  running  rls 3.4.1. 
 
 
 
S om e M S C ' s do not b oot a fter a n upg ra de:  
 
R P /0/R P 0/C P U0: router#show pla tform  
N ode            T y pe            P L I M             S ta te           C onfig  S ta te 
----------------------------------------------------------------------------- 
0/0/C P U0        M S C              8 -10G b E          I N -R E S E T         P W R , N S H UT , M O N  
0/7/C P U0        M S C              8 -10G b E          I O S  X R  R UN       P W R , N S H UT , M O N  
0/8 /C P U0        M S C              8 -10G b E          I N -R E S E T         P W R , N S H UT , M O N  
0/12/C P U0       M S C              J a ck et C a rd     I O S  X R  R UN       P W R , N S H UT , M O N  
0/12/0          M S C ( S P A )        8 X 1G E            O K               P W R , N S H UT , M O N  
0/15/C P U0       M S C              8 -10G b E          I N -R E S E T         P W R , N S H UT , M O N  
0/R P 0/C P U0      R P ( A ctiv e)      N /A              I O S  X R  R UN       P W R , N S H UT , M O N  
0/R P 1/C P U0      R P ( S ta ndb y )     N /A              I O S  X R  R UN       P W R , N S H UT , M O N  
R P /0/R P 0/C P U0: router# 
 
W e ca n see tha t M S C ' s in slot 0,  8  a nd 15 a re in the I N -R E S E T  sta te. 
 
T his m essa g e will b e seen a fter reloa ding  with the new softwa re v ersion:  
 
L C /0/8 /C P U0: M a r 13 17: 14: 01.001 G M T 0G M T , M 3.5.0/:  insthelper[ 60] :  
% I N S T A L L -I N S T H E L P E R -3-E X I T _ E R R O R  :  I nsthelper encountered a  fa ta l error 
condition,  a nd is exiting :  E rror v a lue =  0xA 2D F 101C ,  E rror string  =  ( ' I nsta ll 
H elper'  detected the ' fa ta l'  condi 
@ tion ' rea d( )/write( ) fa iled' :  N o spa ce left on dev ice)  

 
C o nditio ns:  
 
T his ha ppens when the b ootfla sh:  of the M S C  g ets full during  the upg ra de while 
it' s holding  the old a nd the new pa ck a g es a t the sa m e tim e. 
 
W o r k ar o u nd:  
 
C onta ct the C isco T echnica l A ssista nce C enter. A  custom er support eng ineer 
should b e a b le to a tta ch to the console of the M S C  a nd delete a  file to recov er 
som e spa ce to b e a b le to b oot the M S C . 
 
A lterna tiv ely ,  once the C R S  is running  3.4.x a nd the a ffected M S C ' s a re in the 
' I O S -X R  P R E P '  m ode ( in show pla tform ),  the following  cisco-support com m a nd 
would free som e spa ce :  
 
R P /0/R P 1/C P U0: crs#run rm  /net/node0_ * _ C P U0/b ootfla sh: /nv ra m .dum p 



 


