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Agenda

Motivation
Medianet architecture framework

Media Monitoring

Perf.monitor, Mediatrace, IP SLA VO

Media Awareness

Metadata
UC client support
MSI, MSP

Resources




Video transport specific

Different flow profile
Variable bit flow - burstiness

N N

Extreme sensitivity to packet loss (compression ratios to 300:1)

Surveillance

Application Latency Jitter Loss Loss
(VoD) (Live)

Streaming Video | <1000 ms <100 ms <0.1% < 0.05%

Video <150 ms <30 ms NA <0.10%

Conferencing

TelePresence <150 ms <10 ms NA < 0.05%

Digital Signage | <1000 ms <100 ms <0.1% 0%

IPTV < 1000 ms <100 ms <0.1% 0%

Video <1000 ms <100 ms <0.1% < 0.05%

1400

1000

Bytes

600

200 T

| [B][B][P][B][B][P
~ S N

Voice Packets Video Packets

1400 | Video | Video | Video
e

1000 =T

600 T

20 msec

B E—
Time 33 msec



Quality guarantee?

1) QoS implementation (consistency)
LAN — marking
2) CAC implementation (best RSVP)

4-Class Model B-Class Model 12-Class Model

Realtime INnteractive

Interactive Video . . .
Multimedia Conferencing

Broadcast Video
Streaming Video

Multimedia Streaming

Call Signaling Call Signaling

Signaling /f Control Network Control
Network Control

Network Management

_ Bulk Data

Best Effort Best Effort
Best Effort




QoS Strategie

T
CISCO.

Medianet QoS Design Strategy

Msdlanet oS Decign Soamgry

A1-&-CEance

The Quallty of Service Challenge Tor Medlanets.

ks zervcs level gusrsrtses. This fundarmerssl Geo s - VolP T
quirenent lsads one to ask how many classes of media

Thiz sersics

reardod for

£1-A-GEanCa.

bandwidth queus with DSCP-based
Wighted-Random Earty Detect [DSCP-WRED)
snzblad Admmizs on s tha 222 shew d be cortroled:
additionally, traffic in this class may be subject o
poiicing and re-marking. Example apglications
irciudia Cizoo Unfed Perzonal Commuricasss Cisso
Unified Widoo Advartage, and #ia Cizco Unificd 1P
Fhanes 79356,

enablad o this class. as CAM traffic should not be
o chass is seperiencing drops, than the
b et st Tt o i e —
Example traffic includes S5H, SNKMP Syslog, sic.

data app::am:m_ Fforeground” refars = apslizations

permithad on enarprise networks, 2= long as
resources are always avaiable for busingss-critical
vmica wden and deta soplisstions. Howsves 2= soon
2= tha Networs Gxperiances Congastion, this class s
the first 1o be penaized and aggressively dropped.
Traffic inthis class showuld ba marked 34 and should
b provizicned with 3 minimal bandwidth qusus thet
iz the first 1o ssarwe should network congestion ooour

ViolP telephony [bearsconly} traffic (Vo signaling
=iz e

fromn which LTEIE 3rE SREECENG 3 rESRorEE —wid He

Teday thars iz a virtual sxplasion of media spphcations an

tha IF natwark with rmany &
ard data applcasons. For ceam)
=tandard B Talaphaony, high- dsf
e, Sirmiarly, thers 2rs many fa
ar-domand or broadcast deoski
meractive video [swch as webcz
meractive video [such = Cizco
survsillance, digital signags, anc
wideo apglications. In turn, thers
mumber of datz apslictions Ad
currant media Sxpiosion, mary
TEgrating rUMEnUs types of m
s uzer spplostons. The swok
apglications are ilusrsted in Fig
Fgure 1 Meda spplicasen Cor

- el [

- —

E=E= B

The axplosion of contart and ma
and un-managsd, a5 wall 25 high
=claberstion =pplcstans, raqui
take anow lack 2 thair Cuality of
Withaout 2 clear stravegy, the volu
imdzy's media spplicsians on th
woll Grceed the ability of the net
provision and manage.
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Sach group of madia spglicstior
pattems and service kewal reaui
dadicatsd QoS class in onrder o
sarvice kvel reguirements. Thar

tymes o voise, viden,
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should be provisiored and how should thase individual

Medianet Campus QoS Design

=2 rethe Cef Sigraing azs) Tt © Multimadia Streaming —

1-A-Glance

The Gase for oS In Medlanet Gampus
Networks

Tha primary rols of QoD in medisnet campus netwarks is
mot b control Imency or Fiter [as i is intha WANAVPN], but
0 manage packst Ioss. In GEADGE campus notworks, it
takes oriy = few milissconds of congeston 1o couTe
mztantaneous buffer auerrune rmeuiting in pacist drops.
Medianst sppicstons —partoalary Howdes
apglications—are sxiremely sensitive o packst drops, 1o
tha point whers suen 1 pochst dropped in 40000 iz
dzcamable by the end uzar.

(Cla=sificstion. marking polcing, queding. and congestion
awoidance are thersfors aritical QoS functions that are.
aptimaly performed within the medianst campus
-m:mrv,

ic QoS dasign principles that apply to campus

{!mdnphymw\hlr:udﬂ

. Always oS in hardwans rater than sofwars
whan a choice sxists.

= Claz=#y and mark soplcstions az close to thai
zources 23 techricaly and adminstrmively feasitie.

= Police unwanied trafhic flows 2z close to their sources
2z poosibie

- Enable ausuing policies atevery rads whers the
potartal for congastion axists,

Medianet Gampus Q0S Design Gonskderations
Thare are sevaral considentions that impactQoS designs
within the medanet campus:

- Gilobal Defautt QoS Satting

= Trust States and Condisanal Trust

- PerPort 0oS. PerVLAN Oof, Par-Port/Per VLAN

G
- Ingrass QoS Modsls

Col Roles in = medanst campus
AutoiCol

‘Global Default QoS Satting

On zome pl = Qo iz globaly dizatied by default
f=uch as tha Cizco Catalyst 3850/3750 and 65001 A
fundamental first step is %o globally snabls oS on thess
platiarme

Trust States
A switch port that is set to trus: will acceptand praseres
aithar Layar 2 or Layar 3 packst markings. Thers ars. four
=tafic truststates with which a switch port may be
configured
Untrusted—Tha default state with oS enabled
- TFustCoS—Accepts Layer 2 B0Z4P CoS markings
= TrustIF Precadence—Accapts Layar 3 1P
Erscadsncs markings: largsly depracassd
» TumDSCSAccepes Layerd DSOS markings: this iz
the mostgranular andfiaxble static stats and thus the
Mot utilizsd Sitic trust Sate in medianat campus
natworks
Conditional Trust
Trust may 2lso be sectended dynamicaly provided o
zuccassful condition has bean met. In Cisco medanst
campus networks this condition is a successhul Cisco
Discowary Protocol (CDP) negotiation betwesn the
accass switch and the endpaints. Endpoints that can ba
sxtandsd conditicnal tums by Cizco Cotmlbyst swiches
nchids Cizoo 2 phones. Cizon TelePrazence Symtemes,
Cisco P Burweillance Cameras, and Cisco Digital Madia
Efzyers. Conditional frust cperstion i shawn in Sgurs 4
Figurs1  CondRional Tract Operation
]

) et e

Lo
s e ey i
Por-Port QoS5
Whaen a Dol policy iz sppfied on 2 perport basiz, tis
attached toa specfic physical switch portand isactve on
2l traffic recsived on that soecific port jonlyl DS polces
are spphed on a per port basiz by defaus Figurs 2
lustrate= port-based Qob.

ARSI

Per-WLAN QoS

When a QoS policy i applied on a per-VLAN basis, itis
attache-d o 2 logical VLAN interface and i active anall
traffic receiwed an all ports that are currently assignad 1o
the WLAN Figurs 3 dlustrates VLAN-based QoS

Figure = VLAN-Bated Q0S8

Whan a QoS policy i= applied on a Fer-Port/Par VLAM
Basiz itizatached to spacific VLA on 2 trunke<d partand
= active on all raffic recaivad fram that zpacic VLAN
fram that spacific rumkad port faniyk Fgurs 4 ilusrass
Par-Part/Par VLAN-bazad GoS.

Figurs & FPor-Port-Per-VLAN-Based Qo8

VLA polecy s e
= P Do WL a0

Thara are many options foran administrator to choose
#ram for ingrass CoS modsls. as shown in Figura 5.

This senvice classis

Msdlanst Campus GoS Dasign

matwork—in ondar o continue with their tasks;

Exampla traffic includes YouTube, ¥boo Live/380

£1-A-CGance

Tha three most utiized r‘g'n:.:.ﬂmmmsfnf'mdmﬂ
campus natworks ars:

= TrustDSCP Modal

= Conditional Trust Modal

= Sarvice Policy Modals
Comibinstions of thess may be used 2t the zame Eme
Egress (oS Maodals
Cimeo Cotaly=st swichas periorm queuing in hardheers and
as such are mited o a fised numiber of guaues. The:
nomenclaturs u=ad ta describe thesa quauing siuchrss
= POy T, wheana:

- 4P repressmis a sict pricrity queus

= =Qrepreserts x»-number of non-pricrity queues

«  yT raprezarts y number of drop- thresholos per

nan-priority quaus

Mo fermse tham four hardwars queuss would be reguinsdto
suppart madianet 0aS palicias in the campus; the
sollowing queuss woud be considensd = minimumre

+  Fedtime queus (FFC 3245 5F PHE)

+  Guarsmssd bandwidth queus (RFC 2557 AF FHE)

= Default quaus (RFC 2474 DF FHS)

= Bandwidth constrained queus [RAC 3662 POS or

'smmgu "sarvice)
bandwidth al

m:wmmdﬂdhrﬁ'ﬂ-nqunun_g

= Fealtime queus should not excaed 33% BW

= Defaulgusus should be at least 25% BW

= Buliscavenger gueue should not sxceed 5% SW
(Eheen thess minimwum queding regursments and
candwidth reccmmandations. tha fellowing zpolicason
clazzas can be mapped o the respectye quedss:

oica, broadcast sides, and reakims intaractive may
b mappad 1 tha maktime quaus jpar RFC 2554)
work/intametwork control, signaling, network
mmumedia o mutimedia
slrnu.rnlrg and transactional data can be mapped to
the guarantesd bandwidth quaus. Cangection
awoidance machanismes, such as WRED, can be
enablad on this class; furthermars, i configurable
drop threshoids are supported on the platform, thase
may be enabled to provide intra-quews oS to thess
appiication classas, in the respactive order thay are
listad {such that comnol plane protocols eceine the
highest kavel of OoS within 2 gven quausa)
Bk datz and scavengs: trafic can be mappedio the
bandwidth queus and
suzidanc s mechanizms can be snatied on th s clazs
I configurable drop thrashoids ane supported on the
platform. snabling them provides intra-gueus GoS 1o
drop scawengar traffic ahead of bulk data
Bast affort traffic can be mapped to tha defautt
queus: Congastion avoidance Machanismes can be
enabled an this class
An agress quaving sxample based on thase design
considerations i shown in Figura 8.
Figura & An Egrecs Cusulng Exampis Model

[re—
= pEe
et ]
= e Y

quauing palicias| ars abways applicd to the physica
port-mamibar i

QoS Roles ina und—m Campus

Access eoge switch ports hawe the mast variation in QoS
polkicy roles and these will vary dapending on the typa of
andpaint ta which these are connacting.

Forall swich-to-zwitch links tha anly oS policesthatars.
required ars DECP-trust fon ingrass) 2nd queuing (on
agress, Oof roks in a medanet campus netwark: are
shown in Figure T

Figura 7 Madianet Campus Port QoS Roles

i
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©On zame Catalyst switching platforms Cisca has akeady
uprad and sxpandaed the functionality of its AutnGaeS
featune ta automatically provision CaS best practice
dezignz for vaice, IF-basad widsa appbcations [zuch az P
Wideo Survsillance, Cisco TelsPrasence, confersncing

=, 2nd streaming video 2ppicatonz], az well 2=

EtherChanned QoS

On some platforms ingrass QoS poficies |such as DSCP
trust] are applied an the logical Port-Channel interfacs;
howsver, on all platiorms agress GoS policies (zuch 2z

for muitiple typas of data applications.

On thase switch piatforms, an administrator can
aurtomatically prowision thess bast practics designs via a
single interface-lewal command fhat comesponds o the
sndpoint 1o which the. switch port is connacting.

For more details, zas Medianet Campus QoS Design 4.0: Moo/ ewwoiscocomien/LUS/ docs solutions/Erearprise WAN _and_MAN/CoS_SRND_A0/CoSCampus 40 Hmil

i 5 5277 o i, e 8 o . .

http://www.cisco.com/en/US/docs/solutions/Enterprise/Video/gosmrn.pdf

http://www.cisco.com/en/US/docs/solutions/Enterprise/Video/goscampusaag.html



http://www.cisco.com/en/US/docs/solutions/Enterprise/Video/qosmrn.pdf
http://www.cisco.com/en/US/docs/solutions/Enterprise/Video/qoscampusaag.html




How Medianet Helps?

Smarter Video Endpoints
Media Services Interface

<

- : dia Awareness =

ATl el e ol Media Monitoring Ti hll/leisliﬁte ration between g
Automates deployment  Simplifies and accelerates ngtwork and% lications for @
of video endpoints troubleshooting reducing enhanced uparl)it of user CBD
reducing costs costs expgrienge =]

Smarter Network



How Medianet Helps?

Smarter Video Endpoints
Media Services Interface

<
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Automates deployment  Simplifies and accelerates ngtwork and% lications for @
of video endpoints troubleshooting reducing enhanced up;I)it of user CBD
reducing costs costs expgrienge =]

Smarter Network






B T
|OS Performance Monitor

Router/Switch native RTP and TCP analysis
Network nodes are able to discover & validate RTP, TCP and IP-CBR traffic on hop by hop basis

A la carte metric (loss, latency, jitter etc.) selections, applied on operator selected sets of traffic

Cross-network synchronized time windows for measurement
same 30 second (default) intervals measured

Metrics can be tested against thresholds to trigger actions

Multi-level Alarm Raise/Clear, SNMP Traps, Syslog, Embedded scripts, Automatic Mediatrace, PfR
NetFlow and MIB interfaces

10



1861-AA0213#show flow record type performance-monitor default-rtp
flow record type performance-monitor default-rtp:

Description: VM default RTP record
No. of users: 4
Total field space: 98 bytes

. Fields:
Perf-mon: flow records
match ipv4 source address
match ipv4 destination address
match transport source-port

Allows operator to select which metrics to collect match transport destination-port

match transport rtp ssrc
Based on F|€X|b|e NGtF'OW collect routing forwarding-status
collect ipv4 dscp

collect ipv4 ttl

Pre'paCkaged ﬂOW records collect transport packets expected counter

collect transport packets lost counter
¢ defal"”t-rtp collect transport packets lost rate
. defaU|t'th collect transport event packet-loss counter

collect transport rtp jitter mean

collect transport rtp jitter minimum
collect transport rtp jitter maximum
collect interface input
collect interface output
collect counter bytes
collect counter packets
collect counter bytes rate
collect counter packets dropped
collect timestamp interval
collect application media bytes counter
collect application media bytes rate
collect application media packets counter
collect application media packets rate

collect application media event

collect monitor event



Perf-mon: simple inline configuration

Can apply directly on interface

Limited to single class

Interface FastEthernet0/0
service-policy type performance-traffic inline input

e Fast0/0 match dscp cs5 ef af4l

flow monitor inline

record default-rtp
react 1 transport-packets-lost-rate
threshold value gt 10.00

alarm severity error

action syslog

12



Metrics Available via Performance Monitor

Metric/Data Value Protocol

transport rtp ssrc RTP
application media packets counter (long) Gl
application media bytes counter (long) U
PM 2.0 - extension application media bytes rate -
application media packet rate All
Additional audio/video metrics oy RTP
More em phaSiS on TCP metriCS transport packets expected counter RTP
RTP

’ transport packets lost rate
Metric/Data Value Protocol Al

counter bytes rate
RTP
hildpayieaditype transport event packet-loss counter TCP, RTP
(all new and TCP
existing transport round-trip-time
metrics)
IPv6 support transport rtp jitter maximum RTP
Flexible NetFlow (FNF) field imports all transport rtp jitter minimum RTP
. TCP
TCP Max Segment Size transport rtp jitter mean RTP
. . . TCP i
TCP min/max/avg Window Size application media packets rate variation gl
RTP _
Out of order bytes application media event
Out of order packets AL All

counter packets dropped

13
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RSVP Transport for Mediatrace

MediaTrace Node MediaTrace Node MediaTrace Node MediaTrace Node
pu)
Py
& = T & > 2 7
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®© 2 0 ®© 2T ® 3 U L)
™ ® ®

|

%
%

Mediatrace Mediatrace Mediatrace Mediatrace

initiator responder responder res§onder

MediaTrace (Dynamic Video monitoring), an application to dynamically monitor media-flows for

Medianet uses RSVP as a transport protocol

RSVP traverses same path as media

RSVP can provide route-change notification to Mediatrace if there is any re-routing of the flow on a
RSVP-aware node

Note : Switch L2 mode add :ip rsvp snooping



Mediatrace components

Requestor
End video system, NMS, same node as initiator, remote router/switch

Initiator — include data
Responder — send data back to initiator
Different types of data requests

Hops — hop discovery
System — system information
Performance monitor — runs perf-mon, and collects data

Multiple configuration posibilities

Poll — simplest config , runs from IOS ( wo levell5)
Session — allow periodical repeated requests and history

Flow Responder Responder |

Initiator + }
Requestor




Mediatrace type 1

Mediatrace hops poll

- identify L2 and L3 nodes

10.10.130.2:1000
10.10.12.2

initiator# mediatrace poll path-specifier source 10.10.130.2 destination

10.10.132.2 hops

Started the data fetch operation.

Waiting for data from hops.

This may take several seconds to complete...
Data received for hop 1

Data received for hop 2

Data fetch complete.

Results:

Data Collection Summary:

Request Timestamp: 22:47:56.788 PST Fri Oct 29 2010

Request Status: Completed

Number of hops responded (includes success/error/no-record): 2

Number of hops with valid data report: 2
Number of hops with error report: 0
Number of hops with no data record: 0
Detailed Report of collected data:
Number of Mediatrace hops in the path: 2

Mediatrace Hop Number: 1 (host=responderl, ttl=254)

Reachability Address: 10.10.12.3
Ingress Interface: GiO/1
Egress Interface: Gi0/2

Mediatrace Hop Number: 2 (host=responder2, ttl=253)

Reachability Address: 10.10.34.3
Ingress Interface: GiO/1
Egress Interface: Gi0/2

10.10.132.2:2000




initiator#show mediatrace session stats 2

Session Index: 2
Global Session Id: 86197709
Session Operation State: Active

Operation time to live: Forever

M ed | at face ty p = 2 Data Collection Summary:

Detailed Report of collected data:
Last Route Change Timestamp:
Route Index: 0

PI‘eCOangUI‘ed pI‘OfI|e Number of Mediatrace hops in the path: 2
. . . Mediatrace Hop Number: 1 (host=responderl, ttl=254)
mEdIa'[race session- SyStem prOf”e Metrics Collection Status: Success
_ Reachability Address: 10.10.12.3
session 2, repeated after 60 sec Ingress Interface: Gio/1

Egress Interface: Gi0/2
Mediatrace Hop Number: 2 (host=responder2, ttI=253)
Metrics Collection Status: Success
Reachability Address: 10.10.34.3
Ingress Interface: Gi0/1
Egress Interface: Gi0/2
Metrics Collected:
Collection timestamp: 23:55:04.237 PST Fri Oct 29 2010
Octet input at Ingress (KB): 929381.572
Octet output at Egress (MB): 1541.008502
Pkts rcvd with err at Ingress (pkts): 0
Pkts errored at Egress (pkts): O
Pkts discarded at Ingress (pkts): 0
Pkts discarded at Egress (pkts): O
Ingress i/f speed (mbps): 1000.000000
Egress i/f speed (mbps): 1000.000000

Note: data removed for readability

10.10.12.2

10.10.130.2:1000 10.10.132.2:2000



initiator#show mediatrace session stats 1
Session Index: 1

I\/I ed I at r aC e t e 3 Mediatrace Hop Number: 2 (host=responder2, ttI=253)
y p Metrics Collection Status: Success

Reachability Address: 10.10.34.3

Ingress Interface: GiO/1

. . Egress Interface: Gi0/2

Pl’econflgured prOfII Metrics Collected:

Flow Sampling Start Timestamp: 23:45:56

mediatrace SeSSion-perf-mon Loss of measurement confidence: FALSE

Media Stop Event Occurred: FALSE

IP Packet Drop Count (pkts): O

IP Byte Count (Bytes): 6240

IP Packet Count (pkts): 60

IP Byte Rate (Bps): 208

Packet Drop Reason: O

IP DSCP: 0

IPTTL: 57

IP Protocol: 17

Media Byte Rate Average (Bps): 168

Media Byte Count (Bytes): 5040

Media Packet Count (pkts): 60

RTP Interarrival Jitter Average (usec): 3911

RTP Packets Lost (pkts): O

RTP Packets Expected (pkts): 60

RTP Packet Lost Event Count: O

RTP Loss Percent (%): 0.00

Note: Data omitted for better readability.
10.10.12.2

10.10.130.2:1000 10.10.132.2:2000






IP SLA: Synthetic Traffic Measurements

Uses
: Multiprotocol
Availabili performance ey Agreement Network S Trouble
y Monitori Monitoring (SLA) Assessment 9 Shooting
onitoring T (MPLS)
9 Monitoring

Measurement Metrics

Operations
Jitter FTP DNS DHCPFDLSW| = ICMP UDP TCP HTTP LDP H.323 SIP RTP

Defined¥Packet Size,

Spacing COS and Protocol IP SLA Jitter responder
P~ >N supported on ?:TS
Cisco I0S
Software

1P SLA RN

. . Destination
Source === MIB Data Active Generated Traffic to _—

Cisco I0S Measure the Network Cisco I0S I=EWN
Software Software

. "— Responder

—



U
IPSLA Video Operation Embedded Traffic Simulator

IPSLA VO support:
Sender Responder Starting from License Requirements
Requirements Requirements Image (Sender and Responder)
Cisco Catalyst 3K Series No platform-specific | No platform-specific 12.2(5B)SE2 IPBase/IPBase
requirement requirement
Cisco Catalyst 4K Series SUP-TE, SUP-TLE SUP-TE, SUP-TLE, 12.1(1)G IPBase/IPBase
SUP-6E
Cisco ISR G2 Series PVDMS3 available on = Mo DSP requirement;, | 15.2(2)T UCKS/IPbase
2300, 3300 1900, 2900, 3900,
platforms series



U
IPSLA VO profiles

Profile vs platform:

Platform/Profile TelePresence IP Television (IPTV) IP Video Cisco Phone

Surveillance
Camera (IPVSC)

Cisco Catalyst 3K Series

N

* =modeled after an * =modeled after
older version of an older version of
c codec

Cisco Catalyst 4K Series

Cisco ISR G2 Series

QX xl

v
4
X

S

I=using custom
profile



IPSLA VO custom profiles

Cisco Catalyst 3K Series Custom Profile
Generator

Cisco Catalyst 4K Series

Cisco ISR G2 Series Configure profile
parameters using
Cisco 105 CLI and

MIBs

CXS



U
Custom profiles on ISR G2

Custom profiles parameters:

Mandatory Parameters Endpoint type (CTS, CP-9900 or custom)
Maximum bit rate (up to 4 Mbps)
Frame rate (up to 30 fps)
Resolution (up to 1080p)

Codec (e.g. H.264 Baseline)
Video contents

Optional Parameters Rate-control averaging window size
I-frame max size
I-frame refresh interval
RTP average size per packet
Encoder jitter buffer control



Customized profile IP SLAVO - 3k s

Select a socket pair:

‘10.8.1.2:2000 <-» 1091.2:2001 ‘V|

IP SLA VO allow to generate video profile
Procedure:

1) save .pcap data 9 (at least 30 sec)

2) download from _ _
http://www.cisco.com/web/solutions/medianet/knowled I .

gebase/index.html#~design (parttools) =
3) i nStal | i pS | aVO ' exe You have sucessfully generated the profile.

The files are stored in:

4) download -pcap and SeleCt SOCket palr | C:IUsersmedianet DesktopIPSLA YO Tool)Custom Profiles WyCustomProfile-03-15-2012 05-59-32
5) generate ,text* and ,stat” files e p——

How to use the profile:

6) CO py ”teXt“ fi Ie i nto CiSCO deVice 1. Copy the generated text file onto the Cisco dewice

2, Load the file using the configuration command 'ip

/) load file by ,ip sla read video-profile" command s e ety
8) use it as normal IP SLA VO profile

i
CISCO @ 2012, Cisco Systems, Inc.

wideo probes,

Press 'Start Over' to generate another profile.

Start Ower

i
CISCO =201z, Cisco systems, Inc



http://www.cisco.com/web/solutions/medianet/knowledgebase/index.html
http://www.cisco.com/web/solutions/medianet/knowledgebase/index.html
http://www.cisco.com/web/solutions/medianet/knowledgebase/index.html

How Medianet Helps?

Smarter Video Endpoints
Media Services Interface

Media Awareness

Auto Configuration Media Monitoring . . .
Automates deployment Simplifies and accelerates Tightens integration
of video endpoints troubleshooting reducing between network and
reducing costs costs applications for enhanced

quality of user experience

Smarter Network

27



I\/Iana ement Solutions

Cisco Prime LAN
Management Solution

Cisco Prime
Assurance Manager

Cisco Prime Collaboration
Manager

CDN Partner Tools

Medianet Readiness Assessment

Medianet “plug-in” provides workflows for provisioning autoconfiguration
and location settings and tracking of medianet endpoints

More info: http://cisco.com/go/lms

End-to-end proactive, network based monitoring, troubleshooting &
analysis of application traffic

Supports a variety of sources including performance monitor

More info: http://www.cisco.com/go/pam

Supports timely end-to-end visibility and isolation of video-related issues
for TelePresence & Tandberg sessions

Provides deeper network path visibility with mediatrace
More info: http://www.cisco.com/go/cpcm

Tools from other vendors supporting medianet features.
More info: http://developer.cisco.com/web/mnts/partners



Cisco Prime Collaboration Manager
Network based Mediatrace Enablement (configuration)

Configuration

Mediatrace Initiator WSMA

username <username> priv 15 secret <username_enable_password>
!

ip http server

ip http authentication local

ip http timeout-policy idle 60 life 86400 requests 10000

I

wsma agent exec profile wsma_listener_http

wsma agent config profile wsma_listener_http
I

wsma profile listener wsma_listener_http

transport http

mediatrace initiator [source-interface| source-ip] <int|ip> Mediatrace
Mediatrace Responder mediatrace responder Mediatrace
(Initiator is also a responder)
Performance Monitor service-policy type performance-monitor inline input Perf-l\/lon

flow monitor inline
record default-rtp

IPSLA IPSLA responder |PSLA



Media Monitoring Interfaces

Performance Mediatrace IPSLA Video
Monitor Operation
. = \Web Services = MIB
. \F/I9eX|bIe NetFlow Management
Agent (WSMA)
LB = REST for MSI

= REST for MSI = MIB (new!)

Find more @ http://developer.cisco.com/web/mnets/resources

Medianet Systems Management IVT Program Guidelines:
http://developer.cisco.com/web/mnets/partners
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How Medianet Helps?

Smarter Video Endpoints
Media Services Interface

<

- : dia Awareness =

ATl el e ol Media Monitoring Ti hll/le?]sliﬁte ration between g
Automates deployment  Simplifies and accelerates ngtwork andga lications for @
of video endpoints troubleshooting reducing enhanced uparl)it of user CBD
reducing costs costs expgrienge =]

Smarter Network
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. SS—S—_—_—_—_—__—..—
DSCP Values Remarked

- OS (e.g. Windows ) remarks traffic
- Security Policy: Do not trust DSCP markings from general purpose computers

- Limited SP DSCP values

Window remarks Service Provider
traffic even though the supports limited DSCP
application correctly values

sets the DSCP values

Jabber/MSI generate DSCP remarked for QoS Policy driven
metadata Voice: set QoS |l SP Private by metadata

MPLS
and GETVPN

Security Policy:
Network does not trust
any laptop or PC,
remarks all traffic to
best effort

Public IP
DMVPN Traffic remarked back to

enterprise values




What Applications are running on your Network?

- Network discovers application type and start monitoring important traffic

- Application attributes exported via Flexible NetFlow that can be visualized by network
management systems

Desktop video HES—— W
identifies itself e = critical traffic to
== == B [ ensure no impact

NBAR?2 discovers the
application Private

MPLS
and GETVPN

Public IP

DMVPN Desktop video:
export NetFlow data

to NMS




Are you using your backup link?

Determination of path based on Metadata Attributes

- Videoconferencing traffic has stringent SLA -> MPLS

- Desktop video traffic is best effort ->DMVPN

Desktop video
identifies itself

Desktop video:
route traffic to rlvate
DMVPN MPLS

PN

and GETV
ﬁ—E@

Public IP
DMVPN




Application Awareness Methods

How? Mechanisms Technologies
Network figures it out Implicit — Deep Packet Inspection Network Based Application Recognition
(control signaling protocols for the (NBAR/NBAR2)
establishment of sessions, packet Media Services Proxy (MSP)

headers and payload)

Endpoint/Application directly Explicit — Endpoint/Application signals to  Flow Metadata
tells the network what type of the network
applications

Network administrator Static configuration ACLs
configures the network




U
Introducing Medianet Flow Metadata

Flow Identifier Metadata

A A
( | \

IP Src IP Dst Prot L4 Src L4 Dst Application Vendor Dial From Dial To Caller ID
10.1.1.2 20.1.1.2 UDP 2000 4000 Video Conference Cisco 83922564 85268229 Albert
(Audio) Albatross

“* QoS based on
E Metadata

Metadata DB
Metadata DB
Metadata DB

i1

Export of
data to

3. Media Flow @MS

10.1.1.2




FF2205-4507#show metadata flow local-flow-id 5

To From Protocol
. 64.102.38.183 10.1.1.2 UDP
Medianet Flow Metadata
24594 16384 V1an605 n/a

Metadata Attributes :

Application Name g cisco-phone
- Metadata protocol: announces flow parameters Application Tag : 218103889 (cisco-phone)
and attributes to network nodes along a path Application Category : voice-video
_ _ ) _ _ _ Application Sub Category : voice-video-chat-collaboration
« Metadata flow DB: maintains flow attribute information, and coordinates Application Device Class :  software-phone
Application Media Type g audio
metadata producers/consumers. End Point Model : Jabber for Windows
Producer: creates metadata information Unknown Identifier (147) : [ 00 00 00 05 ]
L . . Unknown Identifier (148) 3 [ 00 00 00 02 ]
Consumer: utilizes metadata information Application Vendor . Cisco Systems, Inc.
- Nodes that do not support metadata will pass it silently PR N TR Sl UL
Matched filters :
MS| Met d t d Metadata DB Direction: IN:
ela E_:I a proaucer (1st: ISRG2 15.2(1)T) Direction: OUT:
(1s:WebEXx client Dec 2012) (2nd Cat4k 15.0(2)SY)
(2nd Jabber for Windows Apr 2012) \
WS based on Metadata Metadata consumer

-~

(QoSs 15.2(1)T)
(Perf-mon 15.2(3)T)

Metadata DB
Metadata DB

-

10.1.1.2

Metadata announcement ]




Enabling Flow Metadata

- Producer: MSP (network) or MSI (endpoint)
- Flow Metadata Processing: ‘metadata flow’ in lOS config

- Flow Metadata Usage: feature configuration (eg. CPL for QoS) / Metadata consumer

QoS Example

(confiqg)

class-map match-all phone
match application cisco-phone

Metadata DB policy-map test

(config) or (config-if) class phone
metadata flow set dscp EF
Int X

service-policy output test

MSI Metadata producer

-

\_JS based on Metadata

Metadata DB
Metadata DB




Metadata — Show Commands
Detailed information about a Flow with attributes

router#sh metadata flow local-flow-id 2

To From

2.2.2.2 1.1.1.1

Metadata attributes
Application Vendor

Protocol SPort DPort
UDP 3000 30001

Cisco Systems

End Point Model CTs 3000
Application Name rtp
Application Tag 218103869 (rtp)
Bandwidth 4000
Application Media Type video

SDP Session ID 97388383462821
Mime Type H.264

Payload Type 96

Clock Frequency 22050

SSRC 56

Global Session Id

Ingress I/F
Ethernetl/0

Egress I/F
Ethernetl/1

8D44C3FAF803-11E0-91F0-00E0184DFDEA-00000038-00000000



Metadata attributes
_match applicationvalue

cisco-phone
citrix

h323

jabber

rtp

rtsp

sip
telepresence-control
telepresence-data
telepresence-media
vmware-view
webex-data
webex-meeting
webex-streaming
xmpp-client

Cisco IP Phones and PC-based Unified Communicators

Citrix

H323 protocol

Jabber Protocol

Real time protocol

Real Time Streaming Protocol
Session Inititation Protocol
telepresence-control stream
telepresence data stream
telepresence media (voice/Video)
VMWARE view

WebEX Data

WebEX Meeting

WebEX Streaming

XMPP Client

Axis Communications AB

Cisco Systems, Inc.
Polycom, Inc.
Robert Bosch GmbH
Sony



Metadata attributes — cont.
e [ S

category business-productivity-tools
voice-video
device-class desktop-conferencing

desktop-virtualisation
physical-phone
room-conferencing
software-phone
surveillance

media-type audio
control
data
video
voice-video

sub-category remote-access-terminal |
voice-video-chat-collaboration

cac status admitted RSVP CSC status — eg: to assign different DSCP in QoS
un-admitted
called-uri WORD (string) Called entity in SIP/H323 calls
calling-uri WORD (string) Calling entity in SIP/H323 calls
device-model WORD (string) Device-ID of sender (eg: “phone-model”)
global-session-id WORD (string) String identifying all flow of a call-segment (eg: audio + video flows

between endpoint and MCU)
multi-party-session-id WORD (string) String to identify all flows of a conference call



U
How Medianet Helps?

Smarter Video Endpoints

5

: . i 5

Auto Configuration Media Monitoring _II_\_/Iehcila A\_N?ren?_ss 2
Automates deployment Simplifies and accelerates 'ghtens Integration 0
of video endpoints troubleshooting reducing between network and =
reducing costs costs applications for enhanced

quality of user experience

Smarter Network
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. SSSS—S—_—_—_—_—————
Media Service Interface

~ | Middleware/API Media Services
2 | DHCP/DNS SD Interface Deliverables
Q :
Media Services < | SAF/XMPP/Bonjour
Interface S | RTCP/SNMP/FNF
(resides at the =t RSVP/Qo0S
video endpoint): : 202 1
cE | . MSI Reference implementation
" API 5 | LLDP-MED API SDK
=  Middleware - Simulation - Test environment
Support - Documentation
= Host Stacks /
Protocols E
~

Platform Portability Layer:
Win, Mac, embedded Linux, mobile OS




MSI on PCs

PC based Applications
(WebEXx, Jabber for Windows)

- Separate download on CCO
(yes, it's really ‘MSI.msi’!)

* Needs Administrator Rights
* Runs as Windows Service

« Shared by all MSI-aware
applications
MSI services enabled (eg. CDP)

Embedded Applications
(EX, C Series, CTS)

* Included in application SW install

3945-BB0206-sw#show cdp neighbors fast0/6 detail

Device ID: MEDIANET-SITE

Entry address(es) :
IPv6 address: FE80::E499:2FBE:56A3:663A(link-1local)
IP address: 10.4.9.12

Platform: MSI on Windows,

Capabilities: Host

Interface: FastEthernet0/6,

Port ID (outgoing port): Local Area Connection
Holdtime : 165 sec
Version

Microsoft Windows Vista Business Edition (build 6000)
04 bit

'8 Windows Task Manager
File Options WView Help

| applications I Processes | Services | perfaormance | Metworking | Lisera |

Mame PID Description
Cizco Media Services Interface 2016 Cisco Media Services Interface Rumning P

-~

Status Graup




Endpoint and Network Points of Measurement

-

VLAN M
Layer 2

MAC address M

IP Address(s) | |

IP

DSCP | |

RTP - Loss | |

TCP - LOSS (only loss event) M

Transport N

TCP Round Trip Time V1 V1

RTP Jitter ™ V1

Frame Discards V1
Media Frame Repairs V]

Frame IDR Count V1






How Medianet Helps?

Smarter
Media Services Interface

5

: . i 5

Auto Configuration Media Monitoring _II_\_/Iehcila A\_N?ren?_ss 2
Automates deployment Simplifies and accelerates 'ghtens Integration 0
of video endpoints troubleshooting reducing between network and =
reducing costs costs applications for enhanced

quality of user experience
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Ensuring QoE
Network Discovers the Application and Reserves Bandwidth

MSP discovers Polycom Videoconferencing traffic

MSP reserves network resources on behalf of the Polycom endpoint

Private
MPLS
and GETVPN u

Public IP
DMVPN




Ensuring QoE

Network Discovers the Application and Assigns the DSCP values

- What if control signaling protocols are encrypted? Signals need to be visible!

MSP identifies Softphone

traffic, generates metadata

and sets DSCP value consumes
Private metadata & applies
MPLS policies

and GETVPN

Signaling

Protocol
encrypted

Consumes Public IP

metadata & applies DMVPN etadata & applies
policies policies




To From Protocol SPort DPort
= 10.4.10.12 10.1.1.2 UDP 49222 14094
Metadata for non-MSI Devices N
GigabitEthernet0/1 GigabitEthernetl/0
Devices that do not support MSI may be Metadata Attributes :
provided supplementary services by Media Called URI 1 4103@cisco.com
. Calling URI : vputtasu.6000@cisco.com
SeI’VICeS Proxy (MSP) Application Name : rtp
Application Ta : 218103869 (rtp)
. Bgidwidth ’ : 256 F
MSP generates metadata from gleaning of S Sorrem  Coomors
I I SIP User Name : uttasupolycom
signaling (SIP, H.323, RTSP, mDNS, etc) Mine Tene P ypastasupoly
Payload Type : 109
Clock Frequency : 90000

Matched filters :

Direction: IN:
Direction: OUT:
QO0S : "metadata called-uri 4103@cisco.com"

Metadata DB




Enabling MSP

‘profile flow global configuration

Can optionally disable specific protocol gleaning, and

fixup protocol ports

Remaining config (metadata / CPL) remains the same

MSP

(configqg)
profile flow

o ———————————— -

"

/ Metadata consumer

QoS Example
(config)

class-map match-all phone
match application rtp

policy-map test
class phone

Metadata DB set dscp EF
(config) or (config-if) Int X
metadata flow service-policy output test

3

Metadata DB

(S based on Metadata




U
Compare and Contrast: MSI & MSP

Capabilities

Auto discovery of the endpoint and auto
configuration of the switch port

Location awareness on endpoints/ applications
(learned from the network)

Auto discovery of services by application
Performance Monitoring on endpoint

Dynamic troubleshooting on endpoint — Mediatrace
Identify the flow and apply the appropriate policies

(e.g. QoS, monitoring, routing, etc.)

Application specific information sharing with the
network

Resource reservation

3 Party support

<
2

NN N NN N N

MSP

] ] x] [x] [

NN N [N

Considerations

Limited to protocols (SIP, H323, mDNS, CDP, LLDP, SIP, DHCP)
supported by MSP — surveillance cameras & collaboration endpoints

Network can independently monitor traffic

MSP recognizes the type of flow by gleaning a limited set of
signaling protocols (RTSP, SDP, SIP, H.225, H.245) and they have to
be visible to MSP

MSI can share any attributes with the network whereas MSP is
limited to what is available from the signaling protocols

MSP can reserve bandwidth on behalf of the endpoint

MSI licensing will be available in Q3CY2012



Metadata Producers PSS
- Metadata producers create metadata announcements 9.

Metadata producers may be anywhere along the flow path

Generally better to be at the source, or near the source

MSI (application) Direct application integration at source WebEx, FR29SP32, Q1CY12

VXC, Q2CY12
of flow, before flow even starts CTS, Q3CY12

Tandberg, TC6/TE6, Q3CY12

NBAR (routers) DPI used to create metadata attributes ISRG2 15.2(4)M Q3CY12
then share downstream ASRIK,
MSP (routers & Light-weight DPI to create metadata ISRG2 15.2(3)T Q2CY12

switches) attributes. Used locally or downstream ~ Cat@lyst 4k 15.1{1)SG Q3CY12



Metadata Consumers »
What can use Metadata S -

QoS /C3PL QoS services (match, remark, WRED, ISRG2 15.2(3)T Q2CY12
shape etc) ASR1k XE3.7 Q3CY12

Cat4k 15.1(1)SG Q3CY12
Cat6k/Sup2T MA2 Q4CY12

Flexible NetFlow (FNF) Reporting of metadata attributes ISRG2 15.2(4)M Q3CY12

Performance Monitoring ISRGﬁlS.Z(s)T Q2CY12
ASR1k XE3.7 Q3CY12

Policy Based Routing Determination of path based on ISRG2 Q4CY12
metadata attribute






Medianet Feature Availability —

./’ . T - Media Awareness

(S) 4

= - Media Services Proxy
Digital Media Player 4300/4500 Series  japper for TPCTS TP C &Ex Network
WBS29.SP32
4310G/4400 HD Box Cameras

Windows s Management
vl 1H2012 1H2012 2H2012 —————

2H2012 2H2012

Media Services Interface

Cisco Prime:

Media Awareness: Collaboration Manager 1.1

* Media Services LMS 4.1

Proxy Cisco Prime Assurance
* Flow Metadata Manager 1.1

(AW oo iy ____ |
4

Cisco ISR G2 Catalyst Catalyst

- Catalyst 4500/  Catalyst S
2900/3900 Series 2960S/2960 3750/3560 4900 Series 6500/6500-E Cisco ASR 1000

Cisco ISR_ SEES SEES 1H2012
880/890 Series

= 1 2010 1H2012
Q 1H2012
¥ Q12012

Series SENES
2H2012 2H2012

Medianet Readiness Assessment Service

Datasheet: http://www.cisco.com/en/US/prod/collateral/routers/ps10536/data sheet c78-612429.html



http://www.cisco.com/en/US/prod/collateral/routers/ps10536/data_sheet_c78-612429.html
http://www.cisco.com/en/US/prod/collateral/routers/ps10536/data_sheet_c78-612429.html
http://www.cisco.com/en/US/prod/collateral/routers/ps10536/data_sheet_c78-612429.html

Conslusion

Medianet is a solution that includes components within the end systems, network and
management

Medianet features assist in service validation, troubleshooting, and accelerate video
application deployment

Planning, Pre-Deployment
« IPSLA VO, Performance-Monitor

Troubleshooting
«  Performance Monitor, Mediatrace, CPCM, IPSLA VO

Scalable Control and Policy
* Media Service Proxy, Auto Smart Ports, Metadata, MSI

MPH km/h







B T
Additional Medianet Resources

Medianet on Cisco.com: Part of SRND!
http://www.cisco.com/go/medianet

Autoconfiguration
http://www.cisco.com/go/autoconfiguration

Media Monitoring
http://www.cisco.com/go/mediamonitoring

MSI

http://www.cisco.com/en/US/solutions/ns340/ns857/ns156/ns1094/media services interface.html

Medianet Knowledge Base
http://www.cisco.com/web/solutions/medianet/knowledgebase/index.html

Medianet Support Forum
https://supportforums.cisco.com/community/etc/medianet

Medianet Blogs
http://blogs.cisco.com/tag/medianet/

Cisco Developer Network for Medianet
http://developer.cisco.com/web/mnets
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Prosime, ohodnotte
tuto prednasku.
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