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Network Security of Yesterday

Corporate Assets

Corporate Connectivity
Limited Remote Connectivity
Employees Only Access

% Routers

% Firewalls

% Switches



U
Network Security Policy Yesterday

Secure Access Control

Authentication
Authorisation

Accounting



U
Network Security of Today

Corporate and Commercialised Assets

Mobile Smart Devices — The iRevolution
Corporate, Partner, Public, Cloud Connectivity
Wireless Infrastructures

Unified Communications

Virtualised Data Centres

Employees, Contractors and Guests Access
% Routers, Switches, Firewalls, IPS

% Email and Web Security

% Network Admission Control, Posture Control
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Obsah

Jak ziskat identitu uzivatele ?

Co vice potrebujeme vedet ?

Jak zabezpedit pristupovou vrstvu ?
Zameéstnanci, hosté, dodavatelé

Dalsi bezpecnostni prvky v siti ...

Propojeni ...



How to Recognize the

ldentity
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Cisco Identity Solution Specifics

Guest Service to provide full guest

access management with Web
Authentication

Flexible Authentication Methods
(802.1X, MAB, Web Auth in any order)

Scalable / Flexible Policy & Authentication

Server supporting RBAC NAC Guest server

‘

NAC Profiler

Printer

MAB

; 802.1X
Employee b1
w Web Auth

Guest

\

NAC

Catalyst
Switch
Various Authorization Methods (VLAN,

Downloadable ACL, URL Redirect, etc) Directory Server

Cisco |0S © intelligence to provide phased deployment Profiling System to perform automatic

mode for 802.1X (Monitor Mode, Low Impact Mode,

device profiling for unattended device or

. . any type of network attached device
High Security Mode) yoP




How To Submit Credentials

Mutual Authentication |

« Server must validate client’s identity and vice versa

Security |

» Client credentials cannot be snooped or cracked.

PEAP-MSCHAPv2 EAP-TLS

host/alice-xp.mycorp.com
MachinePwd

Encrypted Tunnel



Users and Machines Can Have Credentials

Machine Authentication User Authentication

e e e e e e gy

= Enables Devices To Access = Enables User-Based Access
Network Prior To (or In the Control and Visibility
Absence of) User Login = |If Enabled, Should Be In Addition
= Enables Critical Device Traffic To Device Authentication

(DHCP, NFS, Machine GPO)

= |s Required In Managed Wired
Environments



Why You Must Enable Machine Auth In A Managed Environment

Certificate Auto Enroliment

Kernel Loading Time Synchronization
Windows HAL Loading Dynamic DNS Update
Device Driver Loading INA
Power On Machine Authentication (ﬁz'::ﬁgz :tll:lttl;
Y
Obtain Network Address User —
(Static, DHCP) Authentication
Determine Site and DC
(DNS, LDAP) User GPOs Loading
(Async)
Establish Secure
GPO based Logon
Channel to AD . .
(LDAP, SMB) Script Execution (SMB)
Kerberos Authentication GPO based Startup
(Machine Account) Script Execution

Computer GPOs Loading (Async)

Components that depend on
network connectivity



Authentication Sources

User and/or

Machine ﬁ = Cisco ISE can reference
Authentication & backend identity stores
/ Active Directory, - including Active Directory,
;’ | or PKI PKI, LDAP and RSA
SecurelD.

— [ ocooco N
- ) B — .
- i Local DB
\ = The local database can
/ \"\

also be used on the ISE
%
Sraca_E( % -

itself for small
User/ RSA SecurelD deployments.

Password Certificate | | Token
Backend Database(s)




Web Authentication

« Used to identify users without supplicants

Misconfigured, missing altogether, etc.

- Guest Authentication

Username:

- N
|.\ guestusr |

Password:

Signed on successfully

atfoan]e,
CISCO

13



Providing Network Access to Guests and Employees

« Unifying network access for guest

users and employees g
FREETE
Guest &— ;jb a%i‘

Contractor )

SSID

FHD :F!I

— YRy

Guest .
SSID ' ~
Guest (E g %
IPPhone . <<
rinter

Employee
Desktop

On wireless: On wired:

= Using multiple SSIDs = No notion of SSID

= Open SSID for Guest = Unified port: Need to use different auth

methods on single port P Enter Flex Auth




Components of a Full Guest Lifecycle Solution

Provisioning: Guest accoun’A

g

e

via sponsor portal

Notify: Guests of account details

by print, email, or SMS

Manage: Sponsor privileges,

guest accounts and policies,
guest portal

Authenticate/Authorize guest

via a guest portal on ISE

Report: On all aspects of guest

accounts

/




Guest Users DB — Account Creation Methods

Two Ways to Populate ISE Internal Guest Database ’
\" )
( )
Username: * Email address:
i ' [ )

’ ’ * Phone number:

LH (555) 555-0100 ]

« Self-Service S
Option on ISE ‘Guest Portal’ ( ,_" (an |

* Optional data 1:

( J
Optional data 2:

( J

Change Password * Time zone:
 Sponsoring [ sumit ) careo ]
via ISE ‘Sponsor Portal’ S

CIsCO

g
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ISE: Web Authentication

e

CISCO Guest Portal

e Signed on successfully
CISCO Guest Portal

Try accessing the web site again.

Usemame: | gestuser ]
Password: ‘ eeccoo0e ]
|

==

Don't have an account?

Change Password




vl
CISCO Guest Portal

ISE — Multiple Guest Portals M —

Password:

Usemame:

- Several portals may be needed to g e— =
support different groups/users based on: Chang Pseword ©

Change Password

Don't have an account? €

- Location / country

afra]n
cisco

- Type of device: WLC, switches

- Local language support o
- ISE can hold several portals

« Multiple portals can be used
simultaneously for authentication

Multi-Portal Configurations
’.° Edit cﬂ:Add K Delete
[ Multi-Portal Name a  Portal Type
(OJ customDeviceWebAuthPortal CustomDeviceWebAuth
O customPortal CustomDefault X B
(O DefaultDeviceWebAuthPortal DeviceWebAuth . e —
(0 DpefaultGuestPortal Default
(O GuestPortalwNSP Default
(J MobilePortal CustomDefault
O PostureGuestPortal Default
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MAC Authentication

MAC Databases: Device Discovery

Build It

» Bootstrap methods to gather data
* e.g. SNMP, Syslog, Accounting

Buy It

» Automated Device Discovery
* eg. ISE




R
Building Your MAB Database

Profiling Tools Are Evolving

SNMP, DHCP, MAC OUI

RADIUS Access-Request

_’ RADIUS Accounting
-

/ Edit o Create

¥ pelete v \ @ import v
' Endpoint Profile | MAC Address

Apple_iPad 1C:17:D3:4A:34:43

m Apple_iPad 1C:BD:B9:D7:9F:9E
1 5.0(1 )SE1 Cisco-Access-Point 54:75:D0:AB:91:E1
ISE 11 Cisco-IP-Phone-7945 00:22:90:5A:DF:D0
Cisco-WLC-2100-Series  54:75:D0:5F:91:80

ISE-Appliance 00:50:56:84:00:1C



L —— |
Phased deployment mode for 802.1X

Monitor Mode

» Authentication Without Access Control

Low Impact Mode
*Minimal Impact to Network and Users

Closed Mode

*Logical Isolation
*Formerly “High Security”




Using the ldentity
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Overlay Solution

New endpoint
detected:
Set to Auth VLAN

NAC Server

Endpoint
Authenticated:
Set to Access VLA

Access Switch
(Cat 3750)

'LAN 100 (DIRTY_VLAN) VLAN 200 (EMPLOYEES) VLA%

10 (CONTRACTORS) VLAN 300 (GUESTS)

Corporate PC

C t —  Tm=a -
onnects - S



When ldentity is embedded (like 802.1X)

ﬁ
............... =

Access BEIE! =

wired Center Nem—

wireless —
Joe is member of AD group: HR and N
It is a corporate computer

Access to HR Servers =

EAP-TLS/802.1X med _l

. g -
certificate

— A

Active Directory




Mapping user’s group to security role

VLAN/dACL or SGT
limits access (authorization)

Access Data
wired Center

wireless ——————
Joe is member of AD group: HR and

It is a corporate computer
Access to HR Servers
encrypt link with 802.1AE

Active Directory




Clients > Detail

A Systems Approach
Switch/Controller is the Enforcement Point

NACsl#sho authentication sess int fal/0/9

Interface:

MAC Adaress:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Group:

ACS ACL:

SGT:

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods list:

Method _ State

mab Not run

FastFthernet1/0/9
0050.56a7.44d7
172.26.123.67

employeel

Authz Success

DATA

Should Secure

Unsecure

multi-domain

both

Authentication Server
N/A
XACSACLX-IP-PERMIT_ALL_TRAFFIC-4da5104d
0vvZ-v

N/A

N/A
AC1A7836000000102A805ACC
Ox0000001A

OxDE0R0O10

dotlx Authc Success

B, e o e P P P e

~CTS Security Group Tag 2

Radius NAC State

General | AVC Statistics ]
Client Properties
W 7c:6d:62:e3:d5:05
IPv4 Address 10.1.41.100
%Address fe80::7e6d:62ff:fee3:
Client Type Regular
User Name
Port Number 1
~Tnterface gu
NLAN ID 41
CCX Version Not Supported

AAA Override ACL Name none

AAA Override ACL

Applied Status

Unavailable

AAA Override Flex ACL  none

AAA Override Flex ACL

Applied Status
Redirect URL

Unavailable

none

IPv4 ACL Name

PERMIT_ALL_TRAFFIC >

IPv4 ACL Applied Status Yes

IPv6 ACL Name

IPV6

je

none

tus  Unayg



General | AVC Statistics |
A Systems Approach '

Switch/Controller is the Enforcement Point

Client Properties

/mﬂﬁ

7c:6d:62:e3:d5:05

: IPv4 Address

10.1.41.100

NACsl#sho authentication sess int fal/0/9 GIETEEE fe80::7e6d:62ff:fee3:d505,
Interfoce: - HeERs 0/9 Client Type Regular
®C Address: 0050.56a7.44d7
IP Address: 172.26.123.67 User Name
User-Name: ©0-50-56-A7-44-D7 Port Number 1
Authz Succes
Domain: TR J /H\M guest
Security Policy: Should Secure < VLAN ID 41
Security Status: Unsecure '\%
: - . anager State CENTRAL_WEB_AUTH
Oper host mot.ie. multi-domain ——
Oper control dir: both \ e No
Authorized By: Authentication Server ) Va2 o M .
Security Policy N
- =P = Completed L
edirect ACL: ACL-WEBAUTH-REDIRECT SNMP NAC State Access

URL Redirect:
1onId=AC1A7836000000102A805ACC&action=cwa

https://atw-ise@l.clt.cisco.com:8443/guestportals

Radius NAC State

CENTRAL_WEB_AUTH

Sess10l ereT——holh licable
Idle timeout: N/A .
q AAA O de ACL N ACL-WEBAUTH-REDIRECT
Common Session ID: AC1A7836000000102A805ACC q S
Acct Session ID: 0x00000019 \ﬁw&,&; Yes
Handle: @xDE 10 AAA Override Flex ACL  none
Runnable methods_list. 'RF\QM:md Status Unavailable
ethod State : Redirect URL https://ise-mdm.cts.local:8443/questportal/gateway?s
mab Authc Success ¥
IPv4 ACL Nam =
IPv4 ACL Applied Status Unavailable
IPv6 ACL Name none

32



Cisco ISE Provides Policy for Wired and Wireless LANs

Unified wired and wireless policy (ISE) and management (PI)

Centralised Monitoring of
Wired and Wireless
Networking, Users and
Endpoints

Central Point of Policy for
Wired and Wireless Users
and Endpoints




But we need more
information !

Context Awareness
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Policy: Who, What, Where, When, and How?

Network Access Workflow

- N
|dentity S Profiling
@ Cisco® ISE T
o IEEE 802.1x EAP — NetFlow
Y User Authentication )
o) SNMP
Dy

DNS
RADIUS

Corporate DHCP
Resources

SEIIEI
[ o
> ‘ - ! Profiling to

Company Asset |dentify Device

@® | +a

‘ Contlroller Policy
2:38 p.m. Decision
Personal @ @
Asset Posture Enforce Policy in
[: of the Device Unified Access the Network
D Management

W|reless LAN




U
Profiling Technology

Visibility Into What Is On the Network

Session % of
Number of |Number of ime % of Session
D D Sessions Clients Hours raffic (MB) [Sessions % of Clients [Time % of Traffic
Unknown 29 27 3.0 s107|Profiler Activity
Cisco IP Phone 7960 |3 3 0.05 861':T0tal 175 _........'_...I..._____. | |"
Last 24 Hours Last 60 Minutes
HP-Device 2 2 0.45 1647
Distribution By:
CizcoDevice 2 2 032 972/ endpoint ore... | N mww
Cisco IP Phone 7975 |2 2 0.0 0.0 Apple-Device B e e =i I 1 . _ |
Apple-iPhone 1 1 0.17 0.0 Cisco-AP-Air... || I BERRRNEN NBun swomunn 0 |
\_ J Clients by Endpoint Ty|  cisco-tp-pho.. §lRmuREREE 8 I |
Cisco-AIR-LA... innnnnnl IIII IIIIII | |
Apple-iPhone =1| Microsoft-Wo... s 1 I n I
[Cisco IP Phone 7975 =2}~ P _ I
P ~ Apple-iPhone I »
= Cisco-Device I I
HP-Device =2 I I I
5 -De...
[Cisco IP Phone 7960 = 3 smesungThe
Android 1] I
Cisco-IP-Pho... l
Cisco-IP-Pho... I
Windows7-W... I I
OS_K_Lion-... I
Workstation I




Profiling Non-User Devices
Dynamic Population of MAB Database Based on Device Type

« How do | discover non-user devices?
* Can | determine what they are?
e Can | control their access?

Printers = Printer
VLAN

Cameras = Video
VLAN

Access Switch

Management_Only

dACL




Profiling User Devices

Differentiated Access Based on Device Type Kathy + Corp Laptop
= Full Access to

Marketing VLAN

* How can | restrict access to my
network?

« Can | manage the risk of using
personal PCs, tablets, smart-

Named ACL = Internet_Only

devices? /

VLAN = Marketing \{&Q\“?

q 5503

Kathy e 4
Marketing /.‘ 1§ / Guest

Kathy + Personal

Tablet / Smartphone

= Limited Access
(Internet Only)




ISE — Posture Assessment Checks

* Microsoft Updates
— Service Packs
— Hotfixes
— OS/Browser versions

* Antivirus
— Installation/Signatures

* Antispyware
— Installation/Signatures

* File data

* Services

* Applications/Processes
* Registry keys

&)= « Local Disk (C) » Windows » System32 » C__Files __dsearch System2
Organize v Include in library v Share with v New folder 3= v [
b ¥ Favorites N_ar'rje ) Date modified T).ﬂlae Size
%) prntvpt.dll 7/13/2009 6:16 PM  Application extens... 117 KB
> (st s
: (. Services (Loca§ Name Description Status Startup Type Log On As
4 ‘.f% ActiveX Installer (... Provides Us... Manual Local System
4 (. Adaptive Brightness Monitors a... Manual Local Service
5 Windows Tesk Manager =3 o gy
: . . ervice
File Options View Help | System
| Application§ | Processes | Services | Performance | Networking | Users | | Service
m | System
T ~
— Image Name User Name CPU Memory (... Description :zystt.am
ervice
i ClamTray.exe employ... 00 14,376 K ClamWin Antivirus | System
Csrss.exe 00 5,160 K Lo
dwm.exe | g
explorer.exe| e TEdit View Favorites Help
jusched.exe
:nmc exe 4 % Computer Name 1 Type Data
taskhost.exel| 8 HKEY_CLASSES ROOT ab)(Defoult)  REGSZ  (value not set)
okm >+ 1. HKEY_CURRENT_USER |
KSR >}, HKEY_LOCAL_MACHINE
WwareTray > ). HKEY_USERS
VMwareUseri| | | HKEY_CURRENT_CONFIG
vpnui.exe




ISE — Posture Policies

Employee Palicy: Contractor POlICY: g winaows onecare Live
Microsoft patches updated . Any AV installed. - PREV;.
« Trend Micro AV installed, running, running, and current e
and current @I'.‘E'!?- :
» Corp asset checks vouR CERRAY NAME
« Enterprise application running L

Guest Policy: Accept AUP
(No posture - Internet Only)

Cisco NAC Web Agent [=NE=H
ol .
cisco Cisco NAC Web Agent
ur access to the

mm
cisco Cisco NAC Agent

@ Host is not compliant with network secul

@ Temporary Network Access 00:03:52 left

There is atleast one mandatory requirement failing. You are required to update your system
before you can access the network.

VPN Wireless | o o

Cisco NAC Web Agent Version 4.9.0.6 - Report

Remaining 0 00:01:36 [ ReScan | [saveReport| [ Cancel |

=

Employees Contractors/Guests




g it All To%ether

Authorlzatlon Policy Definition

Device Type Location Posture i Access Method Custom

Authorization Policy At A Glance
First Matched Rule Applies

Status | Rule Name ' Identity Groups Other Conditions | Permissions

| Enabled Profiled Cisco IP Phones Cisco_IP_Phones

Enabled Game_Console Game_Console
demo.local:ExternalGroups EQUALS demo.local/Users/Domain

Enabled Domain_Computer Any Computers AND [San_Joseé ~AN[) CERTIFICATE:Subject Alternative Nam: AD_Login
MATCHES .*(demo.local)$ ~D Radius:User-Name MATCHES “(host/).*

Enabled Employee-Wired Employee_Wired AND Posture_Compliant Employee

> 3 Employee_Wireless AND Compliant ~AMND LDAP1:badPwdCour -

B Enabled Employee-Wireless MATCHES [0-5] Employee_Wireless

Enabled Employee-iPAD

Enabled Contractor-iPAD

1 AND _ ( ani _/ Employee_iPAD
|
\ AND pliant lort T 3 Contractor_iPAD

= - AND DEVICE:Device Type EQUALS All Device
& Enabled EresRumEd Types#Wired AND Posture_Compliant Suee
Enabled Guest-Wireless S AMND DEVICE:Device Type EQUALS All Device

Types#Wireless 1D Posture_Compliant SIEELNTEEES
CWA_Posture_Remediation
Central_Web_Auth

@ Disabled Default-Posture
Enabled Default
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Cisco's Unified Policy Management Components

User and Device

Specific Attributes

+ Employee VLAN
* Gold QoS

E 9
N

Employee Workstation

=1 Employee BYOD

* Employee VLAN
* Gold QoS
* Restrictive ACL

Contractor Workstation

» Contractor VLAN
* No QoS
* Restrictive ACL

* No Access

= (Contractor BYOD | —

 Device Profiling
« Dynamic Policy

TR

Employee
VLAN

r YWwW

(7]

>
(2]

Contractor

= With the ISE, Cisco wireless can VLAN

support multiple users and device
types on a single SSID.



Android Device Provisioning

Wide variety of OS flavours = no consistent native AP

\\ﬂ

Initial Connection
Using PEAP

&a—

ISE CA-Server

Redirection to Googe
Play Store to Install
Provisioning Utility
Provisioning using
Cisco Wi-Fi Setup
Assistant

Change of
Authorisation
Future Connections =
Using EAP-TLS 1 2 I

IS CA-Server



L
“My Devices” Portal

Self-Registration and Self-Blacklisting of BYOD Devices

CI1SscoO My Devices Portal

To register a device, please enter the Device ID (MAC Address) and a description
(optional); then dlick submit to add the device.

Register a New Device

Devices can be Blacklisted
s eced By the User.
|
Descrption | |

€3 (cnce

This device has not been registered. To er this device, please enter the Device ID (MAC Address
format nn:nn:nn:nn:nn:nn where n is ei
Please click the ‘Register' button to coni

Current Registered Devices

Devices Can be Self-

n Motorola Xoom it Blacklist Registered’ Up to an
60:FA:CD:8E:0D:79 Apple iPhone Edit | Blacklist | 00 q q 0
B  ro:B479:0F:0F:38 Macbook Pro Edit | Blackist | U ' AdmInIStrator Deflned lelt

B  rs:iEDFES:0A25  AppleiPod Edit | Blackist | 3

" You cannot register this device, since you have reached the maximum number of devices
allowed per user.

Please delete one or more of your registered devices, to get you under the device registration limit. This
will allow you to register this device.

New Devices Can be Added
with a Description

Maximum number of devices you are allowed to register: 5




|dentity
and Policy

Evolving Roles of ISE and MDMs ' Vanagement
ISE MDM :

Network Policy Policy Enterprise
Classification/ProfilingEnforcement Compliance (Jailbreak, App Distribution
PIN Lock, etc.) & Mgmt Data
Backup

Secure Network Access (Wireless, Enterprise
Wired, VPN) [)ata Loss Prevention App Policy

Context-Aware Access Control (—ontainer, encryption, Inventory/Cost
(Role, Location, etc.) wipe) Management

T

Native ISE functionality Native ISE functionality ISE — MDM API

. Proflllng _ * Enroliment/Registration . Additional device data
* Authentication * Self-Enroll Portal T S A
* Policy Enforcement * Certificate Enroliment y P

. etc.  Blacklisting RIS



MDM Onboarding Flow

= — STEP 2
No
CoA airwatch”
R ' Mobile\.Iron*
; No ““:""”:":““‘
o o MDM Onboarding ‘ ‘ _
) @ ZENPRIS
v CoA

SYBASE

Access-Accept



MDM Integration

Remediation
.. . Endpoints
* Administrator / user can issue remote
actions on the dewc_e _through MD_M server Jom i | 2oum + | @eiroet+ @over < NI
(Example: remote wiping the device) m—mr— < v FullWipe
— MyDevices Portal O android A7 Pt
. _ L] Android 00: ZA5w0E
— ISE Endpoints Directory [0 Android 00:23:76:95:86:93

Nn-18-A4-0R-71-4F

Inir
CISCO My Devices Portal

To add a device, enter the Device ID and description and click Submit.

Add a New Device

iOur oCSvie
Edit Reinstate Lost? Delete FullWipe Corporate Wipe  PIN Lock -
Select Device ID Description State
00:22:44:11:33:55 My XBOX360 Game Console B
Apple-1pad My Pad Gen1

Options
« Edit
* Reinstate
* Lost?
* Delete
* Full Wipe
» Corporate Wipe
* PIN Lock




Using Context in

Network
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Security Group Tag (SGT) Overview

Translating Business Policy to the Network

SGT lets you define policy Context Classification

in meaningful business terms
Security Group Tag

Distributed Enforcement throughout Network

Destination
HR Database Corp. Data
Source
X

Empl. BYOD X X

)

Empl. PC

Switch Router DC FW DC Switch

X X
J X
v W/

SSS

IT Admin



Rich Context Classification with ISE BYOD Use Case

Classification Result:

Device Type: Apple iPAD
User: Mary

Group: Employee
Corporate Asset: No

Along with authentication, various data e'SE Fofie
is sent to ISE for device profiling ‘

E (Identity Services Engine)

Security Group
v

DC Resource
Access

[ b
Restricted
Internet Only

Controller

Employee

Distributed
Enforcement based on
Security Group

Personal asset



How SGT is Transported?

Inline SGT Tagging

"

M CMD Field IP Address

10.1.100.98

SGT

--------

L2 Ethernet Frame
SRC: 10.1.100.98

Campus Access Distribution Core DC Core EOR DC Access

Enterprise
Backbone

Hypervisor SW
SRC: 10.1.100.98
IP Address SGT SRC

+ Inline Tagging: If Device supports SGT in its ASIC

10.1.100.98

SXP IP-SGT Binding Table

- SXP: If there are devices are not SGT-capable



N Tronsport
SGT/IPSEC WAN Deployment - ISRG2 D ot

WLC %
AP

Security Group  SGT L2 Frame
—T% Tag

Nexus 5500/2000

c"“

Employee S

i
% Catalyst® Switch Admin . -
—————

Contractor

Data Center

IPSEC inline Tagging — ESP Header

SGT Capability exchange during IKEv2 negotiations

Learn SGT from SXP or Auth-methods

Site-to-Site IPSEC such as DMVPN, DVTI, SVTI methods supported



SGT- GETVPN WAN Deployment
ISRG2 15.(x)T and ASR 3.9*

¢

& S

s, Branch Network =
ata

=]
S S¥>
| Nexus 7000 VEIER:

Rz
L7
w0
% Catalyst® Switch

Contractor

GETVPN inline Tagging — GET Header

SGT Capability exchange during GET key negotiations

Learn SGT from SXP, inline tag or Auth-methods

Site-to-Site IPSEC such as DMVPN, DVTI, SVTI methods supported



BT
SGT Platform Support

Classification

. —

. — - o1
Policy 000005 ‘% LI
Management Catalyst 2K Catalyst 4K WLC (7.2) Nexus 7000 Nexus 1000v
Catalyst 3K Catalyst 6K Nexus 5000

Transport

Cat 2K-S (SXP) N7K (SXP/SGT) ASR1K (SXP/SGT)
Cat 3K (SXP) N5K (SGT) ISR G2 (SXP)
Cat 3K-X (SXP/SGT) N1Kv (SXP) ASA (SXP)

Cat 4K (SXP)
Cat 6K Sup720 (SXP)
Cat 6K Sup2T

MACsec Capable with Tagging: Cat3K-X, Cat6K-Sup2T, N7K

—
—r=

&

N7K / N5K Cat6K Cat3K-X ASA (SGFW) ASR1K/ISRG2
(SGACL) (SGACL)  (SGACL) (SGFW)




Enforcing Traffic on Firewall (ASA) - SGFW

@@ Cisco ASDM 6.7 for ASA - 10.1.201.2 |- [O] x]
File | View Tools ‘Wizards Window Help Go
, alaln
@ Home |G% Conflguratlon| @ Manitoring | lB Save G Refresh | o Back \) F d 1 ? Help | CISCO
Device List a 8 X (]
w add [ Delete S Connect 4 add ~ [ Edt (] Delete ‘ + ¥ | & By 00 | QFind [E9Diagram |J Export ~ () Clear Hits Show Log w7 Packet Trace
Find: | Go
Source Criteria: Destination Criteria:
# Enabled I I I Service Action Hits |Logqlng Time Descript
101,662 | Source | User | Security Group | Destination I Security Group I
e = 5% inside (1 incoming rule)
1 V@ any @ any ® ip o Permit Ty ...
= 5% outside (9 incomi
Firewall a & [V] # Permit
=9 NAT Rules g
Q Service Policy Rules 2 V@ any & CC_scanner_sGT @ any & web_Servers  mp http @ Deny 0
i‘ AAA Rules ek https
S22 Fier Rules 3 ¥ @ any Employee_SGT @ any & Enployee_Portal v http ¥ Permit 0
@2 PUb"C_Se’_"ers Management_SGT 10 https
“& URL Filtering Servevs 4 V@ any Unregist_Dev_SGT @ any & Employee_Portal xep http ©Q Deny 0
: Threa.t DEtethn CC_Scanner_SGT 1w https
@ ldent!ty Ortlons S V@ any 3 Management_SGT @ any 8 Manager_Portal  §§f 50002 o Permit ]
Identity By TrustSec 1 3369
+ Objects
o . .
unfied Connr — T Destination Tags
23] Advanced B sqinet
6 V@ any Unregist_Dev_SGT @ any 8 Manager_Portal  1¢ ip @ Deny 1]
Employee_SGT
CC_Scanner_SGT
7 v @ any Employee_SGT @ any 8 Time_Card_Ser... ¥ https o Permit 0 Time Card Application
. Management_SGT
Device Setup — —n
- 8 V@ any Unregist_Dev_SGT @ any 8 Time_Card_Ser... ¥ https @ Deny 0 Time Card Application
% Firewall CC_Scanner_SGT
2 9 V@ any & CC_scanner SGT @ any & CreditCard_Ser... we https « Permit 0 Credit Card Scan Communication
8::; Remote Access YPN =] _’ Global {1 implicit rule)
1 @ any @ any IE0p @ Deny Implicit rule
Site-to-Site VPN
L4 =
| | |
Q Device Management
» Apply I Reset I Advanced... |
Configuration changes saved successfully. | ‘<admln> ‘15 | [ & ‘5[31[12 11:53:50 PM PDT




Use Case: Segmentation

Physical Server Segmentation Virtual Server Segmentation

Server

Hypervisor

Finance VM

Finance Server Web Server App Server DB Server

A

* Manually tag servers or using dynamic lookup (IPM, Port Profile, 802.1X, MAB)
* Use SGACL to enforce traffic between servers (VM, physical, VM-physical)
« Applicable for inter-security zone and intra-security zone (inside a VLAN)



Background: Connection Brokers

Campus Access

» User logs into the thin client (no user
authentication performed for this example)

* User initiates a connection to Connection
Broker via RDP, PColP protocols

» Broker queries Active Directory for VM
pool assignment

« Broker redirects user to an available VM G
in the VM pool Pools of Vs

Directory
Service

« User is now able to the remotely view and FloSener  WEBSewer  SOLSeer  ISE
control the VM



U
Applying 802.1x and SGA to VDI

Campus Access
j@] User A

» User logs into VM which triggers 802.1x
authentication

* Authentication succeeds. Authorization RDP
assigns the SGT for the user.

X
I

= ata Center

« Traffic hits the egress enforcement point ‘ -

802.1x
« Only permitted traffic path (source SGT to -
destination SGT) is allowed | — A\
SRC\ DST File Server(111) Web Server (222) / /\ Senice
User A (10) Permit all Deny All B < @ / l

User B (20) Deny all SGACL-C File Server WEB Server SQL Server




B s
MACSec and NDAC € IEEE

Media Access Control Security and Network Device Admission Control

MACSec: Layer-2 Encryption (802.1AE)
Industry Standard Extension to 802.1X
Encrypts the links between host and switch and links between switches.
Traffic in the backplane is unencrypted for inspection, etc.
Client requires a supplicant that supports MACSec and the encryption key-exchange

NDAC: Authenticate and Authorize switches entering the network
Only honors SGTs from Trusted Peers
Can retrieve policies from the ACS/ISE Server and “proxy” the trust to other devices.

Encrypted Link




. aSSSSSaSaS—-—_-_ |
Client MACSec in Action

MACSec e
enabled
&

User: steve
Policy: encryption

Secured
Session

Non-
MACSec
enabled S
User bob connects.
Bob’ s policy indicates endpoint must encrypt.
Key exchange using MKA, 802.1AE encryption complete.
User is placed in corporate VLAN.
Session is secured. 802.1X-Rev Components
User steve connects » MACSec enabled switches
Steve’ s policy indicates endpoint must encrypt.  AAA server 802.1X-Rev aware
Endpoint is not MACSec enabled. e Supplicant supporting MKA and 802.1AE encryption

Assigned to guest VLAN.



R
SGT - Summary

= SGTs builds upon Identity and Unified Access services

= SGTs provides a scalable Identity and Unified Access role based
access control model

= SGTs has migration strategies allow customer to deploy with
existing hardware

= Unified Access and SGTs are deployable today



“Context” Firewall ASA-CX = Application FW
ASA CX & WSA/SS: Feature Overlap & Differences

ASA CX

+ Inline firewall

+ Non-web applications (like Skype, Oracle,
SAP)

+ Network protocols (like SMTP, DNS, ICMP)
« Layer 3-7 access rules

+ Networking capabilities like NAT, Routing,
VPN

« Inbound Threat Prevention



ASA CX — Decryption Policies
TLS Decryption — Man In The Middle Flow

ASA CX acts as a CA and issues a certificate ‘on behalf of”’ the real web-site.

Corporate Web server
network ASA CX
1. Negotiate Prum—— 1a. Ne_gotiate
algorithms. algorithms.
M -@ M E
—T 1 2. Authenticate
T T [l server
3. Generate certificat
4. Client proxied server —5
Authenticates certificate.
“server” certificate. ——p
5. Generate 5a. Generate
Cert is generated encryption encryption keys.
dynamically with keys.
destination name but . < <

signed by ASA CX.

6. Encrypted data
channel established.

6a. Encrypted data

channel established.



ASA CX — ldentity Policies

Passive Authentication Architecture

Traffic controlled by Access Policies which leverage ldentity

WSA

Cisco ASA + CX

t <

Domain Username/Group to IP Mapping
(Radius)

Domain username
and group
information (LDAP)

Domain user

User Login
Event

User Login Event
Security Log
(WMI)

Active Directory Cisco CDA
Domain Controller Server




ASA CX — Identlty Policies

The Future is in "Unified” Identity Source

Traffic controlled by Access Policies which leverage Identity

Cisco ASA + CX

3 )

ALL CONTEXT

Domain user

— Domain Username/Group to IP Mapping
ﬁﬁmg:‘iggzgﬁ” Posture Information
User Login (RADIUS) Profiling information
Sent (Radius)

\ Domain username
= and group
information (LDAP)

Active Directory
Domain Controller Cisco ISE




Applications: Visibility With Control

Broad...

... classification
of all traffic

MicroApp Engine

Deep classification
of targeted traffic

75,000+ MicroApps

App Behavior

Control user interaction with the
application




Business Class URL Filtering
Web Usage Control

e e— 60

languages

A\l * ’ L/ M

_—

W= — [7/4 20
POKER WEBSITE n URLs
T® T @ = GILA
» : —  coverage

Marketing Legal Finance
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ASA CX — Advanced Inspection Policies

Understanding Web Reputation Scores

4 N

Dedicated or hijacked sites s
persistently distributing Aggressive Ad syndication
key loggers, root kits and and user tracking networks. . . ,
other malware. Almost Sites suspected to be Sites with some history of
guaranteed malicious. malicious, but not confirmed || Responsible behavior
\ /\ or 3 party validation
-10 50 0 +5 +10
Well managed, Sites with long history of
Phishing sites, bots, drive Responsible content Responsible behavior.
by installers. Extremely Syndication networks and Have significant volume

likely to be malicious. user generated content and are widely accessed




Reputation Database from Security Intelligence Operations
Cloud-Based Global Threat Intelligence

24x7x365 40+ $100M+ 600+ 80+
OPERATIONS LANGUAGES SPENT IN DYNAMIC RESEARCH AND ENGINEERS, TECHNICIANS AND PH.D.S, CCIE, CISSP, MSCE
DEVELOPMENT RESEARCHERS

011

0000110000 LLV“‘“L?.L.L u*u“ 0000 000 0 00 ' 100 0110C v 8 000 0111000
011 0"1100001110001110 1001 1101 1110011 0110011 101000 0110 00 0111000

100 5 U0 1T 07
0111001 10 100111 01

b @ @ O
Devices Web Cloud IPS AnyConnect

Networks Endpoints ESA ASA WSA

a=h

1.6M 35%

-t

GLOBAL SENSORS WORLDWIDE EMAIL TRAFFIC 3 to 5 200+
MINUTE UPDATES PARAMETERS TRACKED
75TB 13B
DATA RECEIVED PER DAY WEB REQUESTS 5’500+ 70+
IPS SIGNATURES PRODUCED PUBLICATIONS PRODUCED
150M+ 8M+

DEPLOYED ENDPOINTS
RULES PER DAY



Supported Hardware Platforms

ASA 5585-X SSP-60
(40 Gbps, 350K cps)

ASA 5585-X SSP-40
(20 Gbps, 200K cps)

ASA 5500-X supported
ASA 5585-X SSP10 & 20 supported

ASA 5555-X
(4 Gbps,50K cps)
ASA 5545
ASA 5525-X (3 Gbps,30K cps)
(2 Ghps,206Ps) pomm—

ASA 5515-X -
(1.2 Gbps,15K cps) :

ASA 5512-X
(1 Gbps '

Performance and Scalability

Available
Branch Office Internet Edge Campus Data Center soon
v - -




U
ASA CX Ready SKUs

5585-X
ASA5585-S10-K9 - ASA5585-S10C10-K9
ASA5585-S20-K9 ASA5585-S20C20-K9
ASA5512-K9 ASA5512-SSD120-K9
ASA5515-K9 ASA5515-SSD120-K9

Plus, add subscription licenses and PRSM



Complex Policy for

Remote Access

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Connect




Hostscan

Posture checking for remote PC

Identify the OS, antivirus, antispyware, and firewall software installed on the host - > coming from
CSD, but it is not the replacement

ASA: prelogin policy that evaluates :

* OS,
- |P address, EED—— [Esaprreeee . [P Adaress Chscks]
* registry entries, .
 Local certificates =
* filenames. -
[Home Check >———
Configurable from ASDM

247882



BT
Mobile Host Scan (“MDM Lite”)

Additional access authorization SO —

Policy Name:

capabilities based on endpoint | e (e . '-

Define the AAA and

—__ It
below and every endpoint af \dvanced option to specify
the logical expression text.

has ANY of the followid | EPPOINt Attribute Type: |AnyConnect -

ASA 8.4.2+, 8.2.5+ == = | ==

= ~ |Appleios -~

Android 2.4.x, Apple iOS 2.5.x

[ ox ][ concer ][ new

'AnyConnect Attribute DAP Attribute Name DAP Attribute Type DAP Logical Operations
Client Version lendpoint.anyconnect.clientversion 'version .EQ, NE, GT, GE, LT, LE
Platform ' endpoint.anyconnect._platform ‘ string ‘ EQ. NE

Platform Version iendpoint.anyconnect.platformversion iversion :EQ, NE, GT, GE, LT, LE
Device Type |endpoint_anyconnect.devicetype |string |EQ. NE

Device UniquelD |[endpoint.anyconnect.deviceuniqueid |caseless |[EQ. NE




ScanSafe & AnyConnect Integration

= Manage filters 2 Edit a filter 55 Create a filter

Filter name: |Denied ™

Select the categories to be included in the filter "Denied”

. -
=p: Inbound Filters (= Alcohol [ Anonymous
[ art J/ Museums [] Auctions LC
e = — Blewcad
Domains/URLs 'I: BUSIneSST{ Senvices |[: Chat. ?hl=en&riz=1G1GGLQ_CSCZ309&g=beer&ag=&aqi=g10&agl=&og==8
Cinema/TV Computer G —
Content Types — )j_ L — A.p“‘ ' || 5= Titulek jako v Blesku: Sok! Steve Jo.. - [
Web lmages Videos Maps News Shopping Gmail more v
Google e
3.0.0403 About 117,000,000 results (0.18 seconds)

alials. AnyConnect
cisco Secure Mobility Client *3 Everything

B Vvideos

Brands for beer: Bud Light Budweiser Heineken Corona Sam Adams

- & Beer - Wikipedia. the free encyclopedia
& News Beer is the world's most widely consumed and probably the oldest of alcoholic beverages: it

® | the third most popular drink overall. after water and tea. ...
mages en.wikipedia. org/wiki/Beer - Cached - Similar
' Maps Germany Beer and breweries by region
™ s Belgium India
0gs Czech Republic  Kenya
~ More Beer style Morocco
More results from wikipedia.org »
Any time
Latest € BeerAdvocate - Respect Beer.
Past month Beer community dedicated to supporting and promoting beer through education and
appreciation. Learn more about craft beer. find a brewpub. brewery. bar. ...
All results beeradvocate.com/ - Cached - Similar
Related searches .
Wonder wheel € Realbeer.com: What Part Of Beer Don't You Understand?
Timeline Everything you could ever want to know about beer. brewpubs. microbreweries. homebrewir
and the beer industry. We have over 150000 pages about beer. ...
« | More search tools www_realbeer.com/ - Cached - Similar

€ Samuel Adams® - Take Pride In Your Beer
With over 30 styles of beer. Samuel Adams® has been brewing quality beer since 1984 ani

Something different

PSS



AnyConnect

Deployment — Profile Editors

Profile: MUS_Profile

Joven

15 pratrences et 1)

e oD
G Sorvrs

% St vaching
poushondiiorincl

B oo

b Pt

Preferences (Part 1)

(m]

0 Show pre-Connect Massage

Cortficate Store.

[ Cortiicato store Overrde
2] Auto Connect on Start.

Mininize On Connect

Locsi Lan Accass
[ Auto Reconnect
Auta Reconnect Behavior

Disconnectonsuspend |

C
e ——
e TS
e

[ lowRemotesers v

Claar Smantcard PN

o ) Come J e )

2] User Controllable

User Controllable
[ usar Controtaie
[ User Controtatie

[ User Controliale

[ User Controllable

[ user Controtable

VPN

User Controllsble

# AnyConnest Client Profile Edit

= Profile Editors integrated in ASDM

= Profiles with policy rules distributed centrally

= Group Policy with AD/LDAP or RADIUS

Profil

WebSecurity_SEVT

Profile: nam_sevt About
J Network access Manager cati 5
et oy Authentication Policy
oo e e e e =
S Network Groups
elect Al (Personal)
elact Al Enterprise) Allowed Wired Security-
[&] Open (Dynamic (802.1) WEP)
open (o sncryption)
0.1 iy,
802, 1x wkh Macsec
2] coxm Enterprize THIP
NAM

o laconce

Profile: Telemetry_SEVT

foost Telemetry Policy

11 web Security
5 Scanning Pr

Exceptions

Scanning Proxy

Enable Service.

{34 Proferences

7 hdvanced

5 Authentication Scanning Proxy lis is currently up-to-date.

Scanning Proxy | Host Name, Flain port

Paximum History Log (M8)

Antivirus Check Interval (secs)

s e 0o
yfHide Display UETED

Retry Send Attempts =

SSLport Dipiay
a3 Display a

a3 isplay 5

sz isplay

2 = [
L] Display

i) Disploy

GE] isplay

s ki |

et auk Scanning Proxy
[ west Cont ~

Traffic Usten Port

]

Web

Security

‘Administration Defined Exceptions

Custom Certificate.

Seloct from e
CATonkicustcert. pern ]

. Telemetry

C o (e ) ()
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Recommended Reading

afra]n
CISCO.

SECURITY

SECURITY

Cisco Identity Services
Engine for Secure
Unified Access:

BYOD Network Security with ISE

Cisco Firewalls

Concepts, design and deployment for
Cisco Stateful Firewall solutions

Aaron T. Woland, CCIE No. 20113
Jamey Heary, CCIE No. 7680

ciscopress.com Alexandre M.S.P. Moraes, CCIE" No. 6063
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Recommended Reading

= Network Complexity - Michael H. Behringer: Classifying Network Complexity; slides; ACM
ReArch'09 workshop; 2009 http://networkcomplexity.org/wiki/index.php?title=References

= Cisco TrustSec 2.1 Design and Implementation Guide
http://www.cisco.com/gol/trustsec/

= Cisco Wireless LAN Security -
http://www.ciscopress.com/bookstore/product.asp?isbn=1587051540

= Managing Cisco Network Security -
http://www.ciscopress.com/bookstore/product.asp?isbn=1578701031

= Cisco Firewalls —http://www.ciscopress.com/bookstore/product.asp?isbn=1587141094

= Cisco LAN Switch Security: What Hackers Know About Your Switches -
http://www.ciscopress.com/bookstore/product.asp?isbn=1587052563
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Where To Find Out More

Whitepapers

i i i http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
Deployment Scenario Design Guide ey

; ; H http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
Deployment Scenario Config Guide Whiebaner 11539005 it
IEEE 802.1X Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/

’ quide c07-627531.html
; http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/

MAB Deep Dive config_quide c17-663759.html
Web Auth Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/

app_note c27-577494 .html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
app_note ¢c27-577490.html

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
Flex Auth App Note application_note c27- 573287 ps6638_ Products White Paper.html

i http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
IP Telephony Deep Dive config_guide c17-605524.html

; http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
MACSec Deep Dive deploy_guide ¢17-663760.html
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ASA-CX Demo

Cisco ASA CX Context-Aware Security

TechWiseTV 115: Firewall Reinvention with the New ASA CX

| Cisco ASA CX Context-Aware - Video Data Sheet
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