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Network Security of Yesterday 

• Corporate Assets 
• Corporate Connectivity 

•  Limited Remote Connectivity  

•  Employees Only Access 
• ♣ Routers 

• ♣ Firewalls 

• ♣ Switches 



Network Security Policy Yesterday 
Secure Access Control 

•  Authentication 
•  Authorisation 

•  Accounting 



Network Security of Today 
•  Corporate and Commercialised Assets 

•  Mobile Smart Devices – The iRevolution 

•  Corporate, Partner, Public, Cloud Connectivity 

•  Wireless Infrastructures 

•  Unified Communications 

•  Virtualised Data Centres 

•  Employees, Contractors and Guests Access 

•  ♣ Routers, Switches, Firewalls, IPS 

•  ♣ Email and Web Security 

•  ♣ Network Admission Control, Posture Control 



Obsah 

•  Jak získat identitu uživatele ? 
• Co více potřebujeme vědět ? 

•  Jak zabezpečit přístupovou vrstvu ? 
Zaměstnanci, hosté, dodavatelé 

• Další bezpečnostní prvky v síti … 

•  Propojení … 
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How to Recognize the 
Identity 
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NAC Profiler ACS5.x 

Catalyst 
Switch 

802.1X 

MAB 

Directory Server 

NAC Guest Server 

Web Auth 

RADIUS 

Various Authorization Methods (VLAN, 
Downloadable ACL, URL Redirect, etc) 

Scalable / Flexible Policy & Authentication 
Server supporting RBAC 

Guest Service to provide full guest 
access management with Web 

Authentication 

Profiling System to perform automatic 
device profiling for unattended device or 

any type of network attached device 

Cisco IOS © intelligence to provide phased deployment 
mode for 802.1X (Monitor Mode, Low Impact Mode, 

High Security Mode) 

Flexible Authentication Methods 
(802.1X, MAB, Web Auth in any order) 

Guest 

Employee 

Printer 

 ISE 

Cisco Identity Solution Specifics 
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Mutual Authentication 
•  Server must validate client’s identity and vice versa 

Security 
•  Client credentials cannot  be snooped or cracked. 
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How To Submit Credentials  
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Machine Authentication User Authentication 

host\win7 

§  Enables Devices To Access 
Network Prior To (or In the 
Absence of) User Login 

§  Enables Critical Device Traffic 
(DHCP, NFS, Machine GPO) 

§  Is Required In Managed Wired 
Environments 

§  Enables User-Based Access 
Control and Visibility 

§  If Enabled, Should Be In Addition 
To Device Authentication 

alice 

Users and Machines Can Have Credentials 
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Power On 

Kernel Loading 
Windows HAL Loading 
Device Driver Loading 

Obtain Network Address 
(Static, DHCP) 

Determine Site and DC 
(DNS, LDAP) 

Establish Secure 
 Channel to AD 

(LDAP, SMB) 

Kerberos Authentication 
(Machine Account) 

Computer GPOs Loading (Async) 

GPO based Startup 
Script Execution 

Certificate Auto Enrollment 
Time Synchronization 
Dynamic DNS Update 

GINA 

Components that depend on 
network connectivity 

Kerberos Auth 
(User Account) 

User GPOs Loading 
(Async) 

GPO based Logon 
Script Execution (SMB) 

Machine Authentication 

User 
Authentication 

Why You Must Enable Machine Auth In A Managed Environment 
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ISE 

Authentication Sources 

§  Cisco ISE can reference 
backend identity stores 
including Active Directory, 
PKI, LDAP and RSA 
SecureID. 

§  The local database can 
also be used on the ISE 
itself for small 
deployments. 

12 

EAPoL 

User/ 
Password 

user1 
C#2!ç@_E( 

Certificate 

RADIUS 

Token 

Active Directory, 
Generic LDAP 
or PKI 

RSA SecureID 

Local DB 

Backend Database(s) 

User and/or 
Machine 

Authentication 
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Web Authentication 
•  Used to identify users without supplicants 

Misconfigured, missing altogether, etc. 

•  Guest Authentication 

13 
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Providing Network Access to Guests and Employees 

On wireless: 

§  Using multiple SSIDs 

§  Open SSID for Guest 

On wired: 

§  No notion of SSID 

§  Unified port: Need to use different auth 
methods on single port    ► Enter Flex Auth 

SWITCHPORT 

Employee 
Desktop 

Printer 

Guest 
Contractor  

IP Phone 

Corporate 

Guest 

SSID 
Corp 

SSID 
Guest 

•  Unifying network access for guest 
users and employees 
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Provisioning: Guest accounts 
via sponsor portal 
Notify: Guests of account details 
by print, email, or SMS 

Manage: Sponsor privileges, 
guest accounts and policies, 
guest portal 

Report: On all aspects of guest 
accounts 

Guests 

Components of a Full Guest Lifecycle Solution 

Authenticate/Authorize guest 
via a guest portal on ISE 



© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Connect 16 

•  Self-Service 
Option on ISE ‘Guest Portal’ 

•  Sponsoring  
via ISE ‘Sponsor Portal’ 

Guest Users DB – Account Creation Methods 
Two Ways to Populate ISE Internal Guest Database 
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ISE: Web Authentication 

guestuser 

●●●●●●●● 
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ISE – Multiple Guest Portals 
•  Several portals may be needed to 

support different groups/users based on: 
-  Location / country 

-  Type of device: WLC, switches 
-  Local language support 

•  ISE can hold several portals 

•  Multiple portals can be used 
simultaneously for authentication 
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MAC Authentication 
MAC Databases: Device Discovery 

Find  It 
•  Leverage Existing Asset Database 
•  e.g. Purchasing Department, CUCM 

Build It 
•  Bootstrap methods to gather data 
•  e.g. SNMP, Syslog, Accounting 

Buy It 
•  Automated Device Discovery 
•  e.g. ISE 



© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Connect 20 

SNMP, DHCP, MAC OUI SNMP, DHCP, MAC OUI 

Building Your MAB Database 
Profiling Tools Are Evolving 

Profiler 

RADIUS Access-Request 
LDAP 

ISE 

RADIUS Accounting 

IOS Sensor 
15.0(1)SE1 

ISE 1.1 
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Phased deployment mode for 802.1X 

? 

Monitor Mode 
•  Authentication Without Access Control 

Low Impact Mode 
• Minimal Impact to Network and Users 

Closed  Mode 
• Logical Isolation 
• Formerly “High Security” 
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Using the Identity 
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Overlay Solution 

Guest VRF

VLAN 100 (DIRTY_VLAN)

Access Switch
(Cat 3750)

DIRTY VRF

NAC Server

Trusted

Untrusted

VLAN 300 (GUESTS)VLAN 200 (EMPLOYEES) VLAN 210 (CONTRACTORS)

Global Network

ASA

Internet

New endpoint 
detected: 
Set to Auth VLAN 

Endpoint 
Authenticated: 
Set to Access VLAN 

Corporate PC 
Connects 

2
7 
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When Identity is embedded (like 802.1X) 

M 
G 
R 

M 
G 
R 

ISE 

Active Directory 

Access 
wired 
wireless 
 

Data 
Center 
 

EAP-TLS/802.1X med 
certificate 

HR 

Finance 

802.1X 

RADIUS 

Joe is member of AD group: HR and 
It is a corporate computer 

Access to HR Servers  
 

joe HR 
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Mapping user’s group to security role 
VLAN/dACL or SGT 
limits access (authorization) 
 

M 
G 
R 

M 
G 
R 

ISE 

Active Directory 

Access 
wired 
wireless 
 

Data 
Center 
 

HR 

joe HR 

Finance Joe is member of AD group: HR and 
It is a corporate computer 

Access to HR Servers 
encrypt link with 802.1AE 
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A Systems Approach 
Switch/Controller is the Enforcement Point 

31 
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A Systems Approach 
Switch/Controller is the Enforcement Point 
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Cisco ISE Provides Policy for Wired and Wireless LANs 
Unified wired and wireless policy (ISE) and management (PI) 

33 

Prime	
  
Infrastructure	
  

Central Point of Policy for 
Wired and Wireless Users 
and Endpoints 

Centralised Monitoring of 
Wired and Wireless 

Networking, Users and 
Endpoints 

ISE	
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But we need more 
information ! 
 
Context Awareness 
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Policy: Who, What, Where, When, and How? 
Network Access Workflow 

Identity Profiling 

Wireless LAN 
Controller 

DHCP 
RADIUS 

SNMP 
NetFlow 

HTTP 

DNS 

Cisco® ISE 

Unified Access 
Management 

IEEE 802.1x EAP  
User Authentication 

1 

HQ 

2:38 p.m. 

Profiling to  
Identify Device 

2 

6 

Full or Partial 
Access Granted 

Personal 
Asset 

Company Asset 

3 

Posture  
of the Device 

Policy 
Decision 

4 

5 

Enforce Policy in 
the Network 

Corporate 
 Resources 

Internet Only 

Policy-governed Unified Access 

Secure Access Overview 
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Profiling Technology 
Visibility Into What Is On the Network 
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Profiling Non-User Devices 
Dynamic Population of MAB Database Based on Device Type  

37 

Access Switch 

Management 

ISE 

UPS = 
Management_Only 

dACL 

Cameras = Video 
VLAN 

Printers = Printer 
VLAN 

•  How do I discover non-user devices? 
•  Can I determine what they are? 
•  Can I control their access? 
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Profiling User Devices 
Differentiated Access Based on Device Type 

38 

WLAN 
Controller 

Internet 

Kathy 
Marketing 

Kathy + Personal 
Tablet / Smartphone  

= Limited Access 
(Internet Only) 

ISE 

•  How can I restrict access to my 
network? 

•  Can I manage the risk of using 
personal PCs, tablets, smart-
devices? 

Kathy 
Marketing 

Kathy + Corp Laptop 
= Full Access to 
Marketing VLAN 

Named ACL = Internet_Only 

VLAN = Marketing 
Corp 

Guest 
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ISE – Posture Assessment Checks 

• Microsoft Updates 
–  Service Packs 
– Hotfixes 
– OS/Browser versions 

• Antivirus  
–  Installation/Signatures 

 

• Antispyware 
–  Installation/Signatures 

• File data 

Files 

• Services 
• Applications/Processes 
• Registry keys 
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ISE – Posture Policies 

Wired Wireless VPN 

Employees Contractors/Guests 

Employee Policy: 
•  Microsoft patches updated 
•  Trend Micro AV installed, running, 

and current 
•  Corp asset checks 
•  Enterprise application running 

Contractor Policy: 
•  Any AV installed, 

 running, and current 

Guest Policy: Accept AUP        
(No posture - Internet Only) 
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User Custom Location Device Type Time Posture Access Method 

Tying it All Together 
ISE Authorization Policy Definition  
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BYOD 
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User and Device 
Specific Attributes 

•  Employee VLAN 
•  Gold QoS 

Employee Workstation 

•  Employee VLAN 
•  Gold QoS 
•  Restrictive ACL 

Employee BYOD 

ISE •  Device Profiling 
•  Dynamic Policy 

§  With the ISE, Cisco wireless can 
support multiple users and device 
types on a single SSID. 

WLC 

Employee 
VLAN 

Contractor 
VLAN 

•  Contractor VLAN 
•  No QoS  
•  Restrictive ACL 

Contractor Workstation 

•  No Access 
Contractor BYOD 

AP ACLs 

Cisco's Unified Policy Management Components 
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CA-Server Initial Connection 
Using PEAP 

ISE WLC 

1 Redirection to Googe 
Play Store to Install 
Provisioning Utility 

2

Future Connections 
Using EAP-TLS 

4 ISE WLC 

Provisioning using 
Cisco Wi-Fi Setup 

Assistant 
3 Change of 

Authorisation 

CA-Server 

Android Device Provisioning 
Wide variety of OS flavours = no consistent native API 
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“My Devices” Portal 
Self-Registration and Self-Blacklisting of BYOD Devices 

Devices can be Blacklisted 
By the User. 

Devices Can be Self-
Registered, Up to an 

Administrator Defined Limit 

3

2

New Devices Can be Added 
with a Description 

1



Enterprise 
App Distribution  

& Mgmt 

Inventory/Cost 
Management  

Data 
Backup 

Classification/Profiling 
Enrollment & Registration 

Secure Network Access (Wireless, 
Wired, VPN) 

Context-Aware Access Control 
(Role, Location, etc.) 

Cert + Supplicant 
Provisioning  

Network Policy 
Enforcement 

Policy  
Compliance (Jailbreak,  

PIN Lock, etc.) 

Data Loss Prevention 
(Container, encryption, 

wipe) 

ISE MDM 

Enterprise 
App Policy 

Identity 
and Policy 

Management 

Native ISE functionality 
•  Profiling 
•  Authentication 
•  Policy Enforcement 
•  etc. 

ISE 1.0 & 1.1 

Native ISE functionality 
•  Enrollment/Registration 
•  Self-Enroll Portal 
•  Certificate Enrollment 
•  Blacklisting 

ISE 1.1.x 

ISE – MDM API 
•  Additional device data 
•  Policy compliance 
•  Data wipe 

ISE 1.2 (Jul ‘13) 

 
Evolving Roles of ISE and MDMs 
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MDM Onboarding Flow 

Access-­‐Accept	
  

Registered 
Device No	
  

MyDevices 
ISE BYOD Registration 

Yes	
  

MDM 
Registered No	
  

ISE Portal  
Link to MDM Onboarding 

Yes	
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MDM Integration 

•  Administrator / user can issue remote 
actions on the device through MDM server 
(Example: remote wiping the device)  
‒  MyDevices Portal  

‒  ISE Endpoints Directory 

•  Edit 
•  Reinstate 
•  Lost? 
•  Delete 
•  Full Wipe 
•  Corporate Wipe 
•  PIN Lock 

Options 

Remediation 
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Using Context in 
Network 



Security Group Tag (SGT) Overview 
Translating Business Policy to the Network 

SGT lets you define policy  
in meaningful business terms 

Business Policy 

Context Classification 

Security Group Tag TAG 

Source 

Destination 

Empl. PC 

HR Admin 

IT Admin 

HR Database Corp. Data Storage 

Empl. BYOD X X 

X X 

X 

X 

Distributed Enforcement throughout Network 

Switch Router DC FW DC Switch 

SGT Overview 



Rich Context Classification with ISE BYOD Use Case 

DC Resource 
Access 

Restricted  
Internet Only 

Distributed 
Enforcement based on 

Security Group 

Security Group 
Policy 

Wireless LAN 
Controller 

AP 

Personal asset 

Company asset 

Employee 

ID
 &

  
P

ro
fil

in
g 

D
at

a 

ISE (Identity Services Engine) 

DCHP 
HTTP 

RADIUS 
SNMP 

SG
T 

NetFlow 
DNS 
OUI 

NMAP 

Device Type: Apple iPAD 
User: Mary 
Group: Employee 
Corporate Asset: No 

Classification  Result: 
Personal Asset SGT 

ISE Profiling Along with authentication, various data 
is sent to ISE for device profiling 

SGT Overview 



How SGT is Transported? 

DC Access 

WLC FW 

Inline SGT Tagging 

CMD Field 

ASIC ASIC 

Optionally Encrypted 

SXP 

SRC: 10.1.100.98 

IP Address SGT SRC 

10.1.100.98 50 Local 

Hypervisor SW 

SXP IP-SGT Binding Table 

ASIC 
L2 Ethernet Frame 

SRC: 10.1.100.98 

•  Inline Tagging: If Device supports SGT in its ASIC 

•  SXP: If there are devices are not SGT-capable  

IP Address SGT 

10.1.100.98 50 

Campus Access Distribution Core DC Core EOR 

SXP 

Transport 

Enterprise 
Backbone 
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 Nexus 7000 

Data Center 

Catalyst® Switch 

ISE 

Internet 

SGT/IPSEC WAN Deployment - ISRG2 

Nexus 5500/2000 

Catalyst 6500 

SGACL 

MACSec 

Security Group 
Tag  SGT L2 Frame 

WLC 
AP 

Branch Network 

Contractor 

Finance 

Employee 

SXP 

SXP 

Admin Catalyst® Switch 

Catalyst® Switch 

Remote Networks 

IPSEC 

•  IPSEC inline Tagging – ESP Header 
•  SGT Capability exchange during IKEv2 negotiations 
•  Learn SGT from SXP or Auth-methods 
•  Site-to-Site IPSEC such as DMVPN, DVTI, SVTI methods supported 

IPSEC 

Transport 
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 Nexus 7000 Data Center 

Catalyst® Switch 

ISE 

Internet 

SGT- GETVPN WAN Deployment 
ISRG2 15.(x)T and ASR 3.9* 

Nexus 5500/2000 Catalyst 6500 

SGACL 

MACSec 

Security Group 
Tag  SGT L2 Frame 

WLC 
AP 

Branch Network 

Contractor 

Finance 

Employee 

SXP 

HR 
Catalyst® Switch 

Remote Networks 

GETVPN 

•  GETVPN inline Tagging – GET Header 
•  SGT Capability exchange during GET key negotiations 
•  Learn SGT from SXP, inline tag or Auth-methods 
•  Site-to-Site IPSEC such as DMVPN, DVTI, SVTI methods supported 

GETVPN 

GETVPN 

Transport 



WLAN LAN Remote 
Access 

(roadmap) 

Identity Services Engine 

Policy 
Management 

Transport 

Enforcement 

N7K / N5K 
 (SGACL) 

Cat6K 
(SGACL) 

Cat3K-X 
(SGACL) 

ASA (SGFW) ASR1K/ISRG2 
(SGFW) 

N7K (SXP/SGT) 
N5K (SGT) 
N1Kv (SXP) 

ASR1K (SXP/SGT) 
ISR G2 (SXP) 
ASA (SXP) 

Cat 2K-S (SXP) 
Cat 3K (SXP) 
Cat 3K-X (SXP/SGT) 
Cat 4K (SXP) 
Cat 6K Sup720 (SXP) 
Cat 6K Sup2T (SXP/SGT) 

MACsec Capable with Tagging: Cat3K-X, Cat6K-Sup2T, N7K 

SGT Platform Support 
Classification 

Catalyst 3K 
Catalyst 4K 
Catalyst 6K 

Nexus 7000 WLC (7.2) Nexus 1000v Catalyst 2K 
Nexus 5000 



Enforcing Traffic on Firewall (ASA) - SGFW 

Enforcement 

Source Tags Destination Tags 
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Use Case: Segmentation 
Physical or VM server segmentation for compliance 

Hypervisor!

VM  
#4 

VM  
#3 

Server 
VM  
#2 

VM  
#1 

VIC 

Nexus 5500/Nexus 1000V Finance Server Web Server DB Server 

Finance VM 
Web VM 

DB VM 

App Server 

App VM 

Virtual Server Segmentation Physical Server Segmentation 

•  Manually tag servers or using dynamic lookup (IPM, Port Profile, 802.1X, MAB) 
•  Use SGACL to enforce traffic between servers (VM, physical, VM-physical)  
•  Applicable for inter-security zone and intra-security zone (inside a VLAN) 

Use Cases 
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SQL Server WEB Server File Server 

Campus Access 

Data Center 

Cat4500 
Directory 
Service 

ISE 

Connection Broker 

Pools of VMs  

•  User logs into the thin client (no user 
authentication performed for this example) 

•  User initiates a connection to Connection 
Broker via RDP, PCoIP protocols 

•  Broker queries Active Directory for VM 
pool assignment 

•  Broker redirects user to an available VM 
in the VM pool 

•  User is now able to the remotely view and 
control the VM 

Background: Connection Brokers 
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SQL Server WEB Server File Server 

Campus Access 

Data Center 

Cat4500 Directory 
Service 

ISE 

Connection Broker 

Pools of VMs  

•  User logs into VM which triggers 802.1x 
authentication  

•  Authentication succeeds. Authorization 
assigns the SGT for the user. 

•  Traffic hits the egress enforcement point 

•  Only permitted traffic path (source SGT to 
destination SGT) is allowed 

RDP 

802.1x 

SRC \ DST File Server(111) Web Server (222) 

User A (10) Permit all Deny All 

User B (20) Deny all SGACL-C 

User A 

WEB Server 

SXP 
Auth=OK 
SGT=10 

Applying 802.1x and SGA to VDI 
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MACSec and NDAC 
 

•  MACSec: Layer-2 Encryption (802.1AE)  
Industry Standard Extension to 802.1X  
Encrypts the links between host and switch and links between switches. 
Traffic in the backplane is unencrypted for inspection, etc. 
Client requires a supplicant that supports MACSec and the encryption key-exchange 
 

•  NDAC: Authenticate and Authorize switches entering the network 
Only honors SGTs from Trusted Peers 
Can retrieve policies from the ACS/ISE Server and “proxy” the trust to other devices. 
 

Media Access Control Security and Network Device Admission Control 

Encrypted 
Link 

######## 
Encrypted Link 

######## ######## 
Encrypted Link 

SWITCHPORT SWITCHPORT 
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Client MACSec in Action 

Wiring Closet 
Switch 

1 User bob connects. 

2 Bob’s policy indicates endpoint must encrypt. 

3 Key exchange using MKA, 802.1AE encryption complete. 
User is placed in corporate VLAN. 
Session is secured. 

4 User steve connects  

User: bob 
Policy: encryption 

MACSec Key Exchange 

Secured 
Session 

User: steve 
Policy: encryption 

5 Steve’s policy indicates endpoint must encrypt. 

6 Endpoint is not MACSec enabled. 
Assigned to guest VLAN. 

802.1X-Rev Components 
•  MACSec enabled switches 

•  AAA server 802.1X-Rev aware 

•  Supplicant supporting MKA and 802.1AE encryption 

Unsecured Session 

Non-
MACSec 
enabled 

Campus 
Network 

MACSec 
enabled 
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SGT - Summary 

§ SGTs builds upon Identity and Unified Access services 
§ SGTs provides a scalable Identity and Unified Access  role based 

access control model 
§ SGTs has migration strategies allow customer to deploy with 

existing hardware 
§ Unified Access and SGTs are deployable today 



“Context” Firewall ASA-CX = Application FW 
ASA CX & WSA/SS: Feature Overlap & Differences 

•  URL Filtering 

•  Web Reputation 

•  Web Applications (like Facebook, LinkedIn, 
Twitter) 

•  User identification 

•  SSL Decryption 

•  Policy actions: allow/block 

•  End user notification 

•  Top N reports 

•  Caching (WSA) 

•  AV Scanning 

•  Data Loss Prevention 

•  Explicit Proxy (WSA) 

•  SOCKS Proxy* (WSA) 

•  No backhauling (SS) 

•  Add’l policy actions: Time-based 
controls, warn 

•  Inline firewall 

•  Non-web applications (like Skype, Oracle, 
SAP) 

•  Network protocols (like SMTP, DNS, ICMP) 

•  Layer 3-7 access rules 

•  Networking capabilities like NAT, Routing, 
VPN 

•  Inbound Threat Prevention 

WSA / SS ASA CX 
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ASA CX – Decryption Policies 
TLS Decryption – Man In The Middle Flow 

ASA CX acts as a CA and issues a certificate ‘on behalf of” the real web-site. 

Corporate 
network 

Web server 

1. Negotiate 
algorithms. 

1a. Negotiate 
algorithms. 

2. Authenticate 
server 

certificate. 3. Generate 
proxied server 

certificate. 
4. Client 

Authenticates 
“server” certificate. 

5. Generate 
encryption 

keys. 

5a. Generate 
encryption keys. 

6. Encrypted data 
channel established. 

6a. Encrypted data 
channel established. 

ASA CX 

Cert is generated 
dynamically with 

destination name but 
signed by ASA CX.   
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WSA 

ASA CX – Identity Policies 
Passive Authentication Architecture 

Active Directory 
Domain Controller 

Cisco CDA 
Server 

Domain user 

Cisco ASA + CX 

User Login 
Event 

User Login Event 
Security Log 
(WMI) 

Domain Username/Group to IP Mapping 
(Radius) 

Domain username 
and group 
information (LDAP) 

Traffic controlled by Access Policies which leverage Identity 

LAN 
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WSA 

ASA CX – Identity Policies 
The Future is in ”Unified” Identity Source 

Active Directory 
Domain Controller Cisco ISE 

Domain user 

Cisco ASA + CX 

User Login 
Event 

Domain username 
and group 
information (LDAP) 

ALL CONTEXT 
Domain Username/Group to IP Mapping 
Posture Information 
Profiling information 
… 
(Radius) 

Traffic controlled by Access Policies which leverage Identity 

LAN 
AP 

Authentication 
Authorization 
(RADIUS) 
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Applications: Visibility With Control 
WHAT 

75,000+ MicroApps 

MicroApp Engine 
Deep classification  
of targeted traffic 

App Behavior 
Control user interaction with the 
application 

Broad… 
… classification  
of all traffic  

1,000+ apps 
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Business Class URL Filtering 
Web Usage Control 

WHAT 

Marketing Legal Finance 

 
languages 

 
countries 

 
mn URLs  

 
coverage 

60  

200 

20 

98% 
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ASA CX – Advanced Inspection Policies 
Understanding Web Reputation Scores 

-10 +10 -5 +5 0 

Dedicated or hijacked sites 
persistently distributing  
key loggers, root kits and  
other malware.  Almost  
guaranteed malicious. 

Aggressive Ad syndication  
and user tracking networks.   
Sites suspected to be  
malicious, but not confirmed 

Sites with some history of 
Responsible behavior  
or 3rd party validation 

 
Phishing sites, bots, drive  
by installers.  Extremely  
likely to be malicious. 

Well managed,  
Responsible content 
Syndication networks and  
user generated content 

Sites with long history of 
Responsible behavior. 
Have significant volume  
and are widely accessed 



Reputation Database from Security Intelligence Operations 
Cloud-Based Global Threat Intelligence 
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Supported Hardware Platforms 

•  ASA 5500-X  supported 
ASA 5585-X SSP10 & 20 supported 

Pe
rf
or
m
an
ce
	
  a
nd

	
  S
ca
la
bi
lit
y	
  

Data	
  Center	
  Campus	
  Branch	
  Office	
  	
   Internet	
  Edge	
  

ASA	
  5585-­‐X	
  SSP-­‐20	
  
(10	
  Gbps,	
  125K	
  cps)	
  

ASA	
  5585-­‐X	
  SSP-­‐60	
  
(40	
  Gbps,	
  350K	
  cps)	
  

ASA	
  5585-­‐X	
  SSP-­‐40	
  
(20	
  Gbps,	
  200K	
  cps)	
  

ASA	
  5585-­‐X	
  SSP-­‐10	
  
(4	
  Gbps,	
  50K	
  cps)	
  

ASA	
  5555-­‐X	
  	
  
(4	
  Gbps,50K	
  cps)	
  

ASA	
  5545-­‐X	
  	
  
(3	
  Gbps,30K	
  cps)	
  ASA	
  5525-­‐X	
  	
  

(2	
  Gbps,20K	
  cps)	
  

ASA	
  5512-­‐X	
  	
  
(1	
  Gbps,	
  10K	
  cps)	
  

ASA	
  5515-­‐X	
  	
  
(1.2	
  Gbps,15K	
  cps)	
  

SOHO	
  
Available	
  
soon	
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ASA CX Ready SKUs 

ASA5585-S10-K9    ASA5585-S10C10-K9	
  
 

ASA5585-S20-K9    ASA5585-S20C20-K9	
  
 

ASA5512-K9    ASA5512-SSD120-K9	
  
 

ASA5515-K9     ASA5515-SSD120-K9 
… 

5585-X 

Midrange 5500-X 

Plus, add subscription licenses and PRSM 
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Complex Policy for 
Remote Access 
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Hostscan 
Posture checking for remote PC 

§  Identify the OS, antivirus, antispyware, and firewall software installed on the host - > coming from 
CSD, but it is not the replacement 

§  ASA:  prelogin policy that evaluates : 
•  OS,  
•  IP address,  
•  registry entries,  
•  Local certificates  
•  filenames. 

§   Configurable from ASDM 
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Mobile Host Scan (“MDM Lite”) 
 
Additional access authorization 
capabilities based on endpoint 

ASA 8.4.2+, 8.2.5+ 

Android 2.4.x, Apple iOS 2.5.x 
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ScanSafe & AnyConnect Integration 
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§  Profile Editors integrated in ASDM 

§  Profiles with policy rules distributed centrally 

§ Group Policy with AD/LDAP or RADIUS 

VPN 

Web 
Security 

NAM 

Telemetry 

AnyConnect 
Deployment – Profile Editors 
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Odkazy 
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Recommended Reading 



© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Connect 99 

§  Network Complexity - Michael H. Behringer: Classifying Network Complexity; slides; ACM 
ReArch'09 workshop; 2009 http://networkcomplexity.org/wiki/index.php?title=References 

§  Cisco TrustSec 2.1 Design and Implementation Guide 
http://www.cisco.com/go/trustsec/ 

§  Cisco Wireless LAN Security - 
http://www.ciscopress.com/bookstore/product.asp?isbn=1587051540 

§  Managing Cisco Network Security - 
http://www.ciscopress.com/bookstore/product.asp?isbn=1578701031 

§  Cisco Firewalls –http://www.ciscopress.com/bookstore/product.asp?isbn=1587141094 

§  Cisco LAN Switch Security: What Hackers Know About Your Switches - 
http://www.ciscopress.com/bookstore/product.asp?isbn=1587052563 

Recommended Reading 

99 
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Where To Find Out More 
Whitepapers 

Deployment Scenario Design Guide http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
whitepaper_C11-530469.html  

Deployment Scenario Config Guide http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
Whitepaper_c11-532065.html  

IEEE 802.1X Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
guide_c07-627531.html  

MAB Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
config_guide_c17-663759.html  

Web Auth Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
app_note_c27-577494.html 
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
app_note_c27-577490.html  

Flex Auth App Note http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
application_note_c27- 573287_ps6638_Products_White_Paper.html  

IP Telephony Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
config_guide_c17-605524.html  

MACSec Deep Dive http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/
deploy_guide_c17-663760.html  

www.cisco.com/go/ibns 



ASA-CX Demo 

Cisco ASA CX Context-Aware Security 
http://www.youtube.com/watch?v=4yYlJnJhTVg 

TechWiseTV 115: Firewall Reinvention with the New ASA CX 
http://www.youtube.com/watch?v=JG12_pidHr8 

Cisco ASA CX Context-Aware - Video Data Sheet 
http://www.youtube.com/watch?v=rTAkEw41RB8  
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Otázky a odpovědi 

Zodpovíme též v “Ptali jste se” v sále LEO v 17:45 – 18:30 

e-mail: connect-cz@cisco.com 
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Prosíme, ohodnoťte  
tuto přednášku. 

 


