@cco e

Odolna, pruzna a automatizovana DC
Od infrastruktury k aplikacim

B-DC1

Ivo Némecek, Cisco

Petr Macha, Dimension Data



Co potrebuiji firmy a jaké to ma dopady na IT
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Doba do materializace

Inovované produkty a sluzby
v kratSim Case

Doba vyvoje

Tésné propojeni mezi
zakazniky a vyvojafri

Aplikace a sluzby

Nakup aplikaci
Nakup sluzeb

* Od partnert
* Vlastni vyvoj

Pruznost a rozsSiritelnost

Uzivatelé, zafizeni, mista

t, kritické apl

Ccnos

v

luzby, DR, bezpe

ferusené s

v

Nep

Vice aplikaci

« IDG: podniky zavedou v praméru 46
novych aplikaci v roce 20123

Orientace na sluzby
 Infrastruktura podporujici aplikace
« Sluzby integrované napfi¢ cloudy
 privatni a verejné cloudy

Pruzna architektura

* Rozsifitelna podle potreby

* (plat jak potfebujes)

Pripravena pro neoéekavané



Vyvoj datovych center

Application Application
Application Application
Unified Fabric

Unified Fabric Unified Management
Unified Computing Cisco ONE

Storage

Compute Compute

Application Application Oteviena APl a

programovatelna

Storage Storage

Unified Fabric Sjednoceni rozhrani do
Compute Compute vypocetniho a infrastruktury
storage prostredi
Sjednoceni LAN a Zasobnik zdroju
L LAN SAN SAN, fyzického a
virtualniho prostredi
B . . [ |
Fyzicka konsolidace Virtualizace Cloud

Server je stfedem VM je stiedem Aplikace jsou stfedem



DC s nizkou latenci

*High Frequency Trading
*Layer 3 & Multicast

*No Virtualization
Limited Physical Scale
*Nexus 3000 & UCS

*10G edge moving to 40G

HPC/GRID

sLayer 3 & Layer 2

*No Virtualization
*Nexus 2000, 3000, 5500,
7000 & UCS

*10G moving to 40G

Virtualizovana DC

*SP and Enterprise
*Hypervisor Virtualization
*Shared infrastructure
Heterogenous

*1G Edge moving to 10G
*Nexus 1000v, 2000, 5500, 7000
& UCS

*Layer 3 Edge (iBGP, ISIS)
1000’ s of racks
*Homogeneous Environment
*No Hypervisor virtualization
*1G edge moving to 10G

*Nexus 2000, 3000, 5500, 7000 &
ucs



Cisco Unified Fabric
LAN/SAN konvergence s FCoE

Pristupova
vrstva

4 x 1GE

Ethernet Fibre-Channel
Server Server
- ° U"ied /0
Méné kabell, méné zafizeni Libovolné I/O pres jednu sit
SAN, NAS, iSCSI

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 5



Virtualizace ma dopad na slozitost site

Virtualizace tlaci v poslednich 5 letech
naklady DC vzhuru

Server-Related Spend
(Capex+0Opex)

" Power & Cooling Expense

96 99 02 05 08 11

Source: IDC, 2011 “New Economic Model for the Datacenter”

B-DC1, Connect 2013

increased OpEXx is
attributed to network
optimization to VM’ s to
deliver application
SLA’ s”
Source: Zeus kerravala ZK
Research

“Customers often over-
provision the network to
address the complexity
further increasing CapEx
spend!”

Source: Zeus Kerravala. ZK
Research

© 2010 Cisco and/or its affiliates. All rights reserved.

...a tento trend bude pokracovat

10x Growth in VMs |

} Source: IDC Server Virtualization MCS, 2012
' 25,000,000
» 20,000,000
L d
c
£
£ 15,000,000
K]
&
& 10,000,000
5,000,000 l
- HE |
2006 2008 2010 2012 2014
@ Virtual Machines

@ Stand Alone Servers
@ Physical Hosts

/

= Hustota VM vzroste o0 25% mezi 2010 a
2015

= Rychly rdst VM vynucuje zmény sitové
infrastruktury



Virtualizace ,tlacCi” na sitoveé prostredi

Rozsiritelnost vs. topologie
- Vyhovuje stale Spanning Tree dneSnim potfebam?
- Jak vyuzivame fyzickou infrastrukturu?
- Nejsou prezité hierarchickeé topologie?

Virtualizace vs. Skalovatelnost

Konzistence pravidel pro fyzické a virtualni sitové prostredi
Mame dost VLAN?

Topologie vs. virtualizace
Disaster Recovery, active-active datova centra

VMotion mezi datovymi centry

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved.






Pruznost architektury s NX-OS

Spanning-Tree FabricPath

Aktivni cesty
|

Propustnost

RozSifitelnost na L2
B | B |

Virtualizace a kapacita infrastruktury




Rozsirovani DC infrastruktury
Cisco virtual Port Channel - Multichassis EtherChannel

= vPC rozSifuje sdruzovani portt (Port-
channeling) na dva oddélené prepinace

= Dovoluje vytvoreni odolnych L2 topologii

zalozenych na sdruzovani portu Fyzicka topologie Logicka topologie

= ZajiStuje L2 topologie bez smycCek s Virtual Port Channel
redundanci

L2 |
= Qdstranuje blokovani portd STP a vyuziva §i=e=
dostupné pasmo %

= Poskytuje rychlou konvergenci pfi poruse
zarizeni nebo linky

Non-vPC vPC
Vyssi pasmo s vPC

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 10



Cisco FabricPath

Skalovani a zjednodudeni Layer 2 Ethernet siti

% Az 16 Agg

TR o % ‘% prepinacu
St g 160+ Tbps prepinaci

_ e\e ‘-“’ . .: 3 . i‘i kapac|ty
% 4 K oK K K =
pristupovych

Tradiéni spanning tree sité Cisco FabricPath Network pfepinacu

blokuji cesty - vSechny spoje jsou aktivni

Eliminuje omezeni Spanning Tree
Multi-pathing pfes vSechny linky
Vysoka odolnost, rychla konvergence

Nemusime délat VLAN scoping

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved.



S
FabricPath Rozhrani

Konfigurace fika, zda je dané rozhrani soucasti FP nebo ne

FabricPath Port

* Rozhrani vuéi dalSimu FabricPath portu

* Provoz zapouzdren ve FabricPath zahlavi L2 Fabric
» Bez Spanning-Treell!

» Bez ‘MAC Learning’

* Topologie postavena pomoci L2 ISIS sousednosti

» Forwarding pomoci ‘Switch Table’

Klasicky Ethernet (CE) Port
STP Doména

Ethernet

* Rozhrani vuci tradicnim NICs sitovym zafizenim
* Provoz zapouzdfen v 802.3 Ethernet ramcich
» Pouziva STP

« Smérovani pomoci MAC Table ® FabricPath Port

CE Port

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 12



N
Jak funguje Data Plane

Hierarchické adresni schéma

FabricPath zahlavi je pfidano na ingress prepinaci

Pro smérovani jsou pouzivany adresy ingress a egress prepinacu
L2 Fabric uvnitf nepouziva viilbec MAC adresy

FabricPath{m
Header m*\‘
- \
— FabricPath Routin
': "S5 5i2_ °
4
PATA | __ism FabricPath s&2_
h Egress Switch
\g_\_ﬂ_ (%l Egress Switch

L2 Bridging

STP doména 1 - - STP doména 2 -
B-Dcmﬁiliates. All rights reserved.



FabricPath Encapsulation
16-Byte MAC-in-MAC Header

(Classical) Ethernet Frame

F
DMAC | SMAC s ) I I CRC
e -
i

' CRC(
New)

|
DMAC | SMAC heetibe .

Cisco FabricPath Frame L |

" Outer | Outer |
DA SA
EndNode ID = EndNode_l RSV 000/
6 -
Switch ID: Unique number assigned to help identify each device that is part of L2 Fabric
Sub-Switch ID: Combined with Switch ID to identify vPC+ behind a pair of peer-switches

Tree ID: Unique number assigned to help identify each distribution “Tree”

TTL: Decrement at each hop to prevent frames looping infinitely in the fabric in case of
unexpected failure

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved.

14



Funkce ridici vrstvy
L2 IS-IS funguje automaticky, spravuje topologii

Automaticka adresace prepinacu v FP, zadna konfigurace adres
Shortest path algoritmus

equal-cost multipathing mezi libovolnymi FP prepinaci

FabricPath
Routing Table

L1,L2,L3, L4

L2 Fabric

L1,L2,L3, L4




O
show mac address-table dynamic

S100# sh mac address-table dynamic
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID
————————— -
* 10 0000.0000.0001 dynamic 0 F F  Ethl/15
* 10 0000.0000.0002 dynamic 0 F F  Ethl/15
* 10 0000.0000.0003 dynamic 0 F F  Ethl/15
* 10 0000.0000.0004 dynamic 0 F F  Ethl/15
* 10 0000.0000.0005 dynamic 0 F F  Ethl/15
* 10 0000.0000.0006 dynamic 0 F F  Ethl/15
* 10 0000.0000.0007 dynamic 0 F F  Ethl/15
* 10 0000.0000.0008 dynamic 0 F F  Ethl/15
* 10 0000.0000.0009 dynamic 0 F F  Ethl/15
* 10 0000.0000.000a dynamic 0 F F  Ethl/15 :
10 0000.0000.000b dynamic 0 F F 200.0.30 S1
10 0000.0000.000c dynamic 0 F F 200.0.30
10 0000.0000.0004d dynamic 0 F F 200.0.30
10 0000.0000.000e dynamic 0 F F 200.0.30 m/mmm{rm'
10 0000.0000.000f dynamic 0 F F 200.0.30 =
10 0000.0000.0010 dynamic 0 00.0.30
10 0000.0000.0011 dynamic 0 F F 200.0.30 0
10 0000.0000.0012 dynamic 0 F F  200.0.30

10 B-D@b 6@1n%%§)®3 0013 © %%%%&@d/or it@afﬁliates. All rights r%served. F 200.0.30



MAC adresy se FP uci konverzaci
Optimalizace zdroju — uci se pouze potfrebné MAC adresy

STP Domain
7% . . . . . NS

» Lokalni MAC: Source-MAC Learning pouze z

VSechny MACs na vSech
provozu na CE portech

prepinacich
» Vzdalena MAC: Source-MAC Learning pro provoz

Problémy se Skalovatelnosti
prijaty pres FP porty

ve velkych L2 sitich

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 17



L2 Multi-destination s FabricPath

Unknown Unicast, Broadcast a Multicast

Multidestination Tree — Root coot Root foot
v . . oot pro oot pro oot pro oot pro
nekolik pro danou tOpOIOQH strom #1 strom #2 strom #3 strom #4

— — — =
V8echny switche maji >% >¢ e o )

stejnou topologii techto
JICIEEM Ingress switch rozhoduje,
ktery Tree se pouzije a
zapiSe do zahlavi

Multicast data rozkladana
mezi tyto Trees



FabricPath Forwarding: Broadcast

ETTEEECEEN  Root for

1 L1, L5, L9 Tree #1

V tomto okamziku se
switch neuc¢i MAC. Cilova

Tt | : MAC je neznama
1 L1, L2, L3, L4 ;311‘ | - - L2 Fab"c
RN 900000000
et oM < M 1< S |

11 S -
Decap _\. N«)‘\
]
FabricPath Port

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. CE Port 19



FabricPath Forwarding: Unknown Unicast

[ Treer | F |

1 L1, L5, L9 Root for

42 1 L9

—
e000000 (] 24 | mac [ F |
i "

e & 31
v 31

Encap

[ Tree# | F
1

L1,L2,L3, L4

Cc

FabricPath Port

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. CE Port 20



vPC Enhancement for FabricPath

MAC Table

AD 27?2 ===z

e

L2 Fabric
[s3/S1] B | A | Payload [ s3/S2[B | A | Payload |

Ty S :
----------------- MAC Table

[BTA [Payload | &

B = S3

For Switches at L2 Fabric Edge

vPC is still required to provide active/active
L2 paths for dual-homed CE devices or

clouds

However, MAC Table only allows 1-to-1
mapping between MAC and Switch ID

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved.

MAC Table

A= 4 e B
238

L2 Fabric

| S3/ S4| B | A | Payload

S3/ S4| B | A | Payload |

Each vPC domain is represented by an
unique ‘Virtual Switch’ to the rest of L2

Fabric

Switch ID for such “Virtual Switch’ is then
used as Source in FabricPath encapsulation
21



Ohraniceni Spanning Tree

FabricPath
(L2 IS-IS)

Classical
Ethernet
(STP)

-
- - -
—-—-4-—- & e — = —
\ o, )
Q O o VA
Q) . e,

® FabricPath Port
CE Port

<€

Domain 1

= |L2MP Core vypada jako jeden bridge pro vSecha pfipojena CE zafizeni
= STP BPDUs jsou zpracovana a terminovana na CE portech

= SmyCky mimo L2 Fabric jsou blokovany v jednotlivych STP doménach
» L2 Fabric by mél byt root pro vsechny STP domény.

B-DC1, Connec t 2013 © 2009 Cisco Systems, Inc. All rights reserved. 22



Konfigurace FabricPath

Z4&dna konfigurace L2 1S-IS

Jednoduché pouziti — pouze 3 CLI prikazy jsou treba ke
spusténi FabricPath

N7K(d) # feature-set fabricpath

N7K (config) # fabricpath switch-id <#>

N7K (config) # interface ethernet 1/1

N7K (config-if)# switchport mode fabricpath

FabricPath Port

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rig? . CE Port 23




S
Shrnuti

FabricPath je jednoduchy a zachovava vyhody L2

Transparentni vuci L3 protokolim
Zadna adresace, jednoducha konfigurace a nasazeni

FabricPath je rozsiritelny

Muze rozSifit L2 doménu bez rizik dosud s timto krokem spojenych (frame routing, TTL,
RPFC)

FabricPath je efektivni
PIné vyuZziti dostupného pasma (ECMP)
Optimalni cesta mezi uzly






S
Typické duvody pro L2 mezi DC

Geografické clustery
Migrace

Mobilita VM

Rozsireni kapacity DC

IP adresy napevno v aplikacich



OTV Data Plane: jak funguje

/
MAC TABLE

Transportni
VLAN MAC IF b Infrastruktura VLAN MAC IF
100 MAC 1 ethz IPA T = e 100 MAC 1 IPA
- 100 MACZ | Eth1  ZL/ Lommbid =57
Laye? TR MAC 15> MAC3 [EEEALE: .. L L Layer 2
Lookup Lookup

27

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved.



Ridici vrstva OTV (Control Plane)

Zjistovani sousedu, sestavovani sousednosti

» Hranc¢ni zarizeni (OTV Edge Devices) nejprve musi navazat vzajemnou
asociaci

= Asociace muze byt navazana pomoci:
multicast-enabled transportni infrastruktury

unicast-only transportni infrastruktury

B-DC1, Connect 2013 © 2009 Cisco Systems, Inc. All rights reserved. 28



Asociace zarizeni — Multicast

OTV sousednost sestavena pres Control
multicast skupinu v patefi

Control

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 29



Asociace zarizeni — Unicast

1. Jedno z OTV Edge Devices (ED) je nakonfigurovano jako Adjacency Server (AS)*.
2. VSechna ED se registruji k AS svym site-id a IP adresou.

3. AS sestavi seznam zafizeni a jejich parametru: overlay Neighbor List (oNL).

4. AS zasle unicastem oNL vSem zafizenim.

5. Kazdé zarizeni potvrdi pfijem
) P o Eg B

oNL
:;te ; ilr; : Pouze unicast }
ite 2,
Site 3, IP C transpeg
Site 4, IP D
Site 5, IP E
Adjacency Siteg s
Server Mode 0

* MuUzZe byt i redundantni par

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 30



_
OTV zapouzdreni

OTV pfidava 42 bytu IP hlavicky
OTV shim header obsahuje VLAN ID, overlay number a CoS

DMAC SMAC Eth  Payload

Ether Z COS _
DMAC SMAC Tvoe OTV Shim CRC
55 | e | 2 | orgna rome |5
~

42 bytove zapouzdreni

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 31



OTV Control Plane: U¢eni se MAC adresam

Pokud se Edge device nauc€i novou MAC adresu, poSle tuto informaci i
ostatnim zafizenim participujicim na OTV

Jedna informacéni zprava mize obsahovat nékolik MAC adres

Multicast pouziva jednu zpravu pro vyrozumeni vSech zarizeni

3 New MACs are learned

on VLAN 100 OTV aktualizace je
replikovana pateri

Vian 100 MAC A
Vian 100 MAC B
Vian 100 MAC C

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 32



N
Spanning Tree a OTV

Nezavislost lokalit

OTV nema vliv na topologii STP v lokalité
Kazda lokalita je vlastni STP doménou

Toto je vlastnosti OTV a nevyzaduje zvlastni konfiguraci

neprojdou 1 neprojdou

B-DC1, Connect 2013 © 2010 Cisco and/orits 2

33



S
Unknown Unicast a OTV

OTV nepouziva flooding pro propagaci MAC adres
Unknown unicast: zadny flooding a tudiz ani forwarding pfes OTV

Predpoklada se, ze kazdy host vysila néjaky provoz a neni striktné adresnym
pfijemcem unicast provozu

- - )
MAC TABLE

VLAN MAC IF

100 MAC 1 Eth1

MAC 2 IPB

@:ﬁ No MAC 3 in the
MAC Table

34

B-DC1, Connect 2013 © 2010 Cisco ag



Konfigurace OTV s multicastem

Single PIM-SM/bidir group used for OTV control
plane communication (hellos, routing updates)

interface Overlay0O SSM group range used to carry multicast
otv control-g rou . — data plane traffic between sites
[ Oty data-group’<sz. W IGMPv3 :Jsed to join the SSM groups in the
transport. The OTV ED joins these groups
interface Ethernet x/y as a simple host
[ description—= '

ip igmp version 3

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 35



S
Shrnuti

OTV je vhodné pro propojeni dvou a vice DC na L2 pres L3
infrastrukturu

Multihoming v jednotlivyvh DC
Transparentni pro koncové stanice

Efektivni feSeni Spanning Tree problematiky
Jednoducha konfigurace a sprava

Podpora mobility koncovych stanic

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 36
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Stejna subsit’ na vice lokalitach?

Smérovani provozu do a z lokality
Optimalni cesta do lokality
Default gateway — kde a proC?
Sluzby sité (loadbalancing, firewalling, ...) — kde a procC?

S L2 propojenim i BEZ L2 propojeni



Location Identity Separation Protocol
Co myslime “lokalitou” a “identitou™?

Dnesni IP adresy predstavuji
jak ID, tak informaci o lokalité

Internet
Kdyz se zarizeni presune, ziska

novou IPv4 nebo IPv6 adresu

Adesy IPv4 or IPv6 pro novou identitu a lokalitu

zarizeni predstavuji w.z.y.9
identitu a lokalitu

LISP oddéluje funkci ID
od lokality

Kdyz se zafizeni presune,
zachova si svoji IPv4 nebo IPv6
adresu.

Ma stejnou identitu

x.y.z.1
Adresa IPv4 nebo b.c. 1
IPv6 predstavuje j
pouze identitu
location je zde !

e

Jen location se zméni

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 39



LISP — soucasti, role a adresace

LISP role

e  Tunnel Routers - xTRs

* Edge zafizeni zapouzdfuji a
odpouzdfuji

* Ingress/Egress Tunnel Routers
(ITR/eTR)

+ EID to RLOC Mapping DB

* ZajiStuje mapovani RLOC na
EID

RLOC Space

* Rozprostfena mezi vice Map
Servert (MS)

* MS muze spojovat pres ALT
network Adresni prostory
* Proxy Tunnel Routers - PxTR « EID = End-point Identifier

EID Space ]

*» komunikace mezi LISP a non-
LISP oblastmi

* Ingress/Egress: PiTR, PeTR

* Host IP nebo prefix
+ RLOC = Routing Locator

* |P adresa smérovacu v patefi




LISP — cesta paketu
Jak LISP funguje?

©

10300/2
LIS P site
i

DNS entry:
D.abc.com A 10.1.0.1 ah

[ 10.3.0.1 >1o1o1

<)

[172.16.10.1 ->172.16.1.1

T

172.16.1.1

]

([ 10.3.0.1->10.1.0.1

{ ITR

EID-prefix: 10.1.0.0/24

Locator-set:

172.16.1.1, priority: 1, weight: 50 (D1)
172.16.2.1, priority: 1, weight: 50 (D2)

4.4.4.4

172.16.10.1
IP Network 3333
EID-to-RLOC
R mappin
1.1.1.1
172.16.2.1 172.16.3.1 172.16.4.1

@ i A \
East-DC
10.3.0.1->10.1.0.1
__10301->10101 [ eV ‘ Haiaé
West-DC 10.1.0.0/24 10.2.0.0/24
B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved.

Pravidla ur€uje cilova
lokalita

~

41




LISP Overview

LISP Header Format

draft-ietf-lisp-05

o|1|2|3 4I5|6I7 a|9|o|1|2|3|4|5 6I7|8|9IOI1I2I3I4I5|6|7I8|9IOI1
Outer IP Header Version IHL Type of Service Total Length
(20 Bytes)_ Identification Flags Fragment Offset
) . Time to Live Protocol {(17) Header Checksum
Router supplied RLOCs

Source Routing Locator

Destination Routing Locator

UDP Header (8 Source Port Dest Port (4341)
Bytes) UDP Length UDP Checksum
LISP Header (8 N|L|E| Reserved Nonce
Bytes) Locator Status Bits
Version IHL Type of Service Total Length

Inner IP Header: Identification Flags Fragment Offset

. Time to Live Protocol Header Checksum
Host supplied IDs S——

Destination EID




Pouziti LISP

Jedna architektura, ruzna vyuziti
Efektivni Multi-Homing

Site routers

* |P Portability
* Ingress Traffic Engineering without BGP

Podpora prechodu na IPv6

Vb
LISP
oute IPV6
Intern

=  v6-over-v4, v6-over-vb
= v4-over-v6, v4-over-v4

Multi-tenancy and VPNs

LISP site l

~

>

p
\\ }
- IP Network ))
g™ o
i NaEeT

4
>

= Reduced CapEx/OpEx

= Large scale Segmentation
B-DC1, Connect 2013

© 2010 Cisco and/or its affiliates. All rights reserved.

Mobilita
¢ g LISP site

IP Network )

——FE >

= F’Q\-‘ y

= Cloud / Layer 3 workload moves
= Segmentation

43



Mobilita virtualnich pocitacu
Propojeni virtualizovanych datovych center

Multi-tenancy/segmentace: IP Mobilita:

Segment-IDs: LISP, FabricPath a OTV

il
L2 Domain Elasticity:
vPC, FabricPath/TRILL
OTV LAN extenze VN-link

naveésti

Virtualizace zarizeni:
VDCs,
VRF zdokoknaleni

pELS Piehled o VM

VN-link, Port Profiles
Umisténi vypoc€etnich zdroju je pro uzivatele transparentni

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 44



Mobilita s LISP - scénare
S LAN Extension Bez LAN Extension

DR Location or

N

Internet or \

Tion \ Shared WAN

i g8l el B \ !

\w! \\—\/‘j} EEaSt-D \\WeSt'DC § E,I_ E (
v

Datova centra active-active Disaster Recovery
Aplikacni servery jedné aplikace mohou byt Aplikacni servery jedné aplikace musi byt ve
distribuovany stejné lokalité

B-DC1, Connect 2U13 © 20TV CIsCco ana/or Its armliates. All rignts reserved. 4o



LISP Sites vs. Data Center Sites

Without Extended Subnets

Different subnets =» Different LISP sites

—d /—/
A LISP site = ADC site i' @ ““Eé'l %

West DC East-DC
10.1. 0 /16 10.2.0 /16
Move across DC/LISP sites v \,‘7‘ ij ,__/
«—— LISP site ——— «—— LISP site ———
. “— DCsite " “— DCsite —’.
With Extended Subnets
\\ /____)
Single subnet = Single LISP site = = % % %I
_ West-D —=5 =1 East-DC
One LISP site = Multiple DC sites 0100 /26 © T w
Move within a LISP site < Extended LISP site >

and across DC sites < DCsite — - | - DC site



S
Shrnuti

LISP je v DC vhodny pro mobilitu virtualnich stanic
long distance VMotion
disaster recovery (se Site Recovery Managerem i bez)
Je transparentni pro koncové stanice.

Mimo DC umoznuje
Internet multihoming
IPv6 over IPv4 tunelling (a jiné kombinace)
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U
Virtualni pocitacCe a site
Virtualizace dovoluje velkou koncentraci pocitacu
PocCet VLAN je omezeny (teoreticky 4096)
Multitenant prostredi vyzaduje dukladnou separaci

Nékteré modely nasazeni virtualizace maji extremni naroky na pocet
VLAN

POD design s L3 oddélenim a vzdalena datova centra vs. flexibilita



VMware vCloud Director

- Nadstavba nad vSphere

- Vytvari virtualni datova centra
(VDCs) pro kazdého ,zakaznika“

- Poskytuje samoobsluzny portal

Organization 1 Organization m

VMware vCloud Director

Catalogs Security

User Portals

‘;r VMware E;, Virtual Datacenter n (Silver)

©  vShield :

| VMware l I VMware l VMware
® o e

Secure Private Cloud Public Clouds
L

Programmatic
Control and
Integrations




Sitovy model vDC
y - Sité mohou byt:
Isolated — bez externi konektivity
Firma A Fenced — konektivita pres gateway
VDC 1 VDC 2 Directly Connected — stejna L2 sit
vApp 1 vApp 2 vApp 1
T = = . - - 3 urovneé sité

4§ [ 1 | &
“VApp']-I”(isoIated)rL vApp2-F" (f¥nced) “VApp1-I" (isolated) vApp: Isolated nebo Fenced (VXLAN nebo
“VApp1-F” (fenced) ‘ [ﬂfﬂ : VApp1-F” (fenced)

VLAN backed)

E‘T‘ Org: Isolated, Fenced nebo Directly
CleRtiEe e Connected (VXLAN nebo VLAN backed)
*Org-Net2” (fenced) @In External: Vice organizaci (VLAN backed)
External-Net 1 (VLAN) l
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VApps Org sit
™~

VApp vApp Web Net

- vCD nabizi katalog vApps

Pri pouziti vApps template, vVApp
muze zachovat MAC a IP adresaci

- Duplicitni MACs v ruznych different
vApps vyzaduji izolaci na L2

. Edge
- Duplicitni IP adresy vyzaduiji izolaci na
L2/L3 (NAT na externi IP adresy)

Uziti vApps znamena explozi v poctu
izolovanych L2 segment(
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L3 propojeni

- Edge Gateway moznosti:
vShield Edge
Virtual ASA

- VPN nebo NAT u edge
gateway

- Mnoho segmentu nepotiebuje
L3 funkcionalitu

VLAN\A

VApp

VXLAN 1

App WEL Edge
VM VM Gateway

VXLAN 3

VXLAN 2

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserve

Default gateway
interface

NAT
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VXLAN zapouzdreni

- Ethernet over IP overlay network - Tunel mezi VEMs
Cely L2 frame zapouzdien do UDP VMs nevidi VXLAN ID
50 bytes overhead . . ..
y - |P multicast je pouzit pro L2

broadcast/multicast, unknown

- Obsahuje 24 bit VXLAN Identifier
unicast

16 M logickych siti
- Technologie nabidnuta IETF ke

standardizaci

With VMware, Citrix, Red Hat, Broadcom, Arista,
and Others

- VXLAN muze prekracCovat hranice Layer 3

Outer | Outer Inner | Inner | Optional Original
Out Out Out Out VXLAN ID
il Bl Bl e MAC | MAC | Inner | Ethernet

mac | mac )
go2.1a| PDA | iPsa | upbp | (24 bit
pA | sa 2 (24bits) 1 °50" 1 "sa | 80210 !  Payload

VXLAN Encapsulation Original Ethernet Frame



Princip VXLAN

VXLAN port vypada jako port
virtualniho switche a VXLAN je

prezentovana jako Port Group & L =2
I L

Forwardovani podobné Layer 2
bridge: Flood & Learn

VEM se uéi VM’s Source (MAC, Host VXLAN IP) tuple

Broadcast, Multicast, and Unknown

Unicast Traffic
VM broadcast & unknown unicast data jsou posilana VEM 1 VEM 2

jako multicast Nexus 1000V
Unicast Traffic

Unicast zapouzdien a poslan pfimo unicastem na cilovy
hypervisor podle VXLAN IP (Destination VEM)
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Broadcast, multicast, unknown unicast

* Blue & Red VXLANSs sdili 239.1.1.1 Multicast
Group
* VV8echny servery v Multicast Group 239.1.1.1

« Zapoudieni v Blue VXLAN ID VEM zahodi, protoze neni VM s
» Multicast na servery: Multicast Group Blue VXLAN ID
239.1.1.1

Broadcast odeslan vice serverim
Broadcast doména je vSak respektovanav logické siti

B-DC1, Connect 2013 © 2009 Cisco Systems, Inc. All rights reserved. 56



RozsSifovani segmentu pomoci VXLAN

Logicke sité napfic L3

- 11— Yy . _quf ===

i 1 1
VM VM VM VM VM

I /

v v

_=

Vyuziva vSechny spoje v
Port Channel s UDP

Rozsirovani pridavanim PODU



S
Shrnuti

VXLAN je technologie vhodna pro
masivni vyuziti oddelenych VLAN s malo uzly
prostredi virtualnich pocitacu
multitenant prostredi poskytovatell laaS cloud FeSeni

L3 rozhrani dnes pouze na SW zafizenich

Vyzaduje specifické vlastnosti SW switche v hypervisoru
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Reseni Cisco Unified Fabric
sité s prehledem o VM / cesta ke cloudu

n” OBTIZE PRI VIRTUALIZACI SERVERU

"M \s ; |
e "\Mg 1. vMotion presouva VMs mezi
: N

fyzickymi porty—sitova pravidla se
musi pfizpusobit

2. Chybi vhled nebo aktivni pravidla
pro lokalné prepinana data

::jl 3. Jsou nutna delba prace pfri
nastavovani bezpecnostnich
|..c.|.s.é.°..g L enies pravidel mezi spravci sité a serverd
: fyzické rozhrani
pfepinace
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Sité s prehledem o VM
VN-Link — infrastruktura pro VM

o T

SERVER

Nexus 1000V — v souladu s IEEE 802.1Q

= ==n

SITOVE ZARIZENi SERVER

Virtualizace sitoveého rozhrani
(Cisco VNTAG technologie - IEEE 802.1BR pre-standard)
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Sité s prehledem o VM: varianty

Nevirtualizované

S
: SR s VMDirectPath
\ aplikace / Virtualizované aplikace

B-DC1, Connect 2013

VM VM VM VM VM VM VM VM

N

VN-Link v SW VN-Link vHW  VN-Link v HW

© 2010 Cisco and/or its affiliates. All rights reserved. 62



Sité s prehledem o VM

Nexus 1000V

Software Hypervisor Switching
Tagless (802.1Q)

Pruznost

Nexus 55x0

External Hardware Switching
Tag-based (Pre-standard 802.1Qbh)

Vykon, konsolidace

Naxus 1000V
Hyper\_Iisor

/
Nexus 1000V :

atfoanla,
cisco

Konektivita VM
definovana pravidly

B-DC1, Connect 2013

Mobilita sitovych a
bezpecnostnich pravidel

© 2010 Cisco and/or its affiliates. All rights reserved. 63
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Cisco Nexus 1000V
Rozprostreny virtualni prepinac

Server 1 = Nexus 1000V zdokonaluje
i vM T VNV B vl GOR BIR (Vi prepinani pro VM pro
; I #  VMware ESX
PSSO P ) .
f':-.'.'se'o_ Nets TU00 Y0V dises Q//ﬁsﬁ?nf’t' Cisce

= Vlastnosti pfipojeni podle
definovanych pravidel

= Mobilita sitovych a bezpeénostnich
pravidel

= Provoz bez pferuseni

= Vidielnost a pfipojeni
béhem VMotion

Server 2

Lepsi vyuziti vyhod virtualizace servert

64
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Architektura Nexus 1000V

Server 1 Server 2 Server 3

e @ EE | e
7 #2 #3 #9 #6 # #9 #10 #11 w2

mm
Cisco

e
Cisco

e
Cisco

Vi)

mm
Cisco

Nezeus 1009V DYS V=)

VMW ESX VMW ESX

AN

Virtual Supervisor Module (VSM)
Virtual Ethernet Module (VEM)

(&) vmware:
= Zdokonaluje vlastnosti pfepinani na i
hypervisoru NEXUSH000Y; Virtual Center

= Kazda VM ma vyhrazeny port el
prepinace L l

- Soubor VEM = 1 DVS VSV
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Inteligence pro virtualni sluzby
vPath — Virtual Service Datapath

Virtualni reseni

ASA 1000V vWAAS VSG

VSG _ I Bl
* Virtual Security '_’-' E

Gateway NX-OS

VWAAS Control
« Virtual WAAS Plane
ASA 1000V 1 B
- Virtual ASA =1 =
(Q\| o
— —
vPath
Virtual Service Datapath
VEM-1 VEM-2
- Navazani sluzeb (Fizeni toku dat) m m
- Odlehéeni provozu: Fast-Path Hyperwsor Hyperwsor

. Znalost VXLAN

- Service Chaining (vPath 2.0)
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VSG a ASA Service Chaining :
Klient pristupuje zvenku k VM chranéné VSG a ASA

[VM] [VM] ‘vm| (wvm| [ vm |
@‘nj
VSG

(vm | (wm | [(vm]| [(vm]| [wm]|] {vm] [vm] [ wm|

fo)
»’l\”@
Nexus 1000V nsiaek

Rozprostreny virtualni prepinac¢

Dutside seeesus#
ASA
1000V

= ASA v cesté dat
(1) Pocatecni tok paketl S— \Path Encap links
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VSG a ASA Service Chaining :
Klient pristupuje zvenku k VM chranéné VSG a ASA

4. VSG Pravidla zavedeno do VEM

(vm ] [vm] v Jo v S v @ VSG

[VM] [VM] [VM] [VM] [VM] (vmll (vm | | vm |

vie

Inside vl
Nexus 1000V vPath B &)
Rozprostreny virtualni prepinac Sutside sy
ASA
1000V

S——— Path Encap links
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VSG a ASA Service Chaining :

Klient pristupuje zvenku k VM chranéné VSG a ASA

[ - ] [ - ] — ] ) \Ij;ll\incy offloaded to
SliiEl vsSG
[VM] [VM] [VM] [VM] [VM] rVM}rVM‘

Nexus 1000V

Rozprostreny virtualni prepinac¢

Inline
Enforcement 1000V

- +Tok dat po prvnim paketu

Ss——— vPath Encap links
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N
Cisco Strategie: Multi-Hypervisor & Multi-Orchestrator

Podpora platforem:

(&) vmware Microsoft cloudstack
Sprava Cloud i Cloud Director/
g prostfedi o AC M System Center Open Source
Virtualni sitova NSM NSM NSM NSM
infrastruktura <y vPath | vPath vPath
Nexus 1KV ' - / . ~ 3
[ Open Source
Hypervisor vSphere Hyper-V ()Qen, KVM)
Integrované systémy (FlexPod, Vblock, VSPEX)
Virtualizovana SERVERY Sit STORAGE
infrastruktura

UCS Blades Nexus 1000V
UCS Racks Nexus 2/3/5/6/7K

MDS
Partner Products (EMC, NetApp)

B-DC1, Connect 2013 © 2010 Cisco and/or its affiliates. All rights reserved. 70



U
Cisco Intelligent Automation for Cloud

)
D
O\ (E Mo 1 o ) &
Cisco Self Service portal Hybridni cloud 3
. . S
@l Intelllgerrt « Siroka orchestrace ®
Automation  Rozsifitelny servisni katalog @
3 For Cloud * Integrace s nastroji pro provoz a spravu ) <
> %
-2 Network 5 . vCloud Director cjoydstack || ©
o 3. Services c|o| ’p|a Sprava ~ MSCVMM RHEV-M <
2 g Manager infrastruktury openstack Multi-Cloud o
S & — — — | §
g-‘ Data Center Compute Network Storage Custo_mer . - _
= Core Network & CiTRIX
WAN UCS ‘y.- (&) vmware
_ %- ﬁ . N ‘ redhat.
VSPEX S SE Virtualni
. JU y '.':Iuls'élc;' Fyzicka instrastruktura Infrastruktura
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