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У   

Уȁ ѐ н  

    н̆ а ̆ аӨ ὡҩӝԏ ̆ з ֶ

̆҂ ҩ ̆ὲ У ᷁ Ὧ Ȃӱ Ԉ

Ӈ ⁮ ӭ ︢ Ȃ 

    н ѐᴐ ̆ ̆

н ѝ ӊ Ἴ нȂ ̆ ұ

н   ̆ Ԉ н ὰ ̆ ѝ

֒Ȃ 

  30 ̆ѐ н ҩӱ ⁮ ȁӱ ⁮ ȁӱ У⁮

ἷȁӱּ ⁮ Ԇ а Ȃ н ὤ Ἴ ȁע Ἴ

ע ӊнȂ ѐ й ѐ ᴁ҂ а Э ὲ̆ й

֙ 2000 5.1% 2007 9.9%Ȃ 

  2008 ѐ ֶ Ѭ ⁮ У

Э Ȃ ̆2008 ֝н

‾ 2007   Ю ̆

а 2007 Ȃ 

  2009 ѐ н ⁮ľ Ŀ̆ ȁ Ԉ УҾ

ᴼ н а ὁ ⁮ ת̆ н У ѐ

̆ ѐ ὤ ̆ ӝᵛ Ȃ2009 ̆ѐ ֶ

125342.7Ӣἷ̆ 2008 15.5%̆  Э ̆Ю

□Ȃ 

  2009 ̆ѐ ֝н ╗ ҩ ᵏ ȁ ѐ ȁ

╒ӝעִ ȁ ᴂ ȁ ╒ а Ԉ ᴂ ̆︢

֝н Ҭ╒Ȃ ѐ □ ӱ̆ 2009 Ю ̆

УҾ ╒ ֝н ҩ ̆ ₥ ᶕ

̆ ֬Ȃ ‡У ѐ ִ

ľ Ŀ̆ 2009 аӨӱ ῏ ̆ὲ Ԉ ╗

Ȃ 

2010 ѐ Ӱ ᶑ ̆ н Ȃ

ѐ ӊнȁ3Gӊнȁᾚ ╟ У Ȃ ̆

̆ ╟ ╨ ֳ ̆ ᾃ ̆ н

э ‾ □Ȃ 

₥ н ў ѝ ȁ ȁ ȁжн ȁ

ж ȁ ѐ ȁᵳ‾ ȁ ȁӶẏֶ 17 Ȃ Ҿ ̆

ὤ Уᴇע ╗ ̆ н ἷע □Ȃ

╗ὡWTOԈ ̆ ᾃ а ȁ ὡ

֬ ╗ ̆ Ҭ ╗ ̆ ע
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╗ ̆ н ҩ ₥ Ȃ 

 

үȁ ѐ н □  

ұ н ѐ ᴁ̆ ︠үҷ ‚ѐ҂  ‟  

Ȃ ΰ ѐ н҂ Ю □̔ 

1. н╗ б  

  WTO ̆ н   ȁע ȁᶕעֶ ע

Ԇ Ȃ У ‟ ľ῏ Ŀ̆ У ̆ ᾃ

ע □ ╗ Ȃ 

   2. н ֶ ѐ ᴁ ╗  

н ₥ΰ □̆ ╗ ̆ ֶ

Ȃ ӊн ֶ̆ н ╒̆ᵷ שּ ̆

ᶑ ӝ ֳ ὤ ȁṌ ̆ ȁ ֶ ֗Ȃ 

3. ȁ ᴇ ұ  

  ╘ ╟ ֒ Ԉ ѝ ̆ ̕

ѐ ╡╒ שּ ѐ Ȃ 

4. ╗ ὡ̆ ѐ У  

  2006 ὤ 500 ѐ̆ ȁ ѳ ֝н н ὡ

430Ӣ ἷ̆ ᴐѝ Ȃ ӊн ₥

ѐ б ת̆ ҂ Ȃ ӭ У ̆

ӊн ўᴇ ╗ ἷעȂ 

  5. У ̆ н ‫  

  2006 ╘ ҷ Ὥ ҩȇ ᵷ ѝ ╕ Ȉ̆ ὲ ѐ

н ֶ ὤ ҩȇ ᶕᵷ Ȉ̆ ╘ ҷ

ҩȇὯұ ̖ ᵷ ѝ ╕ ̘ Ȉ̆ ὤ

а ᵷ ѝᴐҩ Ȃ 

  6.ᾚ ᾚ ὡ╗  

  ᾚ ὡ ╗̆ᾚ ғ╒ У ̆ У Ȃ

̆ ᾚ ᴇ ‫ ľ̆Ъ ︢҄ Ŀ

ҩᾚ ̆ᵳ‾ҩᾚ ̆ ₥ ұ ע ̆ᾚ

ὡ Ȃ 

  7. Ԇᶕ У  

  2007 Ԉ ╘ ╒ ӊнᶕ ̆

ȁ ȁ ╘ Ԇ ̆ ╟Ӈ ȁ ╘╖ ȁ ⁸ ȁ

… ̆ У ᴂӇ ̆ Ȃ 
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  8. н ᴐ 

⁮ ȁ Ȃľ︠УҷĿ ‚  ľ

ȁ ֶĿ̆ ӊн ╗Ὧ ȁ

‾ ȁ ᶑ Ȃ 

 

Ьȁ ѐ н ᶕ ע  

б ֝н ȁ ᶕ ע ̆ н

ᶕ ע ᴂȂ 

ԏ╗ὡWTO ̆֝ н ᴐ ұ ̆ע ᾱ б

н ᶕ ע Ȃ ‾ ╘ Ԉ╗ н ע ֬Ȃ‾

ҵ ֝н Ԉ ȁ ȁ ̆ὲѐ ў ╗

╗ ᶕ ֝нᾃ ᶕ Ԉ̆ᾃ ᶕ ע

╘Ȃ ╗ ὡ̆ ֝нᶕ ֒Ȃ ֝нᾃ

̆ ֝н ע ̆ ╗ Ȃ 

̆ нᶕ (IIS) ȁ ᵏ (GOS) ᾱ (OSS)̆

ᴳ֝н ╟ѐ ‍ ᶕ ̆ ῆ нᶕ

₥ ̆ ὁ ╟  ᶑ̆ ̆ ᴂ ̆

֝н Ȃ 

ᶕ ע ӝ ӑӨ ӝ ̆

╘ ӝ Ȃ ╘ӝ нᶕ ע

֒ѮЎ ̆ ּ ӝ ѓ ת̆ а

Ȃ ̆Ὠֳ а ̆ ╘ ȁ

ᾳԈ ѝ Ѳҩ ̆ ҂ ҩ ╘ Ȃ ᴉ

ίȁ Ὧӝ ̆ нᶕ ע ╘Ѯ Ȃ 

нᶕ ע ҂ ⁮ԈЮ ̔ 

 ̧ ᶕ ע б֝н ̆ѝ ֝н Ҭ╒ ╘ 

 ̧ ᶕ ע ̆ бᶕ ҵ

ᴐὭ  

 ̧ ᴇעȁ ע н╘ ‚( н╘ȁ н╘ȁ н╘) ᶕ

ע ‚ 

 ̧ ᴇ ̆ᵷ ῆᶕ ע ̆Ԉ ̆עִ

ὤ  עִ

 ̧ ᶕ ע  

 ̧ ֝нᶕ ע Ὧ ̆ў ̆ ᵏ

ȁ ὤ ὤ  

 ̧ ίжн ӝ  
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ȁ нᶕ ע  

ῲḆὲ ִ□̆ѓ ӊ ̆Ԉ ȁ ȁ ȁ

э ╖ ѝ н ᵏҩѓ ᾱ ѝ̆ нᶕ

ע ὡҩ ἷ ̆ Ю̔ 

1ȁжѝ н ὤ  PCĬ ὤ  

ӻ н (PCI) ᾱ ж ұ ὤ ᶕ ̆ж

ѝ ᾱ  PCI н Ȃ 

╠Ю̆ эӝ ⁮ᶑ ӱ̆ ╠

ᴃ Ȃ ̆ ╠ ̂ ̃ѐ

ὤ Ȃ 

Ḇ╠ ᾱ ̆ έ ̆ ᵳ ῆ ̆ע ᵑ

Ȃ 

2ȁҵ  

Ԇ н ֶѐ̆ ₥ ̆ з  

Ȃ ̆ У   ╟ ̆

Э ҂ Ȃҵ ‾ ִ□ᴳ ѝ

ӭ Ȃ ╠ ̔ 

 ̧ Ԇ ╟  

 ̧ б У  

 ̧ б שּ ᴐ 

 ̧ ᶑ ὤ 

 ̧ ‾ ᴇ ᴂ  

3ȁ  עִ

╠ ȁ ᴇ ╒Ȃ Ԉ╗

Ѯ ᴐ̆ Ὥӎᶕ ȁ ҃ ѐ ᴧ Ȃ ᴐ̆

ᵷ ӝ б ̆ ῏ Ȃ 

4ȁ ᴇ  

У ӹ̆ԏ ȁ

╘Ȃִ ╘ ᴁұᴉ ̆

ѝ ᵏ Ȃִ ᾃ ╘ ӊ ̆ ӕ

‎ ╗̆ӱ ȁ ᶢԈ Ȃ 

ִ ╘ … ̆҂ Ȃ 

5ȁ ᴇ  

н╘ ╟ᴐ ̆ … ̆ а ע ᾰͅ
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╘ ╗ Ȃ ᴇ ╠ ‚   ╟̆

ᶑ ҂ ᴐ Ȃ ᾱ ╠ ᴂ IT 

ѐ Ȃ 

Ю н ᾱ ҩ ѝ Ȃў ꜛ  ̔

 ̧ н ᾱ  

 ̧ н ὤ ᾱ  

 ̧ н ᾱ  

 ̧ н У ᶕб ᴐ 

 ̧ У н  

 

 

ᶕ שּ ѐ ֝н ѐ ֝н

̆ ̔  

English ̔www.cisco.com  

ѐ ̔www.cisco.com.cn 
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ү  н ᾱ  

Уȁ н  

1.1 н ᶕ  

ӱ 80 Ԇѐ ̆POS ȁ ȁ ȁ ұ PC MISȁ

╘ ֒ȁ ӊ ὡ н Ȃ ⁞ 90 Ԇ ̆ԈἽ

ȁ ȁ ȁInternet ѝ ᴇ Ԇ ȁ ȁ

⁮ Ԉ̆ ЬԆ POS ⁮ ֝нѝ ̆ ⁸ н

ӊ ӊ ERP ֒ ѝ Ȃ 

нᶕ έ ╖ ̔ 

 ̧ ̔ ȁ ὤ Ȃ  

 ̧ ̔ ȁ ᵏ ὡ Ȃ  

 ̧ ‚ ̔ ‚ȁ ȁ ‚ Ȃ  

 ̧ ᵏ ̔ ȁ ȁ ȁ Ȃ  

 ̧ ̔POS ȁ ֓ ᵷ Ȃ  

 ̧ ╘ ̔ ╘ ȁ ȁ ╘ Ȃ  

 ̧ ӝҮ ̔ӝ ȁ ᴁ Ȃ  

 ̧ ‍ ̔ ‍ ȁ Ȃ 

 

1.2 ₥ нў Ю̔ 

нн╘ (MIS:Management Information System)̔

ȁּש ѐ ‍ ‍⁞ ȁּש ѐ ‍

н╘Ȃ э IT Ȃꜛ ҩў н╘ ̔ў ȁ

ȁ ȁ ֓ ȁ ȁ ȁ ȁ ȁ

Ȃ  

ᵏ (SCM:Supply Chain Management)̔ н╘ ѐ ѐ

Э ̆ ὡ ע ̆ѝᵏ Ю ᵏ ╘Ȃ

Ԉִעᵏ ȁ῏ ̆῏ ̆Ἱ‍‾ ᵏ Ȃ 

Ὧ (CRM:Customer Relationship Management)̔ ‎Ὧ ֶ

ғ □̆ѝӹԏ ᵏ ╘̆Ԉ Ȃ  
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(LIS: Logistic Information System) ̔ Ӷẏ н╘ὤ

╗̆ע ȁ ȁ ᴂ ȁ ᴂ ̆

Ь ̆ѝ֝н… ‾ ѐ Ȃ  

 

╕Ὠ ע╟ (OA:Office Automatization) ̔ ̆ ⁞

שּ ҩ⁸ ȁӝ Ȃ ╕Ὠ ע╟ Ԉ Ὠ

̆ Ԉ ╠ Ȃ  

ӝ╒ (HRM:Human Resource Management)̔֝н ̆

ӝ Ȃ ᴉ ╟ӝ ᴐ ̆ ӝ ᴳ ̆

ᴂӝ╒ ѝ֝н Ȃ ӝ╒ ╠

ᾱ Ҿ ╒ έȂ 

н╘ (BPT:Business Process Trainning) ̔֝н а ӝ

̆ ᴉ н╘ӝ ᾱ Ȃ

н╘ Ԉ ╠ӝ╒ ӝ н Ȃ 

 

1.3 н  

₥ н ў ꜛ ̔ ȁ ȁ

ὤ Ȃ ̔ 

 ̧ ὤ ̆ б‍ ̕ 

 ̧ ὤ ̆ ᶑ֝н ̕ 

 ̧ ѝ‍   ӝ ᵏ IPSec SSL VPN ̕ 

 ̧ ᵏ ̆ ̕ 

 ̧ ᵳұ ̆ ‾ұ ᶑ Ȃ 

 ҩ Ȃ 

̔ 

֝н Ӱ ѝ ‍ ᵏ У ᴇ  

ὤ ȁע ╘н:ע Ԉ ֗ᴉ ȁ֗ᴉ ̕ Ԉ ֗ᴉ

ὡȂ 

ᴐ̔ ᴐ έ н╘ ̕ ҂ Ԉб֝н Ȃ 

̔ ע IT Ԉ ῏ ̕ ᵏ Уע ╘ᴇ

 

 

‍ Ὧ ̔ 

 ̧ н  

Â POS  
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Â б  

Â У ᶕ  

 ̧ ᵏ ὤ ᶑ  

Â ὤ  

Â Ὧ ╗  

Â ᵏУэ  

 ̧ ╟ ᴐ ᴐ  

Â ╟ ὡб  

Â  

Â ᵏ ὡ  

 ̧  

Â У Э ╘ 

Â Ԉ ұ  

Â ╗ ע  

 

үȁ н ᾱ  

    н ў ‍ѝЬэ ‍ȁ֝ н ȁ Ӷ ̆

Ь ‍ ҵ ̆ ᶕȂ ѝ н Ȃ 
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2.1 н  

֝н ̆ н ̆ э ȁ

̆ ᵏ ᶕ ӇҵȂ ̆ ұ ᴐ ̆ ᴐ

Ȃ 

‍ѝ ȁ ὡ ע ̆ ‍ѝ

ЪἺ ︢Ἲ̆︢Ἲ Ἲ⁮ ̆Ὧ ᴁ ᾕᴍ ̆ Ӈ Ӈ

֙Ȃ ╖ ̆ ὡ έ Ӈ ╖ ̆

ᾕᴍ ֙ V̆LAN Ԉ ̆ э ЪἺȁ︢Ἲ

Ἲ Ȃ ў ִ□ ұὲ ̆ ע ἵ

ȁҩ Ȃ 

  ̆ ұ э‍ ̆  ̆

IPS ᶑ ὤ ̆ѝᶑ Internet ̆

ч ̆ ᾕᴍ ֙Ȃ 

̆ ̆ ΰ PC ̆

҂ Ԉ Э PC Ȃ ̆ ̆б Ѯ

⁮ VPN ̆ ὤ ҵ ȂPC ̆

҂ ‍ѝү Ь ̆ Ȃ 

Ӷ Ӷ̆ ᵏ ᾰͅ ҂ ע

̆ Ȃ 

 

ע 2.2  

 ̧  

Õ ȁ‍ ὡ б ȁ ὡ  

Õ Ӈ ̂ ᾶ ̃ 

Õ Ӈ  

 ̧ έ ╖ ̆ ‍ έ ╖  

 ̧  

 ̧ ὡᵩ ̂IPS̃  

 ̧ ע  

 ̧ ЪἺȁ︢Ἲ Ἲ  

 

ὴ ע ѐ̆ ֒ ҵ ̆ ᴐ Ȃ ұ
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֒ ᵑ ̆ ̆ з Ȃ

֒╗ έ Ԉ ᵏ н╘ Ȃ ̆ ľ

Ŀ Ȃ ᴂ ӱ̆ ῏  

ΰ Ȃ  

ὤ ҂ ᾕᴍ ת̆

а ᵏУ Ȃ ̆ὤ ҂ ̆ᴳ

Ԉ Ȃ ̆ ̆ע ҂ ╗ҩа

ȂԈЮ ὲӹў ̔ 

 ̧ ѝ ᴳ ֒╗ н╘ 3  (L3) Ӈ Ȃ 3

ִұ 2 ὲӹ ̆ ѝ ̔ 

Õ ᵏ Ȃ 

Õ ῏ Ὧ ҩ Ȃ 

Õ ҩ ‾ Ȃ 

 ̧ ѐᴳ ᾕᴍ ⁮ L3ҵ ̂Ь ̆а ̃̆ ѝ

ӊ ȁ Ȃ 

 ̧ ὁ L2 L2ᾕᴍ ̆ (STP) L3 ֒ ᴇ

Ѯ Ȃ 

 ̧ ע ᴐ ̆ᴳ ֒ аֶ Ȃ

֒ ҂ Ԉ ֒ ̆ а ѝ ֒ ᴐ

Ӈ ṃ ᴐ̆ ὤ Ȃ 

 

 

ὡ ᶑ̆ а Ὧ Ȃ ̆

… ̆ ὡ ᵏ Ȃ ԈL3

Ӈ ̆ ᴳ L3Ӈ ̆ ὡ ᴳ L2 ╘Ȃ

ȁ ╘ (QoS) ұ ў Ȃ  

ч ᵏ̆ꜛ ӱ ⁮ Ԉ ӱ

ὡ ⁮ ̆ ᵏ Ȃ

ᾕᴍ ̆ ‎ ў ᵑ ֒ ̆ а ұ

֒ Ȃ ұ Ҿ╖ ̂ ֒ѐ ̃ έ Ȃ  

L3 ‍ ἵ ‾ ӱ ⁮ ч Э Ȃ ᴳ

Ὧ ̂GLBP̃ ȁ ֙ ̂HSRP̃ ᾕᴍ

̂VRRP̃ ᵏ ὯᾕᴍȂ Уэ ̆аֶ

б Ὧ Ȃ  

Ԉ ὡ ⁮ Э ᴳת̆

GLBP ȂGLBP ᵏҩ HSRPנ ᾕᴍ ̆ ἵ ὡ

‍ ᴐѝ Ὧ Ԉ̆ᵳ чэѮѐ Уэ
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Ȃ 

ὡ  

ὡ ȁ IP ὡ У Ȃ ὡ ѐ Ӈ

чэ Ӈ Ԉ ᾕᴍȂ б Ӈ Ѯ L3 ̆

‡аֶ  ̆ Э Ȃ  

ὡ ̆ ֶ‚‍VLAN̆ ұ̔У ὤ ̆а VLAN

а Ӈ ̆ Ь ̆ ̆ У Э╗ ҩ

̆ ὡᵩ̆ ҩ ὤ Ȃү ᶕ ‚̆‍VLAN

̆ ̆ ‾ұ ̆ ⁸ УэVLANᾃ ̆

ᴳ ұ ȂЬ V̆LAN Уэ Ӈ

ѐ У ̆ ᴳ Ԉа Ӈ ⁸ ӑ

╟⁮  ѐ У Ӈ Э̆ Ӱ ұ ̆‡

֗ᴉ Ȃ ‚‍VLAN ̆ VLAN ұ ̆ эVLANа

Ȃ  

Ṍ ὡ ᵏԈЮ ў ̔ 

 ̧ ֒ ̂HÃ  

 ̧ IP ᵏ ̂POẼἵ ⁮

ѐ̆ ᵏ WLAN Ȃ 

 ̧ ╘ 

 

ὡ ֒ ꜛ ̔ 

 ̧ ᴳ ᾕᴍӇ ᾕᴍ ᾕᴍ̆ѝὯ

ᵏ Ȃ 

 ̧ ᴳ ⁮ᾕᴍ ̂ᴳ GLBPȁHSRP VRRP Ӈ ̃ ᷁

Ὧᾕᴍ̆ ў Ӈ ‎ Ȃ 

 ̧ ̂Ԉ 802.3ad̃ ᴐ ̆ ᵏ

‾ ̆ ᴂ Ȃ 

 ̧ ᴳ QoSѝὯ ֗╘ ‍ ִἼ ӱ̆ ὡ

‍ Ȃ 

 ̧ ὤ ╘̆ 802.1x, ȁ ὤ ȁDHCPɯ ȁ╟ ARP

IP ᶑ έ ╗ ὤ ̆ӱ Ȃ 

 

Ьȁ н ᾱ  

ᾱ ў ̔ ︢Ἲ ЪἺ̆ Ἲ ︢Ἲ ̆
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Ь Ӈ ̆G ж ұ ̆ Ἵ

̆ ᵏ ╒ Ȃ  

Cisco Catalyst 6500 4500ᴐѝ Ӈ ̆ ᵏ э︢

ἺἽ ̆ б Ӈ ̆ᴳ э ︢Ἲў Ȃ ̆ѐ Ӈ

₥ Э̆ ὡЪἺ Ἱ̆‍ ҩ

Ȃ  

̆ Catalyst 3750 3560Ӈ ̆ Ἵ ︢Ἲ ‍⁞Э

⁮ Ӈ Catalyst 6500 4500̆ ֗ У а

Ȃ 

ὡ ̆‍⁞ Catalyst 3560 2960 Ӈ ̆б Ӈ

̆ 10/100/1000 Mbps ⁮ ̆ з Ȃ ̆ ὡ

Ԉ 300 ‟Ӈ Ȃ 

300 ‟ э Ԉ Ӈ Ȃὲ ꜛ 8⁮48

э Ԉ Ԉ 10⁮52э ︢ἺԈ ѝ̆ ὡ ᵏ

ҩ Ȃ 300 ‟Ӈ έ ȁ ȁ ὤȁԈ

ὤ ╖ ̆ ̆ έ ұ

̆ Ἱ‍ ╘ ִ□Ȃ  

̆ 7600 ‟ȁASR1000‟ ISR

3900E ‟ Ȃ ȁӶ ISR800/1900/2900 ‟ ̆

RV ‟ Ȃ 

RV ‟ ̆ὤ VPN ╖ ̆ ̆

Ȃ ᵏ4 8эӇ ̆҂ WAN ᵏ Ȃ 

ᾱ Ю̔ 

 ̧   

Ѯ ֒̆

ᵏ ᶕ Ѯ ҵ ̆Ԉ ѓ Ȃ 

 ̧ Ἴ  

Ἴ ȁ ᶕ ̆ᴳ ȁ ȁ ẹ

ᴇ ̆ ұӇ Ԇּ ұ ̆ ҩ

ּ ̆҂ ᶑҩ ӊ ΰ ᾃа Ȃ 

 ̧   

‫ аӨ ⁮ҩ ּ ̆ Ἱ‍ ҩ ᾕᴍб ̆

У ѐ ̆ ֶ ᴐ̆ ‡ ҩ ̆

ҩ Ȃ 

 ̧ ὤ   

 Ҭ ӭ ̆ ὤ Ȃ

ѐּ ᶕ ̆ У ᶑ ὤᶑ ̆
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̆ ш ὤ Ȃ 

 ̧   

̆ ╗̆

̆ע ҂ Ȃ ӝ╒ ╒ Ү

Ἴ ὡ ў̆╟ ⁸ ӑӨ ̆ з ‍ ̆

ҩ Ṍ ᾳȂ Э ̆ ὲ ұ ̆

ᴂ ̆ᴳ ὡ ⁮Ү ╖᷁ Ȃ 

 ̧   

ѝ ᵏ Ȃ

ȁн╘ ̆ а ὁ Ȃ ע

ע ӊ ̆ ѝ ᵏ ╒Ȃ  

 ̧ ᴇ   

ұ ֶ ȁ ȁIP ᴇ ̆ ּ

аᾋ У ҩ̆ ᴇ ּ ѝй □Ȃ ұ ̆

ᴇ Ȃ ̆ ᾳЮ̆ѓ

QoS ⁸̆ ̔IPִἼȁ ȁ ᾃ עִ ᴳ

ᴇ Ὧ н╘ ⁮ ᶑ Ȃ  

 ̧   

ҵ ̆Э а ̆ ּ ⅍ ̆

҂ ╗ ̕ שּ ᴇ ̆ ȁ ҂

Ȃ ֶ̆ ̆ н╘

̆ ȁѐ Ȃ ҂ УҾὯ н╘

֒Ȃ 

 

ȁ ѐ  

 ̧ ̂ч ̃  

ӊ ‟ ӊ  

Catalyst 6500 ‟Ӈ ȁע  ȁ Ӈ  

Catalyst 4500 ‟Ӈ ȁע  ȁ Ӈ  

 ̧ ̂ч У ̃  

ӊ ‟ ӊ  

Catalyst 4500 ‟Ӈ ȁע  ȁ Ӈ  

Catalyst 3750 - X ‟Ӈ  ЪἺЭ Ь Ӈ  

Catalyst 3560 - X ‟Ӈ  ЪἺЭ Ь Ӈ  
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 ̧ ὡ ̂ ̃  

ӊ ‟ ӊ  

Catalyst 3750 - X ‟Ӈ  ЪἺЭ Ь Ӈ  

Catalyst 3560 - X ‟Ӈ  ЪἺЭ Ь Ӈ  

Catalyst 2960S ‟Ӈ  
ȁЪἺЭ ︢ἺӇ

 

Catalyst 2960 ‟Ӈ  ︢ἺЭ ἺӇ  

SG 300 ‟Ӈ  ︢ἺӇ  

SF 300 ‟Ӈ  ἺӇ  

 

 

 ̧ ̂ ̃  

ӊ ‟ ӊ  

7600 ‟  ֝н ̆  

ASR 1000 ‟  ֝н ̆  

ISR 3900 ‟  ֝н ̆  

ISR 2900/1900/800 ‟  ‍ ȁ ̆  

RV ‟  ‍ ȁ ̆  
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Ь  н ὤ ᾱ  

Уȁ н ὤ  

̆ н ᶕ э֝н ̆ ὤ

Ȃ֗ᴉ а х ֶ ⁮ ̆

⁮֝н ᶕ Ȃ ὲ н ᶕ У ̆ нᶕ

ѐ ї ὤ ֶ ὤ Ү Ȃ 

Э ⁮ н ̆ ὤў ᴇ ԈЮΰэ У̔ȁ

‍ ҵ ὤ̆ н ‍ б ҵ ȁ

ὤ ּ ȂүȁInternet  ὤȁЭ ὤȁ ֒ ὤ̆ н

ᴐ Internet ̆б ֒ ȂЬȁ ὤ̆

ѐ ᾃ  ̆Ԉὁ Ȃ ȁ ѐ ὤ̆ ᶑ

ὤ̆ ὁᶕ Ṟ ȁᶢ Ȃ 

 

үȁ Уᴇע ὤ ᾱ  

2.1 Cisco ASA 5500 Уᴇע ὤ ᾱ  

Cisco ASA 5500 ‟ ᵏҩУэ ұᴳ ὤ Уᴇע ᾱ Ȃ

ҩ ȁὡᵩᶑ ȁAnti - X VPN╖ ̆ ⁮ ᶑ

Ἱ ᶕ Ȃ ֒ȁ ֒ ὲӹҵ ̆ ӊ ⁮

ҩ ȂIT ӝ ҂ӱ ֒ Ԉ ֗╘ѐ   Ȃ

ѐ ╒ н╘̆ ѝ Ȃ 
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̔ASA 5500 ‟Уᴇע ὤ ᾱ  

Cisco  ASA 5500 ‟ ᵏҩὤ Ὧ ὤ VPN ȂῲḆὲ

Anti - X ╖ ̆Cisco ASA 5500 ‟ ὡ н╘

₥̆ Ὧ ԏ Ѯ Ȃ Ҿ ╘҂ ⁮ ὡ ̆

ᵏУ VPN Ȃ 

ḣ ᶕ ȁ ѝ C̆isco ASA 5500 ‟ ұCisco PIX 

ὤ ‟ ѮЭ̆ а ̆ἵ н╘

ὡȂῲḆὲ ⁸╖ ̆ ᾱ ⁸

ּ ̆ ѝ ԏ ֶ ὤ ̆ ⁮ Ȃ  

Ἴ Anti - X ╖ ̆ ᾃ ὤ ⁸ ὤ ╘ (CSC- SSM)

ᵏ Anti - X ╖ ̆Cisco ASA 5500 ‟ ᵏҩὤ ᶑ

ὤ Ȃ 

֒̆ ֒ ҵ (HTTP FTP) ֒

ὡ Ȃ Ὧ ֒̆G IT ӝ ᾋ

֒ ̆ ӊ Ȃ 

֒̆ ֒̆з ᴂ̆ ╠ұᶑ ֒

̆а б ȁᵏ ᴐֵט ᶕȂ 

̆ ѐ ̇ҵ

Ὧ  ̆ᶑ ᾃ Ȃ ֒

Web ̆ ᾋ ֒ ᴐ̆ ╠ұ

ᶑн╘ Ȃ 

 ̆   ᶑ ̆ Ὠ

эӝᶕ ̆Ԉ Ȃ 

Web ὡȁ ֒(SMTP POP3)Ԉ FTP ᶑ Ȃ ᴳ

֒ ҩᶑ ת̆ Ӱֶ Ὠ PC

эӝ ֒̆ӱ ѝҵ ᵏҩ Уэὡ Ȃ ̆ Ю

⁮ ֒Ȃ ҵ Ὧ Web ᶑ ̆ ῏

У ὤ Ȃ 

URL W̆eb URL ұ ⁸ ұҵ ᴳ ̆ ӹԏ

а бн╘ Ὧ ̆ӱ ӊ ̆ ῏ ҩ

а Webᾃ ֗ ֶȂ  

֒ᾃ ̆ ֒ ῏ ҩὨ ⁮ ּ֒

 ᶕ ֗ ֶȂ ҂ ╠ұ ̆ ╠

⁮Graham Leach Bliley ᶑ Ȃ 

VPN̆Cisco ASA 5500 ‟ѝ ᵏҩ ὡ╖ Ȃ

ᾱ ᵏҩ ᾃ ╘ Ȃ

ᾱ ҩ ұSSL IPSec  VPN╖ ̆ Ȃ ѝ

У ᾱ Anti - X ╘б VPN ╘ ̆ ᶑ VPN аֶ

֒ ὲӹ Ȃ 
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ᵳ ̆ ᾱ ᵏҩ ὤ

(ASDM)̆ έ Уэ ұ ȁ╖ ȁ ұᴳ Ȃ

У ᾱ У ѐ ᵏҩ ұ ╘ ὤ Ȃ ̆

̆ Ȃ 

 

2. 2 ‍ ὡ VPN ᾱ  

ұ н╘ ̂ISR̃ ֝н VPN ᾱ ̆

ȁ ὤ ȁ ╘ȁ ҷ VPN ̆έ ұ ῆ

ᴇ Ἱ ⁮ ҵ ╒ȂḆ╠Ἴ ISR ̆

VPN ̆ ὤ ╗ ̆ᶑ ᶕ

Ȃ 

Ю ұ ISR Уэὴ VPN ̔ 

 

¶ ᴳ ISR 3900 ‟ṁѝ֝н VPN Ὧ̆

‍ ȁ ᴐ ᴁȁ VPN Ȃ 

¶ ‍ ѐ̆ ᾳ ISR ѐ

2900/1900/800 ‟̆ RV ‟ ṁѝVPN ὯȂ 

̔ 

1. ὤᶑ  

VPN ת̆ VPN ᶑ Ὠ

ּ ж ὤ Ȃ ὤ ̆ ұVPN Ὠ Э̆

ȁ ᵳȁ ת̆ ὲ ὤ ҂ ѝ  Ȃ ᶑὲ VPNЭּ
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а   ̆ з ᶕ

Ȃ 

2. ╘ ᶑ ̂QoS̃  

VPN Ὧ ѝ ᵏа ╘ ᶑ Ȃа н╘

╘ ᶑ ⁞ Ȃ עִ ̆ VPN У

Ἱ‍ ‾ ̆ѝ ᵏ Ȃ

а ᴳὲ ‾ ᴂ̆ ̆ᴳ

а⁮ ̕ ᴂ ȂQoS

б ⁸ ̆ Ԉ ִἼ ‍ ̆ᴳ

Ἴ ̆ Ȃ 

3. Ἱ  

VPN Intra net Extranet ֗ᴉ ̆ ᵳ

╗ ̆ ּ Ӯ̆ Ԉ ּ ȁ ẹ

ּ Ԉ ╗ Ȃ 

4.  

ӱ ᵳ ȁ ȂVPN ѝ̔̓͂ ȁ

έ ȁ ȁ ִ ȂҮ Э̆VPN ў ꜛ ὤ

ȁ ȁ ȁ ⁸‟ ȁQoS ᾃ Ȃ 

5̈ VPN  

Ὠ ұ ISR VPN ᾱ ѝ ᵏҩ VPN ̆

ꜛ IPSecȁSSLȁ╟ VPN̂ DMVPÑ Ȃ 

б ѝ ὤ а ̆ ұ ‍ ̆ ᴉ

₥ ̆ᴿ ̔  ̆

̆ Э ѝ ̆ Уэ Ȃ Ҿ ̆

ᾰ ҩ‍ ὤ̆ ҩ ̆ш ҩ

Ȃ 

УԆ ISR800 ‟ ѝѐ ‍ ╕Ὠ ᵏ

ҩ ᾱ ̆ ѐ ̆ᶑ ҩ ̆

ᶑҩ‍ Ȃ 
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 ̧ ISR ‍ ̆ ᵏҩ ὤ Internet  

 ̧ ᵏἼ ̆ ֒̆ ּ HTTP  

 ̧ Ԉ ‍ ὤ ̆

 

 ̧ ὡᵩ ̂IPS̃ ̔ ꜛ   

 ̧ ᾃ У̔ ұ ὤ ᾱ ̆ ᵏ ұ ⁞ ‍ ̕

Ὧ ̕ ֒ȁ ֒ȁ ֒ URL  

 ̧ ᴳ DOS  ̆҂ ᶑ  

 

2. 3 Cisco IronPort S ‟ Web ὤ Ὧ ҵ Web  

₥̆ ұҵ Web ּ ὤ ̆ ὤ ̆

ᴳ Ҿ ᾃ ѮЮȂ Ὧ ⁸

а Ԉ ұ Web ֒ὡᵩȂ нᾃה ̆ 75%

ҩ ֒ ת̆ ҩ ֒ ֝н а 10%Ȃ

ұ Web ּ֒ ̆ ╒ ̆ὲ ш ̆

ὤ ֝н ̆ Уэ Ṍ Ҿ ὤ ᵩ

ὤ ѝ Ȃ 

Ԉ ̆ ӭ ұ Web 87˿   Ȃ ұ Web

֒ ȁ     ̆ ֝

н ᴳ Уэ ȁ ὤ ш Э Ѯ Ȃ 

Cisco  IronPort S‟ Web ὤ Ὧ н …Ἴ ̆҂ У

ּ URL ȁᶕ ֒ ╖ ѐ⁮ У Э
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Web ὤ Ȃ ‾ Ҿ… ̆Csico IronPort S ‟

Ὧ ╠֝н ᶑ Web ὤ ⁸ Web ̆

ї ш Ȃ 

Cisco IronPort S ‟ Ὧ ҩ Ἴ ̆ ȁ Ὧ

֒̆ ╠֝н ὤ ⁸ Ȃ ᵏ ꜛ

Cisco IronPort Web ̆ ֒ (L4)

̆ Ԉ 80 ֒ ╟Ȃ У‎ѝ֝н ᵏҩ

Уэ έ ִ ╖ Web ὤ Ȃ Cisco IronPort S ‟

ᵏ ע HTTPS ╒̆ӱ ╗ ὤ

Ȃ 

ѐ̆ Ԉ ԈЮч S ‟ Ὧ 

¶ ̔ ⁮S ‟̆ S ‟ ᵏHTTP/HTTPS/FTP

Ԇ Ȃ 

 

¶ ̔ Ӈ WCCP S ‟̆ S

‟ ᵏ Ԇ Ȃ 
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2.4ȁ Cisco IronPort C ‟ ֒ ὤ Ὧ ҵ ֒

ὤ  

֒Ԉ ּ֒ ȁ ȁ ֒ ₥ ҵ

У ў ὤ Ȃ ֶ ὤ ̔

а ֒   ֒ѐ ֒ н╘

 Ȃ ̆ ӝ ╒ ұ ֒̆҂ш

ҩ н╘ Ȃ ̆ ᴉ ֒ ὤ

̆҂ ₥ ὤ ᾱ ᾃ Ȃ 

Cisco IronPort C ‟ ֒ ὤ Ὧ ֒ ὤ ᴧ

ᾱ Ȃ ұCisco IronP ort ж ѝ֝н AsyncOSᴐ ̆

IronPort C ‟ ֒ ̆῏ б

֒ȁ ὲӹ Ὧ ̆ӱ ֒

῏ ӝ ᴐ Ȃ 

IronPort C ‟ Уэ Ὧ Э ҩ ұ

̆ ᾃ ╗ ̆ѝ ᵏҩ ₥н

֒ ὤ ╘Ȃ ̆‾ ὤ ѐ ὤ ᴐ

ᴳCisco IronPort Ὧӊ ̆ Ȃ УἼ ᴳ֝н Ԉӱ

ҵ ѐ ӹԏ ὤ ̆ зᴳ ᶑ ╗  Ȃע

Ю ҩC ‟ ֒ ὤ Ὧ ̔ 

 

 

2. 5 ᾃ ὤ 

ὤ ѐ̆ ұ ̆ԇ ⁮

IP ̕ ȁ Ԉ ᶕ

̕ ȁ Ȃ CSI/FBI

б ὤ ̆ᶕ ѝ ₥ ў Ȃ

 ѐ̆ 75˿ ұ ᾃשּ Ȃ ̆֝н ᾃ

…  ̆ ԏ ѐ

ᴇ ľ Ŀ̆ Ҿ Ҿ̆

Ԉ Ҿ ὤ╖ Ҿ Ҿ ү

ὤ  Ȃ 

ү   ὤ   ̆҂ а

ὤ ̆ ᶕ



ѐ н ᾱ  

 

25 
 

ὤȂ ѝ֗ᴉУэ УэԈ

̆ Ҿ ѝ ̆ ұ OSI Ḁ̆ἵ а

ᶕ ҵаҩ ᾳЮ҂ ᴐ̆ Ԉ ү ὤ Ὧ Ȃ

У ⁮  ̆ ὤ ⁮ш ̆ зὲӹ Ѯ

ᶕ ֶ ̆ ֗ᴉ аֶ ⁮   ᶕ ὤȂ 

Ԉ Ө̆Ө ұ ̂ IEEE 802.1x̃ ⁸‟ ̂ACL̆Access Control 

Lists ̃ ὤ ү ὤ  ȂУэ

Ӱ Ԉ ̆ Ԉ ⁮  Ȃ ₥  

έ Ȃ 

ԈЭ ⁮   ѝў ү Ȃ ѐ̆

ὲ ѝчэ ̔ӝѝ ̆ Ȃӝѝ ᴳ У

Ҿ έ ̆ Ὧ ̆ Эѐ

̆ӱ У ֒Ȃ  

ת̆ ұᶕ ὤ ֝н Ȃ ȁ  аӨ

Ө   ̆ ֶ ╗ ȁ CPU‾ ȁү

ȁ Ȃ 

₥ ⁮ ₥ ὤ ̆ Ҿ ὤ

‍ ̆ Ҿ   ұ ү ̆ў ꜛ ԈЮΰ ̔ 

¶ MAC   

¶ DHCP╘   

¶ ARP  

¶ IP/MAC  

‾ Cisco Catalyst Ӈ ᾃ ὤ ̆ …

Э IP ȁ   ῏ ȂCisco 

Catalyst Ӈ ‟ …   ᵏҩὤ ᾱ ̆

ү   ᾃ Уὡ ̆ў ұЮ ΰэ

Ὧ Ȃ 

¶ Port Security  

¶ DHCP Snooping  

¶ Dynamic ARP Inspection (DAI)  

¶ IP Source Guard 

ԏ Ӈ Э Э ̆ӱ Ӈ

ѐ ľѐ ӝĿ  ȁMAC/CAM ȁDHCP  ȁ ̆ έ Ѭ

Э Ԉ ע ̆ IP Ӈ

̆ IP ᾰ Ȃ ұ έ ȁ Ԉ

Ȃ 

ὤ╖ ̆ MAC  ̆ ҂
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Ԉ э ἵ MAC ̆ ὤ Ȃ╟

ὤ‡ ἵ MAC ̆ ԈУ ᾃ ҃⁮

ᴐѝ MAC Ȃ 

Port Security Ԉ ⁸̔ 

¶ Э Ԉ MAC  

¶ Э ҃ ҾMAC  

¶ ұ MAC  

Э ҃ Ҿ MAC ̆ Ԉ Ѭ̆҂ Ԉ Ӈ

╟ ҃ȂӇ ╟ ҃ MAC̆ ⁮ MAC ̆Ӈ Ὧ

҃Ȃ ₥ Sticky Port  Security ̆Ӈ ⁮

mac ᾗ⁮ ѐ̆Ӈ Ӱ Ȃ 

ұ MAC У Ь ̂ Ӈ

ֶ а ̃̔  

¶ Shutdown̔ Ὧ Ȃ 

¶ Protect ̔х ̆а Ȃ 

¶ Restrict ̔х ̆ Ȃ 

Catalyst Ӈ DHCP Snooping ᶑ DHCP ὤ ̆

DHCP Snooping а ᶕ֗ DHCPᶕ ̆ Ҿᶕ

аᶕּ֗ש DHCPᶕ Ȃ Уэ ᾃ DHCPᶕ Ӈ̆

Ԉ DHCP ╘ Ѯ ֗ ẹ ὤ ̆ľDHCP

Ŀ╖ ұ╟ ‍ ҩУэDHCP ̆ Ӈ Ȃ

DHCP ѐ̆ ѐ ̆ Ѭ̆ э DHCP

ꜛ ̂Уэ УэӱDHCP ╘ Э ȁ̃

MAC ȁ ȁVLAN IDȁ Ḇ ȁ ̂ ╟ Ȃ̃ 

╟ ARP ̂DAĬ Dynamic ARP Inspectioñ ╠ᶑ ὡ

Ӈ ּ ľ Ŀ ARP ᶕ ȂDHCP Snooping

ꜛ IP б MAC ᶕ ὲб Ӈ Ὧ ̆╟

ARP ̂DAİ Dynamic ARP Inspectioñ Ԉ ᶕ֗ ARP

(ў╟ ARP ў╟ ARP)̆ ᶑ ARP Ȃ

Catalyst Ӈ DHCP ᶕ ARP IP ᾱ

ARP ̆а ARPꜛ ‮ Ȃ 

DAI VLAN̆ ұ У VLANᾃ Ԉ DAI҂ ԈὯ ̆

ARPꜛ ӱУэ ᶕ֗ ⁮̆ а ṁ֗ᴉ ̆ ARPꜛ У

эа ᶕ֗ Э ⁮̆ ꜛ ᶕ ᾳЮ ֶ

  Ȃ ̆DHCP Snooping ұ DAI ҂ ѝ а ̆DAI ╟

ᴳ ̆ ў а ֗ᴉ Э Ȃ ұ ᴳ DHCP

╘ э⁞ Ԉ ╗DHCP ARP access- list Ȃ 

̆ DAI Ԉ ⁸ э ARP ȂУ ARP
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Ἴ ḣ̆ Ὧ Ȃ ╖ Ԉ

έ ᴳ ̆ ARP  ҂ Ԉ ⁮ ᴐ Ȃ 

ҩ ARP ̆ ᴳ У IP Ȃ

MAC ȁI P ȁIP/MAC ̆ὲ У ѝ׆ ֙

IP/MAC ȂCatalyst IP ᶑ ̂IP Source Guard̃╖ ̆

Ԉ DHCPɯ IP ╟ ӊ PVACL̆ ⁸

DHCP ̆   Ḯ Уэ IP

 ҩ̆ э╖ ἵ ᶑ ̆

б IP ᶑ У ̆ ҂ ұDHCP Snooping

Ȃ ̆DHCP Snooping╖ ұ э╖ ╟ ҂ а ̆

ұ Ҿ ⁮DHCP ̆ ҂ Ԉ Ȃ 

IP Source Guard аת Ԉ IP ҂ Ԉ MAC

̆ ̆ IP MAC ұ DHCP Snooping רּ

ᶕꜛ ἵ ּ Ȃ ̆  IP ᶑ IP Source Guard б

ὤ Port Security ╖ Ὥ ᴳ ̆ з DHCP ╘ Option 82

̆ Ԉ IP ̅MAC Ȃ 

б DAIа ̆DAIӨӨ ARP ̆ IP Source Guard

Ѭ IP Source Guard Ȃ 

Ӈ Э IP Source Guard̆ Ԉ IP/MAC ̆

ꜛ ᶢ ȁ   Ȃ ᾱҩ IP ᾰ Ȃ 

̆ Catalyst 3750 - X Catalyst 3560 - XӇ ᾃ̆ ᾃ

ҩУ ‟ὤ TrustSec ὤ ȂR ̆ ұ IEEE 802.1ae ῆ MAC 

Security ̆Ӈ ў Э ᵏҩ Ԉ

╗ ̆Ԉ ѐ ӝ  ̕ ꜛ 802.1xȁMAC ȁWeb

ѝа ὡ ᵏУ ὤᴇ ̆ Ȃ 

ԈЭ ‟ ὤ ╖ ̆ ᾃ Catalyst Ӈ ᾃ,

ғȂ 

Ьȁ ѐᴳ  

ӊ ‟  

Cisco ASA 5500 ‟ ᵏУᴇע ὤ ᾱ ̆ꜛ

ȁIPSȁVPNȁᾃ  

Cisco IPS 4200 ‟ ֒ IPS  

Cisco IronPort S160 ѐ תּ Web ὤ Ὧ 

Cisco IronPort C160 ѐ תּ ֒ ὤ Ὧ 

Cisco Catalyst 2960S ὡ Ӈ  
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 н  

Уȁ н  

    н ̆ Wi- Fi ̆ӱ

╟ҩ֝н (WLAN) Ȃ ж ╟ ̆

֝н WLAN‡бѮа ̆ ╟ ȁ   ӝ ȁ

Ԉ Wi- Fi Э IP (VoIP) Ἴ ╘ ╟ Ȃ֝ н WLAN

╗ ҩ֝н ȁ ȁ ѐ ѐ IT ⁸Ȃ  

ӭ ֝н ȁ ᶑ Ȃ ╟ ҩ н╘ Ȃ

Ӈ ȁ ȁ ȁ ╘ȁ ѐ ὡ ╕Ὠ ѐ

ὡ н Ȃ Ҭ н ѐ Ὠ̆

Ȃ  

WLAN ֝н ѝὯ Ȃ ұ

̆ ֝н ӝ ⁮ҩὯ ╟ ѝ֝н ҩ Ҭִ□Ȃ

WLAN ӊ ȁ ᴐ ╒Ȃ  

ѝ ӭ ж  ҩ ӹ̆ԏ

῏ ѐ а WLAN Ȃ Ҿ ж ̆

Ὠ Уэ ῆ ̆ ὡ ӱ̆

э ұ ѮѐȂ  

ᶑ ὲ ѝ ᵏ ὤ WLAN ὡȂӹԏ Уэ

έ ̂RF̃ ȁ ӭн╘ Ȃ

ӹԏ ᶑ ὲ ὤ̆ Ԉ̆ᵳ

Ȃ WLAN ᾱ Ἱ‍‾ έȁ

̆ ᾱὯ WLAN ὤȁ ⁸ Ȃ 

̆ н ╒ ӭ ҂ ╒ ҩȂў

ѝ̔ 

 ̧ ּ ( ẹ , Ӑ, 

POS ) ᴳ ὤ ‚ 

 ̧ ὡ  (Palm, Fujitsu, IBM, Sony)  

 ̧ έ ╒ (wireless hotspots, vendor 

access, retail partners)  

 ̧ ᴳ 802.11n  
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үȁ У  

У ў ꜛ ԈЮ ‍̔ ⁸ ̆ ὡ

AP̆ WCS̆ ᴁ ╘ MSĔ Radius ╘ ̆

Ԉ Ԉ ᵏ ὡӇ Ӈ Ӈ Ȃ 

⁸ AP ֒Ȃ ⁸ ╗ AP

Ю̆ Ὧұ ȁ ὤ ⁸ Э ѐ

̆ AP ᵛ Ȃ ᴐѐ̆ ⁸ ֶ У

AP̆ б AP CAPWAP Ȃ Ӯ ⁮ AP ̆AP

⁮ ѐּ ⁮ ⁸ Ȃ ⁸  ̆

ὤȁQoS ̆ Ȃ Ȃ 

ӊ ‟ ѝ Ҿ ѝ н╘ȁIP ᴇ

У 802.11 ᾱ Ȃ ᾱ

н ῆбУ ѐ Ἴ ╖ …̆ У ὤȁ з έ

(WLAN) Ȃ ӊ ‟ꜛ ‚

έ ╖ ̆ᴳ (WLAN) ᵳ ̆҂ ұ

֝н ҮἼ ╟ Ȃ 

 

ᾱ ꜛ AP ѐ AP ̆ᶋ

ľ ĿAP ľ ĿAP Ȃ ľ ĿAP ̆ эAP

̆ ȁ ᴐ̆ ̕ ľ ĿAP ̆

Á Ἱ

Á῏

ÁWCS У

Á ⁸ LWAPP

ὡ

Á lightweight 
standaloneч

ὡ

Wireless LAN Controller

, , 

Mobility Services Engine (MSE)

, ӊ , 

C
A

P
W

A
P

Cisco Aironet®
1250 Series 
(802.11n)

Standalone 
Access Points

Wireless Control System 
(WCS)

Lightweight Access Points

and Context-Aware Mobility
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эAP ὤа ὤ̆ ѐ ⁸ У Ȃ

ұ APὤ ᾊ ⁸ Э̆ ⁸ Ԉ Ю AP

╟ ̆ӱ ̕ з

ȁ ᴁ Ȃѝ ᶑ ̆ ч

AP Ԉ ̆ AP ֒ ̆AP Ԉ ᴐ AP ̆

AP Ȃ AP ̆ ҩ AP ̆ ╗

⁸ Ȃ 

ľ ĿAP ᴂУҾ̆ת ̆ ȁ ȁ

̕ľ ĿAP УҾ̆ת ȁ ȁ ᴂ̆ з ұ

ȁ ұ ᴁȂ AP ľ Ŀľ Ŀ ̆Ԉ ȁᶑ

Ȃ 

̆ AP ̆ ľ Ŀ ľ ĿAP Ȃ 

 

 

Ьȁ н  

    нᾃ ̆ ҂ Ȃ Ю

̔ 
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н ꜛ ҩ̔ 

 ̧  

 ̧ ὤ POS  

 ̧ ѐ ̂ᴿ ̃ ╘ 

 ̧  

 ̧ ╠  

 ̧ ᴇ  

 ̧ RFID ᶕ ᴁ 

 ̧  

 

ȁ н ᾱ  

н ̆ ̔ 
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1ȁ ֝ н ̆ э ⁸̆б֝н  

̆ ӊ ꜛ ̔ ὡ ľ̂ ĿAP̃ȁ ⁸ ȁ ╟ ╘

̆ Ю ̔ 

 

 

2ȁ Ӷ ̆ ӊ ꜛ ̔ ὡ ľ̂ ĿAP̃ȁ ⁸

ȁ ╟ ╘ Ȃ 

3ȁ ̔ ӊ ꜛ ̔ ὡ ľ̂ ĿAP̃ȁ
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⁸ ȁ ╟ ╘ Ȃ 

4ȁ ѐ ̔ ӊ ꜛ ̔ ὡ ľ̂ ĿAP̃ȁ

⁸ ISR ⁸ Ȃ 

5ȁ ̔ ὡ ̂ AP̃ ֝н У

ľ ĿAP  

 

ҷȁ н  

5.1 CleanAir  

ұ Wi- Fi Ὥӎ ᴐ̆ ̆  Wi- Fi ѐ

⁞ ȁ ὤ ̆ Ȃ

ұ Ὧ ѐѝ ᵏѓ ȁ ╟ ᴇ Ὧ Ȃ 

 Wi- Fi ╖ а ̆ ҩ

ж‾ ֒ ֒̆ж ұ‍ ̆ з … ҩ ֝н

 Wi- Fi Ȃ ұέ ╖ ̆Cisco CleanAir 

э ‍ ̆   ̆ ԏ ᴉ ὤ Ȃ 

Cisco CleanAir У ̆ н ᴿȂᴳ ̆IT 

Ԉ ╟ Ὧұ э  802.11 ѓ ᶕ ȂCleanAir 

ᵏ ὤ ⁞ ȂбԈ₥ έ ̆

У ‍̆ Ԉ₥ έ‡Ө

ұὲӹ Wi- Fi ̆ з б ‍ Ȃ үԆ Ἱ‍

̆ з ╟ ὁ ӱ̆ עִ Ȃ 

CleanAir ұ У ᾃ ̆ ԈЮ

̔  

 ̧ ᵚ ὲӹ ⁮  

 ̧ ⁞ ̆ ѐ ⁮ ᴁ  

 ̧ ╟ Ԉִע   

У… ִ□ ұ̔  

 ̧ ᶢ עִ   

 ̧ ̆῏ ѐ   

 ̧   

 ̧ ᵏ ὤ  
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5.2 VideoStream ѝ ᵏ ᴇ  

Уэ ₂ ̆ Ԉ ₂ ѐ ֗ᴉ   Ȃ

Wi- Fi ּ ᴇ ᴉ ֝н ̆

ȁ Ԉ ѐ ּ Ȃ ̆хꜛ

╟   ḣ̆ Ю ⁮ б̕ ⁮

Wi- Fi έ Ȃ ѝWi- Fi ҩ ̆ ꜛх ̆

а У ‟ ̆ бּ ᶑ ╘ ̂QoS̃ Ȃ  

 (VideoStream) ⁮ Ȃ 

 

У У ̆ ꜛ

ҩ ԏ ᵏ Ὧ ╖ Ȃ

ҩ Ὠ жн ̆ ὤ ⁮

ȁMAC ѝ̆ ᵏҩ ȁУ Ȃ 

ִἼ  

ԏ₥ ⁮ ̆ Уэ ȁ έ ╒ ᶕ ̆҂

̆ ԏ ⁮ ̆ а ᾃ έ ִ

Ἴ Ȃӱ₥ ѐ Ԉ ⁮̆ н Э а

̆Ὧ н╘ ᴇ ִἼȂ 

⁮ ѐ̆ Ԉ ὲ ᴇ

ѝа ִἼ Ȃ У Ԉ ⁞ (2.4 GHz 5 GHz )̆

҂ Ԉ SSID ⁞ ̆ ᵏҩ ⁸ ⁞ ̆

╘Ȃ 

а

ᴇ
עִ ᶑ

ᾱҩ / ҵ

⁮ ѐ

:

її ⁞:

APAP APAP

WLC SWITCH

ִἼ ⁸ᶑ ꜛ ᾃ

ִἼ

⁸



ѐ н ᾱ  

 

35 
 

έ ᴂ ִἼ ╒ ѝ ִἼ Ȃ

ὲӹ Ԉ ╒ ѝ ̆ ӹԏԈ ִἼ

╘ Ȃ 

⁸ 

ᴐ ‾ ̆ ִ

ȁ а ╗ ѝ ֗ᴉ ᵏ

ᴇ Ὧ Ȃ ⁸̂RRC̃ ᵏҩ ╖ MAC ‍

ῆὡ ⁸ Ȃῆὡ ұ ̆ ̆

ᾱ ȂRRC ᵏҩ ᶑ ⁸̆ Ȃ

ᶕ ‾ ᴐѝ Ԉ ╒ ῆὡ ⁸Ȃ 

⁮  

802.11n ּ ̆ MAC ᵏ ⁸̆

έ ⁮ ╒̆ ҩ Wi- Fi

̆  ҩּ ╒ ѝ Ȃ 

IGMP╗ὡ IP Ȃ ҩ

̆ У IGMP ᵚ ⁮Ȃ

Ȃ ἵ ̆ ⁮

⁮ ὡ ̆ӱ У ⁮ ╟ Ȃ

Ԉ

Ȃ ̆ ֶ Ӯ Ṍ ᾳ

ᴐ ῆὡ ᾱ Ȃ 

Э ֒ ⁮ ̆ ὡ Ὧ ⁮ Ȃ

ὡ ⁸ ὲ ѝ 802.11 Ȃ ̆

Ԉ ᵏ Ȃ 

5. 3  ClintLink ᶑ  

802.11n ӊ ὲ ҩ̆ת Ӱ ᴳ

802.11a/b/g ӊ ̆ з ΰ ᾃ ֶ ԆȂ ֝нֶ

802.11a/g ̆ ╗ 802.11n Ȃ Ὠ Ἱ‍ ⁮ҩѝ֝н

802.11a/g ᵏ ᶑ ̆ ҩClientLink ̆ ╠֝н 802.11n

ִ□ ⁮ 802.11a/g ̆ ╗ҩӹԏ ᴳ Ȃ 

802.11n ᾱ ѝ 802.11a/g Э ( ⁮

ὡ ) ᵏҩ Э ת̆ Ю ̂ӱ ὡ ⁮

̃ Ȃ ⁮ У ̆ ѝ ̆

֒Ю ̆ Ю Ȃ ClientLink ҩ 802.11a/g

Ю ̆ӱ ᵏҩ Ԉ ᴇ Ȃ 

Уэ ҩ 802.11n 802.11a/g Ю̆ ᶑ

802.11a/g аֶ ⁸ 802.11n Ȃ ѝ 802.11a/g Ю

̆ClientLink ѝ э ꜛ 802.11n ̆ ҩ
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Ȃ 

ClientLink ὡ Э Ἴ ὡ ᶕ ᴐȂ

҃⁮ ӱ ὡ э Э ⁮ ᶕ

Ѯ ̆ClientLink ᴳ Ҿᶕ ̆ ᴧ ꜛ

̆ Ѯѝ ὡ  ̂MIMÕ Ȃ ̆MIMO

а Ȃ 

 

 

5. 4 ᵳ ᴐ  

Cisco WCS ̆ ұ  802.11n  802.11a/b/g ֝

н ᾃ ὤ Ȃ У έ

ᵏ έ ̆Ԉᵳ ȁשּ ȁ ᾃ ᴁ

‚ȁ ȁ ȁ Ȃ 

Cisco WCS ҩ Ȃ У

ұᴳ ѐע ̆ ҩ ⁸ Ȃ

ҩע ᴐ̆ ╠ұ ᶑ Wi- Fi ȁ  Cisco CleanAir 

῏ ȁ ὤ ̆ ѝ ╟ ᵏ ᴧ ᴇ Ȃ

Cisco WCS  IT ӝ ̆ ₂ ȂCisco WCS 

ȁн╘ У Ȃ 

Cisco  ⁸  (WCS) нᾃ ὤ ̆ ұ  802.11n 

 802.11a/b/g ֝н Ȃ У

11a/g 

Á

ClientLink 
Miercom 

ClientLink Miercom 

Á11a/g
11n

11n

11a/g

Á

Throughput vs. Distance 11a/g 

65% 

27%

ClientLink Disabled ClientLink Enabled

Channel Util of 74.2% Channel Util of 45.2%

ClientLink Disabled ClientLink Enabled

< 14 Mbps

> 14 Mbps

25%

75%
56%44%
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ᵏ ᾱ ̆ᴳ IT Ԉ ╖ ‚ȁ ȁ ᾃ

ᾰͅ Ȃ 

 

ᴐѝ У ̆Cisco WCS 

Ὧ ֗╘ ᾱ ̆ ╘нע ӊ Ȃ  Cisco 

CleanAir ̆ У ╖ ̆ ᴳ

… עִ ȂCisco CleanAir ѝ 802.11n 

ᵏ ᶑ ̆ ╟῏  (RF) ̆

̆ Ὧ ֗╘ Ȃ 

Cisco WCS Уэὤ ל̆ ̆ ȁ ȁ ᾃ

ᴁ ѐ Ȃ ᾱ ᴳ IT 

ᴳ έ̆ ӱУэ ѐᴁ ᵳ ὤ

̆аӨ ̆ з ῏ ҩ IT ӝ Ȃ 

Cisco WCS ᴳ ᾃ έ̆  IT ȁ ᴂ 

IT ᴂ  IT ӝ ̆ӱ ᴂ ̆

ᴳ а ҂ Ȃб έа ̆Cisco WCS ὤ

ᴁ ̂ꜛ ȁ ⁸ ╘̃ ⁮ э У ᴂ Ȃ 

 

Ὡȁ ᾱ ̔ 

 ̧ ὤ ӊ ̆ 802.11a/b/g/n  

 ̧ WLAN ὤ,  ̆ ᴂ ᴇ  

 ̧ ȁ ȁέ WLAN  

 ̧ ѐ ╟ ⁸ 

 ̧ ὤ  

 ̧ ᴁ ╘ 

 ̧ ѐ  IDS  IPS ὤ  

 ̧ ᾃ MESH ╒ 
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 ̧ У ᾱ  :Qosȁ ὤ ȁ ⁸ 

 ̧ У ᾃ ᾱ  : У AP, Bridge, Mesh ȁ ⁸ȁ 

╒ 

Цȁ ᾱ  

ӊ ‟  

Aironet 1141/1142 802.11 a/b/g/n, ᾃ ̆ ὡ  

Aironet 1042 802.11 a/b/g/n, ᾃ ̆ ὡ  

Aironet 1252/1262  802.11 a/b/g/n, ̆ ὡ  

Aironet 3500i/3500e 802.11 a/b/g/n, ᾃ/ ̆ ὡ

̆ CleanAir 

Air-WLC5508-X-K9 ⁸ ̆‍⁞

12.25.50.100.250.500э AP̆

ғ License AP  

WCS-APBASE-50/100 50/100э AP  

AIR-MSE-33xx-K9 ᴁ ╘  
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ҷ  н У ᶕб ᴐ 

Уȁ н У ᶕ ᾱ  

1.1 н ᴇ ᾱ  

̆ ὴ н У ᶕ ᾱ ̆ ֝н

̆ ὸ ╒Ȃ 

 

 

ԈЭ ӱΰэ ⁮֝н ᶕ ̔ 

1̈ IP ᶕ ̆ ᶕ ╘ IP Ԉ

Ὧ IP  

2̈ ⁸ ̔ CUCM 8.0 ԈЭ ̆ э̂У ѝ 2

э̃ ᶕ ╘ ̆ IP ѐ ⁸̆ ᵏ

ᾕᴍ ֙ ╒̆ᶑ э ᶕ аֶ ѝ ᶕ ╘

̂CUCMᾕᴍ ֙ ⁸ ̃ 

3̈ ̔  79xx IP ᴐѝў

Ȃ  7941ȁ7961ȁ7911 IP ‍ ᴇѐ

ȁ  7971 IP Ȃ IP ╗
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ᴐ̆ ̆ Ԉ IP ᵏ Э

╕Ὠ ̆ ᵏ ὤ ╖

Ȃ ̆  IP ᵏᾃ 10/100MԈ Ӈ ̆

ᶑ IP PC Ὥӎ УэӇ ĬP

Ԉ ᵏ ̇802.3afȂ 

4̈ PSTN ̔ ‾ Э  ISR G2 ̂ 29xx 

39xx ‟̃ᴐѝ IP ᶕ ⁮ PSTN ᶕ ̆  29xx

39xx ‟ ISR 8э E1 ὡ Ȃ ISR

а ̆ ұ Catalyst 6000 I P

̂ 8э E1 Ȃ̃ 

5̈ PBX PBX Ȃ PSTN ὡ

PBX ὡ̆ Ȃ 

6̈ שּ ̔ѝ УҾ ╕Ὠ ╕Ὠּש ּ

̆ ұ G3ּ УҾ ̆ а

Ὧ ּ ὡȂ ұ שּ

̆ VG202/VG204 ̆ э ᵏ 2̇4э

̆ VG224 Ὧ̆ ᵏ 24э ̆

ұ Ȃ 

7̈ ╟╕Ὠּש ̔ ‾ ╕Ὠּש

IP ὡȂ ж ̆ Ȃ 

8̈ ᶕ ̔ ᵏ ұ IP ֒ ֒

╘̂Video Telephonỹ̆ PC Э

╟ ֒ Уэ USB ẹ ̆

ẹȂ 

9ֶ̈ ̔ ᵏ 7935ж IP ֶ  

10̈  IP ̔ XML Уэ

Ӯұ֝нᾃ IP Ѯ ѐ ╘

̆ӱ IP Э н Ȃ 

11̈  н╘ֶ ̔ IP ֶ

̂Meeting PlaceȁMeeting Place Express ̃ 

12̈  н╘ᶕ ̔ IP  Unity

н╘ᶕ ̂ Unity ȁUnity connection ȁUnity Express ̃ 

 

1.2 н ᴇ ᾱ  

ѝᶑ IP ᶕ ᴐ ̆ ᶕ ╘ ᵏҩ

ѓ Ȃ 
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ᴐѝ э IP ᶕ ̆ ᶕ ╘ ⁸ὤ IP Ὧ

ᾊ ȁ ⁸ Ȃѝ ᵏ ̆

Ȃ 

ԈЮ MCS78xx ‟ ᶕ ╘ ̂CUCM̃ ̔ 

 

 

̆ MCS ╘ ӱת̆

̆ ԏ MCS ╘ ֙ Ȃ 

̆  MCS ᶕ ╘ Ἱ ᾕᴍ ֙

⁸Ȃ 

 

ὤ ‍ ὯȁIP ᾳЮ̆ ᾊ

⁮ў ╘ ȂУ   ╘ ̆ὤ IP ╟

⁮ CUCM╘ Э̕ CUCM╘ ᾃ ̆ э ╘ Ѯ

⁸ ȁ Ὧ ‍ ⁸̆ ╘ ‎

IP ╘ ̆аֶ ̆ чэ э ֙ ╘ ὤ

ᾳЮ̆ аֶ ⁮ Ȃ 

У ᾳЮ̆ ч CUCM╘ ֙ ̔ 
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Уэ ╘ а IP ̆ ᴍУэ CUCM

╘ ̆ Ȃ э ╘ ̆

ҩУ ѬЭ CUCM╘ ᾕᴍ ̆ 1 1̔ᾕᴍȂ ѝ ֗ᴉ ̆У

аֶ  э ╘ ⁮ ᶕ ᾰͅ Ԉ̆ э ╘

Ю̆ ҩУ ֙ ⁸Ȃ 

╘ ̆ з ⁮ ̆ ѝ

̆У ╗УэCUCM╘ ̆ N̔ 1

ᾕᴍ Ȃ 

У ᾳЮ̆ N̅ 1 ֙ Ȃ 

 

үȁ н ‍ У ᶕ ᾱ  

2.1 ‍  

Ю ὴ̆ ‍ ᾱ Ȃ ‍

Ѯ ҩ ⁮ VPN̆ ‍ ȁ ̆ У

ᴇ ̆‍ ̆ ҩᾕᴍ Ȃ 
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Ю̔ 

 ̧ ѐ  

 ̧ У ╘ Ԉ ╖ Ԉ  

 ̧ ╗ ᶕ   

 ̧ VPN ᾱ ̂ ὲ ұ POS н̃ 

 ̧ ȁ ȁ ὤȁ ᴇ ᾱ 

 ̧ SIP ᵏ ὤ  

 ̧ ╗ ᵳ ᴳ  

 

2.2 У ᶕ  

2. 2.1 Ὧ ╖ ̂SRST̃  

֝н ӹԏ IP ӱ ⁮‍ ̆Уэ

ѐ ᴉ ‍ ѐ ᵏ ֙ᾕᴍ╖ Ȃת

̆ Ҿ ‍ ᴳ ‍֝н а ѝ э

ж ╘ ȁ У ╘ э ̂WAÑ

Ȃ ̆ ‍ жн IT ӝ ̆ ֝н

ᾱ ᵳұ ȁ Ȃ CallManager IP

ᾱ б Cisco Survivable Remote Site Telephony ̂SRST̃ ╖ ̆

֝н Ԉ‾ У аӨ ᵳұ ȁ ̆ з ᾱ

IP ⁮ӹԏ ‍ Ȃ 
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ѐ̆ ұ ̆ ҩ SRST ̆IP

ѐ ⁸ȂSRST╖ ᵏҩ ╒̆ᶑ ҩн╘

Ȃ ̆Ԉ ╟ Ȃ 

SRST ᾱ  

SRST У ᾃ Cisco IOSѐ ╖ ̆ ‍ IP

ЭȂ WAN ̆SRST Ԉ У ѝ 1 ⁮

IP ̂ ISR а ̃ ╕Ὠ ᵏ ╖

ȂSRST Ԉ ╟ ѐ ̆ ‾ SNAP̂ ̃

╖ ╟Уэ ̆ ╟ ̆ᴳὲ Ԉѝ╕Ὠ ѐ IP ᵏ

֙ᾕᴍȂ Ԉ ᵏ ╖ ̆ ᶑ ╖

ᴳ ̂ 2 Ȃ̃ ѐ WAN Ѯ ̆ Ԉ ╟

╖ ⁮ў Cisco CallManagerȂ ╖ Cisco 

CallManagerѐУ ̆ӱ ҩע ȁ Ȃ ұ SRST╖

ᵳ ̆а ֗ᴉ IT ӝ ╖ Ȃ 

WAN ̆ SRST╖ ‍ Э ╟Ȃ

╕Ὠ ⁮ PSTNȂ Ὧ ᶑ

б PSTN ̆Ԉ ֙  ╖ Ȃ ᾳЮᶑ ╒

ѝ Ȃ 

SRST ̔ 

ᾳЮ:  
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SRST ֒ ‾ ѐ Cisco CallManager

IP   keepalive ‍ Ȃ ̆Cisco CallManager Ԉ

⁮ IP   keepalive ‍ ȂCisco CallManager Ԉ ȁ ȁ

Ȃ‍ SRST╖ ҩ ת̆ Ю

аֶ ⁮ IP Ȃ 

WAN ̔ 

WAN ̆ IP ֶ ԏ а⁮ Cisco CallManager

  keepalive ‍ Ȃ IP ֶ ̆ ֶ

ᶕ ̆ ╟ Ȃ ᾳЮ̆ SRST ֶ֒

╟ ╟̆ѝ ⁮ Э IP ̂а ḣ̃

Уэ Ȃ IP ̆ Ԉ ⁮ѐ Cisco 

CallManager   keepalive ‍ ̆ ᴐѝУэ Ȃ

SRST Ԉ ȁ ȁ Ȃ ̆IP

Эֶ ԏ ұľCM Fallback Operating Ŀ Ȃ 

WAN ̔ 

WAN ̆ IP ֶ ⁮ѐ Cisco CallManager

keepalive ‍ ̆ ὲᴐѝў ⁸Ȃ IP

ᴁ⁮ Cisco CallManager ̆SRST ֶ ̆ ѝ

Ȃ аֶ ⁮֗ᴉ ̆ ѝ ԏ Ὧ╖

Ȃ WAN ᴳ ֶ ⁮ Ѯ ᴁ⁮

Cisco CallManagerȂ 

 

2. 2.2  ὤ ASA500 ‟ ╗  ὡ ע

ASA5500 ‟ ᵏ У ᶕԆ ╘╖ ̆ᴳ IP

У ̆ע Internet Э IP IP VPN̆

⁮ ֝н ASA5500 Ԇ ╘ ̆ ᾋ ᾊ⁮

Э Call Manager Э̆ ĂSA5500 ‟ ╟Ԇ ╘╖ Ȃ

WIFI ὡ Ԉ ╗ ᵳ ⁮ Ȃ ̔ 
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Ьȁ ѐᴳ  

ӊ ‟  

Cisco Unified Communication 

Manager 8.0 ԈЭ 
У ᶕ ╘  

CME ISR G2 У ᶕ ╘  

ISR 1900/800 SRST έ SRST╖ ISR  

MCS 7800 ‟ ╘  CUCM ֒ ╘  

6900/7900  IP  

ASA5500  Phone Proxy╖  

IP Communicator ֒  

 

 

 

 

 

 

 

 

 


