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Attack Diagram M

-E:I | |
202.108.2 Details of:

Session ID: 5:5119125

Sroy .44, 2/5464 3
Dest: 5.5.5.5/51
Event Types:

61.149.33.

Half-open SvM Attack
Session ID: 8:5119127

Sroy 44,4, 2/54 746
Cest: 5.5.5.5/154
Event Types:

Half-open SvMN Attack

Session ID: 5:5119173

Sroy 44,4, 2/54847
Dest: 5.5.5.5/254
Event Types:

Half-open SvM Attack
Session ID: 5:5119174

Sroy 44,4 ,.2/54 545
Cest: 5.5.5.5/255
Event Types:

Half-open SvN Attack
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|
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Enforcement Device: G1841[d], Alternate

L3 Enforcement Device Information

|Deuice |T1_.rpe |Manager Children |Lug To Collects From
C1841[q] Cisco 105 12.2 M/ M/
C1841@ Cisco 103 12,2 FM-MARS on pnmars PMN-M&RS on pnmars

Interface Information

MAC Update Time

|Directiun |Interface MHame MAC Address
Inbound FastEthernet0/0 00:12:da:d2:82:8¢c Maow 4, 2005 2:28:16 PM PST
Cutbound FastEthernetls1 00:12:da:dz:82:8d Mow &, 2005 2:28:16 PM PST

Recommended L2 Policies/Commands

ip access-list extended <:au:lname_n:\n_FastEthernetD,-’D:}
deny tep host 4.4.4.2 host 5.5.5.5 eqg O
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NetFlow v5/v7 Foundstone FoundScan 3.x
NAC ACS 3.x o FhLEA
Extreme Extremeware 6.x Cisco Security Agent (CSA) 4.x
By k3¥E/VPN McAfee Entercept 2.5, 4.x
Cisco PIX 7.x, |IOS Firewall, FWSM 1.x & 2.2, VPN ISS RealSecure Host Sensor 6.5, 7.0

Concentrator 4.x, Cisco ASA

Symantec AnitVirus 9.x
CheckPoint Firewall-1 NG FPx, VPN-1

NetScreen Firewall 4.x, 5.x ’ i#ﬂdﬂ_ﬁ’& . .
Nokia Firewall Wlndf)ws NT, 2000, 2003 (F K E = AKX )
Solaris
« |IDS .
Linux
Cisco NIDS 3.x & 4.x, 5.x, IDSM 3.x, 4.x, 5.x .
o ABIBEK
Enterasys Dragon NIDS 6.x o
ISS RealSecure Network Sensor 6.5, 7.0 . BB 3
Snort NIDS 2.x © BA
McAfee Intrushield NIDS 1.x Web #.4-3 (IS, iPlanet, Apache)
NetScreen IDP 2.x Oracle 9i, 10i ## & F &Lk
Symantec ManHunt 3.x Network Appliance NetCache
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