BER AP WAEMN B L& i 4%
X445 70333

fai
g7
TR
s 4L
i1
B AR
LAP WfT#ESM %] WLC |k
)2 LWAPP =l 28 R DU VL
=2 LWAPP #3138 A& IS
WLC E#FIFE
RS W AT HERR
AP 7£75[F Mobility Groups [8] k& Y] #
ARG B

ik

FEERIE LM 4 i p, RN S N BN &N S(LAP), X
FAA TR REIST T IC 2k S5 1 W 25 sl 2 (WLC) I TAE . LAP 20 1 46 R BL WLC Jf:
HE M 200 3 B B8 B P o T g% . A SCREKE A4 LAP I W
LC AT, AR LAP R WLC Ji, A2 Wl i 34 il 2 E i

.

GIE7

2K

TEHAEARAE R TS 2 T DR T AR
o BRI RN

THESEZ G T LWAPP A1H, 15 25 fU L% LWAPP.
o FRFUWIIEWLC FACEHEASH



WRAR R — AN AT I oL SRtk W Pl as S AR A E W) 273, iE e
Bl WLC i & T 4.1 M AT EFR R &
o  FRAALNTHC B Microsoft Windows 2000 DHCPJIR 4% 7% J DNSJIR 4% &

P

ATSCHTES BN B FE T LLT B8 I 8 AL R A A2
o Cisco 4400 R 5 TCLE Japtdi W Fitill 4, RAFRRA 494.0.217.0

e Cisco 1000 RANFEEBICLIEN M
e Windows 2000 DHCPJIli45#%

e Windows 2000 DNSJR%s 7

ASCPTL B N AR EVRE € (K SRR, AT e 4 1) LUER A TG BT a4,
RARBIE% IEAEIZAT, i D B A T 8 I BB T X AR ) ) 298 3 ol ) 9 50 o

244

X 5 2 SO A B, 1S WA B RS R4 .

ExAiR

WLC Fl LAP & R4 — o2 W 25 BRI 2 R 73 o JERF S — T 4 I 25 2 ) g 4
AN TCL R H e e s il g R TP R BIAIAC &, LAP ANRefar T WLC 1M LA,

WLC &3 LAP MRS MG A, LAP & “FEmh” 5, Fran LAP A
TR

T WLC RERSAE HLIX LS LAP, LAP W20 e R Iy il as oF HyE M sl #s L,
24 LAP yEME] WLC LI, WLC 5 LAP 2 [ailiik LWAPP 375 BAS e, [A]i
LAP # M WLC _E N8 AL (24 LAP 5 WLC A< A7 i 1) [ 42 i AS AN T BC I o
WIS LAP [ [EAFACHS S WLC AN, LAP Kf M WLC N8 FE AR DA 5 7
Hlgs 2 A EE . FEACHS R Bk iE st LWAPP SkSEBL, SRJ5, WLC KA
JES M I E R 2 LAP b, DMEIEE % FimAety 5 LAP Gk, LA e
S X T -
o RS EFRIITTF(Service set identifier, SSID)

o UESH
e IEEE 802.11 =%k, #iltn:
o Bt rE



o #fFid
o  IIRY

LAP 4] &I WLC A 2 FAS AR 20 A SCR 1508 LAP VM 2] WLC & FfA
R, A SORYK SR RE LAP MR WLC [P B FE

LAP 1y 2] WLC Lk

R A LAP 3118 WLC _E 5 i 72«

1. LAP ¥4k DHCP KPUiE K L3RS 1P Huhl, BRIE LAP OO TG B e i A&
IP Hhhik;

LAP 25 fTf5 ©.40 WLC k1% LWAPP KLU KAE B

AT WLC U LWAPP AU 3K 5 # S Acik LWAPP RN 245 5
LAP #:3] LWAPP RILN 25 B G, LAP BiER M A —4~ WLC;

LAP 2R J5 1n) WLC A&3% LWAPP A IE K {5 B IF-554F WLC [ LWAPP il
NINESEPSE

WLC %:iF1Z LAP 5955 % &% LWAPP I AN & B4 % LAP;

MR IR RS, LAP B364F WLC 5920 . LWAPP A Fi 4y
F& H O INUE SN2 31 A i, 30 H Rk N LAP i NI F2 & 5 ok 16 L
WAPP #5115 & 5

8. LAP yEM 2= Hlas L

Nk

= o

T 0] LAP ERERIAAE MR &% LWAPP KB kA5 (55 —45), LAP #48
PEIRE PP R A BRI % ML BERS 3% R IS SK A% B WLC 21| 38 Hh Ik e
> WLC.

TR T TR R FE: This procedure describes the hunting process:

1. LAP i DHCP RILiF R LIRS IP Hutlk, [&dE LAP L& T E A IP
Hutil;

2. W LAP CHFTE LWAPP #i3(, LAP #4762 LWAPP £dlaiih 8 Lw
APP RIUER, L 8 Ak . ATEIERR MG PSR 2 LW
APP #i3([F) WLC K202 LWAPP K HLERME R, R[] LWAPP &I
Z . W LAP ANSCFE 2 LWAPP X, B LAP W3 #lk 3] WLC
BTN )2 LWAPP (PRI B Ak ) R N 245 S, LAP ¥ AT
P 30,

3. WURES 1 RN, BE WHR LAP 5 WLC ASSZRF )2 LWAPP #it, LAP ¥
FH =2 LWAPP KA
BEAI T “ =2 LWAPP ZHI s RN 7 &y

4. R 3B, LAP K EEIFEHITIAS 1 5.



—B LWAPP {ZHI 88 XA ME %

AEFE TRl — M 25 1 ) AP 5 WLC 2[R H LWAPP PGB H, R LWAPP >R H

TR KT, XA T AFRCY 2 LWAPP . RIS AL T RFC FEE

Bt, —JZ LWAPP Bzt A g BRI TR, UUEEL 1000 R 8R4
A RSCFF )2 LWAPP 8130, R 2000 R84 RN #5528 A 2/ 2 LWA
PP #is, ZRIIEHIZRICRF =2 LWAPP K.

IXJE LAP HIREHL WLC (58— 7. SZRF 5 LWAPP B LAP LU #%
J7NIE LWAPP I RAE R, %45 B L2 LWAPP i 5 X2 . AW
25 WLC #lCE A )2 LWAPP B, ¥l Al RN E {5 5, LAP 4R
JE AT IO B (A “LAP Wl it 2 WLC b7 A5 Es 5 50)

/&% \ debug Iwapp events enable 7735 A E, BT X LAP
)2 LWAPP B0 M 2 WLC By I A4
PFerr: LR BT A BRI — AT WA AT R

Thu Sep 27 00:24:25 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:¢0 to ff:AT:ff:ff:ff:ff on port 2'

Thu Sep 27 00:24:25 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 2

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 Received LWAPP JOIN REQUEST
from AP 00:0b:85:51:5a:¢0 to 00:0b:85:48:53:c0 on port 2'

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0:

txNonce 00:0B:85:48:53:C0 rxNonce 00:0B:85:51:5A:E0

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 LWAPP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 Successfully added NPU Entry for
AP 00:0b:85:51:5a:e0 (index 48)Switch IP: 0.0.0.0, Switch Port: 0, intlfNum 2,
vlanld OAP IP: 0.0.0.0, AP Port: 0, next hop MAC: 00:0b:85:51:5a:¢0

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 Successfully transmission of

LWAPP Join-Reply to AP 00:0b:85:51:5a:e0

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 Register LWAPP event for

AP 00:0b:85:51:5a:e0 slot 0

Thu Sep 27 00:24:40 2007: 00:0b:85:51:5a:e0 Register LWAPP event for

AP 00:0b:85:51:5a:e0 slot 1

=& LWAPP ZH|88 2 ME %

2 LAP ANSCRF 2 R IUER B 2 RIS R0, LAP RG] = )2 RISk
=2 FIEEAAANR IR BUOR 280 B WLC. =)= LWAPP il s R BT
QU AR, AERlasREIE R, AP WFIE IR WLC Jf22



WA iZ WLC.

—JzZ LWAPP ¥l #s KU AR UL EEAE H B & R IIF A WLC .
HERE: £=)2 LWAPP B8 KAV T R, A T RE A — A kit WL
C ¥R, AP B —E5CATE WA AN SEA TR 5 2. 2 AP AT
T LWAPP #iil#s KPR G, AP F it WLC FlK rp 5k T HE Lo prut ik 5 —
ANEIE WLC, #RJ511% WLC Kik—/ LWAPP &K .

AT RS AN AR RS, AN T 7 B AR A IR A SR (1 A 2D
BR. LAP 7EIER—A> WLC A Z T, W48 BT A (1 D R UL — Mk W
LC %)%,

IS T = LWAPP bl RIS WLC 10255

1. 24 LAP M DHCP I #s$:45 IP Huhk)J5, LAP JFaR R BIALEE.
a. LAPZEAHL IP FR T #E—=)Z LWAPP KDL B, AT E %=
/2 LWAPP 5 IR A0 A7 7)1 I i) WLC RS 2] = )2 LWAPP &
T R
b. &4 WLC #3)1X 4« LWAPP KL BJG & R — /N %) LWAPP
I N 9 25 % LAP.

Layer 3 Local Subnet Discovery Message Broadcast

172.16.1.0/16 Subnet DHCP Server

DHCF Reguest

DHCP Offer

WLAN Controller Liryer 3 LWAPP Dincovery Rsquest Light W&ight AP (LAP)

Broadcas! o ool wubeet

&

Ly 3 LWAPF Dcowery Fessorss o
LAP
-

PL B, REH—4 WLC fl—/> LAP {E[Rl—F M H1(172.16.1.0/16).

M4 N iEH—5G DHCP kg54, 24 LAP G, EHkkiEE—4%D

HCP 3K, A7 DHCP 454 et d2 4t —A 1P #uli, 4 LAP )\ DHCP Jiik

535343 TP Hudil 5, LAP EILTAE 7 b)) #—4 =2 LWAPP KILH .
P WLC BAERIF 7, 24 WLC B #iX 4 LWAPP & BLE R &5

2RI AR 7 P — 4 =2 LWAPP RN E . i@ debug
Iwapp events enable 724 H R U6 1% R IR IP) L 7«



(Cisco Controller) >debug Iwapp events enable

Mon May 22 12:00:21 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:5b:fb:d0 to fL:ALALALAAf on port 1"

Mon May 22 12:00:21 2006: Successful transmission of LWAPP Discovery—Respons

(&

to AP 00:0b:85:5b:fb:d0 on Port 1

Hi\ debug lwapp packet enable %, 57 H W1 H 7 BT I 7E A% i )
PR Y a2 N EPSN Y EPSURF

(Cisco Controller) >debug lwapp packet enable

Tue May 23 12:37:50 2006: Start of Packet

Tue May 23 12:37:50 2006: Ethernet Source MAC (LRAD): 00:0B:85:51:5A:E0
Tue May 23 12:37:50 2006: Msg Type :

Tue May 23 12:37:50 2006: DISCOVERY REQUEST

Tue May 23 12:37:50 2006: Msg Length : 31

Tue May 23 12:37:50 2006: Msg SeqNum : 0

Tue May 23 12:37:50 2006:

IE : UNKNOWN IE 58

Tue May 23 12:37:50 2006: IE Length : 1
Tue May 23 12:37:50 2006: Decode routine not available, Printing Hex Dump
Tue May 23 12:37:50 2006: 00000000: 00

THE RS E R ST, 1B 58 ZHINMERE T &7

0
1

2
3
4

- T8

- FTEE TR

— OTAP 7%

— DHCP Hle%%#3 75 =
— DNS 7=

DK A A1) Ay 6] —F- M P 1)) #7720, BT LA{E debug Iwapp packet enable i %
ffi g, IE 58 SHUIME A 0.

2. LAPs thnf Ut To kAL (OTAP) T fig K A WLC. OTAP IJREERIATE WL
C BRI, &Y OTAP ThAEE I & It 7% -

a.

D&M 2] WLC L) LAP Gef 4t WLC 1) 1P Huhik DL S 4 A Jl sk
A0 S VR 4 HoAth LAP(ZR & B WLC ] LAP).

IEAEZR I WLC 1F) LAP $l 248 Jm AR R B G, SKIE L
WAPP ALK E 45 1% WLC.

WLC 4 20i% LWAPP KI5, UL RE 7 A FIE —4 LWAPP
R Y D45 LAP.

NAZAE AP BBEUES B BT S OTAP Thig, 4 AP C&HRE T, ik
OTAP Ifji. Cisco Aironet 7% LAP(U1 1130AG,1200 LA 1240AG 51 H
]I D e TR R 10S BAT RS TR ACAS, k2 4 LWAPP 12 10S Bif%



OTAP ASSZFFX S F M7 T WLC ) LWAPP 10S #AFHUAS I AP, 2404 A
P i A 17 AP B THR B B AP U, LWAPP P& 52 10S Sif% 6 4%
#, LWAPP K% 10S B AL H: OTAP Thfig. b 7 +F OTAP g, Air
onet &4 LAP W20 155G I WLC LA FESE R LWAPP 10S 514

Using Over the Air Provisioning

172.16.1.0M16 Subnet 192.168.1.0/24 Subnet

Router

Hub
% ﬁ

Meighbor Messages

e excharjged Over the Air New LAP
Regisiered)

WLC Hub

DHCP Server

PLEE A B, B E T 172.16.1.0/16 1, 5 —4~ LAP &M 3] WLC L,
JHAE WLC EEH T OTAP Zhfig, HiEFAE 192.168.1.0/24 T MRl —A
B LAP 335, % LAP M\ DHCP k545 3k B 2] T 1P Huhik(an S5 43 Fe 21
HhEBOR 2 By ARSI E 7 IP Hulil), RIS EAEAR T #ERIE 4K
PGSR B, AR R B WLC 7Ei% 7 M, Brbli% LAP 22
OTAP J7 xR KRB WLC. 1% LAP Ml =< e ) 7 4 C 43 i 8 WLC =
(1) LAP(172.16.1.0/16 M M) LAP)Fr A& (40 S, JF H4RE 71X WL
C I 1P Huhil:, i AR SR B b 22 ) 2 WLC TP Hbbik, i) LAP @il —
A~ WLC TP Huhib %138, B LAP # Mizgl R ik Pe—4 WLC, Hmtkix
— 2 = JZ LWAPP K I K74 B o N IH 4 debug Iwapp event enable fiy 2%,
AR UL] T WLC T R IE 115

Tue May 23 14:37:10 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:5b:fb:d0 to 00:0b:85:33:84:a0 on port '1'

Tue May 23 14:37:10 2006: Successful transmission of LWAPP Discovery—Respon
se to

AP 00:0b:85:5b:fb:d0 on Port 1

TEECIR A LAP 2 A8 fa v B3k 43 WLC 1) IP #bhl, bl st g%y
A WLC RIERIERE R, Wit vl, APBAMGATH S 1 AN DT
TR LAP 2L 8% 07 2 ) B2 197 W 26 R BT SR 8 o

J£%:7F debug Iwapp event enable i, IE 58 Z4([M{HX /R T LAP IE{E
i OTAP RILJT .



3.

Tue May 23 14:21:55 2006: Start of Packet
Tue May 23 14:21:55 2006: Ethernet Source MAC (LRAD): 00:D0:58:AD:AE:CB
Tue May 23 14:21:55 2006: Msg Type :
Tue May 23 14:21:55 2006: DISCOVERY_ REQUEST
Tue May 23 14:21:55 2006: Msg Length : 31
Tue May 23 14:21:55 2006: Msg SeqNum : 0
Tue May 23 14:21:55 2006:
IE : UNKNOWN IE 58
Tue May 23 14:21:55 2006: IE Length : 1
Tue May 23 14:21:55 2006: Decode routine not available, Printing Hex Dump
Tue May 23 14:21:55 2006: 00000000: 02
Tue May 23 14:21:55 2006:

W LAP 7EaiERE  fErh CE M 2] WLC |, LAP ¥AEAHLT NVRAM
g WLC 1P #ihik 4158, X LS P A-fif i) WLC ¥ 1P ik 4138 22 2 Ji L&
AT WLC "mobility groups"H'. "I & KL :
a. LAP LLFRE I U A7 AE AL NVRAM H 1454 WLC TP Hbhik A i% =
JZ LWAPP KHLF K S -
b. & EZ LWAPP KRR E K WLC FIFELLR T R —4% L
WAPP I N B 45 1% LAP.
A K R WLC RZILJ7 ¥ debug Iwapp events enable 1 debug Iwapp
packet enable 772> %

FE: R T clear ap—config ap _name #y2K¥ LAP R E B H ) &,
LAP T A RCERI# EE, WFEAEAE NVRAM H1(1) WLC IP Hihk% .
FEARTRIH, LAP 2R A HAR 7 Aok B WLC.

(Cisco Controller) >debug lwapp events enable
Tue May 23 14:37:10 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:5b:fb:d0 to 00:0b:85:33:84:a0 on port '1’
Tue May 23 14:37:10 2006: Successful transmission of LWAPP Discovery—Respon
se to
AP 00:0b:85:5b:fb:d0 on Port 1
(Cisco Controller) >debug lwapp packet enable
Tue May 23 14:45:36 2006: Start of Packet
Tue May 23 14:45:36 2006: Ethernet Source MAC (LRAD): 00:D0:58:AD:AE:CB
Tue May 23 14:45:36 2006: Msg Type :
Tue May 23 14:45:36 2006: DISCOVERY REQUEST
Tue May 23 14:45:36 2006: Msg Length : 31
Tue May 23 14:45:36 2006: Msg SeqNum : 0
Tue May 23 14:45:36 2006:
IE : UNKNOWN IE 58
Tue May 23 14:45:36 2006: IE Length : 1



Tue May 23 14:45:36 2006: Decode routine not available, Printing Hex Dump
Tue May 23 14:45:36 2006: 00000000: 01
Tue May 23 14:45:36 2006:

4. nrLLEnt DHCP E&%Eﬁﬁf@ | TR E ) “option 437 ZEIFKAEAE WLC
[ IP Hhl, Jfi@id DHCP /73 UKI%E4 LAP, R &% K I T IR FE .

a. 24 LAP M DHCP JI%5 #5543k 5, LAP 23iifiid DHCP #2411 optio
n 43 LUK A WLC 1P k.

b. LAP 457t DHCP option 43 A1 H 1A WLC KIE T — 3 JZ LWA
PP RILERIH S

c. 4 WLCs W2 LWAPP A HUE S, B DU % 5 A —A~ LWAP
P I N9 L 45 1% LAP.

HER: 4 LAP F1 WLC ZEAFE T MRS, mTLL%EffH DHCP  “optiond3” %
I

Using DHCP Option 43 for
WLC Discovery

172.16.1.0/16 Subnal 182 168.1 Q24 Subnel

Router

Hub Hub
WLC

D DHCP Sener
configurad for

Option 43

LAFP

DL EER], R —A WLC 27 W (#il4n 172.16.1.0/16), [FI LA
P 1 DHCP k%528 AEANE T M (B4 192.168.1.0/24 ), AT M08
H T s tIhfe. fRnl LARCE DHCP k4545 LAIT DHCP Pt iifE B s
WLC (1] IP bl AE1[ 37 FF option 43 ¥EI K] DHCP HR 5% 28 VR AR vl LA FE A
FH >k ST T i (9 Th g

TR W TR E Windows 2000 DHCP il 25 %51 option 43 &5z
e, ESMME A o “DJERLE A Aironet FEA ST R B E R IENS”
i) “4E Windows 2003 /bl DHCP Al 55 28 o8 RS &2 Aironet #EA
Aifil & DHCP Option 43 ¥EIji” ==y

FTLL, 4 LAP JE NG, ‘B T4 DHCP 45, LAgRfG—AN 1P Hb
fi-. DHCP lR%5 #5475 1% LAP \Ea*/\ IP thdil:, [F]I3&{EH DHCP option 4



3 ETURELAE WLC TP Hulik 3136 . LAP K 16—k R DL K 45 51 &
W44~ WLCs , WLC #2323 55 [R5 — AN A N R, TR R 3
MR . FIHEA debug Iwapp events enable iy 2 1%, W/~ T LWAPP
I UL <
Tue May 23 14:43:42 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:5b:fb:d0 to 00:0b:85:33:84:a0 on port 'l
Tue May 23 14:43:42 2006: Successful transmission of LWAPP Discovery—Response
to
AP 00:0b:85:5b:fb:d0 on Port 1
NI debug Iwapp packet enable iy 2 HKf & 7= & Wifa[ 4§ 1] DHCP optio
n 43 ISR WLC 1P Hihkfr) .
Tue May 23 16:14:32 2006: Start of Packet
Tue May 23 16:14:32 2006: Ethernet Source MAC (LRAD): 00:D0:58:AD:AE:CB
Tue May 23 16:14:32 2006: Msg Type :
Tue May 23 16:14:32 2006: DISCOVERY REQUEST
Tue May 23 16:14:32 2006: Msg Length : 31
Tue May 23 16:14:32 2006: Msg SeqNum : 0
Tue May 23 16:14:32 2006:
IE : UNKNOWN IE 58
Tue May 23 16:14:32 2006: IE Length : 1
Tue May 23 16:14:32 2006: Decode routine not available, Printing Hex Dump
Tue May 23 16:14:32 2006: 00000000: 03 Tue May 23 16:14:32 2006:
5. &a, el LMEH] DNS iS5 4wk WLC 1P Mk 75 Uk LAP. R IRZ AL
JUREE

a. LAP Z=iUf#HT “CISCO-LWAPP-CONTROLLER .localdomain.” [#] D
NS 1k 4

TEE: {F DNS 41570, localdomain &35 75 4L i HT 4 . 9140,
R 44 42 cisco.com, HTAIXA DNS 4 H & CISCO-LWAPP-CONTROL
LER.cisco.com. 5 2N EHGMEIT 4 &5 AP, IXFE, AP LR A%
LRRHTIE K4 DNS Hie s 7 LAEAT IXRE € (13844 - 1< DHCP option 15 i
T4 4 F AP, DHCP option 15 JETiFE & 7 24 AP H] DNS fig#r i)k
4, P, A L%E ] DHCP option 15 MEIHRHD & B4 (15 . X D
HCP IR 552 ANMWAL#: DNS R4S 25 (1) IP Huhl:, R option 15 EMif%
16 T RTINS AP,

b. 4 LAP fgW it AR AENT H— AN A WLC 1P Hibibif, LAP k%
H— R 3 )2 LWAPP KL SR B4 WLC.,

c.  WLC Y214~ LWAPP K ILiE R B 55 LR 7 AR 2 —A4 Lw
APP R NAE B 45 1% AP

IXAME]1-F1 DHCP option 43 JEI0 ¥ 751 (22 58 3) 8 AR [ 152 B o SR T AEA
%, DHCP K45 28 ANEH option 43 i&T0, AH/x, DHCP k4528 A A LA
P riic 1P Huhilk, [FIR i@k DHCP $241k DNS JRk45#5 1 IP Hitik. % LAP 3K



74+ DNS HR55- 2511 1P Hbhk f5, LAP Ki%—4> DNS ##4 % CISCO-LWAPP-C
ONTROLLER localdomain ) DNS £ #ii#3K . DNS Jlt 25 #8515 21| b 72546 J5 1% 1]
] WLC (1 IP itk . 24 LAP 53] WLC [#) IP Huhl 5, LAP FFUETEMEZ W

LCO

Using DNS Query for WLC
Discovery

172.16.1.016 Subnal

Hub Hub
WLC

192 168 1.0024 Subnet

Router

[
corifigured o retum
WLC P Address

% Jen e
LAP

N KB A DNS B, debug Iwapp packet enable fiv2 [F) i Hi 45 5 .

Tue May 23
Tue May 23
Tue May 23
Tue May 23
Tue May 23
Tue May 23
Tue May 23

IE
Tue May 23
Tue May 23
Tue May 23
Tue May 23

16:14:32
16:14:32
16:14:32
16:14:32
16:14:32
16:14:32
16:14:32

16:14:32
16:14:32
16:14:32
16:14:32

2006: Start of Packet
2006: Ethernet Source MAC (LRAD): 00:D0:58:AD:AE:CB
2006: Msg Type :
2006: DISCOVERY_ REQUEST
2006: Msg Length : 31
2006: Msg SeqNum : 0
2006:
UNKNOWN IE 58
2006: 1IE Length : 1
2006: Decode routine not available, Printing Hex Dump
2006: 00000000: 04
2006:

R RSB TULE S MRS, LAP R E] LWAPP % 20 3 3
S, LAP K 55 JFF 8 sh K BV .

6. TER A LA IP helper address

JREIXAIE S 3 2 RINEE D84y, (024 WLC FIl LAP b AEA R 7 M B
AR A=A T 24 LAP )\ DHCP 45533 1P Hhllf5, LAP
TEHFEA TN 34 3 2 LWAPP KILWE, 7Eikthes [, ip-help
er Huhl#y v B A WLC [ 1P Huhl. B HAs B Ei%) & S s 0 b
& K% ip-helper Hulilk o 2448 1) ip helper-address #ir4- i, E#%) # LI &
B, 8 FPANEK UDP v ¥ A sh#E Ao X 28 AL $E /N SCAHE 4 (TFTP)



(i 1 69 ), A RS 1 53), AR SS(Fi 11 37), NetBIOS 44 F1 ik 252 (i
1137 ), NetBIOS ¥¥i s 21 138), A zhthi(BOOTP)E ) i Al it
a5t 11 67 Fui 11 68), TACACS HR45(ii I 49). KI2h LWAPP ™ #&fi
UDP ¥ 11 12223, FrLAle A2 i #e i th i ko 72 S, Rk —1h W
LC AT MN, W 172.16.0.0/16, [FIK} LAP F1 DHCP k45 #% 7E At 1)1
PP, G0 192.168.1.0/24. FEMAST IR T B 1 T2 1% 5 A2 RS
B

Router(config)#interface Fastethernet 0/1

Router(config—if)#ip helper—address 172.16.0.1

|—— IP address of the WLC

Router(config—if)#exit
Router(config)ip forward—protocol udp 12223

WLC & T

M LAP JG 58— )2 LWAPP WLC KISVLEN 1 22 5 P3R5, LAP ¥ WLC 1
iy R Pk —4 WLC, Fn1% WLC k1% LWAPP i N1 K.

WLC #7E LWAPP & i 3 i Bk N R #1254 B

45 ) sysName

P AR

P A AP SN H A C B APEUR:
TP ARl

e AP-manager IPHilL

LAP A F R Z13X LE 056 R A HEA T 428 1 & 1) 18 % -

l.

W LAP 2 i CARLE T RCE L, &1k, 2 =iihlds, LAP SR &l
#% sysName B LWAPP AL RN S, SR HlasE A
EPEHIES . WR LAP KLY B 043 1Y sysName AHULHC, LAP K n)1%
WLC RIEIMATER . i LAP Joik sk 3L ik iy hles, sz Lw
APP AL, LAP 2 ULHEC LWAPP % B0 N 4 JEL o A, 5 i 4 30 42 751
#1 sysName, WL LAP KILVCECN &1L T —A4> LWAPP I K 2] £
EVEgE . WAk WLC Joik k3 LWAPP A KK, LAP B EE L
IR DAL — il

RN — A, LAP ¥ WLC ik 512 Hh i) WLC T & [El ) L
WAPP &I 91 5 A 3 2 bs e - B :



o MT—AAPKUL, WA E EE. SIS =yifas
o PSSR
o LWAPPIINIX S5 28 2

W WLC 1A ik hI sl ®, LAP BikFi% WLC FE K% LWAPP A
HK .
3. R LAP B bR IR 1 FUEPER 2 VI in N WLC, LAP ¥ 220
NI & Z A/ 1) WLC,

M LAP #%EF T WLC &, LAP kKi%—4 LWAPP i A\ik:K%1% WLC. 7 LWAP
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Security processing of Image Data failed from AP 00:17:59:67:76:80
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Received a Discovery Request with subnet broadcast with wrong AP IP address (source ad

dress).
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Received a Discovery—Request from <source MAC address> for someone eclse (IP add
ress).
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