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Supported Access Point Modes

Mode Client MFP Support
Local Yes

Monitor No

Sniffer No

Rogue Detector No

Hybrid REAP Yes

REAP No

Bridge Root Yes
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(1> it Security, Hiii AP Authentication/MFP under Wireless Protection Policies

afia]n

CISCO MONITOR  WLANE  CONTROLLER  WIRELESS  SECURITY  MANAGEMENT  COMMANDS  HELP

Security AP Authentication Policy

T AAS RF-Network Name mobile-1
General
i .
MD,:':E.'H&CEHD“ Protection Type [ Management Frame Protection 7|
Accounting

[  TACACS+
LDAP

| Local Mek Users
AL Filtaring

| Dizabled Clients
User Login Polices

AP Policias

¥ Local EAP

F Priority Ordar

b Access Control Lists
b IPSec Certs

Wireless Protection
Policies

Trusted AP Policies
Rogue Policles
Standard Signatures
Custom Signatures
Signature Evenks
STy

Clienz Exclusion Paliciis
P Authentication / MFP
Managemant Frama
Prabaction

(2)  3E# Management Frame Protection



CISCO MONITOR  WLANs  CONTROLLER — WIRELESS  SECURITY  MAMAGEMENT — COMMANDS  HELP
Security AP Authentication Policy

AN RF-Network Mame mabile-1
General
- -
mn;ﬁfmm:atiun Protection Type | Management Frame Protection =)
Accaunting
» TACACS+
LDARP
Local Mek Users
MAL Filtaring
Disabded Clients
User Login Palicies
AP Polichas

Local EAP
Prierity Order
Access Control Lists

IPSec Certs

v v v v

Wireless Protection
Policies

Trusted AP Policies
Regue Policies
Standard Signalsres
Custom Signatures
Signature Events

ST BTy

Client Exclusion Policks

Managemant Frama
Protaction

£ LAP L& MFP pI$aE

(1) ¥ Wireless F i Access Points, il Detail

ailtan]i

CISCO MOKTTOR  WLANMs  CONTROLLER WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP
| Wireless All APs
= Access Points Search by Bthermet MAC Search
All BFs
w Radiaog
[ R E T
Operational
82 1ik/aln AP Mame APID Ethernct HAC Admin Status  Status Port
~ AP Canfiguralion
COW Tamplatn &F 4 001 19:2F PerIar30 Enable REG L]
Mesh
b Rogues
Clients

¢ BO2.11a/mn
» BD2.11b/@/n

Country
Timers

(2) 7 Detail &, fiidi MFP Frame Validation
(471 £F Sniffer B0 N 1) AP ARERCE MFP
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CISCO MONITOR  WLANs  CONTROLLER  WIRELESS  SECUIRTTY

HANAGEMENT CDMMANDS  HELP

Tertiary |
Controller Name

Etatistics Timer 180

1F WLAN L& MFP
(1) Ay WLANs #t New

CONTREILER WIRELESS CECURITY  MARASESENT

AR A

HELR

Wireless All APs > Details
 Access Points Ganeral Versions
All &Ps
- Badios A Name e 5/W Version 4,1.168.28
A02.11a/n
BO2.11b/g/n pornEtMAT  00s15: 2703030 Boak Versian 123,74
= AP Configuration e ) .
T e xlr{:: MAC  00:18: 7420040 108 Version 12.4{20070424:02160%)
ula " .
Mash Domain B0&11bgi-4  BO210m-4 Mini 105 Version 10,510
Co Code US [United States) =
* Rogues il 0 = Inventory Infermation
: AP IP Address 17220225142
Clients [ — r AP PID AR-LAR ] 242 AG-A-KT
* BO2.1la/n AP VI VL
AP 1D 4
» 80111bigfn AP Serial Nume FTX1035830%
Admin Status Enable =| srial Rumaer N
Country AP Entity Bame Cisco AP
= AP Mode H-RERP = |
mers AP Erity Description Cisco Wi ficoess Paink
Mirror Mode sshin =] " o ireless fopess Fain
Dperational REG AP Cortifcate Type Hardacture Instaled
Sxmbas H-REAP Mode Yas
Port Bumber FL supparted
Pl Ce [ (Giokel COF Gisabled) H-REAP Conflguration
HFP Frama F
akdation WLAN Suppert r
AP Growup Nams |- =]
— [patauit Wocation Power Over Ethemet Settings
Primary iy
o Name [ Pre-Standard State [
Eeondary | Power Injector State [
Controllar Nar

Sa Conferatian  Brg Lo

WLAHSs

= WLEH
Wik
AF Ercase YLAR

WLAN 1D WLAN S51D

* WCAN 10w #18 vl no! b panted’ il 21w, 13xx aa 1%vx model AP

(2)  Aiili Infrastructure MFP Protection

Admin Stetus  Scourity Folicor
Ematbad o b-Auth

P,
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CISCOD MONTTOR  'WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMANDS  HELP

| Security Management Frame Protection Settings
* AAK Managemant Frama Enabled
Genersl Protection
= RADILS Controfler Time Fal
Authentication Sowrce Valid e
Accauriting
ATl WLAN Infrastructure Client
Loap WLAN-ID  WLAN Name Status Protection Protedion
Local Met Users
MAC Riberimg L sepre-1 Enabled Enabled Dptional
Cisasbled Clignts. 2 Gusesk Enabled Enabled DOptional
User Login Policies
AF Palices I S —— bruh
L 1 EAP Inlraskrdcture Dperational Protection Validation
AF Namae Valldation Radin Status Capabsility Capability
¢ Priority Order ap Enabled bd'g up Full Fudl
» Access Control Lists AP Enabled ] Up Full Full
¥ IPSac Corts
- ‘Wiraless Protaction
Policies
Trusted AP Polices
Rogue Polciee

Standard Signatures

Custam Sigratures

Sigrature Everts

Summary

Client Exclusion Polickes
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(2) £ WLC e & AH RN e ] Jeg 1

() WIS 7 MFP, gl E NTP A4 2%
(3)  MFP Protection %7~ A7 K] WLAN J5 MFP
(4)  MFP Validation & 75 MFP (114l

PLF fir AR A7 FH AL

show wps summary .7~ MFP [1] & 45

show wps mfp summary 7= 7 WLC Jit'& MFP (1)

show ap config general AP_name {27~/ AP J¢T MFP IRC & 1 Il
(Cisco Controller) >show ap config general AP

Cisco AP Identifier..........ccccoeveirienne. 4

CisCoO AP Name........ccoceererrcieneieee AP

Country Code......ccocerveerriirnienienn US - United States
Regulatory Domain allowed by Country............. 802.11bg:-AB 802.11a:-AB
AP Country code.........ccoevvrieneniniennn. US - United States
AP Regulatory Domain..........c.ccoeeeeevnenas 802.11bg:-A 802.11a:-A
Switch Port Number ..o 29

MAC AdAress.......cocoovverrenscnenieenns 00:19:2f:7e:3a:30

IP Address Configuration............cc.ccce..... DHCP

IP AAAress.......coovveereicieeiee 172.20.225.142

IP NetMasK........cccoovverneneiinnieiens 255.255.255.248
Gateway IP AdAr........ccoovevriiieneeen, 172.20.225.137

Cisco AP Location.........ccoeeerevneriennn. default location

Cisco AP Group Name.........ccccoveevrrinnnne. default-group
Primary Cisco SWItCh..........cccccocevirnnnne

Secondary Cisco Switch.........ccccccevvenann,

Tertiary Cisco SWItCh........cccocvvvvvrinnne.

Administrative State ............ccoceverennne ADMIN_ENABLED
Operation State .........ccoceveevierereniennn. REGISTERED
Mirroring Mode ........ccoovveveiinennnine Disabled

AP MOCE ..o H-Reap

Public Safety ........ccccevvevveceiiinnnn, Global: Disabled, Local: Disabled
Remote AP Debug .......ccoocevvveienniennn. Disabled

SIW  VEISION ..o 4.1.169.24

BOOt  VErSioN .....cccooeveviveieieseine 12.3.7.1

Mini 10S Version .........cccceecevevnennnnnn 3.0.51.0

Stats Reporting Period .........cc.cccovvvnen. 180

LED State.......ccoooovvvvieeninieiienns Enabled

PoE Pre-Standard Switch............ccocecvnee. Disabled

PoE Power Injector MAC Addr...........cccuvuee. Disabled
Number Of SIOtS........ccocevviiniicirieen 2

AP Model.........ccoviiiiii AIR-LAP1242AG-A-K9

IOS VErsSion.......cooevrneenineniennnns 12.4(20070414:021809)



AP Serial Number..........c..coccovveiiiene, FTX1035B3QX

AP Certificate Type......ccccoevrvviivieennne. Manufacture Installed
H-REAP Vlan mode :........ccccooeviincnennn Disabled
Management Frame Protection Validation........... Enabled
Console Login Name.........cccceevvereneninnns

Console Login State........cc.ccovevererenennns Unknown

Ethernet Port DupleX.......cccoceveviiriennne Auto

Ethernet Port Speed.........ccccoovveviennne. Auto

Cisco Controller) >show wps mfp summary

Global MFP State.........cccocveveveeeriieenns enabled
Controller Time Source Valid..................... false
WLAN Infra. Client
WLAN ID WLAN Name Status Protection Protection
1 secure-1 Enabled Enabled Optional
2 Guest Enabled Enabled Optional but inactive

(WPA2 not configured)

Infra. Operational --Infra. Capability--
AP Name Validation Radio State Protection Validation

AP Enabled b/g Up Full Full



