s

H-REAP #5 2Pt & Y ]

AR TSN Z: AP (H-REAP) A= I H (L pe & yu

DHEFM

TERCE T, T e F A8 LU N AR A
(1> WLC HyAEaAIR, JF H A ECE WLC 1) 2EAt
(2)  EFEl% AP (REAP)
(3)  WPA
(4) 4P DHCP LA Az DNS R4 %
(5)  ACS HHRCE H
(6)  HEAM IR thas) ™% 1
(7Y AR B PiY

EzERb A

AW BT T DU A A R A «

(D AR 4. 0 B EE 2000 R WLC

(2>  JUEL1131AG 1# LAP

(3) AR 12. 4 (11) T (3R} 2800 2R 411 5
(4 AR 2. 5 FEE802. 11a/b/g TEL R ) b
(5)  AFHERAERRA 2. 5 (1) RS R A

(6)  FHRRARRCAS 3. 2 (1 JBRHE N3] ACS

SCRA A KR ARSI, P B AR AT AR NC L, 1S o %5 i & IR M



B & .

ME

WHSE LU ML, S E 25 S
http://www. cisco. com/en/US/tech/tk801/tk36/technologies tech note09186a0080121a
¢b. shtml

iR

H-REAP A5 X2 il R 43 3T p AWK TC 278 5 FIRR R 5 58, Mt A 5 A A WLC
(YIRS VF I WAN % % (103 42, 12 It i AP
M5 WLC KREBERIG, H-REAP A54R AT LIAR i A%t 5048, 30047 Al 1R DA, >4 Pk 52 A
WLC 3% 8 )5, H-REAP A] LK Bl A& 4 1) WLC.
DL N ¥ £ SR H-REAP:
(1) 7E WLC #KAFRUA 4.0 & LLJF,1131,1242 L) J% 1250AP
(2) 2000,4000 Fi1 2106 %41 WLC
(3) W& WLC [t /88 3750G A # Al
(4) JF} 6500 F51 1 WISM itk
(5) W HE WLC 8} ISR i i #%

£ H-REAP RN Hodls vl DUASHi A, 22 i 21 WLC, IR kT Jo 2 i) 25 1A e B, A
A (KI5 T LA dat ke B 802.1Q FRt, A% 525 A7 £ W 4 A5 BRI 2R B T TT ), H-REAP it
K AP R AT LA A dE . IFOATIE.

(36573 7E 4.0 FRA R, 4 AP T4EZE H-REAP #ixt, 3f HAMALHIEER, AN ERmnt
RADIUS A IEHR 55 280 2538 2 1) VLAN IhRg, sR100, n] LUd i E AP _Ed & VLAN 5 SSID
I AYR e, MAHNIhEE, K, afLLEEINEE, 53] VLAN 5 SSID 5N K R o

Cie#d] 78 4.0 AR, WHAE WLAN B diEs, AP B LAEEARMAI, DUESCE:
CCKM F1 CAC, XPANIhfefE H-REAP A FEA L Fr.

iR

7t REAP L[] H-REAP

HSH LU M, %55 £ REAP 115 B
http://www.cisco.com/en/US/tech/tk722/tk809/technologies configuration example09186a00806
9da69.shtml




H-REAP it T 1R %2 REAP 1)) fg:
(1) REAP ASCHRFAL ML I8, XNRT 802.1Q M HE, HHRAER — M &M+

W & vp 2R &
(2)  FEWAN HRIKT S, BR T 58 —ANFE WLC 52 SCH WLAN &%, HoAth WLAN /9 2555 ANGEAE REAP
) AP FR AL IR 45

H-REAP 3 i DL 7 2 Af A i i A ) i
(1) $24}t dotlQ L HFAT VLAN 5 SSID 4k S ¥, o SLIhAgwT, & e Emmag
HHLFA 6 b 85 i 1] A C & AR R VLAN
(2> AR AHE PR e A AR L ) . AN ) IR S5



BE

£ FhF

: Layear 2 switch

1 Managemenl Interlace
1P 1T26.1.10M16
| Default Gateway:

i 172.16.1.25016

Wirelass LAN Conbrobier at
Main-office

BE

WLC b AL -
(1) %% 1P-172.16. 1. 10/16
(2) AP/ 1P-172.16.1.11/16

L T

|

Layer 2 swilch

Slatic 1P; 172.18.1.1016
Default Gatoway:
172.18.1.25116

L

H-REAP enabled
LAP al remole-sile

Wireless Client



(3)  BRIAMOC TP-172. 16. 1. 25/16
(4)  JEIMOCHRE-1. 1. 1. 1
[EEE A Y B SCR P NS WAN R e, DLAGE: AP RS H L e

ELE AP A H-REAP

WAL LWAPP B EMSCTCVE AR I R e R 2 b, ) BLURFH T E 485 1 7 U O AP &
FERIFRE 25 .

¥R H-REAP Tifielt) AP JER: S, ezl e, a2 IP #2452 1P
Hohik, —Hi@E DHCP 3R-4F IP b5, ef a3, FFHAEN 2 WLC iyl fe.

H-REAP [fJ AP ] LU AR J5 %3k WLC fRItaht:
http://www. cisco. com/en/US/tech/tk722/tk809/technologies tech note09186a00806c9
ebl. shtml

Hrp AN i D H C PRI 4 33/ W L Cfsteht, SRISMAZIWL C, Faidk
AR RRCAS R B SO, WIS 1, ORAFAR N TR B 2 A SRS R A A,
PASEAE A 7B AR

HAPEMBIWL CJa, $ATEL NP E:

1. 76 WLC %M, s+l Wireless>Access Points.
2. RENFHI I AP fith Details



3 Cisco - Microsoft Internet Explorer

Fe ER Yew Faoes Toob Hep R e ) |

Luad Sraring Save Fing ' Logout Refresh

| Wireless Al APs
I__."-l.f. .H\.‘-
| Aceess Points :: Search by Ethernet MAC | Search i
[l s £
| E0EHa R
e s Operational
[ Meosh AP Name AP ID Ethernet MAC Admin Status Status Furt!
| Rogues APDOLE.cTa0.ab3e 1 00:16:e7:a0:ab: 3 Enable REG 1 Detai
Rogus APs R

Knomn Rogue APs
Rogue Clients

. Adhoc Rogues

| Clients

| BO2.11a

| Hetwork

Client Foaming

Voice

Video

BO2.11h

| BO2.11b/q
Hetwork

Chent Foaming
Ve

Video

| Country

| Timers

3. 1t APs>Details 5tfil, & X WLC {145, rithi Apply
ATLLE LA WLC [T (U, Y, KD, AP SR G & 4k FAH M1 WLC

(PR Y fELL Bk, URATEUE 2 AP Bldi s B iiat, MOE S asm 1P Hulit,
DI IXAS AP BETARAEIR R M X, FTEAAESE — Ui D H C P43 T Pibhib)e, 25T
S XS, DR LU P A 0o DX P



4. EAPMNH—RE AP
1 APs>Details 7L, % APmode EXH—REAP

2 Cisco - Microsaft Internet Explorer

Save Configuration  Ping

fauen Srnemp

COMTRULLER - WIRELESS  SECURITY  MENAGEMENT

Logout Refresh

Wireless Al APs > Detals <Back | Aply
.'\
fccess Points cenerol Versions —
All APg
LKA AP Narne (aPONL6.c7a0 a3 S/W Version 404555
B0Z.11byp Radios
Mesh Ethernet MAC Address 00:16:c7:a0:3b:3e Boot Version 12371
Rogues Base Radio MAC 00:15:c7:8h:55:90 105 Version 12301181
Rogue APs Regulstory Domain  BOZ11bq: -A 802114: -A Mini [0S Version  3.0/51.0
Known Rogue-APs
Rague Clients AP IP Address 172.18.1.10 .
Kdho: Rogues &P Static [P - Inventory Information
Clients AF Stahe ""1?2.13.1.10 AP PID AIR-LARLEI1AG-A-KY
ko Netmask 955 255,00 AP VID Vol
Networs e
Cliant Rosming Gatewar (172 18.1.25 AP Serial Number  FTXL0LOTOMD
Hoice
i 410 i APEnttyName  Cisco kP
W1 Admin Status Enable v AP Entity Description  Cisco Wireless Access Point
BEIIS:E:M AP Mode AF Certificate Type  Marufacture Installed
Chenk Enameng Onerational Status H-REAP Mode .
Voee ’ : supported ¥
..- Part Number
FICED
o gﬂ“ﬁ"; petechr H-REAP Configuration
Country WFP Frame Validation = roisabled) S
Timers AP Group Mame [ % WLAN Suppert O
Leston ot Power Over Ethernet Settings
Primary Confrofer
Hame L .
Sacondsry Controller | Pre-Standard State D
Name : Power Injector Stats
Tertiary Controler Merin O
Hame
Statistics Timer 160
Radio Interfaces
Humber of Radio Interfaces z

[eEEvE]) by bl CcLl 720, & X WLC ) IP Mkl
http://www.cisco.com/en/US/products/ps6087/products tech note09186a0080736123.shtml#t11




H-REAP BYIRIEIRIE

H-REAP ] AP HA7 LLF
(D %Pt
4 WLC 55 AP i LLHEAT LWAPP B, URE T M (WAN) 4Bk 5eif
(2) oz
2 WLC 5 AP R AEHETII IR

IE I 735 0T DA e A Ol Al :
(1) A=k WLC BETIAE
(2)  AH-AL WLC AT

[353) Ae AP 24X, BT 802.11 MIMIIF /7y e lt# k47 H-REAP .
EERRN, AP WLC AT IATERI Bk .

7E H-REAP I, 7E WLC HIJCZehic & nl LLA L N P
(1) HaaZ#e-7F H-REAP i AP, JHidp#iE 5 WLC R
(2) AHASH~{F H-REAP N1 AP, Wit AcHui%®:, (LAt Edn

[P 24 VLANL-8 1] LW FI7E H-REAP, [K b -4 1130, 1240 i1 1250 3 #f H-REAP

H-REAP RS

e AIERLAETTI S 2RI, H-REAP AT RAgE SO LR IRAS
(1 FvihdE, HLAs it
(2> NUERM, AT RN
(3> HLvAIE, AHLAS
(4 UERM, AHA
(5)  AHBIAIE, AHLAS

HUOIAE, S e
TEMEAEAR , AP B R BT 12 P AUE LA A5 R 31 WLC, R TR T, H-REAP
A SRR,
fic B DA R A B
(1) SSID ##%: central
(2) —JZ%4: 802.1x/LEAP
(3) H-REAP A Azt . disable

it & WLC AR 13
1. iy WLANSs Bt & WLAN



A Cisco - Microsaft [nternet Bxplorer
Al  Edt iow  Fanidtes  Teak  Hep

Casen BraTrms

Eawe Figurstian Firg  Logoat  Refresh

COMTROLLER.  WIRELESS  SECLURITY

MAMAGEMENT  COMMAN HELP
WLANS WLAMNS = Naw = Back | hpply |
""'"_“':!" WLARN 103 [1 =
Vp.ands
a0 Crains WLAN
WLAN 351D [c=ntra
£ S 8 Ircamet

2. DDA A LINIE, BTRAAE )R 24k 802.1x AIE
3. FEINIEMRSS SIETAL, $H'E R 55 st
4. DA O He,  f5 R A AT i I3



3 Cisco - Microsoft Internet Explorer

Fle Edb Yew Favoes Took Hep

Lanea Enarimp

WLANS Admin Status [#] Enabled
WLANS Session Timeout (secs) lﬁﬂ[l _
WLANS Quality of Service (QoS) | [silver {hh’l eﬁun] v

AP Groups WLAN —_—
Wi Policy IDlsahJed v

7520 Fhone Support ] Client CAC Umit [ &P CAC Limit
Broadeast S50 [¥] Enaailed
Mronet 1€ ¥ Enatled
Mllow ARA Qverride [ Enabled

Client Exclusion W Ensbled ** 60
Timeout Yalue (secs)
DHCP Server [] ewverride

DHCP Addr, Assignment [ Required
Interface Name imanmment ¥
MFFP Version Required 1
MFP '5 ature
m ation ﬂ\tﬂnhal MFF Disabled)

( H-REAP Local Switching [ \

HWMN with IPSEC, L2TP, PPTP, CRANITE and
FO k

802.1% Parameters

B02.11 Dats Enceyplion Type Koy Size

® wep 104 bits v

Radius Servers
Authentication Servers Arcouting Servers
Server 1 . lnune ' - "*.'”n;:l-ne v
Server 2 W none ¥
Server 3 inone ¥ nong ¥

Cave ':::-"f-__]l_"-]t on - Ping  © Logout Rafrash

Layer 3 Secunty Hone i
[[] web Policy *

*® Web Pobicy cannot be wsed in combination
with IPsec and LITP.

** When chent exclusion is enabled, & bimeout
walise of zera means infinity{will require
administrative overnde to reset exciuded
clients)

#4% CKIF 15 not supported by 10xx APs

5. 1%&$% Security > Radius Authentication it & /% 2% 215 5L



3 Cisco - Microsoft Internet Explorer

He Edt Yew Favoes Toos Hep s ® Q¥
ooy Briving Zave Configuration | Ping ' Logout  Hefresh
MONITOR - WLANs  CONTROLLER -~ WIRELESS  SECURITY ~ MANAGEMENT  COMM
Security RADIUS Authentication Servers lllhf{ | New. |\'|
\ /r’
AR " T TETEE— —
- Call Station ID Typa | [P Address ¥
LT RADIUS Authentication >
RADIDS Accountng  Credentials Caching [
Local Mat Lgers
HAC Fiarng .
Disabled Clients Use AES Key Wrap 0
User Login Policies
AP Porbis Metwork User  Management Server Index  Server Address  Port  Admin Status
Access Control Lists
Web Auth Certificate
Wireless Protection
Policies

Trusted &F Policies
Rogue Polices
Standard Sipnatures
Custom Signatures
Signature Events
Surnmary

Clienk Exelusion Policies
AP Authentication / HFP
Hanagement Frame
Protection

Web Login Page
(105

Sengors
Shinreed Chends

£ 3 ®rteret




A Cisco - Microsaft Internet Deplorer

FiE . EdE  Wiaw | Favodtes Teak - Help Lk R
Coen Erstems =a
_ ITOR COMTROLLER. SECLIRETY: - - =WT - COIME
Sty RADIUSE Authentication Servers = Mo = Back | fpply |
ARA Hervar Indax {Prinrity) z ™
merErsl < E)
RACSFLER Authenbation
RADIUS deoounting Servar IPAddrass 1721611
Locel Her blary
TRaE-Riag Shared Secret Format AECIL e
Cemableg Clhwaty - C oo T T TE e EE R R ==
Usel Lagin Peficies
AP Falicas Shared Secrat e I
Arrrss Conbrol Lists confirm Bhared o |
| Web Auth Certificate Hecrat — — — —— —
|}
i
|- wiraless Protaction
! Pnlicies Key Wrap O
|- Trustad &F Folizies
i x [
|z e i s Port Mumber 1312
§- - atardard Signatures
i Cuskam Ssanatures . .
1 Signalura Evanls Server Status Enabled [+
Surorars o h
Chank Exclusion Policies —_———————
AT ALERETHCA Bh S T Support Tor RFC 3576 Enabled (»)
Managament Frame
Prafacton Rueztran=mit Tirrieaot z saconds
Weh | ngin Page
DS Metwork Usar ¥ enable
fi-aliilsd
Shunned Clients Managemant |_] Enoble

e Y Al AR R ) JL 523 WLC 5 ACS 28], b SRS & KAl ] EAP FRIAE
i, RBGHRAE R, 5%

http://www. cisco. com/en/US/tech/tk722/tk809/technologies configuration example0
9186a0080665d18. shtml

R H O AE,  HOAS i
1. BCEITCZRE ) b [FIFE IR SSID DL K 24
2. AN 4SBT AE ACS L ) P



|% Cisco Aironet Desktop Utility - Current Profile: central

Action  Options Help

SSID-TEST | Mew...
lozal
loc:ald ol
. central-local [
e, central
ditidalia

Fleaze enter vour LEAP uzername and pazsward fa log an ta the wirsless [ Import... ]
network,

[ Ewport... ]
Llzer Mame : iuser.-‘i‘-. [ Scan.. ]
Fazsward ; !""- [ Order Profiles... J
Logonto: I
Card Mame : Cisco Aronet 802,11 a/bdg Wireless Adapter
Frofile Mame : central

0k Cancel

|% Cisco Aironet Desktop Utility - Current Profile: central

Action  Options . Help

Current Status i Frofils Management | Diagnostics

Gisco Systems

Prafile: Mame: - central

Link Status: - duthenticated

whrgless Mode: 24 GHz 54 Mbps IF Address fell: 240966 feac
M etmork Tope: Infrastiicture Current: Chanmnel: 1
Server Bagzed Authentication:  LEAP [Data Encryption: SEFR

Signal Strength: . [MERNNEERNEEENNERRERERE  Ewcelent

[_ Advanced




6503 Y e SoRy e & oA i A IP Mtk 172.18.1.5, 7] LI{#i ] DHCP Jit &

IR, A HBAT H R

WLC A FHARFD— U, LA G0k, # AP 5 WLC LR

AR WCE, K45 1k AP 55 WLC B
7£ WLC _I debug Iwapp events enable J&, A7 % H -
Thu Jan 18 03:19:32 2007: 00:15:¢7:ab:55:90 Did not receive heartbeat reply from
AP 00:15:¢c7:ab:55:90
Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangelnSpamConte
xt: Down LWAPP event for AP 00:15:¢7:ab:55:90 slot 0
Thu Jan 18 03:19:32 2007: 00:15:¢7:ab:55:90 apfSpamProcessStateChangelnSpamConte
xt: Deregister LWAPP event for AP 00:15:¢7:ab:55:90 slot 0
Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangelnSpamConte
xt: Down LWAPP event for AP 00:15:¢7:ab:55:90 slot 1
Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangelnSpamConte
xt: Deregister LWAPP event for AP 00:15:¢7:ab:55:90 slot 1
Thu Jan 18 03:19:32 2007: 00:15:¢7:ab:55:90 Received LWAPP Down event for AP 00:
15:¢7:ab:55:90 slot 0!
Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 Deregister LWAPP event for AP 00:15:
c7:ab:55:90 slot 0
Thu Jan 18 03:19:32 2007: 00:15:¢c7:ab:55:90 Received LWAPP Down event for AP 00:
15:¢7:ab:55:90 slot 1!
Thu Jan 18 03:19:32 2007: 00:15:¢c7:ab:55:90 Deregister LWAPP event for AP 00:15:
c7:ab:55:90 slot 1

H—REAP 48} 3lir iR, debug Iwapp reap 7] LA I 2 HH N 4

DUk Z i R 8l el O AE, oD s, #RE S E R A 2 WLC, DIk, B
1 WLC (4748, 27 b AN REDRFFAI N (4, — R IEAH N R 20 ) g w7



Action  Options . Help

W Prafile: Mame: - central

Link Status: - Mot Azzociated

whrglesz Mode: 5 GHz 54 Mbps IF Address fell: 240966 feac
M etmork Tope: Infrastiicture Current: Channel: - Scanning
Server Bagzed Authentication: [rata Encryption:
Signal Strenagth: Mo Link
Advanced

HULAE, ARHATHe

TEXAEET, WLC INUEF AR E B, (HJ2 H-REAP ARMIAZH R . 0% ) i il D)k
WEJ&, WLC Ak H{5 B 2] H-REAP, ffILAMAZHE SR, & 9— " N& P #RIhNEE, e
ROEAH N P RIE B, XSRS A e e A

RS
(1) SSID ##x: central-local
(2)  ZJZ%4: 802.1x/LEAP.
(3)  H—REAP A 57 #-Enabled

JiL & WLC

1. JcE WLAN [ SSID, it WLANS

2. PUAMEA A UE, BT BAYE 22 4k ik | 802.1x authentication
3. TEVIEMRSSAAHN LI, e B GIE IR 55 255 S

4. 1%k H-REAP Local Switching



3 Cisco - Microsaft Internet Explorer

Fle Edt Vew Favoies Tock Heb s * Y

faned Smurim Save Configuration” Ping Logout *Refresh

MONITOR - WLANs  CONTROLLER  WIRELESS ~ SECURITY. MANAGEME BEHELR

o Layer 2 Secy 802.1%
WLANS Admin Status [#] Enabled { .
K [] MAC Filtering J
ion Ti
WiANe Session Timeout (secs) IHIJ.II - N
HLAN; Quality of Sarvice (QoS) | Silver (bust effort] ¥ Layer 3 Securty | None v
AP Groups VLAN . - il |
WHH Policy _Dmhlud ¥ [] Web Posicy *
7920 Phone Support ] Chent CAC Limit 7] 4P CALC Limit
Broadeast 551D [ Enabled
, * Web Policy cannot be used n combination
Rironiet 1€ [ Enabled wih IPsec and LITP.
llow AAA Override ] Enabled *2 When dient exclusion is enabled, 3 tmeout
. value of zero means mfinity{wil require
Chent Exclusion ¥l Enabled ** _‘E? .......... administrative overmide to reset excluded
Timenut Value (secs) chients)
DHCP Server [ override *% CKIP is nat supported by 10xx APs

DHCP Addr. Assignment  [] Required

inecace ame [ management ¥

WFP Version Requred 1

P Sagraburs ¥ Ehd MFP Dissbled)

H-REAP Local Switching (] J:}
suppaorted with IPSEC, L2TP, PPTP, CRANITE and

F:lF!fR ‘és-a.ltﬁent-:euuns.
Radius Servers

Authenbicabion Servers Arcounting Servers

Server 1 [Ipan iﬁ'.l.-lg.l’.u.ri':ﬂjz S
Sarver 2 none _n;:m; _;
Sarver 3 VT

B02.1¥ Parameters

802.11 Data Encryption Type  Key Size
@ we  [1abts ¥

K e OAIE, A HIATH
1. BCETCMZ ) SSID 5 WLC IR EAHIR
2. WA, FONFEIEIRSS &% LR E 3



fction: Opkior el

| Profile kM anagerment

SSID-TEST
lozal
locald

r’h central-local
central

networl

Ilzer Mame

Paszword ;

Logonto;

Card Mame ;

Prafile Mame :

Enter Wireless Metwork Password |

Pleaze enter vour LEAP uzername and pazsward ko log an to the wireless

iuser.-“-‘-.

eosed

e ]
| Modiy ]
Remave
| bl
i
[ Evpot. ]
I Scan.. |

[ Order Profilez... ]

Cizco Aironet 802,11 a/bdg Wireless Adapter

central-local

k. I Cancel

3. Al ok




% Cisco Aironet Desktop Utility - Current Profile: central-local

Action  Options - Help

Curtert Stalus | Profle Monogemert | Diagnestios}
W Prafile Mame: - central-local
¥ Lirik Status: - Authenticated
Wirgless Mode: 5 GHz 54 Mbps |F Address: fell:: 240 96 feac
M etmark Tope: - Infrastictune Current: Channel: 54
Server Bazed Authentication: . LEAP [rata Encruphion: WEF
Signal Strength: Excellent
Advanced
INUER, AHbATH#He

WARAE WLC ERCE TAT AN UET7 AU A s A s 22 4 CHedn EAP NIE, 3
WEP/WPA/WPA2/802.11i, web IAIF, & NAC) 7 WAN Wik )5, A AERM, A
A HPRAS, EXANRAES T, H-REAP FEZ88 1 EHAE ) % i, SR, 488000 B4k
Fe R P i e A RS R e A B R AT

1 WAN B2 1K 7T WLC 52 11 H-REAP )33 /it

— HEATENE] WLCH-REAP 2 fT R B X AN e i B mf A /2 C L T
w4, i debug lwapp REAP %45 .

REAP: REAP AP Switching to Standalone mode,

Connected to Controller 1

LWAPP_CLIENT_ERROR _DEBUG: GOING BACK TO DISCOVER MODE
WIDS-6-DISABLED: IDS Signature is removed and disabled.
LWAPP-5-CHANGED: LWAPP changed state to DISCOVERY

&R EIE SRR R, (Al T AW L C AR IR, Lyt A7 8 &/ AE,
H—RE A PFIRF% %R,

AT LU A AR 2 7 i e W L A N R 2%, BE4T IR )5k

[501) YR EREESIWL AN, H-REAP 1 802.11 Ihfekasisil, Witk
F—A> H-REAP HPIRAS: AUEAE b, A2 g5 1l

AHINAE, AHATHe
FEXARAE T, H-REAP [ A P o ARHIIAUE RS o, AMBAZ . XSRS H BEAE AL
SERER,  JF HIBCE O A HATE R L R AFAE .



ST VRR I H A E, ANHLAS PR, WERZHEAR B HORES, ZERCE A P oA A H
N0, WERBAA I E AR VIRIRE, #lln 802.1x IAIE, fEAMAZFIN RN, H-REAP it
N IEWIE, AHAZ e .

PUR 2 A PAESRNIAR R 5 I LR AIE 7 i
(1) FFk
(2) ez
(3) WPA-PSK
(4) WPA2-PSK

[EE3E) MA PAEERT, FTUEMFHSZE W L CHET, 24 H-REAP gl 7tk
AT, PAER IR A 31T

e b AL DA B

(1) SSID: locall

(2) ZJZ%4: WPA-PSK
(3) H-REAP A#iAr#i: enabled

fEW L C ERcE LMD B

L. Rt WLANs it W L AN

2 AL A AR BN TIE 7, 4% JZ AR A IE 7V, #1140 WPA-PSK
3. it & Pre-shared Key, i %) it A P ECE FIAH A

4 it & H-REAP [1J£5i5, H-REAP Local Switching



3 Cisco - Microseft Internet Explorer

fonen Sranimy

WLANS

WLANs
WLAN;
AP Groups VLAN

General Policies Security Policies A

Radio Pobcy |All v
LI Lower 2 Saca

Admin Status [ Enabled

Session Timeout (secs) t1]

Quaity of Sevice (Qos) |Sier best efoct) . Layer 3 Securty  [Static-WEP + 802,28

WHM Policy | Disabled ¥ CKIP

7920 Phone Sugport  [] Client CAC Lmit [ AP CAC Limit

Broadeast S5I0 E Enabled
. * 'Weeb Pokicy cannot be wsed in combimnation
Hironet € ¥l enabled with [Psec and L2TP.

Allow A&R Qverride (] Enabled =+ hen chient sxclusion is anabled, a timeout

. 1 value of zero means infinity(will require
Chent Exclusion Menabled™ 80 administrative avarride to reset exchded
Timeout Yahue (secs) chents)
DHCP Server T override o CKIP s nok supparted by 10xx APs

DHCP Addr, Assignment ] Required
Interface Name | management v

HFP Version Requied 1
MFP Signature -
Genera E—!_‘Et_;lubal HFP Disabled)
C_HREMP Local Switching [
* H-REAP Local Swetching not supported wih [PSEC, LZTF, PPTP, CRANITE and

FORTRESS authentications.

Radius Servers

futhentication Servers  Accounting Servers

Server 1 |nane ¥ | none
server2 [nene ¥ [ncne ¥
Server 3 énnne ¥ ncng ¥
WPAL+WPAZ bt

3 @ ieret




2 Cisco - Microsaft Internet Explarer

He Edt Yew Favoiles Took Help

Luta Brivimi

MONITOR

onfiguration  Fing | Logout  Refrash

WEl B
mou

=2

* Web Pobcy cannot ba wsed in combination
with [Psec and LITP,

% When client exclusion 15 enabled, a Bimeaut
walue of zero means infinity{will require
adminstrative overnds to reset excluded

4 CKIP is not supported by 10xc AP

< |

WLANS
Broadeast SSID ] Enabled
WLANS Bironet IE ¥lensbled
WLAM: _ -
AP Graups YLAN Allow A4 Override LjEnabled
Chient Exclusion MEnabled®* 60
Timaout Yalue (secs) chents)

DHCP Server Cloverride
OHCP Addr. Assignment [] Required
Intesface Name !'l'!ﬂ-'hl!;l.!_ljltlt.!'!t v
MFP Version Requied 1
NFP Sugnature ]
Conin W] (Global HFP Disabled]
H-REAP Local Switching ]
* H-REAP Local Switching not supported with [PSEC, LETF, PPTF, CRAMITE and
FORTRESS authentosbons

Fadius Servers

Authentication Servers Accounting Servers

server 1 oae  oone @
i m:me I 'm —3
Servr 3 o @rore

WPAL+WPA2

Parameters
WPA1 Palicy W
WPAL Encryption Uaes  Mmae
WPAZ Policy O
Auth Key Mgmt P§K v
PSK format (sl v

.Iﬂ.lll;l o .

g

S © ieret

Kl A HAE, A HATH
SEREL TR

(1) BEFFER S S T DAAIESE, SeEh# ] SSID:locall tAUE J7i%: WPA-PSK

(2) MER/HKSSID
(3) XKHWAN [



W L C {5 133 H-REAP, H-REAP HE AT A
(4) g R L CLI #iv4 debug lwapp RE %¢&
(5 Ad e % 2 il WLAN R E S

Hes

AN fir &

show Iwapp reap association
debug Iwapp clients



