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S Cisco i — LR MR IR, { WLC CIEZd9) A1 LAP (Lightweight
access point) AL FANFEMFM, B LLEEECE DHCP Option 43 FECIE SN LAP 2
KHRFRE R G WLC. AR LAZ A 1) 5 Uit B anfrr i ik DL DHCP il 4548 A LAP
fic & DHCP Option 43:

e Microsoft Windows 2003 Enterprise DHCP Server
Cisco I0S DHCP Server

Sun Solaris DHCP Server

Linux DHCP Server

Cisco Network Registrar DHCP Server

Lucent QIP DHCP Server

KT e E AP £ CHE WLC, 537 Wireless LAN Controller and Lightweight
Access Point Basic Configuration Example

(IE =353

Cisco IS TTEHAA LT H1IR:

o DHCP fHFEA SN

o Tf# Windows DHCP Server [f)3EANiD &

e [ fi# Sun Solaris DHCP Server [JFEARL &
o Tf# Linux DHCP Server [f)3EAH &

B ER

GRS B A S R RRCAS 5K . B IR I T IUE I, Ik A
TG IAET, WERAEAE B RCE, TR R GRS AE .

] Fi%FE ¥ DHCP &

RFC 2132 5& X T 2 4~5] 745 <1 DHCP Option ‘7Bt (Option 60 11 Option

43) , Option 60 ;& LN B4R R4F (Vendor Class Identifier -VCI) , VCI &
ANREE I SCAR TR o, AR K™ . 4 1 41 Cisco AP T ¥ VCI 7

‘Eﬁo



Table 1

Access Point Vendor Class Identifier (VCI
Cisco Aironet 1000 series Airespace. AP1200
Cisco Aironet 1100 series Cisco AP c1100
Cisco Aironet 1130 series Cisco AP c1130
Cisco Aironet 1200 series Cisco AP c1200
Cisco Aironet 1230 series Cisco AP c1200
Cisco Aironet 1240 series Cisco AP c1240
Cisco Aironet 1250 Series Cisco AP c1250
Cisco Aironet 1300 series Cisco AP c1300

Cisco AP c1500'

Cisco AP. 0AP1500°

Cisco AP.LAP1505°
Cisco Aironet 1500 series

Cisco AP.LAP1510"

Cisco AP ¢1520

Airespace. AP1200’
Cisco 3201 LAP Cisco Bridge/AP/WGB ¢3201

Cisco 521 Wireless Express Access Point [Cisco AP ¢520

AP801 (embedded in 86x/88x series ISRs |Cisco AP801

1500 RANBATTE 4. 1 A

1500 OAP AP JZATTE 4.0 FiA
‘1505 Model AP IZATHE 4.0 A
1510 Model AP IZATHE 4.0 A

1500 RAVIZATLE 3. 2 A



DHCP % Fumid id )~ #%& discovery # 3¢ -4k DHCP Hihik, Option 60 “FBUMAE
discovery .

Option 43 FLLINIE LAP -3k WLC A FE. DHCP ARZS28 A0 TR &, FH kB R
B RAFRIRST VCT B, FEARE VCT 25 4N AP 3z [a]—N k2 A WLC i 2 1
1P,

7E DHCP RGS# ML E T, | widr e 5 B s 21 VCT 1247, Y DHCP JIk45 4%
KILK E DHCP %3)5' Uiy discovery R ICH S AR LLIRA ) VCI 15 B, 504 F51 5 i
SR R E S Bl DHCP of fer i 303 [A]45 DHCP %% /7 %ii. option 43 F
option 60 F5ZIEAREA DHCP b ic' s, FILLR[E] TP Huhik45 %Fﬁﬁ%o

RFC 2132 5 X DHCP Jlk45-#5 iR [R1] 7% 2 {5 B /E i DHCP Option 43 FBt, JFH ft
VFETH 0 21 255 2K X sub—options, Fifi sub—options #B{E A K L E

(TLV) FHHELE Option 43 FEh. mH, | ra/LLEATE X sub-options HZmhd
R scag .

24 DHCP 45434 Cisco 1000 F A1 AP 34t WLC iy,  TLV & PABL R 7 Kl
e

o KA (Type) —0x66 (1ubH 102)

o KE (Length) —H{HARTFRHHKE, WAL/ WCEHLIES S
b o

o ¥l (Value) i IAE TR EARE ARG R TR, ZAWC 2
=S G T b

4 DHCP JIRZ5-4% 4 Cisco LAP (11 1130, 1200, 1230 58% 1240 %)) 24t WLC Huhl:
i, TLV & PLLLT e X

o Type—0xf1l (+HEH 241)
o Length—16 ¥FHIF /A (WLC & HEHubE AR * 4)
o Value—16 JEHIZF -1 WLC & B4z O ki

DHCP [P B AR AN [ [1) DHCP k45 a8 A AR AN SCRY 3 2EAFE LA DHCP JIj 554+
FIMCE : Microsoft DHCP server, Cisco I0S DHCP server, Sun Solaris DHCP

server, Linux DHCP server, Cisco Network Registrar DHCP server and
Lucent QIP DHCP Server. HAth DHCP Server, i§ZZAHMN = ihw k.

Microsoft DHCP Server

AT AU IR DHCP e 454 IC & Option 43 “FBX.



Cisco 1000 &% AP

7 BRI DHCP IR 452845 1000 F41 AP iR [0l R e e 8, T8 T— My
I%\:

o LRV REZRBMFRIALT (VCI)
e Option 43 sub—option code
o WLC 42 IP sk

Ciscol000 &% AP ] VCI & “Airespace. AP1200” , i EfTiR, Ciscol000 [
Option 43 sub—option code #& type 102 (0x66) . A7~ ot s FEHIG
(MMC) , 48Rt w] LU T DHCP Server Utility SRECHE, UR@H E—FE.

1. N T il DHCP Al45#5 n] LLiRSI VCI Airespace. AP1200, =33 0—ANHr1
vendor class. fE MMC o, £5%E 507 DHCP R4 a5 Kbk, i%F¢ Define

Vendor Classes.

L2 pHCP —
actin._viow || &= » |m | [P ]| 8 |
Tree | s
= DHCR) Contents of DHCP (oot
= L R oateie e cak-bd-2k. windows-usars, chents.c...  RURRng
—Fj Server ¢ Digpilany Statistics. ..
Mew Scope. .

Mews Multicast Scope...

Recondle Al Scopes. ..

Define User Classes., ..

Define Vendor Classes. ..

Set Predefined Options.. .

Al Tasks ¥

Relete
Refresh

Propertias

Help

1 I»l

Defire vendor specific option classas

2. i Add B)85H class.



DHCP ¥Yendor Classes

HE|
Axvailable clazses:
M ame | D ezcnption | Add...
Microzoft Options Microzoft vendor-zpecific optian... _
Microzoft Windows 20, Microzoft vendor-zpecific option... Edit...

Microzaft \Windows 32 ... Microzoft vendaor-zpecific oplion...

i

Eemove

Cloze

f

3. #iA Display Name, AP {#H] Airespace. fF Description X3RS
FEUOIT . sy ASCIT Xk, ¥sin VeI, A Airespace. AP1200.,

Mew Class EE3
Digplay name:
I.-’-'-.irespan:e
Dezcrnption:

II:isccu 1000 series AP

IC: Binary: A5CI:
npooo 41 69 72 65 73 70 61 63 Alirespac

ooog 65 2E 41 50 31 32 30 30 = . AP1200
o0o1o

(] I Cancel

4. 5ERE, Ml Closes



DHCP Yendor Classes EHE3

Available clazses:

M amie | Description |
icrozoft Options Microzoft vendor-gpecific optian,..
Microzoft Windows 20...  Microzoft vendor-gpecific optian... Edit... |
Microzoft Windows 33 ... Microzoft vendor-zpecific option...
Ajrezpace Cizco 1000 series AP Remove |

Cloze

f

5. 7f Predefined i&ETH A N i) Vonder Class #h0 WLC sub—option. 7F
X H AT LLE X sub—option MZmfd R B RIS 0, HLILY AP iR [Al—AN) R
e s B At Server EIFR, EF Set Predefined Options.

2 pHCP =]
action Yew | &= = B@| [ 2 | &
Tree | Server Options
42 DHCP -
5. .

a- iy Display Stakistics. .. '\1‘) Server Options
Mew Scope...
New Mudbicast Scope. ., Server options are additional configuration

= parameters that a DHCP server can assign o DHCP
Reconcie All Scopes.,. clients. For example, some commonly wssd options
R include IP addresses for default gatewsys (routars),
WINS servers, and DNS servers,
Diefine Yendor Classes, ..
5gt Predefined Options. ., Server options act as defaults for all scopes. You
all Tasks & can override each of these server options by
— defining the option in Scope Options.
Delete
Refresh To set the server options, on the Action menu, click
Configure Options.

Properties
Help Far mare information about server options, see

online Help.

Aidd, remove or change opbions From the predefined st

6. {F Option class Fik ™ H () Airespace, rit Add.



Predefined Options and Yalues

Option class:

Optian name:

Dezcrnption:

I.-'l'-.irespace

Ji B
I_I_E

add.. Edi. || Dekie |

—%alue

ak | Cancel |

7. Name #ji \ Airespace IP provision, Date type #ij A Binary, Code #ijA\

102, sidi OK.

Option Type
Clags:

Mame:;

Data twpe;
Code:

Description;

Airezpace

I.-'i‘-.irespace IP Pravizion

I Binany j I
|1 02

IIF' deliverny option|

k., I Cancel |

8. il OK BP5Efk Vendor class Fl sub—option type HIECE o
9. 4 Server Options ff3, #+E Configure Options.



L8 pHCp

ation Yew | = B D@ &

M[=] E3

Tree |

L2 DHCP

= I;;) cat-bd-Zhowindows-users. dients. com [10,77,.244.197]
i

o igilie Cphians, ..

'Sewﬂptm

-
l\ll) Server Dptions

Servar options are additional configuration
parameters that a DHCP server can assign to DHCP
clients. For exarmple, some commonly wsed options
includi IP addresses for default gatewsays (roubars),
WINS servers, and DNS servers,

Servar options act as defaults for all scopes. You
can override each of these server options by

defining the option in Soope Optiones.

To set fhe sarver options, on e Action menu, click
Configure Options.

For maore information about server options, see
anline Help.

Configure server ophions

10. s Advanced , EFZEHIF) Vonver Class, Al Airespace.
11, P ATIAIACE Y sub-option 102, 1 Data Entry 1, % A2 il 5 16 5 B

Hiks

10




e | |

General Advanced |

Wendor class: I.-'l'-.irespace j
Uzer class: IDefauIt Idzer Clazz j
Axailable Dptions | Description

102 Airezpace IP Provizion |P delivery option

— Data entry
Data: Binary: ASCI:

oooo o 31 39 32 2E 31 36 38 2E 192 .168.
goog 31 30 2E 35 2C 31 39 32 10.5.192
oo1o0 ZE 31 36 38 2E 31 30 2E .168.10.
oo1g 32 30 20

(]S I Cancel Apply

12. 85 rs



| 19 DHCP
| ation ew || 4 = Bm [@HE (2| &

Tre= | [ Server aptiars
] Oiption Mame | Meandar | Wl e J Class
|_1.) cat=bd=2k, wincoesusars, clants,com [ L0, 77,244, 197] dij L02 Arespacs [P PronEin hirgsnacs 313932 29 3L 3633 20 3L 3028 3., HKong
-
il |

13. —H58IX—25, Option 43 Bt & 5ekk, £ H X DHCP AR 45-#% T i1
Moy A2, 24 LAP iR bk iy, DHCP fR4% 222 A4 option 43 R [11Z
LAP,

VAR XT3 hn DHCP bk =518, 152% Creating Scopes on
Microsoft 2003 server.

Lightweight Cisco Aironet 1130, 1240, and 1200 Series APs

AT B U AE Windows DHCP R 2528k 0l ik s 15 B 45 HoAth LAP, 752 T fift LA
—F,fg /%\ H

e Vendor Class Identifier (VCI)

e Option 43 sub—option code

o IEHIFREE TP
Lightweight Cisco Aironet Z A4 AP [) VCI MR A R B SATFrANE . b 7wl PA
TR Z TS 1) AP, T BN AR S L — AT R [P Vendor Class. dHiAth
Cisco Aironet &% AP [f] Option 43 sub—option type & 241 (0xfl),

1. ¥7FF DHCP Server ¥ T Huk% MMC. 455 DHCP, i%£#¢ Define Vendor
Classes,

12



[oppcp ————  MEEH|
| scton wow ||~ | )W B[ 2] 8 |
Tree | | bhep
T Contents of DHEP | status
BN = -t v e et o Ll 2 [T cat-to-2k, windows-users, cherks, ... RUNAING
i —E Seryar Da:la'y' Skatiskics. ..

HMew Scape. .

Mew Multicast Scope...

Raconcle Al Scopes. ..

Define User Classes, .,

Define Vendor Classes.

Set Predefined Options. ..

Al Tasks ¥

Delete
Fefresh

Propertias
Help

4| I»l

Diefine vendor specific opbion classes

2. 1% Add.

DHCP ¥Yendor Classes

Available clazses:

M ame | Dezcription | Add
Microsoft Options Microsoft wendor-zpecific option. . _
Microzoft Windows 20...  Microzoft vendor-zpecific option. .. Edit...
Microsoft Windows 98 .. Microsoft vendar-specific ophion. .

il

Ajrespace Cizco 1000 zenies AP Bemowve

Cloze

f

3. 1F Display name —#=%i A\ Cisco Aironet 1130 AP, 7E ASCIT 4% AAH
V[ VCT, A4 Cisco AP ¢1130. 5EHE)5 At OK.

13



Mew Class HE

[rizplay name:
|cism 1130 zeriez 4P

D ezcnption:
I"»-"enu:h:-r Clazz [dentifier for Cieco 1130 zenes 4P

IO Binan: AS5CI:
oooo 43 69 73 63 6F 20 41 50 Ci=zco AP
noos 20 63 31 31 33 30 =1130|

ak I Cancel |

4. 1t Predefined 3T A48 i) Vender Class #J WLC sub—option. 7&
X H TP X sub—option MM R RIEL A% X, FHEASY AP iR [P —AN) 7
FrEME B . At Server KA, 1EFF Set Predefined Options.

5. EFEWIEER) Vendor Option Class, siidi Add.

6. fF Name Jiifii \ Option 43, Data Type i&#f IP Address, % Array.
Code #I N sub—option 4l 241 (0xf1), HyAMFREREE . i

OK.
Fredefined Dptions and ¥alues 1 E3 |} 0ption Type [ ]
(R s IDsca 1190 senes AP ﬂ Clasa: Crzco 1130 zeres AP
Optian name: I =] M ame: |']|:h:ln 43
bidd.. I Ed I [elete I Data ype: IP Aidcress *| ¥ Asrap
- 241
Descnption: I Lode:
Deseription [WLEN Coriraler [P Addressed
~Walue
I Ok I Cancel

ok Carizel

14



7. Vendor Class fll sub-option BL'E 5EM. ¢ KTy DHCP Huhbyh A &)

B e G R AN DHCP scope, Aiifi Scope Options, iE#f

Configure Options.

8. riifi Advanced, EHZHIAIE Vendor class. #EH' 241 Option 43, #i

ANFEAS WLC management interface IP address, riii Apply.

serveropuons @K
General Advanced |
“endor class: I Cigeo 1130 series AP j
Uzer class: I Default Uzer Clazs j

Avwailable Options

| Dezcription

2471 Option 43

WwiLaM Controller IP Addresszes

— D'ata entoy

Server name:

P address:

|192.1Ea. 20 . 5

&dd

192168.10.5

i

Eemave

[yt

Hezolve |

) |

0K

Cancel |

Apply

9. DHCP Option 43 BCE 5. LLTF 7Bl Eam— B [ DHCP Huhbyt e & T

DHCP Option43 FEk.

15



5 [B ook b vaneless [10.77.284., Y T vener Tvake I

s
(5 seope (0000 | [ B¥0p1 oy er Sancd oo Mons
| Address Pool L =]

) addwrsLaases
£l "!_F.mwy_‘_
3l Seope Opticns >
L8 Server Cptions

WA & Lightweight Cisco Aironet AP WAZRACEAHMN K] Vendor Class
Fl sub—options.

Cisco I0S DHCP Server

Cisco Aironet 1130, 1200, 1240 APs

Cisco 10S DHCP ii45#% option 43 “FBtH L —> DHCP e X —Fh ik £

B, IR bV KRR RS —Fh AP R, DUR P ER UL Wi{a7E Cisco 10S Lfid
B Option 43:

1. HEA Cisco T0S Mt B #i.
2. QUEEHbHE A DA EE S, WSS, Rl

ip dhcp pool <pool name>

network <ip network> <netmask>
default-router <default-router IP address>
dns—server <dns server IP address>

3. ¥ Option 60:

option 60 ascii “VCI string of the AP”

16



Note: Avoid raw DHCP Option 43 without the specification of a VCI
if possible. Raw DHCP Option 43 limits the DHCP server to support
a single device type for vendor specific information for each DHCP
scope. Also, every DHCP client receives the Option 43 values in a
DHCP Offer, regardless of whether the values are relevant to the
device.

4. KT VCIL, WESH K 1, wamsls.
5. 1401 Option 43:

option 43 hex <hexadecimal string>

hexadecimal string & TLV f)—4l4&: Type + Length + Value. Type
J& sub-option 4ifih 0xf1, Length &1 16 IR RIME, %8 K WLC 45 H
Mk E s e Ll 4 Fr S 0E , Value &2 16 ZEHIZR N 33425 11 TP Hb

i 8

Wlhn, HAWE WLC, & ELHuHESN 5% 192, 168. 10. 5 F1 192. 168. 10. 20. B
2, type N 0xfl, length A2 % 4 = 8 = 0x08, #5#epk 16 #EHIH 1P Hh
HEA c0a80a05  (192. 168.10.5) . c0a80ald (192.168.10.20) . &4
HI TR R £108¢0a80a05¢0a80al4. Cisco 10S 24T M :

option 43 hex f108c0a80a05c0a80al4d
Cisco Aironet 1000 Series APs
Cisco 10S DHCP fl%5#% option 43 7Bt H LA —A DHCP jth s S —Fh ik %2
B, AN hE L BE APl AP 2RI, DU PR U W #E Cisco 10S BT

H Option 43:

1. 3N Cisco T0S Pt B =,
2. Qg R A R, WA, RGBTk

ip dhcp pool <pool name>

network <ip network> <netmask>
default-router <default-router IP address>
dns—server <dns server IP address>

3. H4h0 Option 60:

option 60 ascii “Airespace. AP1200”

17



WG] .
4. B Option 43:

option 43 ascii “Comma separated IP address list”
HER: UIUFES5. Cisco 1000 41 AP ANFFEE X sub—option {H.

Wiltm: sk Ciscol000 &% AP Bt Option 43, WLC [45HH bl h
192. 168. 10. 5 F1 192. 168. 10. 20 , fFHLLF 10S 4 :

option 43 ascii ”192.168. 10. 5, 192. 168. 10. 20”
WA WU WLC & HEE O TP,
Sun Solaris DHCP Server
ARTTAGUNTLE Sun Solaris DHCP K 2% e Bc B A 244

allow bootp;
option space Cisco LWAPP AP;
option Cisco LWAPP AP. server—address code 43 = string;

subnet 192.168.10.0 netmask 255. 255.255.0 {
authoritative;
option routers 192. 168. 10. 1;
option subnet—mask 25b.255.255.0;
option domain—name “cisco.com”;
option domain—name—servers 192.168. 10. 2,
192. 168. 10. 3;
range dynamic—bootp 192.168. 10. 11 192. 168. 10. 254;
default—lease—time 86400;

I—— IZEE P LS AP FEAE DHCP JIR %

18



class “Airespace 12007 {

match if option vendor—class—identifier = “Airespace
1200”;

option vendor—class—identifier “Airespace 1200”;
vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address ”192.168.10.57; }

class “Airespace. AP1200” {

match if option vendor—class—identifier =

"Airespace. AP12007;

option vendor—class—identifier “Airespace 1200”;
vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address ”192.168.10.57; }

I=—— ZH 2y LAP #24E DHCP ZP &
!/—— Cisco Aironet APs DHCP Option 43 1#/l type—Ilength-
value (TLV) 5

class “Cisco AP ¢1200” {

match if option vendor—class—identifier = “Cisco AP
c12007;

option vendor—class—identifier “Cisco AP c¢1200”;
vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address f1:04:c0:a8:0a:05;

class “Cisco AP c1130” {
match if option vendor—class—identifier = “Cisco AP

c11307;
option vendor—class—identifier “Cisco AP c1130”;

19



vendor—option—space Cisco LWAPP AP;
option Cisco LWAPP AP. server—address f1:04:c0:a8:0a:05; }

class “Cisco AP ¢1240” {

match if option vendor—class—identifier = “Cisco AP
c12407;

option vendor—class—identifier “Cisco AP c1240”;
vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address f1:04:c0:a8:0a:05; }
}

Linux DHCP Server
AN BUATLE Sun Solaris DHCP IR4% St B AH K B4

ddns—update—style interim;

allow bootp;

# option opt—43 code 43 = text;

option space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address code 43 = string;

subnet 192. 168.247.0 netmask 255.255.255.0 {
authoritative;
option routers 192. 168.247.1;
option subnet—mask 255.255.255.0;
option domain—name “cisco.com”;
option domain—name—servers 192.168. 247. 2,
192. 168. 247. 3;
# option opt—43 = “192. 168. 247.5”:
range dynamic—bootp 192. 168. 247. 11 192. 168. 247. 254;
default—lease—time 300;

class “Cisco AP c1200” |

20



match if option vendor—class—identifier = “Cisco AP
c1200”;

option vendor—class—identifier “Cisco AP ¢1200”;

vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address
£1:04:c0:a8:f7:05; }

class “Cisco AP c1130” {
match if option vendor—class—identifier = “Cisco AP
c1130”;
option vendor—class—identifier “Cisco AP ¢11307;
vendor—option—space Cisco LWAPP AP;
option Cisco LWAPP AP. server—address
£1:04:c0:a8:f7:05; }

class “Cisco AP ¢1240” {
match if option vendor—class—identifier = “Cisco AP
c1240”;
option vendor—class—identifier “Cisco AP c1240”;
vendor—option—space Cisco LWAPP AP;
option Cisco LWAPP AP. server—address
£1:04:c0:a8:f7:05; }

class “Airespace 1200”7 {
match if option vendor—class—identifier = “Airespace
12007 ;
option vendor—class—identifier “Airespace 12007
vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address ”192.168.247.5";

class “Airespace. AP1200” {
match if option vendor—class—identifier =
“Airespace. AP1200”;

21



option vendor—class—identifier “Airespace 12007
vendor—option—space Cisco LWAPP AP;

option Cisco LWAPP AP. server—address ”192.168.247.5";

}
Cisco Network Registrar DHCP Server

CNR DHCP Jik 5545 3 ) Rk g i BTk, 12Mss s R aeild ar AT il

WE: T HAAE L H3 C: \Program Files\Network Registrar\BIN\
nrcmd. bat

1. BsRssds, el R

2. username: admin

3. password:

4. 100 Ok

b. session:

6 cluster = localhost

7 default—format = user
8 user—name = admin

9 visibility = 5

nrcmd>

10. & Cisco AP1000 %741 AP ¥5h0 Vendor Class Identifier
11. nremd> vendor—option airespace create
Airespace. AP1200

12. 100 Ok

13. airespace:

14. name = alrespace

15. read-only = disabled
vendor—class—id = Airespace. AP1200

Sk Cisco AP1200 41 AP ¥5 i Vendor Class Identifier:

22



nremd> vendor—option aironet1200 create “Cisco AP
c1200”

100 Ok

aironet1200:
name = aironet
read-only = disabled
vendor—-class—-id = “Cisco AP ¢1200”

AR HAh LAP, i Tablel T AHIESE U vendor—class—id &3,

16. {2 —"E1 Option 60 & Airespace. AP1200 [ >K I, DHCP Server
F4id@ it DHCP of fer #RICIR[MIAHIAF o —> DHCP Option 43 B nl LAufE
ZAEE, XL EIE A subtype SR o

Aprh, HAE—ME, FHATEE subtype. W, CNR Bl E 75 G EHE—
subtype £,

For Cisco AP1000 Series APs:

nrcmd>vendor—option airespace definesuboption
controller ip 1 BYTE ARRAY
no—suboption—opcode, no—suboption—len
100 Ok

controller ip (1) : byte array (no—suboption—
opcode, no—suboption—1len)

For Cisco AP1200 Series APs:

nrcmd>vendor—option aironetl1200 definesuboption
controller ip 241 IPADDR ARRAY
100 Ok
Controller ip (241) : ipaddr array
100 Ok
vendor—option aironetl1200 enable read-only
100 Ok
read-only=enabled

23



17.

nrcmd>policy system default policy setVendorOption
aironet1200

controller ip 1.2.3.4,2.3.4.5

100 Ok

aironet1200 controller ip[0] (241) IPADDR ARRAY (1)
=1.2.3.4,2.3.4.5

However, in order to hide the subtype feature and send only a row
string (BYTE ARRAY) with the IP values, CNR supports specific
flags in order to remove the subtype ids and length. These are no—
suboption—opcode and no—suboption—len flags.

For Cisco AP1000 Series APs:

nrcmd>vendor—option list

100 Ok

alrespace:
name = airespace
read-only = disabled
vendor—class—id = Airespace. AP1200

nrcmd> vendor—option airespace listsuboptions
100 Ok

controller ip (241) : byte array (no—suboption—
opcode, no—suboption—1len)

For Cisco AP1200 Series APs:

nrcmd>vendor—option list

100 Ok

alrespace:
name = aironetl1200
read—-only = enabled
vendor—class—id = aironet1200

24



nrcmd>vendor—option aironet1200 listsuboptions
100 Ok

controller ip (241) : ipaddr array (no—
suboption—opcode, no-suboption—1len)

18. 5 DHCP Hbuhik-yth AH G I O R -

For Cisco AP1000 Series APs:

nrcmd>policy VLAN-52 setvendoroption airespace
controller ip
31:30:2E:31:35:30:2E:31:2E:31:35:2C:31:30:2E:31:35:3
0:2E:35:30:2E:31:35:2C

100 Ok

airespace controller ip[0] (1) BYTE ARRAY (1) =
31:30:2e:31:35:30:2e:31:2e:31:35:2¢c:31:30:2e:31:35:3
0:2e:35:30:2e:31:35:2¢c

For Cisco AP1200 Series APs:

nrcmd>policy system default policy setVendorOption
aironet1200

controller ip 1.2.3.4,2.3.4.5

100 Ok

aironet1200 controller ip[0] (241) IPADDR ARRAY (1)
=1.2.3.4,2.3.4.5

A, {E 44k VLAN-52 [ DHCP Hbhk b o fic & 4l 21— 4k [
‘Airespace. AP1200° ¥z 1rig K, & [H] Option 43
10. 150. 1. 15, 10. 150. 50.

v
B 31:30:2e:31:35:30:2e:31:2e:31:35:2¢:31:30:2e:31:35:30:2e:35:3
0:2e:31:35:2¢ 2 10. 150. 1. 15, 10. 150. 50. 15 ] 16 LI IR,

19. fRA7, E)Fo
20. nrcmd>save
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100 Ok

nrcmd>dhep reload
100 Ok

nremd>exit

< Cisco CNR DHCP Server HEZ ML E , i#Z%# Managing Advanced DHCP
Server Properties.

Lucent QIP DHCP Server
AU AR AL Lucent QIP DHCP servers
HE: FZREGLR, E5%) K.

DHCP Option 43 mLAEFE(FR) R E(E . DHCP server iliid of fer R ITK:
A L 16 I IR R P

ft Lucent QIP DHCP server, | Fi%#i& {7 Bt DHCP Option Template— Modify
VUM R, fEBEREA M Active Options , 1%EFf Vendor Specific Options , JfH.
B NAHNAT o

ZInHe Dptimn Template - Modify © WHIC-Cisco- Wi e -jes

Frea wil Choac 0 2o Azivm Cploma
Ha e Hhaw ™
! 20 Faohed Coole O dm 5 ubwrest B st [, Y Y
23 FFC 1457 v b Esix 1=t il s s e el
1 Bl 1P L Prmnndncs e et = DzvenMeve Saee b Js D2tid
o Lepr Pl nindes D ainlaw(ld JsaD.ied
i o . - Ve = i nlcarnsion B 2|
# (0 Lk Lig2 Pararmitzes 2o am s | MSAILE, =omt 1T Eama e 7 OURE SO TSI
whary i MBI coet TOFAP ke Tp. S-woide
o lielein | F i o L Taws 1210 - wibd
Rinrwrsad T1| Tru (5810 43200
= iray T2 T vm |50 50 =
“epedor _Lyan biucalw Dokl T L
F Froo: Joee 191 [1220F) TEIIRE
) Il L Bastwndiosd 2o Fyzooal Dploe
« I20 FFC 3337 Oplin
L
!I1IIJ|.'J R RIE S RIIG! |
(Bubss | BT
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7E QIP [ DHCP Option template A% A WLC & FEFZ I IP 1) 16 BEHIEE: [ip
hex], WARFHFERAZAWLC 1P, WHEFHW FH#K :[ip hex ip hex], MAZ
[ip hex], [ip hex].

wltn, 4524 WLC, &HBEI IP & 192. 168. 10. 5 A1 192. 168. 10. 20, Type J&
0xf1l, Length J& 2X4=8=0x08, TP Huhl-#&4um% 16 34 c0a80a05
(192.168.10.5) Fl c0a80ald (192.168.10.20), HAEHFGE R
£108c0a80a05c0a80al4. fF Lucent QIP DHCP Server H 4%z K
[£108c0a80a05c0a80al4] .

KAFRE
ARG SRR B LT

W RAE ] 1130 /1200/1230/ %51 LAP, w]LLIEIL console 145 %] LAP #F DHCP 135
ZJEER T WLC B Ol LU Cisco 1230 series LAP [Pfarit

#Mar 1 00:00:17.497: %LINEPROTO-5-UPDOWN: Line protocol
on Interface DotllRadiol, changed state to down

*Mar 1 00:00:17.898: %LINEPROTO-5-UPDOWN: Line protocol
on Interface DotllRadio0, changed state to down

#Mar 1 00:00:25.352: %DOT11-6-FREQ USED: Interface
Dotl1Radio0O, frequency 2447 selected

#Mar 1 00:00:25.353: %LINK-3-UPDOWN: Interface
Dotl11Radio0, changed state to up

#Mar 1 00:00:26.352: %LINEPROTO-5-UPDOWN: Line protocol
on Interface DotllRadioO, changed state to up

#Mar 1 00:00:29.440: %LWAPP-5—CHANGED: LWAPP changed
state to DISCOVERY

#Mar 1 00:00:29.475: %LINK-5—CHANGED: Interface
Dotl1Radio0, changed state to reset

#Mar 1 00:00:29.704: %LINK-3-UPDOWN: Interface
Dotl1Radiol, changed state to up

*Mar 1 00:00:30.121: Logging LWAPP message to

25b. 25b. 25b. 255.
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%SYS—6-LOGGINGHOST STARTSTOP: Logging to host

25b. 2bb. 255. 255 started — CLI initiated

%LINK-3-UPDOWN: Interface DotllRadio0O, changed state to

up

%LINK—-5—CHANGED: Interface DotllRadiol, changed state to

reset

%LINK—-3-UPDOWN: Interface DotllRadiol, changed state to

up

%L INK—5—CHANGED: Interface DotllRadio0O, changed state to

reset

%LINK—-3-UPDOWN: Interface DotllRadio0O, changed state to

up

%LINEPROTO-5-UPDOWN: Line protocol on Interface

Dotl1Radiol, changed state to up

Translating “CISCO-LWAPP—CONTROLLER”. .. domain server
(255. 255. 255. 255)

%DHCP—6—ADDRESS ASSIGN: Interface FastEthernet0O assigned

DHCP address 20.0.0.6, mask 255.0.0.0, hostname

AP001Db. d4e3. a81b

%LWAPP-3—-CLIENTEVENTLOG: Controller address 192.168. 10.5

obtained through DHCP

%LWAPP—3—CLIENTEVENTLOG: Controller address 192. 168. 10.5

obtained through DHCP

1 Cisco I0S DHCP Server lifiid show ip dhcp binding ©] UL RIWFLE ¥ 5555k
)7 1P Huhik, W FFTR:

2800—ISR-TSWEB#show ip dhcp binding

Bindings from all pools not associated with VRF:
IP address Client-ID/ Lease
expiration Type

Hardware address/

User name
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192. 168. 25. 1 000b. 855b. £bd0 Jun 29 2007
11:49 AM Automatic

£ WLC fir % LHa N show ap summary W LIMZSE LAP S EME] T WLC. W RPIR:

( (Cisco Controller) >show ap summary

AP Name Slots AP Model Ethernet MAC
Location Port
ap:bb:fb:d0 2 AP1010 00:0b:85:5b:fb:d0

default location 1
1t show client summary ] PAE 3)3E M3 WLC 1158 7 it «

(Cisco Controller) >show client summary
Number of Clients..........ouuuii .. 1

MAC Address AP Name Status WLAN
Auth Protocol Port

00:40:96:al1:45:42 ap:64:a3:a0 Associated 4
Yes 802.11a 1

AR
AR G B

1E WLC i N\ debug dhcp message enable n] DL 3 DHCP Al 55 2% F1% - iy 2 [0 1Y)
ﬁ{%‘ %/%\y ﬁD‘FF)TZT_\‘:

(Cisco Controller) >Thu Jun 28 17:07:53 2007:
00:0b:85:5b:fb:d0 dhcp option len,
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including the magic cookie = 38
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
received DHCP DISCOVER msg
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 57, len 2
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 55, len 6
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
vendor class id = Airespace. AP1200 (len 16)
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0
dhcpParseOptions: options end,
len 38, actual 64
Thu Jun 28 17:07:53 2007: dhcpd: sending 300 bytes raw
0.0.0.0:68 —> 10.77.244.212:1067
Thu Jun 28 17:07:53 2007: dhcpd: Received 300 byte dhep
packet
from Oxd4f44d0a 10.77.244. 212:68
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option
len, including
the magic cookie = 50
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:
received DHCP REQUEST msg
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:
requested ip = 192.168. 25. 1
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:
server id = 192. 168. 25. 10
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 57, len 2
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option b5, len 6

This is debug lwapp packet enable command output from the WLC that
indicates that DHCP option 43 is used as the discovery method in order
to discover WLC IP addresses:



Thu Jun 28 17:51:47 2007: Received LWAPP DISCOVERY
REQUEST from AP 00:0b:85:5b:fb:d0

to 00:0b:85:33:84:a0 on port "1’
Thu Jun 28 17:51:47 2007: Successful transmission of
LWAPP Discovery—Response

to AP 00:0b:85:5b:fb:d0 on Port 1
Thu Jun 28 19:22:39 2007: Start of Packet
Thu Jun 28 19:22:39 2007: Ethernet Source MAC (LRAD):
00:D0:58:AD:AE:CB
Thu Jun 28 19:22:39 2007: Msg Type :
Thu Jun 28 19:22:39 2007: DISCOVERY REQUEST

Thu Jun 28 19:22:39 2007: Msg Length : 31
Thu Jun 28 19:22:39 2007: Msg SegNum : 0
Thu Jun 28 19:22:39 2007:

1E . UNKNOWN IE 58
Thu Jun 28 19:22:39 2007: IE Length : 1
Thu Jun 28 19:22:39 2007: Decode routine not

available, Printing Hex Dump

Thu Jun 28 19:22:39 2007: 00000000:
03

Thu Jun 28 19:22:39 2007:

IE 58 F W] discovery Z8#Y, DCHP Option 43 4 3.

£ Cisco 10S DHCP server _I:, ifiid debug dhcp detail Fll debug ip dhcp
server events A%< DHCP % /i MRS v 2 (B [FWE . UL R debug ip
dhcp server events Fij:

*Jun 28 11:49:33.107: DHCPD: Sending notification of
DISCOVER:

*Jun 28 11:49:33. 107: DHCPD: htype 1 chaddr

000b. 855b. fbd0

*Jun 28 11:49:33.107:  DHCPD: remote id
020a0000c0a8190a01000000



*Jun 28 11:49:33.107:  DHCPD: circuit id 00000000

*Jun 28 11:49:33.107: DHCPD: Seeing if there is an
internally specified pool class:

*Jun 28 11:49:33. 107: DHCPD: htype 1 chaddr

000b. 855b. fbd0

*Jun 28 11:49:33.107: DHCPD: remote id

020a0000c0a8190a01000000

*Jun 28 11:49:33.107:  DHCPD: circuit id 00000000

*Jun 28 11:49:38.603: DHCPD: Sending notification of

ASSTGNMENT :

*Jun 28 11:49:38.603: DHCPD: address 192.168. 25.1 mask

255. 255.255. 0

*Jun 28 11:49:38.603: DHCPD: htype 1 chaddr

000b. 855b. fbd0

*Jun 28 11:49:38.603: DHCPD: lease time remaining
(secs) = 86400

*Jun 28 11:49:38.607: DHCPD: Sending notification of

ASSIGNMENT :

*Jun 28 11:49:38.607: DHCPD: address 192.168. 25.1 mask

255. 255. 255. 0

*Jun 28 11:49:38.607: DHCPD: htype 1 chaddr

000b. 855b. fbd0

*Jun 28 11:49:38.607: DHCPD: lease time remaining
(secs) = 86400

it show ip dhep binding W LAE NS5 i) 1P Huhk. .

2800—ISR-TSWEB#show ip dhcp binding

Bindings from all pools not associated with VREF:
IP address Client—ID/ Lease
expiration Type

Hardware address/

User name
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192. 168. 25. 1
11:49 AM

000b. 855b. £bd0
Automatic

Jun 29 2007
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