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A5 2 2
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L I 3
R 2 T2 ettt ettt ettt ettt ettt ettt ettt en et ene s 4
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L ettt ettt ettt n e en et 16
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TSRS TR 2 BN 26 SEIL IR, DA S KB R 92D vl i ke 2 14D i)
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SeoREAE
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1k
o BEGILASYML C LWAPP ) FITCLR e A A SN
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BSOS R 45 R 1 IX LSRRI AR -

o JEE}2000/2100/4400 A WLC , BITHAFIRATE 4.2 85 5.0
o LWAPP IBEAN K, 1230, 1240, 1130, 10x0 11510 7%

AT i K B BE A6 SRR R A S AT . A E R A AT W TR
FOABCE, FEACE ML 2R, TR T IRE A2 AT iy 2 o



EXX AL, W T 245 B1ES 2% Cisco Technical Tips Conventions
ET%O

RAEMIE
oL /53R

BT I/ ( RF ) ARk T .

o XFTARATGLERE, WL BT —ANIE Y IR S 5%, DA DR T
PR Y R IR S5 i R T T BT A M 45 HE L LAl (1 B A IR 5%
SRS . E B R T A BT AR AR DR I R A B, (HN R
IE— A REREI S AR UL

o TEACAT AL A AT FH AL % D020 5 S B I 8 TR BRI % — B il
W B G M 248 R 1240 SRR 802. 11A/G I, AEAEH 350 1)

802. 11b Jo4k AP AT Hh .

o AWAEEETIES ERREIRSS W EARIRAT ( SSIDs ) ACEEE. MR
N i, Sl LA LS 8 ANak 16 4N SSIDs , {H i T4~ WLAN/SSID )
T BEAR IR FIE bR )8, DRI A P S8 2 1) SSIDs #iaw, 2539 s 3ii)is
Yoo GRS PESEBTR NI LE L, {5 PDAL WiFi HIEASAGFIHS
FRACVENAT K BSSID {5 8. XS PR & B e . BRIkt
IR, TR sl S A2 ) 1895 G A )1 50 e 500 A o

o SPBEREETE A A MIAEE, 1 AP AE— AN LRI IR o, AR S T e
{EBRINIKI—65 dBm, THIEREACIIM-T6 dBm A LT XL AT LA
R E M AR BT C E3E—REE ), g% uimWr £ (1 BSSID 44
) o BOERIE MDA BE 2 2 MO Rl SRR, PR
SIS AZ AT A R AT I 1 1 3 R ¢



KM TRBME-XME dBn KR, SR DR R] ¢ TPC) SHL
RGN FBERIE S GO 73 Tt AL IEAME AR AP Wr B 4T e =AM e o 5 AP
INEERIER

A 802. 11 2 7 iy A Wr 21 1k — i i 1) BSSIDs (fgiltan, 24 5% 32
BSSIDs) A RESXIE SN, (R n] LUE L FRA% AP S D23 1) (K 4 9 7
JW L AT AT hysk/b % 7 v 2 BSSIDs (4t .

AN IRE, BRAEE XGRS T s B AP B, W R AR
Tk N R AN LS S B D Re . W RS Ik ThRE, JF B
AP (¥R BEAHBEAR I, X —LeTR % i ] R 25 P EUREIRF, 7Lt
Ny R SR ERGH IR, DI REERIA A G . i
i, AERZIDREH B S 4%, DL —S8i IH (1 P i o

P 45

T T R S R B A

FEF i e _EAS S 2B A

X RZHEHIS, AR LA ZIEAT B B, STP BRAGE R
GIR

XFFARERA B, RIS AERE o 1 5CH] STP.

A FH e iy R IR -

Cisco Controller) >show spanningtree switch

STP Specification............ ..o, IEEE 802. 1D

STP Base MAC Address................... 00:18:B9:EA:5E:60
Spanning Tree Algorithm................ Disable

STP Bridge Priority...............o..... 32768

STP Bridge Max. Age (seconds).......... 20



STP Bridge Hello Time (seconds)

STP Bridge Forward Delay (seconds)..... 15

o IBAEPETES AT A EC B OCEE 2 L BN AR, E IR S S A R

fFJa, BT I il 4
o EEEHubL

o SNMP L, X—idEw dmEs, A F i IH A .
o T IER RIS A HA LR 4k 11, AN T B VLAN Gk

Blhn, (EERT0S ®ZHpL, WIREPLE ML VLAN 20 , o2k b VLAN
J 40 A1 50, A G . iy S AE AL E

switchport trunk allowed vlans 20, 40, 50

o ANEIFLE—ANHhED 0.0.0.0 MBEEET, B An— AN AL E RS v 1
Wi das i 2% - %F DHCP (KA 3

(service port) , IXHAJHESSHY

Bk 2 W

(Cisco Controller) >show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr
ap—manager LAG 15 192. 168. 15. 66 Static  Yes
example LAG 30 0.0.0.0 Dynamic No
management LAG 15 192. 168. 15. 65 Static No
service—port N/A  N/A 10. 48. 76. 65 Static  No
test LAG 50 192. 168. 50. 65 Dynamic No
virtual N/A  N/A 1.1. 1.1 Static  No

o BRARFEACHML L PGBl s i3 1 i )2 B EAH R, A5 AN ZEAT ] LAG,
B, FE—u H FGEE T L8 VLAN iy — A A RO
o HIEATH] LAG I, AR AT AT B LS B 2 B S A R, BITR]—

AN AP B TC R i (R 2

A A IR i 1 o AEAT B LUK 9 38 T8



Bl b, ffH ip-src BY ip-src ip-dst [RECE AT, — AT HHLER TS
DU AT REA I UL B S 88U, R A A

PN EE AR i BERiE = aak EINE

switch#fshow etherchannel load-balance
EtherChannel Load-Balancing Configuration:
src—dst—ip

EtherChannel Load-Balancing Addresses Used Per—Protocol:
Non—IP: Source XOR Destination MAC address

IPv4: Source XOR Destination IP address

IPv6: Source XOR Destination IP address

T ] S MO e W LG . (T0S)

switch(config)#port—channel load-balance src—dst—ip

APl S AT R E R AN AL, AR E LAG. AT H]
LAG J&, AAZiEf IR & T A AN DUOKIE TE (R BT i 1 2448 S DB HL .
DR ARAESE WLC EEFE R 2 AN AZHN LI, AR ATUN B B G — 4> AP-
manager, ASEMIURANY M.

. 7EREUR} 4400-100 245 WLCs |, RTEE SR/ =AM, A
100 4> AP 3Rt A 255, 76 E}F 4400-50 B2 WLCs b, REFEEAFH A
Yy, Sk 50 N AP $RALEE AR .

HEATE g, $HF— AP-manager 42 I ANEHE N, — &0 1, BIMELEIH
FRA AR AE R RFI. AT KR EAS AP-manager 3 LT R TR, EAL
PEHTTH A AUA I T .

TR A, dn e (R PE RE NS 1)ty G 0 FH 2 el o 2 B ke 56 1o

T AR R UE 2 AR

(WiSM-slotl-1) >show network summary



Web Mode. ... e Enable
Secure Web Mode......... . ... . . ... Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Shell (ssh).......coviiiiinn... Enable
Telnet. ..o e e Enable
Ethernet Multicast Mode..................... Enable Mode:
Mcast 239.0.1.1

Ethernet Broadcast Mode..................... Disable
IGMP SnOOpINg. .. ovvvoii e Disabled
IGMP timeout......... . oo, 60 seconds
User Idle Timeout............ ... . i n.. 300 seconds
ARP Idle Timeout...........cuiuiiiiinnnn. 300 seconds
ARP Unicast Mode........... ... ... Disabled
Cisco AP Default Master..................... Disable
Mgmt Via Wireless Interface................. Disable
Mgmt Via Dynamic Interface.................. Disable
Bridge MAC filter Config........... ... . ..... Enable
Bridge Security Mode......... ... ... . ........ EAP

Over The Air Provisioning of AP s........... Enable
Apple Talk ... Disable

AP Fallback ....... ... i Enable

IR S A A LBC & (10S)

config network multicast mode multicast 239.0.1.1
config network multicast global enable

o PEHIZHL AR N E N T R AR LS AP, EERRTER IS B
AVCRC I A bl Bhn, W SRAEAE A 224.0.0. 251 , EOREAN—LEEE =y A
- mDNS (R RS = AE 5. g i bk 2 e RA B R ¢ 239.0.0. 0-
239. 255. 255. 255 , HAAGLEE 239. 0. 0. x F1239. 128. 0. x. )

o NS AP A IR il B 4 2 B U HB A AN (R D, ) 9 % i 15
WK FAE T R AP 1Rt 2 3 M i



W 28 it

TS T2 BT ) B AR

o SLTHREA VLAN ¥ AP U PRI G S BB AS, A VLAN (¥ AP 3
FRAFAE 60 B 100 ANe  FEMISE MBI T, KA BT a5 R RS g/
KUK A, BT JRE 10S AP o] LLFSSEAE i 1~ M, (H SR Layer 2
A Layer 3 #i4hIEMAIRCE (Apabt, S8

o L AP FIAZHH LR I BENCE Y portfast. O TAENX N, WE N
BEPAE R —A “FHL” W C switchport host frd) , ENEEME
portfast iy IXAEAF AP PRI A2 2% (K B RE BT AT A A 1) X
K, A2k LWAPP AP MMM AN VLAN 2 [H] B4 42

o KTH—MUR, SIHIERE EEE 7R R —> VLAN 1) AP B AT 20
A, BRAERAE A 4. 2. 112, 0 BUEHIARAR . BT AP &34 K1) # (5
B IR SR IS B RT, IX S T HAP I AR R

o TEFEHIEE b, KA1 CPU Ak Ui B #5 A p 5 B L A D Ptttk HE 1)
filtn, SNMP traps, RADIUS BpieuFifsk, Ak, 55,

DHCP AHICIR B BRAN, X T 8 R AERRASAE 4. 0 B S RA, e & 15
EAICI WLAN B2 V6 1. il R —A> WLAN SR TahA&#:0,  DHCP
WOl AR O R 3 Bk % .

18V 8 7 K TR BB P Z R AN EE RN, SRR R T R,
Pt B AN B AR DR R Se T B2 CPU Wit Bl ik IR &5 28 AE A — T M
W, 5141 RADTUS AR4s4%, X E ml e S ECEX FR S B i in) 8

BBt

NIRRT TR S 1 A B



FE— MR B A BT A Pl s AT — A RV R S e 10 TP ik, it
L1 LT o RXRENEH AR R R Ss.  WRAE DA PP
APl A R R R 1, 5 P s e e R iR v LA, (B
FEVIHORANTEREN, 27 R AR BUN 8] Y R B

XA YR -

(Cisco Controller) >show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr
ap—manager LAG 15 192. 168. 15. 66 Static  Yes
management LAG 15 192. 168. 15. 65 Static  No
service—port N/A  N/A 10. 48. 76. 65 Static No
test LAG 50 192. 168. 50. 65 Dynamic No
virtual N/A  N/A 1.1.1. 1 Static  No

FERS I I 2 B8R0 b, AU DGR A TR A AT B R . L E U AT LA
AN RS AR, AR A e

JIT AT s ) e 0 0 Z0 B Bk M ) 1) LWAPP AR5 X (35 2 2 e 3 2)

FITA 42 1 9% 2 Ta) FR 65 BE A 10200 TP Wk

FERZHNGOUR, P Il as i m S R 8 sh A 48k, flln, 78
JUREWISM , WA 25 6 20 C B AR R RS 4144, 0 300 A~ AP $& (it 0 4%
B 0T U R DI RERE AN F R AT 5 it DMZ T = E
BT 7 B 28 A I AT [ — R AR AR o T U528 N, SR8 DMZ DX 3 1 42 i
A RRAS T LA HAR AR 2 A RO AN ], 38 7 DMZ DX 3 42 i 8 S
RO TG ELIBATAE 4. 2. 112, 0 JRAS, A FR 48 IR 45 i 2% 22 /Dis477E 4. 1. 185. 0
A

AR AL B e RS B AL P RN IR (1) MAC HBHERD TP bk, LUE 176
Al — N B IR 2% A FARA S HS 1K MAC Ml AT TP Mudik. ARn] LA
ERFNE 28 Bt Controller > Mobility Groups GUI B [ R34 h) g8
) MAC A1 TP Mk,



o ATETABKRIBHNA . DB TLR ) e Bl PAsg
LIS, s 3s T B0 AP EF— NN . W RIS LR
IRV ITIN, ATIRAZ S LRSS AR . I ] AT 48 A2 AT
CPU, VNS AT EAE T BN MIAE S P BRI AP (5 B, A2 il i
B Z [R5 o

TEICAE,  WLC JUA il BV sh 4K e it PrEL,  mIREAT b B AR AL L
oL, SIS A R, b WA IR LR (Bl N+1 4
DI

o REEMEUT, MU DSH LA EEEIgERT MR 5,
W RESSTE M 28 TG B FRATT H O AP B AR AP, IXJE PR e AR 4L I 2 [H]
BT AP, &P RS AP A B

o {E WLAN BC'E 1, DHCP A7/ Pl T2 fC VIS o il 2% ) g 04 Z538 5 DHCP H 5
ARECHIE 7 FAENBITEL LS . e AW RUE K, IXRE T LU g ) 1P
Motk FRIASE T, A T RERT L AR i I IF)_E A BT S

BEAh, AT BE RS RIS b 1 B AL A IR s, TGk AN DHCP E0E 3k
BOTP sudik.  ldn, 2R R FZIiae, b R 7920 1 7921 FHLAE ST N
AIREAT IR, DR DA AE DHCP BB Sg B2 R, A% 2 AN L VR o B 2
i o ATEES = T ENHUIR 55 S v BEUURE 32 25 M. — SO0 K, Wik
WLAN JEF Windows %5/ S, SEIAME I AT, 1 A D B ™ s 42 5l )
RE G DRIER B8, FH2ERIER L

(Cisco Controller) >show wlan 1

WLAN Identifier....... ... 1
Profile Name........ ... ... 4400
Network Name (SSID)........couuiniiininan.. 4400
SEALUS. « vttt e e e e Enabled

MAC Filtering. ... Disabled



Broadcast SSID........ ... i
AAA Policy Override....... ...
Number of Active Clients.......... ... ... ...,
Exclusionlist Timeout............ ...
Session Timeout. .. ...t
Interface. ...
WLAN ACL. ..o e e e e e e
DHCP Server. ... e e e e e e
DHCP Address Assignment Required.................
Quality of Service.......uiiuuiiu i

CCX — Aironetle Support.........covviiiinnn..
CCX - Gratuitous ProbeResponse (GPR).............

Dot11-Phone Mode (7920)....... .o eununennin.
Wired Protocol. .. ... ...

Enabled

Disabled

60 seconds
1800 seconds

management
unconfigured
Default

Disabled

Silver (best effort)
Disabled

Enabled
Disabled
Disabled
None

o  WURIEAEH] Layer 38, Hlandr— M =dlgs LAJ—A WLAN T W& A 155
Hh—AFEiilas FUCEC, BCAP 4, FRATEEPTAEHIEE LS XSRS
gy, VAREGARSIRREE R . X SRR, AR A AT LT
RSB KBS, e PR . N RN sh 4l b B B L AU )

T T iy 4 BEAT R -

(Cisco Controller) >show mobility summary

Symmetric Mobility Tunneling (current) .......... Disabled
Symmetric Mobility Tunneling (after reboot) ..... Disabled
Mobility Protocol Port........... . ... . ... ... 16666
Mobility Security Mode........ ..., Disabled
Default Mobility Domain.............couuueeeo. .. 100
Mobility Keepalive interval...................... 10
Mobility Keepalive count............ ..ot 3
Mobility Group members configured................ 1

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Status

00:16:9d:ca:e4:a0 192. 168. 100. 28 100 Up



X S AT PC A -
config mobility symmetric—tunneling enable
HER: O E S A Re A3

o WA 5.0 BUHUHIIRA, XSRS ] DIRCE AR X155 P 7E
BBl a] DURIE LIRS B, AR T DL R U7 sURGE BB il s b, IX0Re xS
CPU it FH 1 I 28 K1) FH 2= 2 A 4 Ak 1
LR T A A AT R -

(WiSM-slotl-1) >show mobility summary

Symmetric Mobility Tunneling (current) .......... Disabled
Symmetric Mobility Tunneling (after reboot) ..... Disabled
Mobility Protocol Port........... .. ..., 16666
Mobility Security Mode........... .. ... Disabled
Default Mobility Domain............c.oovueeeeev.... 705
Multicast Mode .......cvviiriinrinnneinniinnnnnnnn Enabled
Mobility Domain ID for 802.11r................... 0x8ebe
Mobility Keepalive Interval...................... 10
Mobility Keepalive Count..............uviinn.. 3
Mobility Group Members Configured................ 2
Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Multicast IP
Status

00:14:a9:bd:da:a0 192.168.100. 22 705 239.0.1.1

Up

00:19:06:33:71:60 192. 168. 100. 67 705 239.0.1.1

Up



TE

R AT R A ) e A

. VLT 5 RADTUS SIS Ay 5 A0, % T-BRIME 2 FB 2 %) pRid RADIUS
BRI, AEN T T4 REUGE DI fE A2 224 (BAP — TLS) BN IiiE sl
Ui RADIUS HR45 # QUGBS ER E ( Active Directory, NAC, SQL, %%
M) SRS,

A4 FH R T i A AT B IE

(Cisco Controller) >show radius summary
Vendor Id Backward Compatibility............ Disabled
Credentials Caching......... ... .. Disabled
Call Station Id Type........ . v, IP Address
Administrative Authentication via RADIUS.... Enabled
Aggressive Failover......... ... ... Disabled
Keywrap. ..o

DisabledAuthentication Servers

D i TR ZE, R
Idx Type Server Address Port State Tout RFC3576

1 N 10. 48. 76. 50 1812 Enabled 2 Enabled

IPSec —AuthMode/Phasel/Group/Lifetime/Auth/Encr

Disabled — none/unknown/group—0/0 none/none
AT AT T

config radius auth retransmit—timeout 1 5



o fE SNMPV3 IBRAIE o SRS BTG B0 N AL A9 P 44 s Y Blcd 42

A5 T T i A AT IR E :
(Cisco Controller) >show snmpv3user

SNMP v3 User SNMP v3 User Name AccessMode Authentication
Encryption

default Read/Write HMAC-MD5 CBC-DES

I TR G
config snmp v3user delete default

config snmp v3user create nondefault rw hmacsha des authkey
encrkey

TICAE, %A SNUP & & M AE P g Mo el 240 ( WCS ) Z [H]ULHL.
AN, 5 N A% A% 025 R0 B0 AR G e 4458 (1) 22 4 U

o CUIEAE AN Web SR IRAUE BTN, 7E [F]— B A5 AN 1R 554 LG
Web M5 FIARERSS o« AERRUETE R AT, A% S fOVF HTTP Jis 4%
J i ) IR 45 3 RO I . HATAEIRSS 4% bt Suvr & F s A FH AR IR 45 126 AT 300 B
{8

o (EFEHIAE b, BRIN BAP BN SREN A L FP. fEIRLERESLR, AT ER A
A, HUGR— IR MR B e R, AETCZe % o (125 5 033 SR L i 2%
PR S PIN 0. ZEE AP #ESCF, BRIACH 30 B0, ITLAN 2% S0k
P2 BRI EAP B 338 Sk B IN 5O 30 F

M T A AT B

config advanced eap identity-request—timeout 30



FE LGRS, AP LR IR T REIF BEE MR 2 A AFAL Y,
ZINRE AT ORI R R e 5 S

T ey T
config wps ap—authentication enable

config wps ap—authentication threshold 2

K P B AR, AETCE S A T, TERTLRY OIFP) 7T LU R SiE
AP 2 IF)FTAT 802. 11 ATERINT, 5 HR L35Il 5 = ) L M A IR e

AT R, ARSI PP I EEBME IR 5 WU T

ORI SRENERIT s SRS HFIU AR MEP.

TS NTP R ARH R . fER IR L, R R IS S ) e
MOAERE— AT SR AE ) NTP 25, A, SNMPv3. AP IATESK MFP 2

ok
He o

N T AT

config time ntp server 1 10.1.1.1

N THAE, EENHER S EG TN HN—LEE
30 Tue Feb 6 08:12:03 2007 Controller time base status —

Controller is in sync with the central timebase.

TETER XP SP2 $#A4E R GE AT I SZ AR B 1K) EAP SR Bk ik 48 T 40 UE s iR A
2 (PEAP-MSCHAPv2) AiE, Jo&M-RIFHM AL ENE ( WZC ) K
PRI, ARV A% e B OR B A MR T KB885453 o XX LABT IEA JGNIE |
[ F¥) PEAP PRt P & i) it

T2, LA TR, BN i AL A AR BN, B
AARE 2 ABOR . KR, A — AN BN TR M 45 WLAN. ({51 4,



N2

RN AN 2 J2 N3 5 ) JEH] AA FE 55 (AAA-Override) 45k, It
heREr i B P e AR BEE . B, KR S B EIAS R ) VLAN
e, BRSPS R 1 U7 I 5 151 3

HARFEHIES T AP H [ I SCRFICEE SRtk SSTD A FH Y Wi-Fi £R47 Vs inl

C WPA ) HFIWPA2, {H—S8IGZ% i K 3)) s AN BEAL B 52 Z% 1K) SSTID ¥ & Al
WM. G BLR, R T AR SSTD a7 B i 224 sm i — AN e
, N, A AN WLAN/ SSTD () WPA I e 4H 52 3 vk il

C TKIP ), AMI—A> WPA2 RIE g tsuE ¢ AES D .

=)
S
=~z
1EmI\

IRAEMGE N S 45 -

— R, AT T U R A . WLCs SCRFIH L B A5
EBFIRRAS, AEAS SR R A AL B 336 [ P P - 2 B R v B RRAS F) A
e

A HEBTBC & B AN RRA I R 2 P B BB Rk (UraRilg R,
H, 55, BUBATAIER .. WS TR IR AT, UG s
PRECE, SREHCE B Ll )s, M TFTP Nt O i ic & 5.
WA BN A XML BB SCRRAS (il 4. 2, 5.0) B —A> ZJE Il &
SCAFRRAS (4.0, 4.1) 5 IZFEHIRE IR XML FC S RE R, B BRI
BoUREE, EREBINR 2N T,

HEN AP 1 B s 38 24 7 THUR, SRR Rt T AR AP 55— A 2]
FEHIA I ERE . AT DU R Ay 2 AT IR E -

(WiSM-slotl-1) >show ap config general AP1130-9064
Cisco AP Identifier........ ... 164
Cisco AP Name. ....... . i AP1130-9064

Country Code. ... e BE - Belgium



Regulatory Domain allowed by Country............. 802. 11bg:-E
802. 11a:-E

AP Country code. ... ..o BE - Belgium

AP Regulatory Domain............. . ... . . ... 802. 11bg:-E

802. 11a:-E

Switch Port Number .......... ... ... .. 29

MAC Address. ... e e 00:16:46:f2:90:64
IP Address Configuration..............ooiiuuun... DHCP

IP Address. ..o e 192. 168. 100. 200
IP NetMask. . ..o i 255. 255.255.0
Gateway IP Addr........ ... i 192. 168. 100. 1
Telnet State. . ... i Disabled

Ssh State. ... o Disabled

Cisco AP Location....... ... ... default location
Cisco AP Group Name......... ... defaul t—group
Primary Cisco Switch Name..........covvivnnen.... Cisco ea:be:63
Primary Cisco Switch IP Address.................. Not Configured
Secondary Cisco Switch Name......................

Secondary Cisco Switch IP Address................ Not Configured

Tertiary Cisco Switch Name.......................
N T WCE M Qe RIXE R RGN A T, AE DNS 4/

config ap primary-base Cisco ea:5e:63

o fE 4.2 BUE S RA KR SIES B, AP FTLMEH] Syslog iRk 55 ds Ak b A A
Bo BUAEO T, [FEEUAM P IL. WA AP 5 syslog ludsas
AER—T M, IO g, DU REREICIRIZ SR B, IR T REMY
M1 syslog B AERL AR T & et ) 3k 2%, IXFP S O0 T, 7R
— TR AP ¥ B0 . N AR XN BOE K2

(WiSM-slotl-1) >show ap config general AP1130-9064

Cisco AP Identifier........ ... 164

Cisco AP Name........ ..ottt AP1130-9064
Country COde. .. e BE - Belgium
Regulatory Domain allowed by Country............. 802. 11bg:-E

802. 11a:-E



AP Country code. ... BE - Belgium

AP Regulatory Domain.............couiiiiiinnnnn.. 802. 11bg:-E

802. 11a:-E

Switch Port Number .......... ... ... . . .. i .. 29

MAC Address. ...t e e e 00:16:46:£2:90:64
IP Address Configuration............. ..o, DHCP

IP Address. ..o e 192. 168. 100. 200
IP NetMask. . ..o e 255. 255.255.0
Gateway IP Addr........ .. i 192. 168. 100. 1
Telnet State.......c.iiiii i, Disabled

Ssh State. ..o e e Disabled

Cisco AP Location......... .o, default location
Cisco AP Group Name......... ..o, defaul t—group
Primary Cisco Switch Name........................ Cisco ea:be:63
Primary Cisco Switch IP Address.................. Not Configured
Secondary Cisco Switch Name......................

Secondary Cisco Switch IP Address................ Not Configured
Tertiary Cisco Switch Name.......................

Tertiary Cisco Switch IP Address................. Not Configured
Administrative State ........ ... . . .. ADMIN ENABLED
Operation State .........c .. REGISTERED
Mirroring Mode ........ ... i, Disabled
AP Mode ..o e Local

Public Safety ... Global: Disabled,
Local:

Disabled

Remote AP Debug ...... ... i Disabled

S/W Version ... 5.0.152.0
Boot Version .........c.uiiiiiiiiiiiiiiii, 12.3.7.1
Mini IOS Version .........ouuuiiiiinninneennn. 3.0.51.0

Stats Reporting Period ............. ... ... 180

LED State. ... i i ii e Enabled

PoE Pre-Standard Switch.......... ... ... ... .. .... Enabled

PoE Power Injector MAC Addr...................... Disabled

Power Type/Mode. .. ... Power injector /
Normal mode
Number Of Slots...... ..., 2
AP Model. ... o AIR-LAP1131AG-E-K9
IOS Version. ... ..o

12. 4(20080324:062820)
Reset Button. ....... ... .. Enabled



AP Serial Number.......... .. .. . . it FHK0952COFC

AP Certificate Type. ... ..o, Manufacture
Installed

Management Frame Protection Validation........... Enabled (Global MFP
Disabled)

AP User Mode. ... oo i AUTOMATIC

AP User Name. ........uiuiiii i i, cisco

Cisco AP system logging host............ccc.vin... 255, 255. 255. 255

fEvE s oA AP F55E RT I Syslog k55 as ik -
config ap syslog host global 10.48. 76. 33

o FE 42 BRI RIEE S ES , ATRARS AP [l L BB AR ()BT
Vil AP) , EEBUNFITAT AP BB M AR RS R IR A XA G
INEGELR

(WiSM-slotl-1) >show ap config general AP1130-9064

Cisco AP Identifier........ ... 164

Cisco AP Name. ....... ..ottt i, AP1130-9064
Country Code. ... e BE - Belgium
Regulatory Domain allowed by Country............. 802. 11bg:-E

802. 11a:-E

AP Country code. ... ..o BE - Belgium
AP Regulatory Domain............. .o, 802. 11bg:-E

802. 11a:-E

Switch Port Number ........... .. ... . ... . . .. .. 29

MAC Address. ..o e 00:16:46:£2:90:64
IP Address Configuration...............cuuvuo.... DHCP

IP Address. ... e 192. 168. 100. 200
IP NetMask. .. ..o i 255.255.255.0
Gateway IP Addr........ ... i 192. 168. 100. 1
Telnet State....... ..ot Disabled

Ssh State. ... e Disabled

Cisco AP Location......c.uuinininnnnnnn.. default location
Cisco AP Group Name....... ... defaul t—group
Primary Cisco Switch Name............. ... ... ..... Cisco _ea:be:63
Primary Cisco Switch IP Address.................. Not Configured

Secondary Cisco Switch Name......................



Secondary Cisco Switch IP Address................ Not Configured

Tertiary Cisco Switch Name.......................
Tertiary Cisco Switch IP Address................. Not Configured
Administrative State ..........cciiiiiiiiia.. ADMIN ENABLED
Operation State ..., REGISTERED
Mirroring Mode ...... ..., Disabled
AP Mode .. e Local
Public Safety ... Global: Disabled,
Local:
Disabled
Remote AP Debug ....... ... . i Disabled
S/W Version ... 5.0.152.0
Boot Version ........... ... 12.3.7.1
Mini TOS Version ..........c.uiiiiiiiiiiiniinnnnn. 3.0.51.0
Stats Reporting Period ............. ... ... 180
LED State.. ... i e Enabled
PoE Pre-Standard Switch.......... ... .. ... .. .... Enabled
PoE Power Injector MAC Addr...................... Disabled
Power Type/Mode. . ... ... Power injector /
Normal mode
Number Of Slots...... ..., 2
AP Model. ... e AIR-LAP1131AG-E-K9
IOS Version. ... ..o i
12. 4(20080324:062820)
Reset Button........ ..o, Enabled
AP Serial Number........... ... FHK0952C0FC
AP Certificate Type. ... ..o Manufacture
Installed
Management Frame Protection Validation........... Enabled (Global MFP
Disabled)
AP User Mode. ... ...t AUTOMATIC
AP User Name. .....coviiinii it ittt ineeennnennns cisco

PERIASAE 4.2 71 4. 1 Mesh WA, Sh T AP WCE I P 44 SO0 E -
config ap username Cisco password AnotherComplexPass all
PEHIASAE 5.0 88 5. 0 LUFRRAS, RHTA AP BCE I H - 44 MO &

config ap mgmtuser add username cisco password Ciscol23 secret
AnotherComplexPass all



A8 WLC 8 35 30 A\ WLC 4552 TFTP AR5 5%

IR LGy A8k T HE WLC i35t ST M WLC A& 2] TRTP AR 4545 o

transfer upload datatype crashfile
transfer upload serverip </P address of the TFTP Server>

transfer upload path <Enter directory path’>
transfer upload filename <Name of the Crash File>

transfer upload start <yes>

AR B R ERAERS, /7B AR TFTP kR4 LHSRERE x.
KA1
(Cisco Controller) > debug transfer tftp enable
(Cisco Controller) > debug transfer trace enable
(Cisco Controller) > transfer upload datatype crashfile
(Cisco Controller) > transfer upload filename aire2cra. txt
(Cisco Controller) > transfer upload path /
(Cisco Controller) > transfer upload serverip XYZA

(Cisco Controller) > transfer upload start

Mode. ..ot e TETP TFTP Server
TP XYZA TFTP

Path. ... oo / TFTP

Filename........ ... i, aire2cra. txt Data

T DC. o et Crash File

Are you sure you want to start? (y/N) yes



Thu Dec 29 10:13:17 2005: RESULT STRING: TFTP Crash File transfer
starting.
Thu Dec 29 10:13:17 2005: RESULT CODE:1

TFTP Crash File transfer starting.

Thu Dec 29 10:13:21 2005: Locking tftp semaphore, pHost=XYZA
pFilename=/aire2cra. txt Thu Dec 29 10:13:22 2005:

Semaphore locked, now unlocking,

pHost=XYZA pFilename=/aire2cra. txt Thu Dec 29 10:13:22 2005:
Semaphore successfully unlocked,

pHost=XYZA pFilename=/aire2cra. txt Thu Dec 29 10:13:22 2005:
tftp rc=0, pHost=XYZA pFilename=/aire2cra. txt

pLocalFilename=/mnt/application/bigcrash
Thu Dec 29 10:13:22 2005: RESULT STRING: File transfer operation
completed successfully.

Thu Dec 29 10:13:22 2005: RESULT CODE:11 File transfer operation
completed successfully.

(QEEERED |



