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e Gateway: 10.10.10.1

e  Port Number: 2

*  Primary DHCP Server: 10.77.244.204
HR: EANSHN LIS DHCPAR S 2 itk o 76 A5 - WLCTR 5 B bk 498 F ok >4 1
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* ARA Call Station 1D Type |19 Address -
Genars

Use AES Kay Wreap [T [Designed for FIPS customers and requires & key mrap compbant RADIES cerver)
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Ihartue
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ﬁ
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b | Layer2 | Layer3 | AAA Serven

b Advanced -
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Radius Servers LOAP Servers
Authentication Servers Agcpunting Servers Servar 1 |None =
[ =] Enabied Server 2 |None =

Sarvar 3 | MNone =

T [1P:10.77 24196, Pert:1212 = [hene =]

.‘5,"”" |Ncnn __:-J|'|n'\¢;j

3T [Wone =] [here =]

Lscal EAF Authenticstion

Locsl EAP duthentication [ prabled

Authentication prortly order lor
ol - auth user

y g o

3 W-REA W A P, CRANITE Suthariiolioh
4 When clent exciviion i enabled, 8 Timeout Valee of Dere meand wfinay (il reQuing sdmuniitrative Svemde 00 Felel erciaded ciendi |

3. il Apply.
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fiiiNetwork Connection < ¥5 .
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FRUCA ¥ il Wireless Connection 8 bx, £ $¢Properties.
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<html>

<head>

<title>Web Authentication</title>

<meta http—equiv="Pragma" content="no—cache">



</head>
<meta HTTP-EQUIV="Content—Type" CONTENT="text/html; charset=iso—8859—1">
<title>Web Authentication</title>
<script>
function submitAction(){
var link = document.location.href;
var searchString = "redirect=";
var equallndex = link.indexOf(searchString);
var redirectUrl = "";
var urlStr="";
if(equallndex > 0) {
equallndex += searchString.length;
urlStr = link.substring(equallndex);
if(urlStr.length > 0){
redirectUrl += urlStr;
if(redirectUrl.length > 255)
redirectUrl = redirectUrl.substring(0,255);

document.forms[0].redirect_url.value = redirectUrl;

}

document.forms[0].buttonClicked.value = 4;
document.forms[0].submit();
H
function loadAction(){
var url = window.location.href;
var args = new Object();
var query = location.search.substring(1);
var pairs = query.split("&");
for(var i=0;i<pairs.length;i++){
var pos = pairs[i].indexOf('=");
if(pos == —1) continue;
var argname = pairs[i].substring(0,pos);
var value = pairs[i].substring(pos+1);
args[argname] = unescape(value);
}
/falert( "AP MAC Address is " + args.ap_mac);
/falert( "The Switch URL is " + args.switch_url);
document.forms[0].action = args.switch_url;
// This is the status code returned from webauth login action
/I Any value of status code from 1 to 5 is error condition and user should be shown error as
below or
//modify the message as it suits the customer
if(args.statusCode == 1){

alert("You are already logged in. No further action is required on your part.");



else if(args.statusCode == 2){
alert("You are not configured to authenticate against web portal. No further action is required on
your part.");
}
else if(args.statusCode == 3){
alert("The username specified cannot be used at this time. Perhaps the username is already logged
into the system?");
}
else if(args.statusCode == 4){
alert("You have been blacklisted.");

H
else if(args.statusCode == 5){
alert("The User Name and Password combination you have entered is invalid. Please try again.");
H
H
</script>
</head>

<body topmargin="50" marginheight="50" onload="loadAction();">

<form method="post">

<input TYPE="hidden" NAME="buttonClicked" SIZE="16" MAXLENGTH="15" value="0">
<input TYPE="hidden" NAME="redirect_url" SIZE="255" MAXLENGTH="255" VALUE="">
<input TYPE="hidden" NAME="err flag" SIZE="16" MAXLENGTH="15" value="0">

<div align="center">

<table border="0" cellspacing="0" cellpadding="0">

<tr> <td>&nbsp;</td></tr>

<tr align="center"> <td colspan="2"><font size="10"
color="#336699">WebAuthentication</font></td></tr>

<tr align="center">

<td colspan="2"> User Name &nbsp;&nbsp;&nbsp;<input type="TEXT" name="username"
SIZE="25" MAXLENGTH="63" VALUE="">

</td>

</tr>

<tr align="center" >

<td colspan="2"> Password &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;<input type="Password"
name="password" SIZE="25" MAXLENGTH="24">

</td>

</tr>

<tr align="center">

<td colspan="2"><input type="button" name="Submit" value="Submit" class="button"
onclick="submitAction();">

</td>

</tr>

</table>



</div>

</form>

</body>

<head>

<META HTTP-EQUIV="Pragma" CONTENT="no—cache">
</HEAD>

</html>
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