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End TP Address. . cueeniireneenensnnsnsnrnnsannnnns 239.1.2.8

FRC Parmmeters

Avg Packet 51z B¥LES) i nn e tnncnnesnnnnnannnnns 1200
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SRR FRSE, T BLR SR ECT RN, HE B, LR TR S DL
BB SR .
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PG FRIE AN 1) H.264 ¥R . MPEG - 1, MPEG - 2, MPEG - 4 bRiis M 22 4273 % 3] InStream
PR AN Stingray MLITIEL . Furnace 1 [R50/ 3 S R5 A6 100 R4 145 RN S 4% 1P AWML
FERECFARI . Furnace N SR IR S5 28 SCRERUATLAURE . S H.264 PB4 (1) Rk, $qit
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L& oH AL (K JB R CAPWAP JCEAi N il 23 AE — B T LI T I 70 28 S AR G
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RGP MBAT AT (F IR E 105 5RAT o AEPTAT MR SOW S5 5 S AN 7= o IX 4y
PR—AME 5 AR P AR I FEAS B o RRIFR T 1A I TIX AN AR % 18, 38 WY % 8 B[R (5
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5GHz M5 &4k

EXRLENRKER (ft) Z/RABEHEE (Mbps) FHHE (dbm) BF (dbm)

5 276 42 72
20 250 44 75
40 243 47 7
80 216 59 89
100 198 64 90

5GHz A iE Sk E

SREENMINER (i) Z/WXKEEE Mbps) f555%EE (-dbm) MREF (-dbm)
5 144 41 71

20 144 51 79



40 130 55 81
80 108 60 90

100 87 77 93

2.4GHz (5 IESSE

S5REGENRINER (ft) 7 HXRBEHEE Mbps) F5BE (dom) BF (dbm)

5 144 30 61
20 144 32 62
40 121 49 7
80 108 53 80
100 84 56 88

WERUAE AT (CAC) & vl ARG A58 (AT, IF CRUEBEAIN A %8 . CAC BCE AR T LA
FEHT A IS AN TN T PR AIE 4 1 AN 5258 .

PSR LA B CAC ThRESE — AN BN 5, HRAE RS — Te M 4% 7.0 i i
TCER AR, MR (P o AZBCE MRS B 5E ik, W 7E 2.4 GHz FI1 5 GHz #il Bt
Ja . CAC it & A] DL i A7 WIRELESS > 802.11a/n or 802.11b/g/n > Media i [ .

MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY

802.11a(5 GHz) > Media

|' Voice '|' Video | Media |

General

Unicast Video Redirect ¥l

Multicast Direct Admission Control

Maximum Media Bandwidth (0-85(%)) 85
Client Minimum Phy Rate 1 6000
Maximum Retry Percent (0-100%) 80

Media Stream - Multicast Direct Parameters

Multicast Direct Enable =l
Multicast Direct Max Mumber of Streams auto -

Best Effort Qo5 Admission [l Enabled
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2ty i ST O R R ) o AR AN ) 1R e, 15 AL ) 4 Y 3 5K BE X 8
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T AR PR T T LIRS 9 28 SR AP I 25 P b AT I . G R S e M 28 ot N A,
CAC{HIITEFIM 5 - 85% . {EiE & HIBCE Hib AT — AR 8 i %8 . 8 5GHz B i & i
K CAC 85% , L&k Rt v] i 22 X AN 2 21 B E 1 o [FIFEAE 2.4Ghz Sl B % B 5 K CAC 85 %,
RGN Ui 2 N2 13 MBS

AN TR, SR 5 E CAC h 85%, T2k R4E 1] LAYE 5GHz o4k LA ah2 22 4
%, {F 2.4 GHz TLZ I E CAC 85%, JLE ARG LA 10 MAE i NSS4
HAS R R B LR BRI 2 o XS £F 5GHz JoZk L b EA 715 1 46 & VLA L% 4 3M
TR T 3R A

Video CAC Value Video Clients Voice Call Voice CAC Value

85 22 0 0
65 15 6 20
45 10 11 40
25 5 16 60
5 2 20 80

FANTCE AT LKL B 255 AN Teg %) i ORIk T Ioge i BRI S M XL AR 5,
EEN DR IR PSP RE N il e RN TR 2 AP ve2 LN e sre ure Sl b =R A N R E 2D AN < ]
G, %) im0 A f AR BRI AT, TSI ACKZ K Bl BIETEE ] URIIR 2%
J 3, FRATIA A ORI A A To 2 N USRI % i AN 60 S AR
T LAEN P T AU 55 I, S ORI 2 7 Sl PO 4 5 s AMIK T~ 60dB 1A
AR . EAh, NEEIRME 15~20% M E S A, LIRS i e r i), A
SRS ] o

JRE RS

HHAFOLR, FEAT LA P U LIRS A T8 24 1) DSCP ARic. WERAMI 55 25 2 (0 T
M, B AT 2 5, i) DSCP brid R N il R K. AT I, S WA
T IS, DSCP AR R A . RS — Jo 2k W 45K 1 T S Afl DR AR A Kt (0 B Ay
IEMI) DSCP ARice T OB I TR s LR BIMIBA TH-H s AW o SR AR
B, SRR, AR RS K 1 . R PR it s A el g b
RLPIC B0 T2k 1) 802.1p BN MIAREBRIN 2y 5 N4 H 2L



MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY

Edit QoS Profile

QoS Profile Name gold

Description For Video Applications

Per-User Bandwidth Contracts (k) *

Average Data Rate 0
Burst Data Rate 0
Average Real-Time Rate Q
Burst Real-Time Rate 0

Wired QoS Protocol

Protocol Type 802.1p -
802.1p Tag 5

¥ The value zero (0) indicates the feature is disabled

AcE

RSB 28 R ] LA 2 B 3B A DA T A AT 2 MG 2 W 2% o A SR 248 37 AR B AR e 2k
288 1R A KR B AR o [F] IR PRAEAT e 9 2% 0 T AL © D 7 30AiE S0 SR B N2 AZ bl
FEARRRIL (KB 7Y s R ) i B A HM L R A% S 7 St 75 R DU UL

show run | include multicast @ 427R 3 JRA NS HH 7T AHF. WREAHEM, &)
DU 7EAZ ML Eas i AR a4 41 4%

Switchld—18

Switchl4-1#sh run | include multicast
ip multicast-routing distributed
Switchld—18

Switchld-1 (confic) #
Switchld-1 (config) #ip multicast-routing distributed
Switchld—1 (confic) #



FR 4 A 2 W 25 AR 1) PIM BMLEC ', 3 )2 ACH LR L B N PIM i A 2Bl PIMY S5 AR AR
BH—MRAE, BN PIM #2842 A .

interface V1lanliz
ip addre=s= 10.10.10.5 Z55.255.255.0
ip pitm sparse-dense-mode

end

show ip igmp interfaces #2478 IGMP S 0A ¥ SVI4% 1 o b 240 s T A B HLER S t o
FECE R IGMP A . %45 1% 7 S AT T (4 1GMP 35 31 ] AR RAIE

Switchld-1#¥=sh ip iomp interface Vlanlzz

Vilanl2Z iz up, line protocol is up
Internet address is 10.10.10.5/24
IGMP i= enabled on interface
Current IGMP host wersion is 2
Current IGMP router wersion is 2
IGHMP query interval iz ol seconds
IGHMP configured query interwval iz 60 seconds
IGHMP querier timeout iz 120 seconds
IGHMP configured gquerier timweout iz 120 seconds
IGHP max gquery response time iz 10 seconds
Last mewber guery count is 2
Last mewber gquery response interval is 1000 ms
Inbound IGMP access group is not set
IGMP actiwvity: 25 joins, 18 leaves
Multicast routing is enasbled on interface
Multicast TTL threshold is 0O
Multicast designated router (DRE) is 10.10.10.5 (this system)
IGMP querying router is 10.10.10.5 (this system)
Multicast groups Jjoined by this system [(number of users):

224.0.1.40(1)
Switchld-1#

1217 show ip mroute 2 1] LA{E 3 JZAZ AL 56 4E DA L ' .

SGwitchld4-1#sh ip nmroute
IF Multicast Fouting Table
(¥, 239.4.5.68), 04:53:34/3copped, RP 0.0.0.0, flags: DC
Incoming interface: MNull, EFF nhr 0.0.0.0
Dutgoing interface list:

Vlanlzz, Forward/3parse-Dense, 04:53:34/00:00:00

(10.10.10.115, Z239.4.5.6), 00:01:52/00:01:08, flags: FT
Incoming interface: VWlanl:i:z, EFF nhr 0.0.0.0

Dutgoing interface list: Null

Switchld—1#
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WiSM-2 L5l 8% 37 FF . IGMPV2 2 T o2k P25 2 S2 FF A .

AR EE B BT A8 IR e e N SR . X dE R Aironet 3500 RUITCZki N AL, JEE
Aironet 1260 AN, R} Aironet 1250 BRI TLLIEAN 5, R} Aironet 1240AG %
IR, JAEL Aironet 1140 RGN T, JUFL Aironet 1130AG R L 44N fiM
Cisco Aironet 1040 R4 TCZ N Ao

RS A6 D REAT TG 22 12 ARAD CUWN 7.0 BRAS I, AR 23l B v SR 1) G 2 2 T 2 S
I SCH

Tk hl s ECE

RSB 25 2 e R AR el o 1 a AL HE o Jodedz il as B 4Lk mT LLS A Al e 21
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SR R AE LWAPP/CAPWAP FSE FH s St B A8 BIRE R A To S il s B IR o
A ws FHELA KA AR BR 2 2% o o 1 K E AR T 2R R B 2 C i
Ko HARRARE R T NS AR N RIS Ze 7 ] 2 (1 W0 48 Ab B ey oK 1 DT 7 4H

FERHARE — S b At iy AR R I DU D % e W A - ARG S A AT IR Ao e X 2 SR (12 4%,
oA 2 W 2 AN SRR AL 4 o S WO S A T AL — SRR (RS T35 o IR b B AR B AR AU I
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MOMITOR  Milans SOMTROLLER  WIRELESS  SECURITY  wadaE=mM=Ml  COMMENDS HELD FEEDRACK
Controller General ety |
= I
nera ame [ wees
Inventory -
B0Z.d= Flow Contral Made Dicshled =
Interfaces i
L&G Mode on next rebaot Snabl=d = TLAG Mode is currenty enadlec).
Mullticast
e e B nackeasl Forwarding Chicablac =
b lnternal DHCP Seryer  ° Multicast Mode £ [ruieizast =] [caa 2w Hulbizast Group Aderess
b Mobility Management ERleellbac Snebied =]
Barts Fast SHI change Diisahlu =
NTP Default Mokility Comain fvams Imabis
F CDP BT Group Mame Imabide
F Advancad Jaee Tl Tiraoot [smmmis) =00
2= Timesut (csconcs] a0
vieb Radius Authenticabon FaP |
Dparabng Envircamsnt Cormarsial 0 o A0 S
Lrit=rrial Termp alarm Lisvits Oto 552
2, R-REAL suoporly e s o

e P AR D 2K P suhkYE [, A 224.0.0.0 F1] 239.255.255.255, {4 B b hEVE R, 5120
BERE A HLZH AR HE (AN 224.0.0.255 F] 224.0.0.0) & HEPMUAEH, RIIASREAEH . H4&
T4y D M hE, AR HEAE Sk 20 B ik (A 239.255.255.255 1 239.0.0.0), W] A TRCE
&) 1P R 25,

PR B RR AR i A AT 7 e

[Cisco Controller) >

[Cisco Controller) »oconfig network multicast global enable

[Cisco Controller) >

[Cisco Controller) »config network multicast mode multicast 239.100.1.2
[Cisco Controller) >

e R TAFEK LR, BBCRAA R4 bk

WA AN TCEPH 2% R EEECE LS IGMP iWr . 3 IGMP AW i LA B o4k 32 ) 2%
W I EHLAR L I IGMP R 45 IR TEER B N S N IEAEDTATA 4138 411 EHLH) % o IXFETS
LR B N B L) AR S R AR B .

IGMP IS F1 IGMP £ i) [H] B 7] LUE IGMP T S 20 24 IGMP I 5, Jode & il #es &
BT ) SSID, A3 (0 (W 4 3R 20 (K TC £k 250 7 i K 326 5 A iR [ 1) G 4 2 ol 2%
IGMP i [] [ i X T 2 AW TR JC ey il 2 R I%— N 2T A ) SSID. Witk IGMP I 5
B 60 FP, IGMP IR b E N 20, £F 60 BB 2 KA =B A .



CISCO MONITOR  WLANS CONTROLLER

Controller Multicast
General /—
Inventory Enable Global Multicast Mode I
Interfaces Enable IGMP Snaoping F d—

IGMP Timeout {seconds) IE-[I o

Metwork Routes
¥ Internal DHCP Server
¥ Mobility Management
Ports
NTP
F CDP

¢ Advanced

[Cisco Controller) =

[(Cisco Controller) >config network multicast igmp snooping enable
[Cisco Controller) =

[Cisco Controller) »config network multicast igmp Timeout &0

[Cizsco Controller) »config network multicast igmp query interval 20
[Cisco Controller) =

2 RITE IRt

PP AL D T LA 75 ZEAE = AN R T )8 o 08 A 1 T W) 46457 B 03 428 2 R 1)
JAH o

HE Wireless > Media Stream > General FL1fl, %45 AAE ok dilge F4a R H .
ZRFER AT AAEDEL 2 A A, R 0T LUIEFELE 5Ghz MiBt, 2.4Ghz Stk [7] I )5 H o

ETC s hlde 4 o FAZEE S, 78 WLAN > QoS #L1fT I ¥ multicast direct F241K 2 L,
KT AR RIE AR HE SSID TF 3 MUk 5 T fit



CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT
Wireless Media Stream >General
 Access Points k/
All APs Multicast Direct feature F Enabled
= Radios
02, 11a/n . .
&02.11bfg/n Session Message Config
Global Configuration
SESSI0N ANneIncrment State Enabled
b Advanced
Zpagion announcement LIE]
Mesh

Seszion announcerment Email
HREAP Groups

F BOZ2.11a/n

Session announcement Phone

b 802.11b/g/n Sesgion announcerment Note

 Media Stream

Streams
Country
Timers

P QoS

(Cisco Controller) >
(Cisco Controller) »config media-scream multicast-direct enable

WARNING: Media Stresam Multicast-direct regquires Load Based CAC to run,
Voice deployment employing Static CAC needs to convert to Load Based CAC.

(Cisco Controller) >

BB R E

WHRAE T gs LR E T HRRIR, W2 4] BRI T DA H S R T #5 o o T3 n— /N dk
MBI Iih4s, B MediaStream L [ [ Streams 1L T .

IEWTHT T, 45 B0 03 75 220 I TR 2 4as il 2% 7 A RRAIA B AR P o RS IR AR IR V7 A 38 P
Y187 o A5 G, L SRR AT IR 1) EL AR 2R AE 1200 kbps F1] 1500 kbps 2 [11] , W iZ 7t 620 L & 24 1500kbps
()10 o AR ARRF A ACE A 3000 kbps, AR L BEAE LS4 N sl oh Kl e/ I L 2 7
Ui B LRSS [FIFE, 1000 kbps [IHCE & SRR e, S USCRAR ZE RN I I P 4
%o

To 7 g EA LA TG € S K MBI C EARAR o % i 20 PSR AU Wk ik Fe e ] —
SERE B 2 AEA SO By (CPLARHE AR B feo WORAERIRENR, W Fy 2
LA EATAT TR BRSSP Bl A /N AT BARS AR AVC PO o B A 4
T LS 9 S BEORT, DA 22 AR S RE SR SE Kb AT BRG] LG 5 % 50 00 2 )



FEALAARE NI JE o PR RO S5 20 ] A BB — A m AR S5 0 o BL B A 8 R X
MR e ) HA Wb

W TATAE S T LR SEmS I AR, R S IR ol “ R 7 Bkl HiEE 5. MR E
g s B ab P

1] I I I I
CISCO MONITOR  WLAMs CONTROLLER ~WIRELESS SECURITY MANAGEMENT
Wireless Media Stream > Edit
+ Access Points .
Straam Mame testl. 5K
All Aps
= Radios Mullicasl Deslinalicn Slarl IP Address 239.4.5.6
B02.11a/n
8021 1hfa/n Mullicasl Destinalicn End IP Addiess 239.4,5.6
Glnhal Conflguration Maximum Expected Bandwidth (1 to 35000 Kbps) 1500 (Khps)
b Advanced
Mesh Resource Reservation Control(RRC) Parameters
HREAP Groups Average Packet Size (100-1500 bytes) 1200 [bykes)
F BOZ.11a/n RRL Parlodic update
F 802.11b/g/n RHC Priority 1
* Media Stream Wiolalion hest-affart =
Ganeral
Palicy admil -
Country
Timers
b QoS

|50 Controller) =
[Cisco Controller) »config media-stream add mulbcast-direct testl 5K 239.4.5.6 239.4.5.6 detail 1500 1200 periadic video 1 fallback

[Cisca Controller) =

W BTN, 8% H G ok A0 g stk a] DAAH Rl R m e B o ke . 6k T AR K 41
st H A HCR R . /Rn] LR & i aa Hihl 24 239.4.5.1 H 45 dusthht> 239.4.5.254,

MU 28 P U ) 23 ) B ) I TC e N R AN Tt L Jm o« AT E I Ak 45
RS TT A AT LARC & BB 02 I« — 240 BB 7 2 WLANS /SSID Ab T2 AR S T 58 B

VE: BAESUE AL T AR FPRES N BEAT T ARG R

7E 802.11 a/n B /5 FI LI EL 48
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CISCO
Wireless 202.11a Global Parameters Apply
F ACeess Points
b adwanced General __‘__..--’ Dato Rates* €
Mesh ©32 112 Metuark Status F Ena®led & Mbos Mandatory =
HREAP Groups Beacon Pariod (milisacs] 100 4 Hbas Suppartad =
* BO02.11afn Fragmentstior Theeshold

(bytes] 250 1Z Maps Mandstory =
i, DTRC Suoport, ¥ Cneslsd 15 Waps Supparted =
RF Grouping
PG 24 Miaps Mandatory =

BUY . 11a Band Status

[EEe A6 Maps Supportsd =

Coverage

—— Lowe Bard Enabled a0 Mps 'ﬁ.p:\ur‘:rd =
Cliznt Roarming Mid Band Enakled
T E 2= ALELE 54 Waps Supnorted =
DA Par amabes s High Bard Enakled
DFE [B02.11h) CCX Location Measurameant
High Througnput
(802 .11n) 11ln Parameters Mode I Enabied
ETpna nabiei
Clantlink T Enanlad
F ENZ.11hfafm
F Media Stream ¥ Oata Fade Wandatarny” lolios Pad ofands wha oo sad senooet Had

SEETAT Fate Wi DOF e SRiC A0 SEsasiate. Oxn Rate Sypaartes”

At WIRELESS > 802.11 a/n > Media > Media 1A #8 A it 6 45 i CAC/QOS L& . WniR 75
BE, [ RO E N F 802.11 b/g/n B R.

KA Sk 28 BRANAE TC LA EE |56 14 . 2645 Multicast Direct Enable 1] LLFF )& » 18 33 Multicast
Direct Max Number of Streams s 475 F. 1] DABC B WSO 1R 2 7 it B0 o 12428 T m] B 10
4 Auto K FLVF T A 18 g WO ] c B A R AEE 1-20 4

Logme  Eefras)

Wiraless
Ganeral
b Access Points
b Adwancad Unicast Video Redirsct F
Mash
Multicast Direct Admission Control
HREAP Groups
- L Hasimrur Media Bandweidth (0-850%13 &5
T 2021 h""r“l"“ Cliant Wirimuen Phy Rate L 2100
et
® REM Hazimurm Retry Parcant (0-100% (=i}
Zli=nt Roaming
Meda

EDA Paremeters
High Throdghaut

i_’:“5-1'; 1 fedia Stream - Multicast Dimect Parameters
Cleaniir
b hedia Stream Hukicast Direct Enable
Country Hukicast Dirsct Maz Hurmbar of Streams
Timers Best EFcrt QoS Admission
F QoS

Fuonl Males




Eaye Configurstion  Fing  Logeut  Refres

MOMITOR  widks COMTROLLER  WIRFLESS  SSCURITY  MAKNAGEMENT  CORMANIE
Wireless | 202.11a[E GHz) > Media dpply | °
= Access Points wnice I Viden -l Media
&Il aFs
w Radins
BOZ 1180
€02 .11bk/n/ General
Global Canfiguration
b Adwanced Unicast Viden Radirect =
Mesh
HREAR Groups Multicast Direct Admisslon Control
= 80211
”c_.b.:”"'l" Mazamun Fadia Bardsidth [0-85{%%5) =5
= RREM

Clisnt Minirmum Phy Aats 1 5000
Mazamim Rabry 2arcant [0-100%) S0

RF Grauaing

i

LA

Coverags

Grneral
Clznt Roarming

Media Stream - Multicast Direct Parameters
TR Farameters I Number of
DFS (E02 .11k
Illin:-\-l' '|r-:LJ|I;J! Mulkzest Diract Enable F *—-—-""'-_F:_‘___,..}- e

(O0E 110

ClnanE Mulbcast Dicect Hax Rumaer of Streams autn --I

b HOZ.11hfnfn Best Effort Qo% Admission I crabled
b Media Stream

Country

limers —

b QoS =

Unicast Video Redirect #EIBRIA Jy JFJit o %36 55 A0 VF NS RL B I BT 2 3

BEUR T B 12 RN 2 P AT VAR, S8 e AT BRI S FCVERS P i B SRR o
HEN N 3R] QoS ML SE 4k 4o WA 83k B Y8 YO0 B 44 TS DU 110 2 7 o 49 4 25 7 T AN Fui/F
P, 248K, I B IT i3 Best Effort QoS Admission XI5, W FT A TG4k % 7 it B e N HL
FESZAA, AR 28 P ) QoS st 0. AR (Media bandwidth) BRI
M 85%.

AR T8 2 T AL B R AE 0 A% PR AT e 2 ) i R AU AL A ) e I 8l A SR A
6000 kbps. 1% fE T AE S LAAE BRI 7 i DA — 52 OB A A T DA O . BRIk
6000. I KHAL 1oy LEERIATY 80%. REEAWIMEMLL dAt, — H ALK i i 1 e B A
B A A STV

T R EEOASE

Hf.il7 WIRELESS > 802.11 a/n > Media > Video JJii ¥4l CAC/Admission control KX ¥ A HEST 1
Ao

R4 B b A5 BRI 1 I 25 2K TR B Max RF Bandwidth . % {H w8 T 4 2 /DA WA F i ]
W SoVF (W52 2% Voice / Video CACEIRAG ).  illn, W& Ak KM 80% % 14 20 4> 5M
T AR AT 25 B o



Clsco

MONITOR  WLANS

CONTROLLER,  WIRELESS

SECURITY MANAGEMENT

Wireless

* Access Points
all aPs
= Radios
a02.11a/n
302.11b/g/m
Global Configuration

b Advanced
Mesh
HREAP Groups

* 802.11afn
MNetwoark
= RRM

RF Grouping
TPLC
DCA
Covarage
Genaral

Client B oaming

EDCA Parameters
DFS (802.11h)
High Throughput
(g02.11n)
Claanfir

802.11a(6 GHz) > Media

| Weoice | video Media

Call Admission Control (CAC)

admission Control {ACH)
Max BF Bandwidth (5-85)(%)

¥ Enabled
[ss ‘/

A7 WIRELESS > 802.11 a/n > Media > Voice JT/3iE % CAC/Admission control 3418 4T
HEN o ZEPE TA 2D ES R ] e VF (2% Voice / Video CAC {H IR,

afraln

Cisco

MONITOR ~ WLANS

CONTROLLER

IRELESS SECURITY

MANAGEMEMT

Wireless

* Access Points
all aPs
» Radios
a02.11a/n
a02.11b/g/n
Global Configuration

b Advanced
Mesh
HREAP Groups

* 802.11a/n

Metwork
- RREM
F Grouping
TP
DA
Coverage
Genera

’H": Roaming
Ol Parametars
OFs (802.11h)
High Throughput

(802 .11n)

CleanAir

F 802.11bfg/n

T 802.11a(5 GHz) > Media

Voice | Video | Media |

Call Admission Control {CAC)

Sdmission Condrol (ACM)
Load-based CAC
Max RF Bandwidth (5-85)(%)

Expedited bandwidth

Per-Call STP Bandwidth 2

SIP Codec
SIP Bandwidth (kbps)
SIP Woice Sample Interyval (msecs)

Mazimum Calls (0-25) &

Traffic Stream Metrics

Metrics Collection

Reserved Roaming Bandwidth (D-25)(%)

¥ Enabled

™ Enabled /
3
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MONITOR

WIRFLESS

Lagout R

Wireless

b hrcass Points
b advanoed
Mesh
HREAP Groups
F ghZ.11aln
= 0DZ2.11b/Sg/n
Qiatenr)

Clinnt Roarmng
Hadia

LLCE Farsmeters
High Thirceighpt
[80Z.1dn)
Clesniir

b Media Strean

802 11kig Glebal Parameters

General
8021100 Network Status I Eaabled
Beacar Percd (millseacs) Lo
Short Fraambla ¥ Enatled
Fragmentabon Taresheld I—z..“
[bytes) =
OT=C Support, ¥ Eastled

11n Paramntnrs
ClisrsLink ™ Enabled

CUE Location Measurement

7E 802.11b/g/n B JT A AR AR Mt 46 5 P 75
DU 75 B4 FE AL 08 1 7 e 2 AR P i o B BT AR, R R S wn B TR A

B R, DB E e e AN e AR R R

IF: BandSelect H§1E ] LAsk/D 2.4 GHz BB )™ i »

Uit o

Wireless

* Access Points
Al APg
» Railios
80Z.11s'n
a0z, 11bwgin

F Advanced
Mesh
HREAP Groups
F B0Z.11a/n

= 002.11bfo/n
MHetwork
* RRM
Clisrt Roaming

A Parametars
High Throughout
PRANZ.I1n)
Cleangir
F Media Stream

Connbry
Timers

F Qo5

slobal Configuration

WLANE COMNTROLLER

B02.11b(2.4 GHz) = Medla

" wolee | wideo I Medla

Genaral

WIRELESS SECURITY

Apply

Data Rates*>

1 Mbps Mandatorg 'I
e [l
5% Maps Handatory 'rI
i1 Mbps Mandatore -I
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IR R BANAE TC R A FOCH] . it WIRELESS > 802.11 b/g/n > Media > Media, 1&#%
Multicast Direct Enable JT /5. M Multicast Direct Max number of Stream [ 7 BLfCE 1 5] 20
FIEE, BE RFFERIAME .

Unicast Video Redirect TR IA b TPt 266350 70 VF SRR ik B C 2% 1 o

DRI B 2 LR S 2 ) i AT RN, Sl 2R AR ORI J SRV P i B LA - 4%
HEAIR 5 (K] QoS PLSE A 4o AT AL BE U5 00 B 42 SRS PR 20 S 4 25 57 0 ANl Se v
BEOA . 8%, W HLTF IS Best Effort QoS Admission ET5, JUFTAT [FJE Lk %5 7 ity ¥ gk N HL
PR, AHZFerp 2220 7 (1) QoS L5EZh 0.

PR 5 (Media bandwidth) BRIAE N 85%. WA T8 /L 15 & ARSI 70 4% 1
ST o 75 P SO A ) e AR 28 25K Ol 6000 kbpso 1% AB AT LAE e A B i) %5 ) S /2
PA— & I8 5 4 ] DL . BRIMEh 6000, d5 K AL 5 20 LLERIA Y 80%. R&EA
WrintlJcgk Bk, — HEALEOR s TRCE R, % Ikt AN SV

Fl; WIRELESS > 802.11 b/g/n > Media > Video JT 3 ¥4 CAC/Admission control KX MATIEAT
HEN.

R4 B b 7 BRI [ IR 252K TR B Max RF Bandwidth . % {E w8 T4 2 /DA W% s )
B i (3522 Voice / Video CAC %),

corfigurstion Ring

MONITOR WiaNs DONTROLLER WIRELESS SECUSITY  MARAGEMERT

HELP  EFFDIRAS

Wireless A02.11b{2.4 GHz) > Media

* Access Poinds

All &g

woice | video | Media

» Radics
BUZ.11s'n
a0E.11b/nin Call Admission Control {GAC)
Global Configur atior .
¥ Advanced Admession Control (ACH) F# uL-Iu'J(
Mesh Max RF Bandwidth [5-357{%] En]
HEELP Groups
FREOZ.11afn

= ®0z2.11hf0fn

Metveors
¥ RRM

Clignt Roaning
EDCH Parametess
High Theoughput
&0z 11m)
Clean&ir

¥ Madia Straam

Fiii WIRELESS > 802.11 b/g/n > Media > Voice JT /3 i& % CAC/Admission control J5 253
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Switch14-1>en
Password:
Switch14-1#sh ip mroute

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,
T - SPT-bit set, J - Join SPT, M - MSDP created entry,

X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,

U - URD, | - Received Source Specific Host Report,
Z - Multicast Tunnel, z - MDT-data group sender,

Y - Joined MDT-data group, y - Sending to MDT-data group

V - RD & Vector, v - Vector

Outgoing interface flags: H - Hardware switched, A - Assert winner

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.100.1.2), 01:23:52/stopped, RP 0.0.0.0, flags: DC

Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Vlan122, Forward/Sparse-Dense, 01:22:31/00:00:00

(10.10.10.10, 239.100.1.2), 00:01:45/00:01:15, flags: PT

Incoming interface: VIan122, RPF nbr 0.0.0.0



Outgoing interface list: Null

(*,239.192.1.150), 01:23:55/00:02:13, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0

Outgoing interface list:

Vlan122, Forward/Sparse-Dense, 01:23:55/00:00:00

VRIS A7 2 P 28 B BT, IR AR (S, 6) MuhbgcH . —HER T G 44t
k2 239.4.5.6 IIALAIANSS &, AR 8 BIASHMLE 10 - et LU AT T 2 T AR 46 H

Switch14-1#sh ip mroute

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,

T - SPT-bit set, J - Join SPT, M - MSDP created entry,

X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,

U - URD, | - Received Source Specific Host Report,

Z - Multicast Tunnel, z - MDT-data group sender,

Y - Joined MDT-data group, y - Sending to MDT-data group

V - RD & Vector, v - Vector

Outgoing interface flags: H - Hardware switched, A - Assert winner
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.100.1.2), 01:23:52/stopped, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0

Outgoing interface list:

Vlan122, Forward/Sparse-Dense, 01:22:31/00:00:00

(10.10.10.10, 239.100.1.2), 00:01:45/00:01:15, flags: PT
Incoming interface: VIan122, RPF nbr 0.0.0.0
Outgoing interface list: Null

(*, 239.4.5.6), 01:23:34/stopped, RP 0.0.0.0, flags: DP
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list: Null

(10.10.10.101, 239.4.5.6), 00:08:26/00:02:58, flags: PT
Incoming interface: VIan122, RPF nbr 0.0.0.0

Outgoing interface list: Null

Switch14-1#
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*bcastReceiveTask: Sep 29 13:31:56.913: bcastProcessNPUMsg: received packet (rxTunType 1,
datalen 155)

*bcastReceiveTask: Sep 29 13:31:56.913: bcastLlwappRx: received lwapp packet from STA
0021.5dac.d898

*bcastReceiveTask: Sep 29 13:31:56.913: IGMP packet received over vlanid = 0 from client
00:21:5d:ac:d8:98

*bcastReceiveTask: Sep 29 13:31:56.913: Recieved Igmp v2 report packet from client
00:21:5d:ac:d8:98

*bcastReceiveTask: Sep 29 13:31:56.913: report packet recevied for group addr 239.4.5.6
*bcastReceiveTask: Sep 29 13:31:56.913: join group 239.4.5.6 and vlan = 0 is not there adding...
*bcastReceiveTask: Sep 29 13:31:56.913: 00:21:5D:AC:D8:98 client joining the group: 239.4.5.6,
with status = 1, qos=0 and valid = 1...

*bcastReceiveTask: Sep 29 13:31:56.929: Received status Update for client: 00:21:5D:AC:D8:98 ,
status=2,qos =4

*bcastReceiveTask: Sep 29 13:31:56.929: 00:21:5D:AC:D8:98 client status is updated from 1 to
ALLOWED state.

*bcastReceiveTask: Sep 29 13:31:56.930: IGMP message send succeeded src 10.10.10.10 and dst
239.4.5.6,

hdr len 32,message type 16

*bcastReceiveTask: Sep 29 13:31:56.930: update ap for status = 2
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[Cisco Controller) =
(Cisco Contraller) =show netwark multicast mgid detail 571

B e 571

rAulticast Group Address.............. 239456

WA e 124

Mo of clients. 2

Client List. ..o,

Client pAAC AP Mame Expire Tirme [mrm:ss] Multicast-Status Qo5 User Priority
00:21:5c:5a:1b:a5 CAP3ISO0Z2E 043 Mcast-direct Allowed 4
00:21:5d:ac:dd:98 CAP3ISO0ZE 0:53 Mcast-direct Allowed 4

[Cisco Controller) =
[Cisco Controller) =

W - LRl
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(Cisco Controller) >show debug
MAC debugging ....c.ccceeevvveeerecneeenns disabled

Debug Flags Enabled:

Media-Stream Admission debug enabled.
Media-Stream Config debug enabled.
Media-Stream Errors debug enabled.
Media-Stream Event debug enabled.
Media-Stream Rrc debug enabled.

(Cisco Controller) >

*rrcEngineTask: Sep 29 15:37:13.181: rrcEngineProcessPurgeTimer: table expired
*bcastReceiveTask: Sep 29 15:37:18.599: msPolicyPlatform test AP 1100 type
*bcastReceiveTask: Sep 29 15:37:18.599: msPolicyPlatform not AP 1100
*bcastReceiveTask: Sep 29 15:37:18.599: mStreamWIlanMc2ucAllowed allow
*bcastReceiveTask: Sep 29 15:37:18.599: mStreamBand 1 allow mc2uc



*bcastReceiveTask: Sep 29 15:37:18.599: stream policy allow mc2uc

*bcastReceiveTask: Sep 29 15:37:18.605: mc2uc update client 0021.5dac.d898 radio
c47d.4f53.1410 destlp

ef040506 srclp 0 mgid 569 slot 1 vapld 1 vlan 124

*bcastReceiveTask: Sep 29 15:37:18.605: msPolicyGetRrcQosSupport 14 1

*bcastReceiveTask: Sep 29 15:37:18.605: mc2uc begin check policy

*bcastReceiveTask: Sep 29 15:37:18.605: msPolicyPlatform test AP 1100 type

*bcastReceiveTask: Sep 29 15:37:18.605: msPolicyPlatform not AP 1100

*bcastReceiveTask: Sep 29 15:37:18.605: mc2uc qos admit 1 qos 4 pri 1

*bcastReceiveTask: Sep 29 15:37:18.605: mc2uc submit client client 0021.5dac.d898 radio
c47d.4f53.14f0

destlp ef040506 mgid 569 vapld 1 vlan 124

*bcastReceiveTask: Sep 29 15:37:18.605: start FindRequestByClient

*bcastReceiveTask: Sep 29 15:37:18.605: FindRequestByClient not found dest ef040506 client
0021.5dac.d898

radio c47d.4f53.14f0

*bcastReceiveTask: Sep 29 15:37:18.605: Creating request 3646

*bcastReceiveTask: Sep 29 15:37:18.605: for radio c47d.4f53.14f0

*bcastReceiveTask: Sep 29 15:37:18.605: for client 0021.5dac.d898

*bcastReceiveTask: Sep 29 15:37:18.605: rrcEnginelnsertAdmitRequest dest ef040506 mgid 569
request 3646

*bcastReceiveTask: Sep 29 15:37:18.606: rrcEngineSendMeasureMetricsRequest sent request
3646 to

radio c47d.4f53.14f0, minRate = 6000, maxRetryPercent = 80

*rrcEngineTask: Sep 29 15:37:18.607: rrcEngineProcessRadioMetrics start radio c47d.4f53.14f0
request 3646

*rrcEngineTask: Sep 29 15:37:18.607: rrcEngineFindRequest look for request 3646
*rrcEngineTask: Sep 29 15:37:18.607: rrcEngineFindRequest found request 3646

*rrcEngineTask: Sep 29 15:37:18.607: done rrcEngineProcessRadioMetrics radio c47d.4f53.14f0
request 3646

*rrcEngineTask: Sep 29 15:37:18.613: rrcEngineProcessClientMetrics radio ¢47d.4f53.14f0
request 3646

*rrcEngineTask: Sep 29 15:37:18.613: rrcEngineFindRequest look for request 3646
*rrcEngineTask: Sep 29 15:37:18.613: rrcEngineFindRequest found request 3646

*rrcEngineTask: Sep 29 15:37:18.613: rrcEngineRemoveAdmitRequest request 3646
*rrcEngineTask: Sep 29 15:37:18.613: p_video = 0, p_voice = 0, pb = 198, video _go = O,
video_|_r_ratio =0,

video_no =0, video_delay_hist_severe =0, video_pkt_loss_discard = 0, video_pkt_loss_fail =0,
*rrcEngineTask: Sep 29 15:37:18.613: radio_tx_g_max_size = 1, radio_tx_g_limit = 672,
vi_tx_g_max_size =0,

current_rate =234

*rrcEngineTask: Sep 29 15:37:18.613: msPolicyGetStreamParameters 1500 1200

*rrcEngineTask: Sep 29 15:37:18.613: Admit video: client number O request 3646 radio
c47d.4f53.14f0, decision 1



*rrcEngineTask: Sep 29 15:37:18.613: Admit video: client number O request 3646 radio
c47d.4f53.14f0, decision 1

*rrcEngineTask: Sep 29 15:37:18.613: mStreamBandMc2ucAdmit besteffort 0

*rrcEngineTask: Sep 29 15:37:18.613: Approve Admission on radio c47d.4f53.14f0 request 3646
vlan 124

destlp ef040506 decision 1 qos 4 admitBest O

*rrcEngineTask: Sep 29 15:37:18.614: Recording request 3646 destlp ef040506 qos 4 vlan 124
violation-drop

0 priority 1

*rrcEngineTask: Sep 29 15:37:18.614: done rrcEngineProcessClientMetrics client 0021.5dac.d898
radio

c47d.4f53.14f0 request 3646

*bcastReceiveTask: Sep 29 15:37:19.553: mc2uc update client 0021.5dac.d898 radio
c47d.4f53.14f0 destlp

ef040506 srclp 0 mgid 569 slot 1 vapld 1 vlan 124

*bcastReceiveTask: Sep 29 15:37:19.553: Already admitted, mc2uc Update the last IGMP
timestamp

*bcastReceiveTask: Sep 29 15:37:20.553: mc2uc update client 0021.5dac.d898 radio
c47d.4f53.1410 destlp

ef040506 srclp 0 mgid 569 slot 1 vapld 1 vlan 124

(Cisco Controller) >

Show M4 - TL&EHH

—U show A UM H 45 R CAERT SO R . N IHIX ML S % . BT R 2,
122 CUWN Release 7.0 Commands Reference Guide F/lff.

(Cisco Controller) >show ap summary

Number of APS.......ccccceveeviieeeicieees 1
Global AP User Name.........ccccvvveeeeeeeeenns Not Configured
Global AP Dotlx User Name.................... Not Configured

AP Name Slots AP Model Ethernet MAC Location Port Country Priority

CAP3502E 2 AIR-CAP3502E-A-K9 c4:7d:4f:3a:06:86 default location LAG US 1

(Cisco Controller) >

(Cisco Controller) >show client summary



Number of Clients........ccccovevvevireeninnnnn. 2

MAC Address AP Name Status WLAN Auth Protocol Port Wired

00:1d:e0:00:ab:c7 CAP3502E Associated 1 Yes 802.11n(2.4 GHz) 13 No
00:21:5d:ac:d8:98 CAP3502E Associated 1 Yes 802.11n(2.4 GHz) 13 No

(Cisco Controller) >

(Cisco Controller) >show media-stream multicast-direct state
Multicast-direct State..........ccceeeveveeenne enable

Allowed WLANS......ccceeeveiierieeeerieeee e 1

(Cisco Controller) >

(Cisco Controller) >show media-stream group summary
Stream Name Start IP End IP Operation Status

test1.5K 239.4.5.6 239.4.5.6 Multicast-direct

(Cisco Controller) >

(Cisco Controller) >show media-stream group detail test1.5K

Media Stream Name.......ccccceveeeveevenernnen. test1.5K
Start IP Address........ccceevveriieeeneieniiien e 239.4.5.6
End IP Address.....ccocceeeveinieniiecienen, 239.4.5.6
RRC Parmmeters

Avg Packet Size(Bytes)......ccccovvereerererennnen. 1200
Expected Bandwidth(Kbps)........................ 1500
POLICY. ..ttt e Admit
RRC re-evaluation........cccceeevieieiceieien e, periodic
QS Video

StAtUS..coee e e Multicast-direct
Usage Priority......ccccceeeviviiineneenn. 1
Violation.......coeoveeviericcieciiieeeene fallback

(Cisco Controller) >

(Cisco Controller) >show network multicast mgid summary
Layer2 MGID Mapping:

InterfaceName vlanld MGID

data 123 11



management 0 0
testclients 124 12

Layer3 MGID Mapping:
Number of Layer3 MGIDs.........c.cccceveeennneee. 7
Group address Vlan MGID
224.0.0.251 0550
224.0.0.255 0555
224.2.127.254 0 552
239.4.5.6 0 556
239.195.255.255 0 553
239.255.255.250 0 551
239.255.255.255 0 554

(Cisco Controller) >show 802.11b media-stream rrc

Multicast-direct........ccoevvveerevevenreennnes Enabled
Best Effort......ccovververiccieirecneecen, Disabled
Video Re-DirecCt........ceeceeeveveneunenenenen. Enabled
Max Allowed Streams.........cccecevueeennne Auto
Max Video Bandwidth....................... 30

Max Voice Bandwidth..........c.ccccc..... 55

Max Media Bandwidth....................... 85

Min PHY Rate......ccccovvniiiiiniininiiienens 6000
Max Retry Percentage.........cccceueuveneene 80

(Cisco Controller) >
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