B G ARN RN BEINN B T 2 47 il 3 1 i B HE B R

i

V%% s
FIRTT K
1 E X
TERIEE (WO KIVAMAN SRR
MFE 8% debug
debug lwapp events enable
debug pm pki enable
M LAP ¥ debug
84 55 DHCP AH 2K ) — L% ] B
K4 LAP ABEI B i 2%
FEIR 1. $EHIES R IN A AR LAP AR -4 R 2 4
FEIR 2: BB CEZAE) AULEC

SEAR 3: Error Message AP cannot join because the maximum number of
APs on interface 2 is reached UiHiRf5E, KA E 2 FAJ AP =
Lt K, FTLL AP ANBEIIAD

REAR 4: SCC UEASIK AP, il as SCC AP [ SEms & R 5 HI I

FEIR 5: WLC A T AP BB, (2 LAP AN/ERANS R BT
REAR 6: SSCUEF I A hash BFPIRTIRELE K

KEAR 72 AP _ERRIE ECE A S PR

FEAR 8: Tl Hs il fe LAECE 2 2t

REAR 9: el LWAPP Ji5, 1E AP A& BIX AT 1R 1E B



SR 102 #E 2 ANEE AT VLAN B3 AP [#) discovery {5 & (4R LG
F discovery fg &, 1HZEFHAF| response)

FEAR 11: 1250 LAP ANAE A WLC
FEAR 12: AP ANBEIIA WLC, A A Bij KBS RH b 7 e DA v

NetPro i£¥x - Featured Conversations

HXRER

2

i

R SCR ] B 2 1 ozl (LU R AR WLC BB FEfilas) (AR BLATIA
WA, BRI TR T AR EHELERA R (BUNRFR LAP) I WLC 2RI
LB Qe fifg R 3 il PR 7 6
&AM
FIRFER
Cisco BN AT FIRRA I T ##:

o it B LAP 1 WLC LA SR,
o R ICE LN AL (LR iK% LWAPP) [ FEA SR

Z [ PR e R e 2 N S I (LWAPP) [Understanding the Lightweight
Access Point Protocol (LWAPP)]DIZREEH 245 A

3 E X

2 ) R A3 FH #2755 [ Cisco Technical Tips Conventions] 3R453 58 21X J7 1H {5

B

ToE Az 8 KA A S FERER

FERRIGE Ik 28 BL,  LAP A5 0 L% ) i i (AR 551y, 2058 A I
A WLC,

FLI R8s L REAE TAEAE 2 ERE. 78 2 BT, LAP A 25Ul s 1)
B OER A TA, FEREIFARSE 3 JRBGN AP F B O . LAP A%
fhilge 2 e 2l 2 28 (LURM B 7 rid s, JEAR Z3Ed DHCP J5



AT 1P Hbht.

PR R R BI R A 3 R TARB g, — AN B R 2k AP 4
MO 3 ERNgIN . 78 3 JEAEUT, LAP I LASgild DHCP 5 3(3R43 — 4
IP #tudil:, R 5L TP ik it 07 2 1m) 87 B 11 AR ARG K (BAR#R R discovery
request) o JXFH 7 TR LA SCVF LAP I HI#S IR BEE AR — DTN . H

B, EE ARSI 3 R, AR 2R LAP LR A 3 2 TAERI.

SR, XA R T — B8 2 LAP ANl as A TR [ 1 7 ,  LAP
] RSB 4 ) A L 1 () TP Mk ?

15 2 J2 TARREUR ) LAP R s A 0 AE R — AN I N o 71 3 J2 TARRIACT,
PEHIE A LAP 2 [ gty e 2 AE M 28 rh Brdid ikl . 2 RANI I DHCP a0l 43 =7

”Cisco~lwapp—controller@local domain”f#] DNS Jy B i A HCE 1) 7 2304
PRI BB 11 TP Muhla 25 45 LAP, LAP SN ] 1 99 266 v 1 ) 7 Hhl s 10 7
Sk Ju

XL 2 A, LAP BERSIE R 255. 255. 255. 255 (KAL) %7 X A 8k T
i —T M A Pl gs . [FIRER, LAP 76 358 I BERE G AT A — AN ¥ S AN ik 1
PRSI B 1 TP Mkl BRI, AR — A LAP 55— UUBRNBIA I A,
E IR A R BIEHAS 10 B OO id R bR . X R BT R ) (priming) o QI
RAEAE LAP B2 JE BN, IXIEANRETE By LAP $R Bl de . [KIL, RURbd LA
FH DHCP 7 43 873 DNS J5 .

9 LAP fESFREHIASIT, ML EEEHI e TR 2 JERiie
ERE . R, LAP RSSO b2 /T, T ARE A discovery
request, RJEIEHIASEE AL RILEIN. (BLURFCA discovery reply) Kihiff
LAP iZ s 8 i) TAEREC. i Sids il as & TAEAE 3 28,  discovery reply
ST 3 )20 AP R bE, DAME T LAP 452 Rk n DA AP 45 B 1 1% D NI =K

(LAR#RA join request) .
LWAPP A555X[¥) AP 75 J5 i ik LN ERESK A 3 J2 At

IR F BT E R A 1P b, LAP 78 80 1 i i 5 28 1 DHCP 772X
KA 1P Huhik



2. LAP M8k AP A LBV 45 il 9 & i% discovery request, Ff#Er E‘FEU
PRER. MATEYE, T B SHEIE R, LAP S RIS REL
EEAIEAIOEES e WE: b P (b U

a. DHCP 1% 43 G&EH Tk an], BRI AW, WHIPAE
%M"E%U%ffﬂﬁﬁfﬂﬁ)

b. DNS 4 H: “cisco-lwapp—controller” G&EG TAHMEAH,
o m] DAY FH ARAE 40 14 AP $E.21 ml i I A ¥ WLC)

c. LAP JeHiffif7 I a8 i BE I TP Mkt
d. FWWM3E %

e. JEITZAS P LA

f. S ERS R

MK I T, VRSN, S5 87 BRI 22 K LAP il 28 10 8 iz 1
TELER AN, JE S VF LAP B 3 J2) 3% 5 s R BLEs g . X R 7 ikl
IR FH T I 45 A LSS /N, I HLBEAT A b DNS Ji 25 1) /N Al

N AR BR324 DNS R DHCP 7538 AHIRIfK) DNS &4 7Rl AT £
ANGH S XA LALE LAP R Z ANl 2% o IX Rl 72 n] LU T B s i s 5 ] —
AN AL, JFHAG AR DNS JIR G54 1Ak . B 0 24> DNS Ja 4T 5 4k
DX Al o Al

R AV 25 A% DHCP 33 43 770, Jfafiid DHCP J7 AL A AL .
A FH I o 77 2 QR R AR A bl 8 L4547 — AN DNS 45 H o Biltan, JERHERCH, K
FEFI2E E A IMAZIT, KT HE LAP FUIMA S HL 25088, 5 ASBEAE ] DNS
J72, AAZAEHY DHCP 315 43 55 1f LAP A AT A iz il 45 BB L1 TP Mk

B, GRS A DCHP HR&#% 101h, sl 2 FaAmE 7. &)
DU IS console FIEH: AP, Jfidik CLT J7xUFFASHLE LAP FrZ2m A 2648 11
VEAFE, KT AP CLT J7 FSEL B I35 7%, 6 S A
FHFEN S CLT T-3h e & 4 1 #% [Manually Configuring Controller Information Using_ the

Access Point CLI.].
WIE T LAP FR B 48 IRAS R R I EEVE AN A RS, T 2 3 LAP JE: M

#l) WLC [ LAP Registration with WLC.]

W T fifAr DHCP AR 45 b HC & DHCP 3£ 43 (5 245 B, iE &4 b Al aironet
Mmoo N\ B4t DHCP #ET0 43 f¥)HC & 5241 [DHCP OPTION 43 for Lightweight

Cisco Aironet Access Points Configuration Example. ]




3. LAP & ¥ ilds 413K LI P a 683 A d% discovery request JF554F
PEHIZSIRIN. discovery reply, [N SHIERGHL T, AP FHE
IP stk REAS AP B HIE: O F O H AP B, DA FE A8 4211
7R3 AP R .
4. FETFARIPEEH 528, LAP sk DL W [ #2848 & 0% join request
CHTHE /& AP W B Z il 8s &k 1F) discovery reply)
a. H—A (primary) 8 RE N (LR ITHT CANCETE LAP
)
b. /> (secondary) #Hl#s R Y (ZRAL I CAN EAE
LAP )
c. FH=A (tertiary) #WHISRA Y (ZRGLILHCANELE
LAP )
d. Fgflgs G AP AN E primary. secondary. tertiary
Pigs 25, FoRAERr LAP ZniE pr 2 in N 4l 28O
e. WISHLLEJUANER T BAT 1E, KI5 P il e ) 1 S 8 i o 1%
B rim It discovery response HUTAL )45 il 4 6 4R 7R K R
JIEAME RS

TSP F Tl A R AR RE T AR R UG, AP 23 [n) 28—~ R By
discovery response [ #l# K i% join request. WIH—4 4%
Has LA 24 AP B HRE L, B 1) QIR AP S5 /b ) AP A B Kk

1% join request.

Pl gs 2 MV A discovery request, FEAKIE AP [KJUETS
B AP BT A EEEN . R, join request WAL —A
ARPAE S B, WK TG A H 84 #] join response.

W LAP Joii e ik B ¥ il 4 Ab U ) join response, LAP 4%
FAR M PRI —ME T8 KIE join request. WIRFE4s
R E AN (primary/secondary/tertiary) , HUAH

LAP AR join response, tHANZ [ A 2 A4 ) HeAth 246
%8 K1% join request.

5. X LAP W H|—A> join reply ZJm, Bt H QGG A
hlds BRI GRANE], AP 5 EE PSS AL R EIR, R
JEIF IO AT B . FRZ)m, AP # R EE A 1 TR

6. ISR AP RFEHIS L ABAFBEGANIR, AP R B m g s SR L BLAS S
Rm AP AEFE A A2 BoniRas e it

5 AP FASERCEAS BUR, AP nl e BRI RN HIHTACE . A,
A RESATBANK TR G R AL, IR — R E R AT .

Mz 2% 3 Debug

FEFERIZS b, AE CLT S, v LA —2% debug iy &K AH LAP I TCL 4



il () A IR -

edebug lwapp events enable—{E 7 discovery g il join k.
edebug lwapp packet enable—Z /REHE 2 A1) discovery Al join {5 &
edebug pm pki enable—& 7~ IAUFAfIIA L FE

edebug disable—all—kMF T A [ debug.

daum Erl Ll HEEE, #id console 730, SSH 80 telnet J7U&
SR d s, BIALL N A

config session timeout 120
config serial timeout 120

show run—config CpNaY i S e SRR ERSY)

debug mac addr <ap-mac-address>

(i H xx:xx:xx:xx:xx K1)

debug client <ap-mac-address>

debug lwapp events enable
debug lwapp errors enable
debug pm pki enable

e AESE debug (5 B 2 )5, fdi ] debug disable—all iy 2K A 1Y debug

AN
filr &

o

T BRI A, 2 LAP yEM RN 4 R IHoe, X% debug y4 P
115 S o

debug lwapp events enable

XA AL T — 487 LWAPP discovery A1 join i Ferf, %) LWAPP [
HAEFES R B
W RFiR, 4% debug lwapp events enable v A MM ISR, AiiE2E LAP
& TS WLC $04T MR image.
HE: PO R RS, A — s B R T N —1T.

debug lwapp events enable

Wed Oct 24 16:59:35 2007: 00:0b:85:5b: fb:d0 Received LWAPP DISCOVERY REQUEST from
AP 00:0b:85:5b: fb:d0 to 00:0b:85:33:52:80 on port 2’



1= LAP Ja] WLC X% LWAPP discovery request
Wed Oct 24 16:59:35 2007: 00:0b:85:5b:fb:d0 Successful transmission of
LWAPP Discovery—Response to AP 00:0b:85:5b:fb:d0 on Port 2

== WLC Jiy] LAP [E]pY discovery request

Wed Oct 24 16:59:46 2007: 00:0b:85:5b:fb:d0 Received LWAPP JOIN REQUEST from
AP 00:0b:85:5b:fb:d0 to 00:0b:85:33:52:81 on port 2’

I=——= LAP Jo] WLC X% join request

Wed Oct 24 16:59:46 2007: 00:0b:85:5b:fb:d0 AP ap:5b:fb:d0:

txNonce 00:0B:85:33:52:80 rxNonce 00:0B:85:5B:FB:D0

Wed Oct 24 16:59:46 2007: 00:0b:85:5b:fb:d0 LWAPP Join—Request MTU path from

AP 00:0b:85:5b:fb:d0 is 1500, remote debug mode is 0

Wed Oct 24 16:59:46 2007: 00:0b:85:5b:fb:d0 Successfully added NPU Entry for

AP 00:0b:85:5b:fb:d0 (index 55) Switch IP: 10.77.244.211, Switch Port: 12223, intIfNum 2,
vlanld 0 AP IP: 10.77.244.219, AP Port: 49085, next hop MAC: 00:0b:85:5b:fb:d0

Wed Oct 24 16:59:46 2007: 00:0b:85:5b:fb:d0 Successfully transmission of

LWAPP Join—Reply to AP 00:0b:85:5b:fb:d0

I———= WLC Ji] LAP [F])Y join reply

Wed Oct 24 16:59:46 2007: 00:0b:85:5b:fb:d0 Register LWAPP event for

AP 00:0b:85:5b:fb:d0 slot 0 —— LAP registers with the WLC

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:fb:d0 Received LWAPP CONFIGURE REQUEST from
AP 00:0b:85:5b:fb:d0 to 00:0b:85:33:52:81

1= LAP M WLC LK 15 5

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:fb:d0 Updating IP info for

AP 00:0b:85:5b:fb:d0 —— static 1, 10.77.244.219/255. 255. 255. 224, gtw 10. 77. 244. 220
Wed Oct 24 16:59:48 2007: spamVerifyRegDomain RegDomain set for

slot 0 code 0 regstring —A regDfromCb —AB

Wed Oct 24 16:59:48 2007: spamVerifyRegDomain RegDomain set for

slot 1 code 0 regstring —A regDfromCb —AB

Wed Oct 24 16:59:48 2007: Send AP Timesync of 1193245188 source MANUAL



Wed Oct 24 16:59:48 2007: spamEncodeDomainSecretPayload:Send domain secret
TSWEBRET<O0d, 59, aa, b3, 7a, fb, dd, b4, e2, bd, b5, e7, d0, b2, 52, 4d, ad, 21, la, 12> to
AP 00:0b:85:5b:fb:d0

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:fb:d0 Successfully transmission of
LWAPP Config—Message to AP 00:0b:85:5b:fb:d0

I=—=WLC [F[) LAP FFEE L G2 75 TP B 17 o

Wed Oct 24 16:59:48 2007: Running spamEncodeCreateVapPayload for SSID ’eap fast’
Wed Oct 24 16:59:48 2007: Running spamEncodeCreateVapPayload for SSID ’WPA’
Wed Oct 24 16:59:48 2007: Running spamEncodeCreateVapPayload for SSID ’webauth’
Wed Oct 24 16:59:48 2007: Running spamEncodeCreateVapPayload for SSID ’eap fast’
Wed Oct 24 16:59:48 2007: Running spamEncodeCreateVapPayload for SSID ’WPA’
Wed Oct 24 16:59:48 2007: Running spamEncodeCreateVapPayload for SSID ’webauth’

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:fb:d0 Successfully transmission of
LWAPP Change-State—Event Response to AP 00:0b:85:5b:fb:d0

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:fb:d0 Received LWAPP Up event for
AP 00:0b:85:5b:fb:d0 slot 0!

!=== LAP CZ 750 i LIG3 26 5 ) i 1 R 5

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:Tb:d0 Received LWAPP CONFIGURE COMMAND RES from
AP 00:0b:85:5b:fb:d0

Wed Oct 24 16:59:48 2007: 00:0b:85:5b:fb:d0 Received LWAPP RRM CONTROL RES from
AP 00:0b:85:5b:fb:d0

== WLC Y5/ 519 RRM (radio resource management) FIH il & 15 E 9 77
KLY LAP _[:»

IE B T R0, — H LAP VEM R WLC b, ke 5 il gy b
IR — 5. i LAP LA B4R WLC _EIRANIA], LAP & 5 M WLC
BO MR BRI LAP BB A WLC _EIRAHTA], LAP S4k82 M WLC T



N E A AR K — e S 5,

WIS LAP fEvE Mt A2 N Fs il s B R 8B4, R iX 2 LAP 3 —
#B43, FTLAR]LLA debug lwapp events enable iX iy 2 1)t H & 2IAH N 1915
B

Wed Oct 24 17:49:40 2007: 00:0b:85:5b:fb:d0 Received LWAPP IMAGE_DATA RES from
AP 00:0b:85:5b:fb:d0
Wed Oct 24 17:49:40 2007: 00:0b:85:5b:fb:d0 Received LWAPP IMAGE DATA RES from
AP 00:0b:85:5b:fb:d0
Wed Oct 24 17:49:40 2007: 00:0b:85:5b:fb:d0 Received LWAPP IMAGE DATA RES from
AP 00:0b:85:5b:fb:d0

—HNEGEEE, LAP SHEE, JFHIRIZAT discovery Al join ik,
debug pm pki enable

75 LAP IR T, WLC 75 ZE Rl A I LAP FAIE 152 7547 ROk LAP HEAT
Ik

78 AP [1] WLC 3% LWAPP join request [, & 230 H K X. 509 UE T4
A LWAPP 4 LWAPP [¥) join request ¥ 5 HLIHIAALFE AP BT AE BRI BEH L2
% ID. 24 WLC Y& H) LWAPP (1) join request (I, WLC A# /1 AP (KA B 91K 16
UE X. 509 U PR, RIS U ZAAE 15 A2 15 R A2 A5 AT (R LA R A o

WLC %38 i 50 UEAE T e 4fy I HHAN I ()R A A AP TEF A8, [RINFTE O
(1) SRS TR)EAT 00 Lo CIRT b i i 1100 B Ao 2 R 4 i (1) 1 SRR B TR 20D o
A X, 509 FRIEF AR, WLC 2B ANBENL AES I %580, WLC 2Kz
BRI G |, AdA S 2L WLC AP Z MRS # (1) LWAPP % fhll{5 B BB A% 4k
INEEFIfR R o 5 B R, 76 LAP FI9 348 2 (8] 1) LWAPP [ r 1 icdfs . 2t B
WA SO AT AT o

Debug pm pki enable IX 5k fir 4 Wk LAP 7E I BIFE Hil ds b BLsy, ik
FA RIS H . e AP A7/l LWAPP B3 il g gt i A RSB CFm
{&#K SSC) , Debug pm pki enable Xk fir 2 oy s IIARIRE AP NS A5 3 8o
an iR AP FIIR R PR R R TE . CRIIRRR MIC) |, IRFEEARER ZIX NS A
A

TR FIATE 2006 4F 6 FJGHIEE R AP, #l4A HiliE B e M) .



A MIC UEF T LAP T2 A\ B4 il #s i, 18 id debug pm pki enable iy %>

A LU SR L

ER: PUOVERIWRE, A5 s S s 7 —17.
Thu Oct 25 13:52:59 2007: sshpmGetIssuerHandles: locking ca cert table
Thu Oct 25 13:52:59 2007: sshpmGetIssuerHandles: calling x509 alloc() for user cert
Thu Oct 25 13:52:59 2007: sshpmGetIssuerHandles: calling x509 decode ()
Thu Oct 25 13:52:59 2007: sshpmGetIssuerHandles: <{subject> C=US, ST=California,

L=San Jose, O=airespace Inc

CN=000b8591¢c3c0, MAILTO=support@airespace. com

Thu Oct 25 13:52:59 2007: sshpmGetIssuerHandles: <{issuer> C=US, ST=California,

L=San Jose, O=airespace Inc, OU=none

Thu Oct 25 13:52:59 2007: sshpmGetIssuerHandles: Mac Address in subject is

00:0b:85:91:¢3:c0

Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:

>bsnOldDefaul tCaCert<

Thu Oct 25 13:52:59 2007:

>bsnDefaul tRootCaCert<

Thu Oct 25 13:52:59 2007:

>bsnDefaul tCaCert<

Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:

>bsnOldDefaul tCaCert<

Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:

>bsnOldDefaul tCaCert<

Thu Oct 25 13:52:59 2007:

2007/10/25/13:52:59

Thu Oct 25 13:52:59 2007:

sending Cisco ID cert..

Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:
Thu Oct 25 13:52:59 2007:

CN=ca, MAILTO=support@airespace. com

sshpmGetIssuerHandles: Cert is issued by Airespace Inc.

sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:

called to evaluate <bsnDefaultCaCert>

comparing to row 0, CA cert >bsnOldDefaultCaCert<
comparing to row 1, CA cert >bsnDefaultRootCaCert<
comparing to row 2, CA cert >bsnDefaultCaCert<

sshpmGetCertFromCID: called to get cert for CID 2d812f0c

sshpmGetCertFromCID: comparing to row 0, certname

sshpmGetCertFromCID: comparing to row 1, certname

sshpmGetCertFromCID: comparing to row 2, certname

ssphmUserCertVerify: calling x509 decode ()

sshpmGetCID:
sshpmGetCID:

called to evaluate <bsnOldDefaultCaCert>
comparing to row 0, CA cert >bsnOldDefaultCaCert<

sshpmGetCertFromCID: called to get cert for CID 20f00bf3

sshpmGetCertFromCID: comparing to row 0, certname

ssphmUserCertVerify: calling x509 decode ()

ssphmUserCertVerify: user cert verfied using

sshpmGetIssuerHandles: ValidityString (current):

sshpmGetIssuerHandles: AP version is 0x400d4900,

sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:

called to evaluate <{cscoDefaultldCert>

comparing to row 0, CA cert >bsnOldDefaultCaCert<
comparing to row 1, CA cert >bsnDefaultRootCaCert<
comparing to row 2, CA cert >bsnDefaultCaCert<
comparing to row 3, CA cert >bsnDefaultBuildCert<

comparing to row 4, CA cert >cscoDefaul tNewRootCaCert<



Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Oct 25 13:52:59
Thu Oct 25 13:53:03
Thu Oct 25 13:53:03
with CID 0x156af135
Thu Oct 25 13:53:03 2007:

2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:

sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:

sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnOldDefaultCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnDefaultRootCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnDefaul tCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnDefaultBuildCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >cscoDefaul tNewRootCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >cscoDefaul tMfgCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnOldDefaultIdCert<

comparing
comparing
comparing
comparing
comparing
sshpmGetIssuerHandles:
called to
comparing
comparing
comparing
comparing
comparing
comparing
comparing

sshpmGetCertFromHandle:

sshpmGetCertFromCID:

to row 5, CA >cscoDefaul tMfgCaCert<
>bsn0ldDefaultIdCert<
>bsnDefaul tIdCert<
>bsnSs1WebadminCert<

>bsnSs1WebauthCert<

cert
to row 0, ID cert
to row 1, ID cert
to row 2, ID cert
to row 3, ID cert

Airespace ID cert ok; sending it...
evaluate <bsnOldDefaultIdCert>

to row 0, CA cert >bsnOldDefaultCaCert<
CA cert >bsnDefaultRootCaCert<
CA cert >bsnDefaultCaCert<

CA cert >bsnDefaultBuildCert<

CA cert >cscoDefaul tNewRootCaCert<

to row 1,
to row 2,
to row 3,
to row 4

CA cert >cscoDefaul tMfgCaCert<
ID cert >bsnOldDefaultIdCert<

calling sshpmGetCertFromCID ()

to row 5,

to row O,

called to get cert for CID 156af135
comparing to row O,

comparing to row 1,

comparing to row 2,
comparing to row 3,
comparing to row 4,
row 5,

comparing to

comparing to row O,

Thu Oct 25 13:53:03 2007: sshpmGetCertFromHandle: calling sshpmGetCertFromCID ()

with CID 0x156af135

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:
Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnOldDefaul tCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnDefaultRootCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnDefaul tCaCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >bsnDefaultBuildCert<

Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID:

certname >cscoDefaul tNewRootCaCert<

called to get cert for CID 156af135

comparing to row O,

comparing to row 1,

comparing to row 2,

comparing to row 3,

comparing to row 4,



Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID: comparing to row 5,

certname >cscoDefaul tMfgCaCert<
Thu Oct 25 13:53:03 2007: sshpmGetCertFromCID: comparing to row O,
certname >bsnOldDefaultIdCert<
Thu Oct 25 13:53:03 2007: ssphmPublicKeyEncrypt: called to encrypt 16 bytes

Thu Oct 25 13:53:03 2007: ssphmPublicKeyEncrypt: successfully encrypted, out is 192 bytes

Thu Oct 25 13:53:03 2007: sshpmPrivateKeyEncrypt: called to encrypt 196 bytes

Thu Oct 25 13:53:03 2007: sshpmGetOpensslPrivateKeyFromCID: called to get key for
CID 156af135
Thu Oct 25 13:53:03 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row O,

certname >bsnOldDefaultIdCert<

Thu Oct 25 13:53:
Thu Oct 25 13:53:

172 bytes

Thu Oct
Thu Oct

24 bytes

Thu Oct
Thu Oct
Thu Oct
Thu Oct

25
25

25
25
25
25

13:
13:

13:
13:
13:
13:

53:
53:

53:
53:
53:
53:

03 2007: sshpmGetOpensslPrivateKeyFromCID: match in row 0

03 2007:

03
03

03

2007:
2007:

2007:
2007:
2007:
2007:

sshpmPrivateKeyEncrypt: calling RSA private encrypt with

sshpmPrivateKeyEncrypt: RSA private encrypt returned 192

sshpmPrivateKeyEncrypt: calling RSA private encrypt with

sshpmPrivateKeyEncrypt: RSA private encrypt returned 192

sshpmPrivateKeyEncrypt: encrypted bytes: 384
sshpmFreePublicKeyHandle: called with Oxae0c358

sshpmFreePublicKeyHandle: freeing public key

2 SSC AFF 1) LAP, debug pm pki enable iX 4%y 2% (5 B2 iXFE
. EHHE BHIERER B SSC 1M Av{H «
ER: BOYEIPBRE, A s B s T 17,

(Cisco Controller) > debug pm pki enable

Mon May 22 06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

Mon May
Mon May
Mon May
Mon May
Mon May
Mon May
Mon May
Mon May
Mon May
Mon May

22
22
22
22
22
22
22
22
22
22

34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:

10 2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:

10
10
10
10
10
10
10
10
10
10

sshpmGetIssuerHandles: getting (old) aes ID cert handle...

sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:
sshpmGetCID:

called to evaluate <bsnOldDefaultldCert>

comparing to row 0, CA cert >bsnOldDefaultCaCert<
comparing to row 1, CA cert bsnDefaultRootCaCert<
comparing to row 2, CA cert >bsnDefaultCaCert<
comparing to row 3, CA cert >bsnDefaultBuildCert<
comparing to row 4, CA cert >cscoDefaultNewRootCaCert<
comparing to row 5, CA cert cscoDefaul tMfgCaCert<
comparing to row 0, ID cert >bsnOldDefaultIdCert<

sshpmGetIssuerHandles: Calculate SHA1 hash on Public Key Data

sshpmGetIssuerHandles:

Key Data 30820122 300d06092a864886 7040101
Mon May 22 06:34:10 2006: sshpmGetlIssuerHandles:
Key Data 01050003 82010f003082010a 02820101
Mon May 22 06:34:10 2006: sshpmGetlIssuerHandles:
Key Data 00c805cd 7d406eal0cad8df69 b366fd4dc
Mon May 22 06:34:10 2006: sshpmGetlIssuerHandles:



Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon

Mon

Data 82fc0df0 39f2bff7ad425fa7 face8f15

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data £356a6b3 9b87625143b95a34 49292e11

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 03818leb 058c782e56f0ad91 2d61a389

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data f81fabce cdl1f400bbbcf7cef 06bad3d75

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data dde0648e c4d63259774ce74e 9e2fdel9

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 0f463f9e c77b79ea65d8639b d63aalel

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 7dd485db 251e2e079cd31041 b0734ab5

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 463fbacc 1a61502dc54e75f2 6d28fc6b

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 82315490 881e3e3102d37140 7c9c865a

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 9ef3311b d514795f7a9bac00 d13ff85f

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 97ela693 f9f6c5cb88053e8b 7fae6d67

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data ca364f6f 76cf78bcbclaccl3 0d334aab

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 031fb2a3 b5e572df2c831eTe f765b7eb

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data fe64641f de2a6fe323311756 8302b8b8

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 1bfaela8 eb076940280cbedl 49b2d50f

May 22 06:34:14 2006: sshpmGetIssuerHandles:
May 22 06:34:14 2006: sshpmGetIssuerHandles:

9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9

Key Data 17020301 0001
SSC Key Hash is

I === A& H BT e SSC Z #9119 hash (&

Mon May 22 06:34:14 2006: LWAPP Join—Request MTU path from AP 00:0e:84:32:04:f0 is 1500,

remote debug mode is 0

M LAP %5 Debug

R Hl w1 debug i A ANBE RN join request, 34 AP [f] console [,
M LAP ¥ debug I IEFE . A T 4 ar 2R 0l LA 21 LAP [¥))3 80 72, {H2 15



PREFMIRAE enable BIZUT CERINE Y E Cisco)

edebug dhcp detail—{R7~A4 ¢ DHCP ZEIH 43 [1)1F &

edebug ip udp—W R K AIFEHIZSH join/discovery £ 4 LA & DHCP Fl
DNS Arif] (T X He 2 UDP i €0, 12223 Biig [ 2 428 il 2 1R 5 o 1)

edebug lwapp client event—Im7~ AP [K] LWAPP 4.

eundebug all—3% 4] AP ¥ debug {5 .

IXHLAT > debug ip udp 4 Pt 15 Bontl. & 5SiX i M E S
PRAGXS LAP TEJE BN, 14588 & 1% discovery Fl join PIEHREA T T %

UDP: sent src=10.77.244.199(20679), dst=10.77.244.208(12223)

== AP 0] 56 7 E B a8k 8 LWAPP discovery request

UDP: sent src=10.77.244.199(20679), dst=172.16.1.50(12223)

I——— LWAPP Discovery Request 1€/ a8 & 1)1 7#7 El

UDP: sent src=10.77.244.199(20679), dst=255.255. 255. 255 (12223)

!——— LWAPP Discovery Request &/ 1M1 #E/E(RI%.

UDP: sent src=10.77.244.199(20679), dst=172.16.1.51(12223)

!—— LWAPP Join Request [iJE& tiE 11548 AP B PEHE LT %

T 5 DHCP AH % f)— L& ) B

LAP 7ETT 4R B4 WLC 13 F5 Ay 5 2238 k. DHCP K3k AS—4> 1P Hudik, W]
BEZ3 A A DHCP [ G 2 BUic B4 AT 3 BOR AT 1P Mk A7 () o 33X — 1 it
DHCP /54 F1 WLC —it2 T4, FF it — S8 554 (1) it i8R Rk DHCP AH G 1) — 28 ) L

AT DHCP ThRE, ¥ AT a8 — N4 1P 35 Byl (1 2% 2% . o
IR, (ERH RS N SER) TP Hukl, f5hlss ot 1P BB Bk
JIT4 1) DHCP 7 5K % & %] DHCP fil 55 £

*Y DHCP Hi 45 #5 #&4L (¥) DHCP 15 SR [ml B4 3 By, #5185 DHCP ik



A0 TP Mk AR B F R REAEL TP Mk o 3X 2 Al ) J5 R > Windows $R4FE R 4%
FUSiAEANE] (1) AP TR)ASE i PR I Ak, 2 BT AR 55— S 3E 45 DHCP IR 4% 388 )1 50
ok,

1T~ DHCP JIR 4% 2% (M b8 il T 1. 1. 1. 1 (X SR (43Rl g R R 0L TP by
hik) 5 AR AT DA AR AR L I 7] Windows 27 S A0 PR B8 Wi B

XA A A BAT (R S A AT AR R I 0L TP MuhEf B bAoA~ 22
4% Windows #AE RGEMEILA R T34 — A48 N0 AP 837, &2l
Sh—E IR O . B TR R AT SR, Windows %%
J iy T T LS B MRS A QL T I & i, TR BRI 4
XA i o

U SRR T BAG A SIS 1) DHCP JIR 4%, IR S J2 K 8 BRAE LIy TP ik
14 DHCP Jia g5 #sdthil, JF¥x A 1P Mtk es 1A 7 G e 2h 8 1 b SR 5
FRIRIZA B N 45 Jo e R CRUR AR WLAND .

P 2% 75 BN I LA — A TP ik, IXANHhE A 9 SE b 913 DHCP
K.

PLR A& 754 WLAN JC & DHCP I 25 2% I 5 S ic AT 1) — S8 2 i

1. A2l b DHCP 25w ¥ TP HuhEANN. i J TAEAT 3h a1 M, 15 1) DHCP
55 2 B, AERE ) AT 2% fiir 2 R AP I A ) 7 -

config network mgmt—via—dynamic—interface X%t H7E 4.0
WA _EAHRL
(3. 2 RAR HEA BB X @ 2)

2. Fiil#s M BhZAH Wi E) DHCP 13k, FER 4% (1977 2 ) DHCP e 45285 i,
FAEH BhZ&H 0 1P HuhkAE Ry k. AR EG ki L SR fo izt
k3] DHCP AR 4% 2% .

3. TERELARE KBS LRSI foF DHCP IR 4528 (1) [0] 3 g % 1A 5 il s 5h 24
O bt . frn] Ll 7E DHCP k45 %5 I ping #5Hl s M sh A uht, B¢
F USSR OC TP HuhlkAE b diihl, ping DHCP JR45 28 KKk

4. ffREE il LA A8 Q1 1P Motk % 7F DHCP 45 %% L [)—~> DHCP iz [
Mo

5. fJis HIABAELEAE FIIR LA GE[A] Y. 5L 4% DHCP 375 =K [¥) DHCP 45 #%
Lt i PIX,

U AR SEANGEMR R ARIY) DHCP )78, 47 2 MRy S ] UL -



o S PO 0 DHCP RSS2 o F5 85 1 LA 38 TP i % DHCP i
S5 Ak, SRJFC T DY DHCP S} Aicits. — FUS T DHCP SR, e
4 DHCP I 55 4% 45 £k DHCP k45 T »

o I AN LA R4 (console B3 SSH 7 A G FEF CLT FLHD KA & H
DHCP 33K J7, & 75 AT Wi 2 DHCP 1] ¥«

0. debug mac addr <mac address>
1. debug dhcp message enable
2. debug dhcp packet enable

X LI W] DHCP $fietu D RA 26 T, (B3 il B e [m] v

Wi, FBIBRN A, ERSHIEE BN VLAN 808 101 AN USOR LAP A48 7E
P, BRAERIEE B O TR

VER: RADIUS JIR55+% 5 DHCP e 55 g 48 ANBEAE 128 ) s AR Sh A 3% 1 0 1 I
o AR T A i Pl 2 (K Rl A B E

it LAP AR B4 28 2

FEAR 1. $R5HIB% I A ZE LAP IEHH B2 4h
T3 58 B LR A5 TR Af i A2 15 A B 1n) 8«
1. f#fH debug lwapp errors enable Fll debug pm pki enable #iy%

Debug lwapp event enable X451y 2 HK 78 AP Fl WLC 2[RI FIE (5
B A5 BRENEIE I 1) s AR PR 4 .

VER: BRI RN SRR AE I 8] 2 18] 1R (i
X ey Y debug lwapp events enable iy 2% Hi 45 1
ER: BUAZERIMAS], AL G B s 7 F—17.

Thu Jan 1 00:09:46 1970: 00:0b:85:5b:fb:d0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:5b:fb:d0 to ff:ff:ff:ff:ff:ff on port 2

Thu Jan 1 00:09:46 1970: 00:0b:85:5b:fb:d0 Successful transmission of
LWAPP Discovery—Response to AP 00:0b:85:5b:fb:d0 on Port 2

Thu Jan 1 00:09:57 1970: 00:0b:85:5b:fb:d0 Received LWAPP JOIN REQUEST
from AP 00:0b:85:5b:fb:d0 to 00:0b:85:33:52:81 on port 2’

Thu Jan 1 00:09:57 1970: 00:0b:85:5b:fb:d0 LWAPP Join—Request does not
include valid certificate in CERTIFICATE PAYLOAD from AP 00:0b:85:5b:fb:do0.
Thu Jan 1 00:09:57 1970: 00:0b:85:5b:fb:d0



Unable to free public key for AP 00:0B:85:5B:FB:D0
Thu Jan 1 00:09:57 1970: spamProcessJoinRequest : spamDecodeJoinReq failed

Xy ila b debug pm pki enable iy & M4 9] 1. 1% (5 EIE
PEUEP AL AR .

Note: Some lines of the output has been moved to the second line
due to space constraints.

ER: PO MG, AL E B s 717,

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: locking ca cert table
Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: calling x509 alloc() for user
cert

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: calling x509 decode ()

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: <{subject> C=US,
ST=California

L=San Jose, 0=Cisco Systems, CN=C1200-001563e50c7e, MAILTO=support@cisco. com
Thu May 25 07:25:00 2006: sshpmGetlssuerHandles: <issuer> 0=Cisco Systems
CN=Cisco Manufacturing CA

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: Mac Address in subject
is 00:15:63:e5:0c:7e

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: Cert is issued by Cisco
Systems.

Fri Apr 15 07:55:03 2005: ssphmUserCertVerify: calling x509 decode ()

Fri Apr 15 07:55:03 2005: ssphmUserCertVerify: user cert verfied using
>cscoDefaul tMfgCaCert<

Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: ValidityString (current) :
2005/04/15/07:55:03

Fri Apr 15 07:55:03 2005: sshpmGetlssuerHandles: Current time outside
AP cert validity interval: make sure the controller time is set

Fri Apr 15 07:55:03 2005: sshpmFreePublicKeyHandle: called with (nil)

XA TS MW S T 388 AR AR LAP 3F 5 504G 20t ia) 2 4b . T
I, LAP ANEEVEF M RIE 5% 1y LAP B OE 1223 A5 — AN Tise i I
R Fas i o b I TR N A% BB A LAP 5 1A R 1] 7y .

TEBSHI S CLT S L\ show time 74, HiAdasHI2E By i H
I A2 A5 7E LAP UEFD (1A R TH) P9 o 40 S 42 il )R] B LAP GE 1545 2%
I ) B Bl IR UG, At S s ) o s R], AN [R] Y% AE LAP AR5 11
A RS o



Note: If the time is not set correctly on the controller, choose
Commands > Set Time in the controller GUI mode, or issue the config
time command in the controller CLI in order to set the controller
time.

VR RIS FIN AR E A IER, 7E8sElEs GUL FLTH, commands
SRR IEFE set time, BUEHLESSHIEY CLT FLHIMEH] config time 4
RV HE 7 i) 4% 1) ] o

BRI LAP, #F CLI %t F{#H show crypto ca certificates #y4 K
HAIE TR AR

XA ] LLEURARIA AP BB E RUEB A R0 o) o IX B — M5

AP0015. 63eb. Oc7ettshow crypto ca certificates

Certificate

Status: Available
Certificate Serial Number: 4BC6DAB80000000517AF
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA

o=Cisco Systems

Subject:

Name: C1200—-001563e50c7e
ea=support@cisco. com

cn=C1200-001563e50c7e

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Point:

http://www. cisco. com/security/pki/crl/cmeca. crl
Validity Date:

start date: 17:22:04 UTC Nov 30 2005

end date: 17:32:04 UTC Nov 30 2015

renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: Cisco I0S MIC cert



PLEFFAS R s, RO FIX Sk fir 2 AH R A RN TR R 2 o AR
B e A E AR trustpoint AR TE]: Cisco 10S MIC cert Fil
7F name £ B AT IE AP & 7. EXAMITFH, AP ({44 F 4.
C1200-001563e50cTe. IX g 7 2% & IR 145 R 18] o

AR 2: B ERAILE

PLF /&% N\ debug lwapp events enable Jim#irH 1 H B :
TR RS RRSE, A—Sm s S 8 7 —17.

Wed Oct 24 17:13:20 2007: 00:0b:85:91:¢3:c0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:91:¢3:¢c0 to 00:0b:85:33:52:80 on port 2’

Wed Oct 24 17:13:20 2007: 00:0e:83:4e:67:00 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:91:¢3:¢c0 on Port 2

Wed Oct 24 17:13:46 2007: 00:0b:85:91:¢3:c0 Received LWAPP JOIN REQUEST

from AP 00:0b:85:91:¢3:¢0 to 00:0b:85:33:52:81 on port 2’

Wed Oct 24 17:13:46 2007: 00:0b:85:91:¢3:c0 AP ap:91:¢3:c0:

txNonce 00:0B:85:33:52:80 rxNonce 00:0B:85:91:C3:C0

Wed Oct 24 17:13:46 2007: 00:0b:85:91:¢c3:c0 LWAPP Join—Request MTU path

from AP 00:0b:85:91:¢3:¢c0 is 1500, remote debug mode is 0

Wed Oct 24 17:13:46 2007: 00:0b:85:91:¢3:¢c0 Successfully added NPU Entry

for AP 00:0b:85:91:¢3:¢0 (index 48)

Switch IP: 10.77.244.211, Switch Port: 12223, intIfNum 2, vlanId 0O

AP TP: 10.77.246.18, AP Port: 7228, next hop MAC: 00:17:94:06:62:88

Wed Oct 24 17:13:46 2007: 00:0b:85:91:¢3:¢0 Successfully transmission

of LWAPP Join—Reply to AP 00:0b:85:91:¢3:c0

Wed Oct 24 17:13:46 2007: 00:0b:85:91:c3:c0 Register LWAPP event

for AP 00:0b:85:91:¢3:c0 slot 0

Wed Oct 24 17:13:46 2007: 00:0b:85:91:c3:c0 Register LWAPP event

for AP 00:0b:85:91:¢3:¢0 slot 1

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:c0 Received LWAPP CONFIGURE REQUEST
from AP 00:0b:85:91:c3:c0 to 00:0b:85:33:52:81

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:¢c0 Updating IP info for AP 00:0b:85:91:¢3:c0 —
static 0, 10.77.246.18/255. 255. 255. 224, gtw 10.77.246.1

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:c0 Updating IP 10.77.246.18 ===> 10. 77. 246. 18
for AP 00:0b:85:91:¢3:c0

Wed Oct 24 17:13:47 2007: spamVerifyRegDomain RegDomain set for

slot 0 code 21 regstring -N regDfromCb —-AB

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:c0 AP 00:0b:85:91:¢3:¢0: 80211a Regulatory Domain
(-N) does not match with country (US ) reg. domain —AB for the slot 0

Wed Oct 24 17:13:47 2007: spamVerifyRegDomain RegDomain set for

slot 1 code 21 regstring -N regDfromCb -AB



Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:¢0 AP 00:0b:85:91:¢3:c0: 80211bg Regulatory Domain (-N)
does not match with country (US ) reg. domain —-AB for the slot 1

Wed Oct 24 17:13:47 2007: spamVerifyRegDomain AP RegDomain check for the country US failed
Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:c0 AP 00:0b:85:91:¢3:¢c0: Regulatory Domain check
Completely FAILED The AP will not be allowed to join

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:¢c0 apfSpamProcessStateChangeInSpamContext:
Deregister LWAPP event for AP 00:0b:85:91:¢3:c0 slot 0

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:¢c0 apfSpamProcessStateChangeInSpamContext:
Deregister LWAPP event for AP 00:0b:85:91:c¢3:¢0 slot 1

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:c0 Deregister LWAPP event

for AP 00:0b:85:91:¢3:c0 slot 0

Wed Oct 24 17:13:47 2007: 00:0b:85:91:¢3:¢c0 Deregister LWAPP event

for AP 00:0b:85:91:¢3:c0 slot 1

XNV BAR VGBI FE HY LAP A1 WLC 2 [a] i A BN T E » WLC m] AJH] B SZRF 2 AN
EH, {HSEAE LAP NN WLC Z By 205G HR 8 LAP X M [ ek . 284N+,
WLC A F-A 78 B it I B4 N8 Al 2 A 1) AP 24 RTETE I AP T WLC fr I
i, AR ORARATTRERS TAEEAI R B . WA IXAE, LAP A ReiE M8 wLC
o

FEE: £/ LAP I, 802. 11b/g F1802. 11a JLEAHL A ZIALE [F]— AN BRI Y

SEYR 3: Error Message AP cannot join because the maximum number of APs
on interface 2 is reached (iR E, FAED 2 LK AP B2 LB K,

Fr L AP ANBEIIAN)

2 AP KB B S AR, AR R B BIXAM R G B -

Fri May 19 16:18:06 2006 [ERROR] spam lrad.c 1553: spamProcessJoinRequest :
spamDecodeJoinReq failed
Fri May 19 16:18:06 2006 [ERROR] spam lrad.c 4498: AP cannot join

because the maximum number of APs on interface 2 is reached.

4400 Az i e BE i BRI 2 SCRF 40 A AP, SRR il s B
48 > AP IR, AR BIIXAME R B AR, AR DM N iy ik AR
A, AEFS 4400 RANFEGA DR ChR D) SCRFE 21 AP:

o BT ZR (Pl 22 LATAE 3 J2 B0
o A AP BB 1 (P 45 7 2 LARAE 3 250
o AN 1 (P2 15 o 2 AR AE 2 J2 A5 0)



TR 24 RIX TG B, SR E 4400 R 716 2848 Hon] DS Bt 48
NN Configuring a 4400 Series Controller to Support More Than 48
Access Points. ]

FEAR 4: SCCIET5HYT AP, #2238 SCC AP HISRE& 2R 8 FH I

Syl B SCC Sm& & AR A 1, e Hdil#s LA debug 1wapp events
enable fll debug pm pki enable IX 4572 0] LU 2R HIX NS R1E B

Wed Aug 9 17:20:21 2006 [ERROR] spam lrad.c 1553: spamProcessJoinRequest :
spamDecodeJoinReq failed

Wed Aug 9 17:20:21 2006 [ERROR] spam crypto.c 1509: Unable to free public key for
AP 00:12:44:B3:E5:60

Wed Aug 9 17:20:21 2006 [ERROR] spam lrad.c 4880: LWAPP Join-Request does not
include valid certificate in CERTIFICATE_PAYLOAD from AP 00:12:44:b3:e5:60.

Wed Aug 9 17:20:21 2006 [CRITICAL] sshpmPkiApi.c 1493: Not configured to

accept Self-signed AP cert

SERCEL N RE R, ORI A 17
PATH A AT

o ZEVSHIEL CLT YL1H, B\ show auth—1ist #ir 2 Sl 28 2 75452 SSC
UEF5I1T AP,

KEA AT

#tshow auth-list

Authorize APs against AAA ... ... ... ... . ... ... disabled

Allow APs with Self-signed Certificate (SSC) .... enabled

Mac Addr Cert Type Key Hash

00:09:12:2a:2b:2¢ SSC 1234567890123456789012345678901234567890

o 7F GUT 5L, security sZHL Ni&HX AP policies
a. #ii\ Accept Self Signed Certificate iX/NIEFAE & W BT,
WA, JHHZXA k.
FEAEP M, 2EFE SSC
AR BN AP (1) MAC Hbtik Al 75 25 4



WAy B PP LUE T debug pm pki enable X3k, KT
U A A s YIRS SR 6

AR 5: WLC LR T AP RAFIK, {HRE LAP AESAFIR B

LEIXFIE LR, 7EEH 48 LiE debug 1wapp events enable X 45 2R Al LLE
BT P A S s

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port ' 1’

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port I’

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received LWAPP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port ' 1’

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:E0

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 LWAPP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007: spamRadiusProcessResponse: AP Authorization failure
for 00:0b:85:51:5a:€0

w2 AT E console Hf¥) LAP, ®] LUt debug lwapp client error iX4k

AP001d. a245. a2fb#
#Mar 1 00:00:52.267: LWAPP_CLIENT ERROR DEBUG: spamHandleJoinTimer: Did not receive the
Join response

#Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG: No more AP manager IP addresses remain.
XAME B G IR ], XA LAP ANEF 48 14 A1 2 HLIHT

PRAT U I IX A i &K 2] AP AR FPIRSE B

(Cisco Controller) >show auth-list

Authorize APs against AAA ....................... enabled
Allow APs with Self-signed Certificate (SSC) .... disabled

f§iff] config auth—list add mic <AP MAC Address>F LAP I ANZ] AP [FIFZ AL
FH . AT R E 2 WAL & LAP #ZA8URfE B, S5 BRISE — o4 M 4% LAP



PR B 52 [Lightweight Access Point (LAP) Authorization in a Cisco
Unified Wireless Network Configuration Example].

FEAR 6: SSCIETHIAF hash B R E R

SERCL T AR R A A5 b ]
1. %I\ debug lwapp events enable fir%
X4 AT T SRIRAIE AP 275 243 I A B 425 ] g o
2. i\ show auth-list fir%
X4 A Fok Bonisiilgs ORI /AF hash %4
3. #i\ debug pm pki enable fiT%

XA HKRE/RHWH A hash 5. HarAG 25 iR H)
28 FAEAE ) A hash %8 —2. WRMWEA I, BSHIE, X
BAH—A debug 4 P 45 B 6]+

ER: PO MG, AL E B s 717,

(Cisco Controller) > debug pm pki enable

Mon May 22 06:34:10 2006: sshpmGetIssuerHandles: getting (old) aes ID cert
handle. .

Mon May 22 06:34:10 2006: sshpmGetCID: called to evaluate
<bsnOldDefaul tIdCert>

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 0,
CA cert >bsnOldDefaultCaCert<

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 1,
CA cert bsnDefaultRootCaCert<

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 2,
CA cert >bsnDefaultCaCert<

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 3,
CA cert >bsnDefaultBuildCert<

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 4,
CA cert >cscoDefaul tNewRootCaCert<

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 5,
CA cert cscoDefaul tMfgCaCert<

Mon May 22 06:34:10 2006: sshpmGetCID: comparing to row 0,



ID cert >bsnOldDefaultIdCert<

Mon

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Public Key Data

Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon
Key
Mon

Mon

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 30820122 300d06092a864886 f70d0101

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 01050003 82010f003082010a 02820101

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 00c805cd 7d406ealcad8df69 b366fd4c

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 82fc0df0 39f2bff7ad425fa7 face8f15

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data £356a6b3 9b87625143b95a34 49292e11

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 03818leb 058c782e56f0ad91 2d61a389

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data f81fabce cdl1f400bbbcf7cef 06bad3d75

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data dde0648e c4d63259774ce74e 9e2fdel9

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 0f463f9e c77b79ea65d8639b d63aalel

May 22 06:34:10 2006: sshpmGetIssuerHandles:

Data 7dd485db 251e2e079cd31041 b0734a55

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 463fbacc 1a61502dc54e75f2 6d28fc6b

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 82315490 881e3e3102d37140 7c9c865a

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 9ef3311b d514795f7a9bac00 d13ff85f

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 97ela693 f9f6c5cb88053e8b 7fae6d67

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data ca364f6f 76cf78bcbclaccl3 0d334aab

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 031fb2a3 b5e572df2c831eTe f765b7eb

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data fe64641f de2a6fe323311756 8302b8b8

May 22 06:34:14 2006: sshpmGetIssuerHandles:

Data 1bfaela8 eb076940280cbedl 49b2d50f

May 22 06:34:14 2006: sshpmGetIssuerHandles:
May 22 06:34:14 2006: sshpmGetIssuerHandles:

Calculate SHA1 hash on

Key Data £7020301 0001

SSC Key Hash is 9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9

1= A2 H Bl hash 28915



Mon May 22 06:34:14 2006: LWAPP Join—Request MTU path from
AP 00:0e:84:32:04:f0 is 1500, remote debug mode is 0

Mon May 22 06:34:14 2006: spamRadiusProcessResponse:

AP Authorization failure for 00:0e:84:32:04:f0

SERCCA T A B MR L IX A ]
1. # ! debug pm pki enable iX4cmir 2 H EIRIAH hash %8, 1%
FEPRE BN LK T AH hash %5,
2. 1M config auth-list add ssc AP MAC AP _key #r5, J% AP [ MAC
G FIAAG hash B HT A BRI 7 H o
T 4% A A 1 HC i 54 -
ER: BOYEIPBRE, A s B s T 17,

(Cisco Controller)>config auth—list add ssc 00:0e:84:32:04:f0
9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9

SEAR 7: AP _EREREE AT HHRR

UARAE AT 1, LAP @ AREIMA B i 8 1.

i# ¥ ] debug lwapp errors enable F debug pm pki enable XPjscin2,
PRA] LU BIIE 15 83 2 S B 1 AH A B

PERG: PRI B, AR 0 B E TR A7

Tue Aug 12 17:36:09 2008: 00:0f:24:a29:52:¢0

LWAPP Join Request does not include valid certificate in CERTIFICATE PAYLOAD
from AP 00:0f:24:a9:52:¢0.
Tue Aug 12 17:36:09 2008: 00:0f:24:a29:52:¢0

Deleting and removing AP 00:0f:24:a9:52:e0 from fast path
Tue Aug 12 17:36:09 2008: 00:0f:24:a29:52:e0 Unable to free public key for AP

A RAERE R 2 A5 AR T AR pRIX A ]

eMIC AP—ii3K return materials authorization HJI (RMA).
eSSC AP—H] LIBEZE F| Cisco 10S® #AffiAs 12.3(7) JA.

T2 —A> SSCUEH 1Y AP, 1] LLH] mode ##0KF T0S B AFRER] AP Hh o 8K
JE PRIl LWAPP 2 T ELBe il AP AR [B]988 AP 55 5X o IXFRARCAT DL BT G 2
W5,



SERCCL T AP BRUMT AP [

1. i FH A2 A7 2 e T
2. TR de i
3. FHHH

BRT RS2 AT 5T LAP FEINAS S, IS BT AP 2% AP[Upgrading

Autonomous Cisco Aironet Access Points to Lightweight Mode. ]

WCS AJ LUK SSCUE P HEE LS WLC. 5 TR 22 X T U L WCS BiC & AP, 2[5 cisco
T HI RGN E 75, 5.1 HA Configuring Access Points &5

AR 8: FEHI AR T RE TAEAE 2 B

SEICELT 2D BROR E A IXA ]

R A fEhl s i) TARRS, AP ROECE, A AP HSCRpIET 3 JR A il A B,
AP IR E, A AP ANSCHFIE T 2 R A D

SERCEL 2 BORAAHRIX A [

1. K WLC BEk 3 J2Mt
2. FJAIFECE AP EHIEL I

WMRGE RS E L, Ly 4402 853 4404, VRN ZLE RS 1R AP 45
P 11 DA 585 B 1 A /AN ] F) 19 B3 L o

FEAR 9: IR LWAPP J5, 7E AP EEFXMERER

IR PIX R R

#Mar 1 00:00:23.535: %LWAPP-5-CHANGED: LWAPP changed state to DISCOVERY

#Mar 1 00:00:23.550: LWAPP _CLIENT ERROR DEBUG: Iwapp crypto init ssc keys and certs
no certs in the SSC Private File

#Mar 1 00:00:23.550: LWAPP_CLIENT ERROR_DEBUG:

#Mar 1 00:00:23.551: lwapp crypto init: PKI StartSession failed

#Mar 1 00:00:23.720: %SYS-5-RELOAD: Reload requested by LWAPP CLIENT.

Reload Reason: FAILED CRYPTO INIT.

#Mar 1 00:00:23.721: %LWAPP-5-CHANGED: LWAPP changed state to DOWN



AP £ 30 B HH, ARJE BRI IR
SEIEL N D BRI A LR

1. a2 —> SSCUE T AP B IX /™ AP B 8T 4 3 il At FH H VG 10S IR AP
2. fif] write erase My AKIEFRAC B ARG H 0 o 78 F ) I IR A B LA T
Ho

FEAR 10: #EHIZATE L HI A VLAN BRI AP 1] discovery 8 & (URATLLEF|
discovery &8, 1BEF % response)

fRulLLif ) debug lwapp events enable iy & X = H .

Received a Discovery Request with subnet broadcast with wrong AP IP address (A.B.C.D)!

XA B B, Pt 8% 1P Huhk e 34 discovery request, {H
& RI%E discovery request HYEHLHEFEALERE Rl BT — A F RN . gt e
P, g S EIXAS discovery request ZPEHL,

I8 FRCIXA ) #3 [1) Jis ER 2 AP I discovery request & [n) B B2 L1(1) TP Hidik,
AR A T/ discovery request W— M EHiHs EBAA Y VLAN Ko X pf
P UL R R R AEAE, FE trunks BT vian MUCVF, WAS R AT R ok To 2k
vlan sz,

SERCEL 2 BORAAHRIX A [

1. WERESHISE RIS — DTN, AP AR SE A H 25 16 1P Mk, 5%
F AP W AUE I AR B N I R AR g 1) TP Mk

2. WECEAHAL, RV SRR LK vian £ LLET . #F trunks
R B E vians

SER 11: 1250 LAP ANEEHIA WLC
BRL 1250 AP ANFEINA SR AFIA A 4. 1. 185. 0 1) 2106 WLC 1
WLC 1 H &5 B EIs:

Mon Jun 2 21:19:37 2008 AP with MAC f0:2x:cf:2x:1d:3x (APf02x.cf2x.1d3x) is unknown.
Mon Jun 2 21:19:37 2008 AP Associated. Base Radio MAC: f0:2x:cf:2x:1d:3x

Mon Jun 2 21:19:26 2008 AP Disassociated. Base Radio MAC:f0:2x:cf:2x:1d:3x

Mon Jun 2 21:19:20 2008 AP with MAC f0:2x:cf:2x:1d:3x (APf02x. cf2x. 1d3x) is unknown
Mon Jun 2 21:19:20 2008 AP Associated. Base Radio MAC: f0:2x:cf:2x:1d:3x

Mon Jun 2 21:19:09 2008 AP Disassociated. Base Radio MAC:f0:2x:cf:2x:1d:3x

Mon Jun 2 21:19:03 2008 AP with MAC f0:2x:cf:2x:1d:3x (APf02x. cf2x. 1d3x) is unknown



it 7 XY cisco 1250 RAI LAP ANAESLHE 4. 1 iUASIK) WLC A, 1250
) AP BEWSSCFF 4. 2. 61. 0 S LU HIF I8 ARAFRRAS o 4 T AR RIX N o) JE, B 478
IS R T2 2] 4. 2. 61. 0 M DL IR A

AEAR 12: AP ANBEAIA WLC, BRI2% B KA RH A T — 22 0A By

UPRAE AR W 2% AT EE B K, D T A8 LAP BERE I 2P RIS, IFPRIE LAP
AN il e Z TR IR, 7 A ORI KBS LA S - LLIEAT

o LWAPP it 5 I 5 [¥) UDP ¥ [ -
o Hl - 12222
o ¥ - 12223
o B B VLI T (1) UDP iy 1 -
o 16666 — 16666
o 16667 — 16667
o SNMP T TCP 35 11: 161 and 162 (ol R WeS] R

IR 2 R (RAE RN 3K -

«TFTP: UDP 69

o GUT F1hi &[5k BT F (#3111, HTTP 42 TCP 80 it 1, HTTPS & TCP 443 ifii [

o CLT FLTH &[5t T Fl ()3 1. 4 FH telnet B34 SSH 5 &, TCP 23 i I
HITCP 22 % I
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(QEECREC) |

1. AP 1 WLC 2 [a]iffi {5 FI i discovery request. join request 2 28R EE T 53,
2. Netpro WIzMEEHAREHE T 935

3. IESCHBZE/ANUAR, BRI R @, ) log 15 & /N FL A4k



