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AP(config)#interface dot11Radio 0
AP(config-if)#encryption mode ciphers tkip
AP(config-if)#ssid ssid_name

AP(config-if-ssid)#authentication open

AP(config-if-ssid)#authentication key-management wpa
AP(config-if-ssid)#wpa-psk ascii pre-shared_key
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apl#tshow running—config

Building configuration..

aaa new-model
|

aaa group server radius rad_eap
server 192.168.2.100 auth—port 1645 acct—port 1646

aaa authentication login eap methods group rad eap

!

bridge irb

!

interface Dotll1Radio0
no ip address

no ip route-—cache
!

encryption mode ciphers tkip
/——— This defines the cipher method that WPA uses. The TKIP

!———method 1s the most secure, with use of the Wi-Fi—defined version of TKIP.

|

ssid WPAlabap1200
authentication open eap eap methods

/=== This defines the method for the underlying FAP when third-party clients
/——— are In use.

authentication network—eap eap methods
/——— This defines the method for the underlying EAP when Cisco clients are
in use.

authentication key-management wpa



!/——— This engages WPA key management

!
speed basic—1.0 basic—2.0 basic—5.5 basic—11.0
rts threshold 2312

channel 2437

station—role root

bridge—group 1

bridge—group 1 subscriber—-loop—control
bridge—group 1 block—unknown-source

no bridge—group 1 source—learning

no bridge—group 1 unicast-flooding
bridge—group 1 spanning—disabled

interface FastEthernet0

no ip address

no ip route-—cache

duplex auto

speed auto

bridge—group 1

no bridge—group 1 source—learning
bridge—group 1 spanning—disabled
!

interface BVI1

ip address 192.168. 2. 108 255. 255. 255. 0

/—— This is the address of this unit

no ip route-cache

!

ip default—gateway 192.168. 2.1

ip http server

ip http help—-path

http://www. cisco. com/warp/public/779/smbiz/prodconfig/help/eag/ivory/1100
ip radius source—interface BVI1

snmp—server community cable RO

snmp—server enable traps tty

radius—server host 192.168. 2. 100 auth-port 1645 acct-port 1646 key

shared_secret

/= This defines where the RADIUS server Is and the key between the AP and

server.



radius—server retransmit 3
radius—server attribute 32 include-in—access-req format %h
radius—server authorization permit missing Service—Type
radius—server vsa send accounting
bridge 1 route ip
!
!
line con 0
line vty 5 15
!
end
!

end
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labap1200ip102#

Apr 7 16:29:57.908: dotll_dotlx build ptk_handshake: building PTK msg
1 for

0030. 6527. f74a

Apr 7 16:29:59.190: dotll dotlx _verify ptk handshake: verifying PTK
msg 2 from

0030. 6527. f74a

Apr 7 16:29:59.191: dotll dotlx verify eapol header: Warning: Invalid
key info

(exp=0x381, act=0x109

Apr 7 16:29:59.191: dotll dotlx verify eapol header: Warning: Invalid
key len

(exp=0x20, act=0x0)

Apr 7 16:29:59.192: dotll_dotlx build ptk_handshake: building PTK msg
3 for

0030. 6527. f74a

Apr 7 16:29:59.783: dotll dotlx _verify ptk handshake: verifying PTK
msg 4 from

0030. 6527. f74a

Apr 7 16:29:59.783: dotll dotlx verify eapol header: Warning: Invalid
key info

(exp=0x381, act=0x109

Apr 7 16:29:59.783: dotll dotlx verify eapol header: Warning: Invalid
key len

(exp=0x20, act=0x0)

Apr 7 16:29:59. 788: dotll_dotlx build_ gtk handshake: building GTK msg
1 for

0030. 6527. f74a

Apr 7 16:29:59.788: dotll dotlx build gtk handshake:

dotll dotlx get multicast key

len 32 index 1

Apr 7 16:29:59.788: dotll_dotlx_hex_dump: GTK: 27 CA 88 7D 03 D9 C4 61
FD 4B BE 71

EC F7 43 B5 82 93 57 83

Apr 7 16:30:01.633: dotll dotlx _verify gtk handshake: verifying GTK
msg 2 from

0030. 6527. f74a

Apr 7 16:30:01.633: dotll dotlx verify eapol header: Warning: Invalid
key info

(exp=0x391, act=0x301

Apr 7 16:30:01.633: dotll dotlx verify eapol header: Warning: Invalid
key len

(exp=0x20, act=0x0)

Apr 7 16:30:01.633: %DOT11-6-ASSOC: Interface DotllRadioO, Station



0030. 6527. f74a
Associated KEY MGMT[WPA]
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(1) T debug dotll aaa authenticator state-machine fir4 A& % )7 it Al A P & Ao
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