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B R & Bt

&ITHEE: 2013488 7H

JBEEZ LAN #2528 (WLC) ANMEWH T8 0L e & RS BEIh 6 B ok, B REFE Ot o M 4% 1
AR, WLC B8 5 S0 RS 51 EA ., F 8 R AS[A] 1 2 St PR AT 5 473 56 1E A2 AR

TEW T WLAN WS, Niz% ELLT JLA:

* WLAN [#EH

o WLAN [ 5 43 5 UF HL 7

o PIZ WLAN [ %E:

AW AR K WLAN X4 WA F 2 IhEE: WA R R 22 M4 Ui . XA Thhg

Al PN WLAN 23034t ] DLAFE 2R WLAN. A5 g B A 45 51 SSID #8285 A

o S X SSID #REA I, [FII G H] 70 SO AT b X A7 B . W, AR wTHERT, &
LVIRENAE A WLAN _ESCti.

MR A SSTD it & I 1358 40 % R S I 4 F
o UG ZUA BN F R M R %Al SSID.
o HAMZL LN XL SSID ML A # A f 5 BE 4 4H
o HEIN—/> SSID &M i iE A .

o JHHIKZ SSID nfg PR LM fE .

ZH 2 [ A 5 SR B S i 3 S8 ) LA, . ISE AT WLC fIE & 8 n] LUR 25 5 s e, AT
SRR E X SSID ¥ .

[l X - t—Fck LAN i3t

MEs 32, “BYOD Hpu X R4 S MU 46 3e 3”7 i =t R ) B3 BT
W, AEHIER IS T WROEH TR T LAN %3, BET R RHER) Mo
ANBETE o Al X TG 28 S Al v it i 42 10 % 7 g FHAE AR AR = Cfriese ) R RC 1) CTS508 48 —4%
s L RIS, Ul Catalyst 3850 RV HHL (BRI ILE (MA) ThEE) 1 CT5760
ToekiEmlgs (R tlasThae) LRRARS . AT % — L4k LAN #il, RJaiditt
BN Ly HIRACEIE Y0 SSID, VUL S 4 By M 22 45 v o Ih g n] T8 5 sl om
SSID kit
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4

B CT5760 L& HldMn IR EAE AP CRMBIAD Todsililds. wi 3 5%, “BYOD 4
DX 25 A1 73 SERUR I 2 500 Dl DT RS A2 b g, X T g e B Jo e s BT B B R 5
YNl

K

S HNE X - W SSID it

PEBE TR A SSID: — AN 7 AL, ) — MRt AW Ui . 7EIEE R
BYOD_Provisioning SSID Jf 5¢ Sy M FMEC P 88 )5, H 7 &+ 3] BYOD_Employee SSID, 1%
SSID it %24 EAP-TLS #4420 45 15 1) .

K 5-1 B8 TIEH T X AP XL SSID & il »

A 5-1 BIX - XX SSID
L |

. r—54| |

5 I—:__| EQ// ) N ISE |

! = BYOD_Provisioning | .~ |

. SSID -:c:occ’ -'

: 000000) ’ ' CT5508 WLC
L 1) Ny =

: - BYOD_Employee @ %‘Eﬁ% o j o
: SsID O EHK  HE. g

________________________________________________

EXL SSID Wil i, A L8R s M % 18 S 1«

o A SSID A LUE OB, W] R #6020 @i SSID & FF B, WL
P #AT LOEE:R1% SSID 5 (Hu ReF %8 4aY, WA A EAGIE (o AD 415852 S 0))
B FPiEE R Z SSID. AW vH R P ECE I IAES SSID & e, FHMi—H 24t 5
AR %5 o

o IS, R B35 A SSID LLHHTH MM im . A TRiiEfA " —HYS
ARG SSID fREFIESE, AU A SSID Lt — Myl 511, % H KA HEXT ISE. DHCP #
DNS Vi), ACL_Provisioning_Redirect ACL FJTE4N{E B Ul T s

o AWIERIMEHLLT SSID: BYOD_Provisioning 1 BYOD_Employee.

FEZZ 5-1 PE R TIXPIAS SSID ()@ k.

_____________________
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BX - %—%% LAN &t B

# 5-1 WLAN &4

B BYOD_Provisioning BYOD_Employee

Wi CH T B TR T B 58 e BV M R ) 51 1
902 R G O FF78E SSID) WPA+WPA2

MAC it 3 A O TPt SSIDY | 4%

WPA+WPA2 24 |G WPA2 %%, AES. 802.1X
EHRI = G pn

AAA JIR% 2% 1% F ISE 1% ISE

[T AAA H 2R AAA F 2R

[ NAC JRA - RADIUS NAC  |NAC JIR%& - RADIUS NAC
Ik 55 o ISANIP] S

AVC X L EH

A WLAN, i &

i WLANSs > Create New > Go -2/t SSID I & SCH1EAIME B WS

K 5-2, HpE 278 T BYOD_Provisioning SSID ()% MU & & % . i E BYOD_Employee
WLAN [P 8RS 2 K0, HFRZHEAEL 5-1 hiRE.

4

M
o

FESERAL ] 2 T2k LAN Fifl s (6 A 808 il g Jr 2, iR F5 % WLANID — 5. ISE fiH]

WLAN ID A & W% WLAN (SSID) 27 g H T & #e 2 M 4% o #1 fR5E~ WLAN 7EREA WLC L4
A A WLAN ID % F1EH 847 flg e vE 3 o0 B

& 5-2

MONITOR ~ WLANS

CONTROLLER

£/# BYOD_Provisioning SSID

WIRELESS

SECURITY

MANAGEMENT

COMMANDS  HE

WLANSs > Edit "BYOD_Provisioning'

General | Security | Qos | Policy-Mapping | Advanced |

Profile Name
Type
S5ID

Status

Security Policies

Radio Policy

Interface/Interface
Group(G)

Multicast Vlan Feature
Broadcast 551D

NAS-ID

BYOD_Provisioning

WLAN

BYOD-Provisioning
Enabled

MAC Filtering

(Modifications done under security tab will appear after applying the changes.)

All -
ua2g-wlc5508-2-v3 -

[ Enabled
Enabled

ua2g-wlc5508-2

204077
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[X24 BYOD_PROVISIONING #2& JFJi s\ SSID, AT LAZE 2 )2 2242 B & 4 None. W13 HHC SSID
DR B R4 T 20, ML A0K 26 2 )2 2 A EBL E ) WPA+WPA?2 Enterprise.

& 5-3 F2RxeRE
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning’

| General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security € | None 3
MAC Filtering® @

Fast Transition

Fast Transition | |

294078

i3 R APECE ) None, W& 5-4 h iR,

& 54 FIEZXLRE
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit ‘BYOD_Provisioning'

( General | Security | QoS | Policy-Mapping | Advanced |

Layer2 | Layer3 I AAA Servers |
R T —

294079

ZAYCE ) BN E £ 152 RADIUS JR45 4 lic & e {5 B B 5-5 B8R T U iid & ISE i IP M
Ik CAREAT & 43 5 UE A2 AL

B SR B%%%& (BYOD) CVD A% 2.5 |
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AKX - %—7x% LAN it W

& 5-5 AAA 2R E

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning'

| General | Security | Qos | Policy-Mapping | Advanced |

" Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ |Enabled

Authentication Servers Accounting Servers

Enabled Enabled
Server 1 IP:10.225.49.15, Port:1812 E| 1P:10.225.49.15, Port:1813 E|
Server 2 MNone EI None E[
Server 3 Mone E| MNaone El
Server 4 Mone EI MNane E|
Serwver 5 Mone EI MNone El
Server 6 MNone EI MNone El

Radius Server Accounting

294080

K 5-6 Bon T EREE, B AAA % NAC IR,

& 5-6 FRRE

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning'

| General | Security | QoS | Policy-Mapping | Advanced
I Allow AAA Override o Enabled I DHCP
Coverage Hole Detection  Enabled DHCP Server ] Override
Enable Session Timeout 4 1800
Session Timeout (secs) DHCP Addr. Assignment [/ Required
Aironet IE Enabled
?’ OEAP
Diagnostic Channel [_|Enabled
Override Interface ACL IPv4 [ None ¢ |IPV6 | None * | Split Tunnel (Printers) () Enabled
P2P Blocking Action [ Disabled aal Management Frame Protection (MFP)
Client Exclusion 2 #Enabled 60 ' )
Timeout Value (secs) MFP Client Protection 4 | Optional + |
RlaXmpimptiionediclentsie 0 DTIM Period (in beacon intervals)
Static IP Tunneling 11 [ |Enabled
Wi-Fi Direct Clients Policy [ Disabled 4| N 802.11a/n (1-255) 1
Maximum Allowed Clients Per AP Radio 200 . 802.11b/g/n (1 - 255) |1
Clear HotSpot Configuration [_|Enabled NAC g
- TR 54
Client user idle timeout(15-100000) ) I NAC State | Radius NAC * | I g

BT EE N —A SSID Pl 1) 55— /N, PRid SSID B ek e AR A M . X IE T X SSID H A
wwI. M) H BYOD_Provisioning 5¢UEM 5, 2P %] BYOD_Employee SSID. 1
b JE HIPRE SSID S Thfig, HI) wl SERIYIHBE SSID 1 A2 Bt BT A (B IR o 25 I PR
SSID %, i# 5t Controller > General > Fast SSID change, %% 5-7 Hfis.

| B E%%%& (BYOD)CVD jF4&25 W
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& 57 1% SSID FX

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

General
MName bnl6-wlc5508-2
802.3x Flow Control Mode Disabled E|
LAG Mode on next reboot Enabled E| (LAG Mode is currently enablec
Broadcast Forwarding Dizabled E|
AP Multicast Mode 2 Unicast []
AP Fallback Enabled [+]
Fast 551D change Enabled E| |
Default Mobility Domain Name byod
RF Group Mame byod
User Idle Timeout (seconds) 300
ARF Timeout (seconds) 300
Web Radius Authentication Pap [=]
Operating Environment Commercial (0 to 40 C)
Internal Temp Alarm Limits Oto 65 C
WebAuth Proxy Redirection Mode Disabled El
webAuth Proxy Redirection Port 0
Maximurm Allowed APs 2 0
Global IPvE Config Enabled El
HA SKU secondary unit Enabled [+]

1. Multicast is not supported with FlexConnect on this platform.

2, Value zero implies there is no restriction on maximum alfowed APs,

204082

RS 63, “lM BYOD 54 Mg 518”7 v i 42 USRS RIS & SO B 7 F T80 SSID i i Al .
SSID AHC ) ACL A2 A e & SC .

$hRER - % SSID igit

FEHL SSID ¥t rfr,  E A WA 22 4% W £ 7 i) A H ¥ 22 [7]— WLAN (BYOD_Employee). & 5-8 %R
TR LA AT A T 5508 o2k LAN $5 8 L Be vl o AEAGI il & T4 31l X P ) AP
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V4

b

il

S - %—F% LAN gt H

& 58 AX - & SSID

E15: AiEM

bE

BYOD_Employee

B24. wepE ssib

&

CT5508 WLC

.
[ oA |

________________________________________________

%6, “ln BYOD )50y R4 514” vh i BURMS FIC & SO o T H - % SSID i it Fi H.
SSID HHC ) ACL A2 A e & S0 .

EhREX - {EH TrustSec AIEBESCHE

wiEs 3%, “BYOD [1E X 4RI 4> ST 48 %17 s ACL AR E = di i prik, AT
FRAS IR CVD FR A AR TG 2 42 ) 2% b FREC B (1) i 44 ACL SR Stk T A (A IO S ms LU SIZ BT W9 % 1
AR BBV . A CVD 51N T —T0F A TrustSec s A (2244017 1] (SGA)) ,
AR TE A 22 A 4LbR ] (SGT) SRSt T A1 i Sems, DLk i 204 O BRI R Uy il o AR
CVD Wit T anfrid ik 75 ISE Hh G 2 1 14 2% 15 % e X i #7248 ] SGT KA ACL 8i/E A
ACL 4 7S o

534 - E—Fok LAN it

FlexConnect Jc2% LAN %231

FEARBCUHRF T, A SEHUR AL B IERL 1) 2 1 Flex 7500 Jo4k LAN 75 il % o RE UL o4 LAN 4%
il gy (VWLC) SEREEATA . vWLC J& P 7EAT ML AR e UL BE Rl Vit i AT B3, e &
AR

AT P I (R B 2 H R I S T vWLC T Flex 7500 54 2% -

LU AL T A7 KA A ] VMware W& vWLC I 245 B
http://www.cisco.com/en/US/customer/products/ps12723/products_tech_note09186a0080bd2d04.shtml,

FlexConnect ( LARTAR A IR A B4 G N sl H-REAP) & —i& & 7 SCHUL 70 A 5 R FE I 8
HHE NIRRT 5. ISR R T S, B AT LU A R A SIE R (WAN) B B R
A 73 SCHURE SO RE IR A P R R TG AR RS Ip A S 38— A% . FlexConnect
PN RAE S P R L IEHIS, n DAAE A A e 3 ) i K08l I 2 D AE A M R AT 20 7 i B 40 SR

BER A& (BYOD)CVD fiA 25 W
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5% BEHRELLEMERERIT |

W 530 - 4— T4k LAN &3t

i H] FlexConnect 4244 73 I % 7 i 204 Ui & A — L8400 A
o LT3 SCHUA AL B B & — MR
o E WAN B8 A b 3 1) B 75 23 S LA P BRI 8 By bk
o SETRAR rh A BEFN W B HERR .
Kl 5-9 1) FlexConnect 2244 7 T U8 H 3 SCHURS ) A [R) 38 75 9 i

Z 5-9 FlexConnect 42£5

=
5 .

-— - EHEE/EWRE = g

- BRI R

------ ARSiERE

23 5 FlexConnect N sUAHSRIERIN, N S20RE I A7 5 0y b v B AR 45 d, TR
WLAN ACE, {EARMAHEI A AR H) slok Bt hcad e aias ChRag#i .
XA e, WLAN AR DR ATk
o FPRATH - R AT AT WLAN T I BEE R G2 H] i AT A A A 0L B B sl WILG,
AR TP 20 WLC R P i S 3 3 4546 1 B VLAN.
o RHbATH - FEIEAEA P, FlexConnect 2 A\ pUl i 76 A7 Ze e UASHL B 52 i AT v i, S IRAC A
PR, LM P s 802.1Q Hh 4k 4 it ) 25 Hiz0 VLAN.
(Flex 7500 JoZk 4y AR 25 8 & Fa ) St T S0 2 VR R -
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml,
) FH P $R 44 22 S A 7 ) SR ) S B SR 2 3 1 g FH 7 Bl 20 B4 AN R VLAN SR SEIRHY
FlexConnect [¥] AAA 7 5 ) REAR Y M ISE & [9](¥) RADIUS J& PE 747 & VLAN 73 i S 1) 25 7 S o
DAZ5UAE AT 1 ISE IR 25 #%3R [ BT AT AT AE ) VLAN SN 5S84 7 TR B o X A5 4E R BRI — 38
Sy 4% ISE iZ[91fK) VLAN 73 Hc. @Rk AP _EAAELE A ISE R [MI ) VLAN, %% )™ S 23 Pk 5 51
WLAN P& I ERA VLAN.

EAR T, A8 BYOD_Employee SSID b TEZIEHNCE T =/ VLAN. % 5-2 5l T ix4t
VLAN JH .
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| $5% BEEELLEMIHERIT

S - %—F% LAN gt H

# 52 VLAN #/Fi#

VLAN RS VLAN & #R i5t AR

10 Wireless_Full THCEE b VLAN [ R 7 AT X el DX R 29 SE WA i 45 2% 10 5E 4 U
e AR

11 Wireless_Partial | 73 fic 45 0k VLAN [ 7 B 2L AT TLIC M U i BRI A, I8 AL )
oAt el X R 53 SEHLA B2

12 Wireless_Internet |4E2%5 10 VLAN B R 7 HEED5 ) B o

18 AP_Mgmt_Flex |JIj /" e S N A VLAN, I BCRE 2 738 241
VLAN,

HT A AR A VLAN it & T A A #e, Rk WA ) FlexConnect AP 2472 251 802.1Q
PR BER . AP R LA Wb L #0752 FF 802.1Q 4k, ] 5-10 o TiERR
FlexConnect AP ¥ N\ JZAZ AL A BC & 7~ ]

& 5-10 HGAE

L=R:E 3

<z
[ u—g —@ WAN .@

| ) LZZZA_ 80210

interface GigabitEthernetl/0/3
description to Branch #1 AP
switchport trunk encapsulation dotlqg
switchport trunk native vlan 18
switchport trunk allowed vlan 10-18
switchport mode trunk
spanning-tree portfast trunk

294085

STk IP Hehbigit

— HR &P HEN UL VLAN, 23 it 2420 N DHCP JIg 25 #5338 H 1P Hiudik . DL R 74814 H]
ip-helper address iy 2 iC & 70 SC % A8 (156 3 2780, (IR —/> DHCP %5 #%:

interface GigabitEthernet0/1

description Trunk to branch bn22-3750x-1
no ip address

media-type sfp

1

interface GigabitEthernet0/1.10
encapsulation dotlQ 10

ip address 10.200.10.2 255.255.255.0

ip helper-address 10.230.1.61

| B E%%%& (BYOD)CVD jF4&25 W
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B R & TR ERIENEET |

W 530 - 4— T4k LAN &3t

standby 10 ip 10.200.10.1

standby 10 priority 110

standby 10 preempt

|
interface GigabitEthernet0/1.11
encapsulation dotlQ 11

ip address 10.200.11.2 255.255.255.0
ip helper-address 10.230.1.61
standby 11 ip 10.200.11.1

standby 11 priority 110

standby 11 preempt

|
interface GigabitEthernet0/1.12
encapsulation dotlQ 12

ip address 10.200.12.2 255.255.255.0
ip helper-address 10.230.1.61
standby 12 ip 10.200.12.1

standby 12 priority 110

standby 12 preempt

5-11 HE IR TP SCHUR A T Bt o BRI D0, RIS T DA AT
o FE IR, 2 dps MR TR B T U Tl BB 280 T8 AN ) VLANG
o R A7 SIS 2 FE At it i 4> Flex 7500 4% il s SR A B

o MPC4T VLAN 10 [ 283 3% F 5 W 28 BRI A 58 4 U7 AR, 20 Pc4s VLAN 11 [ &3 g% 7
XoF I % G U R 40 V7 TR BB, 23 Bio 4 VLAN 12 1) 2 3 AR #52 7 FL 6 9 5 1] AR

ARG DL E S AURE & SO, T gl ficgs & ST 10E SRR % € VLAN.
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e e

e ittt

& 5-1 ERZHLEFR VLAN

S>3 1 T % |
218 VLAN10 ||

ER4rifrial VLAN11 |1

NEER VLAN12 ||

I

AR VLAN16 |i

AR VLAN18 ||

I

I

l))),

I:___l))) g
(]

v |
N

I
]
218 VLAN10 ||
ERAM i3] VLAN11 |
IXEEER VLAN12 ||
]
AR VLAN16 |i
IRH R R VLAN18 ||
I
- &S
|
v | |
e 274 :
|
]
1
I
I I I
- =
— =1 |
[ l
]

FlexConnect 43 3144 - XX SSID & i+t

LEXL SSID Wil i, SRE WA SSID: —4 SSID $2 4ty / /e, 5B —AN3eft4c4 EAP-TLS i
il . 7E3E#% %] BYOD_Provisioning SSID - 5¢ iy M A A0 B ), H P &% e 3|

BYOD_Employee SSID, H{i% SSID $&fit ¢ 4 44 1 1) .
Kl 5-12 o T3 HH T4 KA AP AL SSID %t

S - %—F% LAN gt H

294086
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E1¥:. AiEM

B2 REPE

S - GE—TeLk LAN it

FlexConnect
48

L2
BYOD_Provisioning

SSID

)
-BYOD _Employee
SSID v
VD3

FEXL SSID BEilH, A7 LUHAN 15 8 < T -

o BC SSID 7] LU IFHOE B AR 2. dn SRR ES SSID & T, AR FH 2 #5m) LA
)% SSID ;. HIn B S B ARY, WA e ir A FEUE (in AD A B4y 10 i
8% SSID,

o RS, F i EAP-TLS #%4% %] BYOD_Employee SSID #E4T M iji 0. b T B 1L
P —H 51/ SSID friridEss, WX AR SSID SE— A5 M 413, %4 R AL HEx)
ISE. DHCP #I DNS Vil . It SSID [TEANfE B “& Pt ” —Fhitit.

* 5-3 o THEAR R I SSID 1) WLAN 4.

# 53 WLAN £#
B BYOD_Provisioning BYOD_Employee
i T & A FF O 58 i A R M RE Y 53 T
W2 Ras o G TR SSID) WPA+WPA2
MAC it 3 S O TR SSIDY | AR
WPA+WPA2 &% G O FF78GR SSID) WPA2 %ili%. AES. 802.1X
I e G g
AAA %2 EHE ISE 1%LF¢ ISE
[EE4 AAA EE DM AAA EE DA
[T NAC k% - RADIUS NAC NAC k% - RADIUS NAC
2 - FlexConnect AIACHe | X Hp g a6 i i 4% H YL
X A Hb R e 1 S
JIR 25 o ISP SR
AVC ANTE ANid& H

TEf) 7 WLAN, i &idi WLANSs > Create New > Go JF#2 it SSID Ffic & CAvEgifs & . B 5-13
7% 7 BYOD_Provisioning SSID (1) fiic & VE4 15 L.
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S - %—F% LAN gt H

& 5-13 £1# 4 % #1# BYOD_Provisioning SSID

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HE|

WLANSs > Edit 'BYOD_Provisioning'

General | Security | QoS | Policy-Mapping | Advanced |

Profile Name BYOD_Provisioning
Type WLAN

SSID BYOD-Provisioning
Status Enabled
Security Policies MAC Filtering

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All -

Interface/Interface

Group(G) ua28-wlcs508-2-v3 -

Multicast Vlan Feature [”] Enabled

Broadcast SSID Enabled

NAS-ID ua2d-wlcs508-2 g

17 BYOD_Provisioning /& JF i SSID, 3 2 2 %A% &L & ) None. WAL SSID 42K H
FERY LA, WG 2 22w B W B E S WPA+WPA2 Enterprise.

& 5-14 Fo2REERE

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning’

| General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & \ None )
MAC Filtering2 (/

Fast Transition

Fast Transition [ |

294089

3 RS WECE ) None, WA 5-15 iR,

BER A& (BYOD)CVD fiA 25 W
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& 5-15 FIREERE
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning'

| General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |
Layer 3 Security 1

293090

7t Security > AAA servers I, i & RADIUS JIR%5#5 4015 B Bl 5-16 f275 7 ISE "HCEH T 5

13 B AR FNFZ AL TP bk
& 5-16 AAA £2 0 E

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning'

| General | Security | Qos | Policy-Mapping | Advanced |

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ |Enabled

Authentication Servers Accounting Servers

Enabled Enabled
Server 1 1P:10.225.49.15, Port:1812 E| IP:10.225.49.15, Port:1813 E|
Server 2 None El Mone El
Server 3 None El Mone El
Server 4 Naone E| Mone E|
Server 5 None El Mone El
Server 6 None El MNone El

Radius Server Accounting

294080

FEX SSID 5 2& v,  mY SR FH WA xO6h o i i 0B A T 5 1)
o AP X B EHE b0 - e Bk [ B 0 ) DHCP AE FH R —AS TP #idik, WS U &k S 1A
234 4y WK 5 Flex 7500 44511 2% 2 1] Y] CAPWAP B%ii
o LESYSCHLFY - &l Bk B 2> SEHLR Y DHCP AE FSE ) — AN TP Huhik, 8 S 7 5 A T A 45 A
WAN F fith 5% it > 32 182 3 B0 v o0 5 U5 o
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S - %—F% LAN gt H

S SSID - R 3 HRIBEC

K 5-17 B TAEAE b e sg il s ol T, L i 4 ] CAPWAP B&iE 5 ISE R b0y %
WA, DL BT AT Ui 2 4] 3 3o B A [ e oo b (4 i s

& 5-17 2 VTR

E15. BiEM

I_: )
BYOD_Provisioning
;,, SSID .

c,'4/7

==

= *A BYOD_Employee
27 | s

- = — ZHEE/ JMHEIE
------ RAPREERE

K 5-18 .78 T BYOD_Provisioning FIE S, W1 AAA 7 & H NAC JRA. 6T rp sz i
fic, FlexConnect AHA #e i3t B AL T 25 HIRZS .
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& 5-18 TR SRR E

MONITOR WIANs CONTROLLER  WIREL CURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Provisioning'

~ General | Security | QoS | Policy-Mapping | Advanced |

Allow AAA Override [¥] Enabled DHCP
Coverage Hole Detection Enabled DHCP Server [[] Override
Enable Session Timeout 1800
Session Timeout (secs) DHCP Addr. Assignment [ Required
Aironet IE [VEnabled
nave OEAP
Diagnostic Channel [“Enabled
e e— P4 1Pv6 Split Tunnel (Printers) ] Enabled
None =] None [+ _
Management Frame Protection (MFP)
P2P Blocking Action Disabled El
Client Exclusion 2 #enabled 20 MFP Client Protection 2 | optional [w]
Timeout Value (secs)
Maximum Allowed Clients 8 0 DTIM Period (in beacon intervals)
Static [P Tunneling 11 [“Enabled
802.11a/n (1 - 255) 1
Wi-Fi Direct Clients Paolicy Disabled E| 202.11b/g/n (1 - 255) |1
Maximum Allowed Clients Per AP
Radio 200 NAC
Clear HotSpot Configuration [FlEnabled MAC State | Radius NAC E|
Client user idle timeout(15-100000) = Load Balancing and Band Select
Client user idle threshold (0- Client Load Balancing [}
10000000) 0 Bytes
Client Band Select =

off Channel Scanning Defer

Passive Client

Scan Defer Priority 01234567
B B Passive Client (&
Voice
Scan Defer Time({msecs) 100
Media Session Snooping [ Enabled

FlexConnect i
Re-anchor Roamed Voice Clients [[] Enabled

FlexConnect Local

Switching 2 [ Enabled KTS based CAC Policy 7] Enabled
FlexConnect Local Auth 12 Enabled Radius Client Profiling o
=]
Learn Client IP Address 5 Enabled DHCP Profiling ] 3
HTTE Brofilinn =1 o

4

B
I

B OS 6, “lin BYOD IS0 IRS 5157 b (42 AU IS FIBC & SCAF 2o T FH X SSID i i Al i
SSID AHC ) ACL F#2 A fC B S0 1 .

4
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W SSID - A1k 32X 2 F ET

K 5-19 Bon T R A M AZ i aC R RS« FH P B it 5l 026 B AS e Lz 1, 22 i A0 i 3157 00 1% 1hy
#% TWAN Al 1 it >k 1% 42 1) ISE A1 HLAth 9 26 95 Y5

& 5-19 KT HEA

E1%5:. AiE

)
BYOD_Provisioning
& | SSID .

N
25, REWH fea0ee)

—> )))
f’ BYOD_Employee

SSID

Ll

- = = EHEE/ BREIE
------ RPREERE

¥l 5-20 {£75 T BYOD_Provisioning /R i E, I AAA & NAC RZE&E . X T AHLAZ e i
fi, FlexConnect AMAT #e kT J53 AR A
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A& 5-20

MONITOR ~ WILANS

LRI R EGRRE

WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

WLANSs > Edit 'BYOD_Provisioning'

~ General | Security | QoS | Policy-Mapping | Advanced |

Aironet IE

Radio

10000000)

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Diagnostic Channel

Override Interface ACL

P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients 8
Static IP Tunneling 22

Wi-Fi Direct Clients Policy

Maximum Allowed Clients Per AP

Clear HotSpot Configuration
Client user idle timeout(15-100000)
Client user idle threshold (0-

off Channel Scanning Defer

Enabled
Enabled

Session Timeout (secs)

[Ienabled

[TIenabled
IPwvd IPvE

None E| None E|

Disabled [=]
[¥IEnabled G.U
Timeout Value (secs)
0
[Flenabled
Disabled [v]
200
[Clenabled
&

o Bytes

FlexConnect

Scan Defer Priority

Scan Defer Time(msecs)

01234567

OO0O0OM®®EO

FlexConnect Local

Switching 2 Enabled

FlexConnect Local Auth 12

ommm PlioesoTe m

[C] Enabled

DHCP

DHCP Server

[ owverride

DHCP Addr. Assignment 0 Required

OEAP

Split Tunnel (Printers) ] Enabled

Management Frame Protection (MFP)

MFP Client Protection 2 | Optional [+

DTIM Period (in beacon intervals)

802.11a/n (1-255) |1
802.11b/g/n (1 - 255) |1

NAC

NAC State | Radius NAC [=]

Load Balancing and Band Select

Client Load Balancing =
Client Band Select =

Passive Client

Pazzive Client =
Voice
Media Session Snooping Tl Enabled

Re-anchor Roamed Voice Clients | Enabled
KTS based CAC Policy ] Enabled

Radius Client Profiling

DHCP Profiling ]

284095

NTHPATEZBMEMI T EZE N, 52 FlexConnect 41 1) Policies £ FEX T —4
FlexConnect ACL, W& 5-21 HHi~.
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& 5-21 FlexConnect 6595 #

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

FlexConnect Groups > Edit 'Branch1’

" General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

. AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies

Policies

Palicy ACL [=]
Add

Policy Access Control Lists
ACL_BLACKHOLE_Redirect
| ACL_Provisioning_Redirect -] | g

[ 5-22 7R ) ACL_Provisioning_Redirect FlexConnect ACL 2 #41Jj 7] ISE. DNS 1 Google Play
Store, [AIIFEZE A HAL R . Android ¥ %75 2517 [ Google Play 7)., LU T4 SPW .,

& 5-22 ACL_Provisioning_Redirect FlexConnect ACL

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

(Access List Name ACL_Provisioning_Redirect

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any

2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 / 0.0.0.0 10.225.45.15 / 255.255.255.255 Any Any Any

4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCF Server
6 Permit 10.230.1.61 / 255.255,255.255 0.0.0.0 / 0.0.0.0 UCF DHCF Server DHCP Client

s Permit 0.0.0.0 / 0.0.0.0 173.194.0.0 / 255.255.0.0 Any Any Any

8 Permit 173.194.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

=R Permit 0.0.0.0 / 0.0.0.0 74.125.0.0 / 255.255.0.0 Any Any Any

10 Permit  74.125.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any 5
11 Deny 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %

ACL_Provisioning_Redirect ACL #5 3 LA T ij ) AR -

FVFLL DNS 4% 2% (10.230.1.45) 7R3 7 H AR IP P51,
FoVFLL ISE RS 2% (10.225.49.15) V5 R / H bR TP 97 i)
FeVFLL DHCP 45 8% (10.230.1.61) /E K38 / H b5 IP 95 i) o
« %} Google Play il .
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N

FE LIHERT ACL B 7RSI M 2457 B 53 v - FAEM 25 & 11 ACL 1741 . Google F! Apple App
Store [HIHE W BE ST, PRI IR B8 ACL Hi 46 F X S8 ik (14 28k

~

E®E  ACL_Provisioning_Redirect L2 # 3 [n] i 5 1% 3| enroll.cisco.com i s . i&H T Android W4

o JURHEC 5 B T M HEE 17 LUACIL ISE IR 5545 (1 TP Huhik

FlexConnect %3 32 #/1#4 - & SSID & it

7EH. SSID it , [ WLAN RN TRt HRC CEvEMNE R feam g viin . %

B SSID i plJ7 SIS, W 242 R 23 A

1. TS MR 0 PEAP, BTV 2 A AD Bk, VEMREA BEIT 4R £ PEAP B
W, RS AR L S E RS A . FEARW I, ISE ¥ 5 00 UF B4R Ak 4h &
WRARAE BAEZAG R AL R SR P AAEAE, FEse 2 v RRAE 40 % 0E 1. e fEd, i
CA UEP 2 223 AE Ao b, AR RIS WA BRI, WGk e e ke . BRI, X3 80E
AXGIE AT R . T B7 bR ARG B, A B =T (R AR R R (i
VeriSign) %82 ISE S k45,

2. WUERAREN AL LR R, MR I #6E W SSID Bt

Kl 5-23 Gon T A 4 ] BYOD_Employee SSID, LA A S 4iii id Flex 7500 #2751 g8 4k
B CEH T BN T AP) 45 LLSI

& 5-23 S ZHIH - £ SSID

E1¥. AiE

i E__ FlexConnect

i = 4R

i & ) pum— . E’
i BYOD_Employee E e WAN @_’

— ))>> Flex 7500

A———

|
|
I
I
I
I
|
|
I
I
I
I
|
|
I
I
I
I
|
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I
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I
|
|
I
I
I
I
|
|
I
I
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I
|
|

T
I

LT %EH, AP 5 Flex 7500 #5185 AH KL,  FlexConnect HJfg L1/ H1 .4~ BYOD_Employee
SSID Ab B A2 4 V5 7] T g«

i BYOD_Employee WLAN [P 3R 2 S0, (HFHEIEMER 5-3 hal IS4, [EREREIL,
7t BYOD_Employee WLAN I3 H T FlexConnect AMAZ e, il 5-24 () 8 £ B R TR
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& 5-24 FlexConnect ZK# 35 #

MONITOR CONTROLLER

WLANS

WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'BYOD_Employee’

Advanced

* General | Security | QoS | Policy-Mapping .

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE
Diagnostic Channel
Override Interface ACL

P2P Blocking Action

Client Exclusion 2

Maximum Allowed
Clients 2

: . _ i
Static IP Tunneling ==

Wi-Fi Direct Clients
Policy

Maximum Allowed
Clients Per AP Radio

Clear HotSpot
Configuration

Client user idle
timeout{15-100000)

Client user idle threshold
(0-10000000)

Enabled
Enabled
1800

Session Timeout (secs)
Enabled

[CIenabled

IPvd None
Disabled -
60

Timeout Value (secs)

[¥Ienabled

[CIenabled

Disabled =«

200

[CIenabled

a

Bytes

0ff Channel Scanning Defer

Scan Defer Priority

01234567

ol G [
Scan Defer Time(msecs) 100
FlexConnect
FlexConnect Local
Switching 2 ] Ensbled
FlexConnect Local Auth 22 [C] Enabled

« IPvE MNone -

DHCP

DHCP Server [ override

DHCP Addr. Assignment = Required

OEAP

Split Tunnel (Printers) [ Enabled

Management Frame Protection (MFP)

MFP Client Protection 2 Optional -

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) 1
802.11b/g/n (1 - 255) 1

NAC

NAC State  Radius NAC -

Load Balancing and Band Select

Client Load Balancing (]
Client Band Select (]
Passive Client
Passive Client (]
Voice
Media Session Snooping [ Enabled
Re-anchor Roamed Voice Clients [ Enabled
KTS based CAC Policy [ Enabled
Radius Client Profiling
DHCP Profiling [
HTTP Profiling (]

Local Client Profiling

N THATEQEM I EE N, 18 Policies &I K F & X 7 — FlexConnect ACL, 1l

Kl 5-25 HTR.
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& 5-25 FlexConnect 26595 %

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

FlexConnect Groups > Edit 'Branch1’

' General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

| AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies

Policies

Palicy ACL [=]
Add

Policy Access Control Lists
ACL_BLACKHOLE_Redirect ﬂ
ACL_Provisioning_Redirect [~ | | g

ACL_Provisioning_Redirect ACL /R~ 7E_ LRI 5-22

FlexConnect IEAN S E

¥ AP #izCH M FlexConnect, ££ FlexConnect #i70 N EFEAN A . A Wireless > Access
Points, $RJ5EHEIE 21953 SCHLHE AP, 18 5-26 %75 T Branchl o —AMEA R RE .

& 5-26 FlexConnect AP #&z{

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > Details for Branch1_AP1

General | Credentials | Interfaces | High Availability | Inventory FlexConnect Advanced )
General Versions

AF Name Branchi_»AF1 Frimary Software Version 7.5.1.65

Location default location Backup Software Version 0.0.0.0

AP MAC Address 00:22:90:91:11:0c Predownload Status None

Base Radio MAC 00:24:cd4:d2:7e:c0 Predownloaded Version MNone

Admin Status Enable - Predownload Mext Retry Time  NA

AP Mode FlexConnect - | Predownload Retry Count NA 5

AP Sub Mode MNone Boot Version 12.4.18.0 é

il FlexConnect 3£ 70 K 3f 1% AU TR € A VLAN, W& 5-27 TR B2 SR Z A< b
VLAN 47 IP & 4% .
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& 5-27 Z# VLAN ID

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

All APs > Details for Branchi1_AP1

' General | Credentials | Interfaces | High Availability | Inventory | FlexConnect

WLAN Support

Native VLAN ID 18 VLAN Mappings |

FlexConnect
Group Name

Branchi

PreAuthentication Access Control Lists

External WebAuthentication ACLs

Local Split ACLs

Central DHCP Processin

204102

E BT AMA ) VLAN ID. fEE 5-28 ", &7 b B AT AR HUAZ # i) N VLAN 12 ([ 424l
FICRI Vi) SR IP Huhk. 4 X+ FlexConnect DREMH AAA G, &P in s &% 5) 2] HiAh
VLAN  CHARE T VT HE P A E S0 5 FF e LI VLAN SREL TP Mk

LEFCE AIAE AP K TC S, B(#, AP WA LA FlexConnect HAk Ak & . F— T 4H
FlexConnect 4.
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A& 5-28 BYOD_Employee VLAN ID

MOMITOR  WLANs  COMTROLLER WIRELESS  SECURITY MAMAGEMEMT  COMMAMDS

All APs > Branch1_AP1 > VLAN Mappings

AP Name Branchl_aP1
Base Radio MAC  a4:56:30:0f:c9:80

WLAN VLAN Mapping

Make AP Specific  [v| Go I

D WLAN YLAN |NAT-
1d SSID 1D PAT Inheritance
1 BvOD_Employes 12 no Group-specifi

Centrally switched Wlans

WLAN Id SSID ¥LAN ID
2 BYOD_Guest [
3 BYOD_Pravisioning MA B
4 BYOD_Personal_Device MR
5 IT_Devices M/ B

AP level VLAN ACL Mapping
¥lan Id Ingress ACL Egress ACL

Group level VLAN ACL Mapping

¥lan
id Ingress ACL Egress ACL
10 none none
11 none Branchl_aCL Partial_Access
1z none ACL_Internet_Cnly
Foot Motes
1. VWan does not take effect for NAT-PAT enabled WLANS, g

FlexConnect 2H

i3t FlexConnect 2, RJ A5 M) =2 [A]) — Be B W& N 3 T 0 4l . AE X FE B 4y SZ W LA
P& 12 AN FlexConnect 432 A\ S iEAT 20 40N, 0Thae U HA H . FIH FlexConnect 2, nJ LUK Hc &
SN T B S, A S E AN T B, HFE AN SR R
HHEN SR ME| R FlexConnect 217, R A[¥ FlexConnect ACL N JH T ¥ BTG iX £548: N\ A1)
—/MRfE VLAN,

FEAFRE T, FATAREA 70 SCHU E T8 A i) FlexConnect 2, 4114 5-29 iR,
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& 5-29 FlexConnect 8

MONITOR WIANs CONTROLLER WIRELESS SECURITY MAMAGEMENT

FlexConnect Groups

Group Name
Branchi
Branch2
Branch3

Branch4

Branchs

204103

& 5-30 &7~ L7503 Branchl FlexConnect 4H [F13: A 1.

& 5-30 Branch1 FlexConnect 28

MOMITOR.,  WlANs  COMTROLLER  WIRELESS  SECURITY  MAMAGEMEMT  COMMANDS

FlexConnect Groups > Edit 'Branch1’

General | Local Authentication | Image Upgrade | ACL Mapping | cCentral DHCP
Group Mame Branchl
Enable AP Local Authentication2 [~
FlexConnect APs AAA
Server
Add AP | P
ad Address
AP MAC Address AP Name Status S
00:22:90:91:11:0c Branchl_aAP1 Associated [~} Type
5 Shared
og: 71ferGf L0 (nfa) Mot Associated [ | Sacret
Confirm
Shared
Secret
Port
Mumber b3
Add é

HFAMAZ W1 VLAN ID 7] PAFE AP 255 X, tnk 5-28 W AT7s; W n] LAFE FlexConnect ZH 25 Jjll
S WK 5-31 W7 fEARBID, % P bR AT AN AS He I N VLAN 12 {42 £ TR 5
D FREIP Huhk. *4%) FlexConnect LIRS AAA 78 76 I, HE 408 UC I (52 AT B S A4 25 v

NEBHNB—ADAFF) VLAN, FF HiZ % P Ao I VLAN SREC TP Huhk,
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& 5-31 Z# 35 VLAN - FlexConnect 845

MONITOR  WlANs  COMTROLLER WIRELESS  SECURITY  MAMAGEMEMNT  COMMAMDS

FlexConnect Groups > Edit 'Branch1’

| General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP

WLAN YLAN Mapping

wiLAl Id |1
WlanId 1
Add
WLAM Id |WLAN Profile Name ¥lan
1 BYOD_Emplovee 1z [~ 2

PARSEXTRED VLAN & CRI4r Bt FlexConnect ACL, ISE A RE St #2 B sfemg . i3t iy AAA
VLAN-ACL mapping 3K, 7 LL 44 VLAN ID 5Zjfi FlexConnect ACL. X UK AFN 43 S0 #L
R B AL = A R VLAN ID 5

* VLAN 10 #2458 4 i) AR
s VLAN 11 $24E35855 1 i) ALBR
* VLAN 12 $2 Bt EL IR [ AR
Kl 5-32 &8 T ASFEH) FlexConnect ACL 4 i #1441 VLAN,

& 5-32 VLAN-ACL %57
MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

FlexConnect Groups > Edit 'Branch1’

| General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies |
AAA VLAN ACL Mapping

Wlan Id 1]

Ingress ACL | none El

Egress ACL | none E|

Add

Vvian
Id Ingress ACL Egress ACL
10 none El none Eﬂ
11 none El BranchL_ACL_Par‘tiaI_AccessElﬂ ]
12 none El ACL_Internet_Redirect Elﬂ E

K 5-33 FIE 5-34 F @R[ FlexConnect ACL 7E25 10 &, “BYOD 5 A4l 2= 45 - S AR
M &7 A TR .
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& 5-33 Branch1_ACL_Partial _Access FlexConnect ACL

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General
Access List Name Branchl_ACL_Partial_~Access
Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port
1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any
2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 / 255.255.255.255 Any Any Any
4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCF Server
6 Permit 10.230.1.61 / 255.255.255.255  0.0.0.0 / 0.0.0.0 uce DHCP Server DHCP Client
7 Permit 0.0.0.0 / 0.0.0.0 203.0.113.10 J 255.255.255.255 Any Any Any
8 Permit 203.0.113.10 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
=R Permit 0.0.0.0 / 0.0.0.0 10.230.4.0 / 255.255.255.0 Any Any Any
10  Permit 10.230.4.0 / 255.255.255.0 0.0.0.0 / 0.0.0.0 Any Any Any
11 Permit 0.0.0.0 / 0.0.0.0 10.230.0.0 [/ 255.255.0.0 Any Any Any
12 Permit 10.230.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
13 Permit 0.0.0.0 / 0.0.0.0 10.225.0.0 [/ 255.255.0.0 Any Any Any
14  Permit 10.225.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any £
15 Permit  0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %
£ 5-34 ACL_Internet_Only
MONITOR WILANs CONTROLLER WIREL! MANAGEMENT COMMANDS HELP FEEDBACK
Access Control Lists > Edit
General
Access List Name ACL_Internet_Only
Ceny Counters 0
Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port
1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any
2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 / 255.255.255.255 Any Any Any
4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCFP Server
- Permit 10.230.1.61 / 255.255.255.255 0.0.0.0 / 0.0.0.0 uce DHCP Server DHCP Client
7 Deny 0.0.0.0 / 0.0.0.0 10.0.0.0 / 255.0.0.0 Any Any Any
8 Deny 10.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
9 Deny 0.0.0.0 / 0.0.0.0 172.16.0.0 / 255.240.0.0 Any Any Any
10 Deny 172.16.0.0 / 255.240.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
i1 Deny 0.0.0.0 / 0.0.0.0 192.168.0.0 / 255.255.0.0 Any Any Any
12 Deny 192.168.0.0 / 255.255.0.0 0.0.0.0 /0.0.0.0 Any Any Any 5
13 Permit  0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %
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FlexConnect VLAN Z =

#F 247 FlexConnect 224, WLAN 15 VLAN 2 [A]47 /K% (Fe i, Kt 5 FlexConnect AP _F 453
WLAN FHOCER )R i e AT 5 2 A MRS OC R M) VLAN . B VEAAAERR Y, R A EEAR AR R AN ]
55T VLAN [P)5E0E, 50 200K 25 7 v DG I 2 AN R (1) SSID .

WLC MARAS 7.2 TP, BISZRRER G A HAZ Helid B 5> WLAN | VLAN [ AAA & (G
VLAN 73fit) « BB & s A0 i3] VLAN, FETSEAIE VLAN ID, 1% FlexConnect 217 f)
AHY. WLAN-VLAN WSt RS, Wil 5-32 hs.

Kl 5-35 o T ¥ 2 A& B2 73 SR VLAN BTl AN AL B e i, S A
o AR AT A AL 1 4 SCHLR ) WLAN
o Catalyst AZHHLFIHE AN s 2 [A]f¥] 802.1Q 14k,
o EFXITR4EIAH VLAN AR VE VLAN,
o ISE #ZAUHC & SO ST 43 B4 40 ) VLAN.
o WLAN 7EfHilds BT TRCE, BAARYF AAA .
+ Jj FlexConnect 2] ¥l 5 X 7 VLAN & X 7 VLAN-ACL W,

& 5-35 FlexConnect VLAN &=
oo |
1y |
L ! Access Type = ACCESS_ACCERT
y ! Turinel-Private-Group-ID
________________________________________________ ‘ : Tunnel-Type=1:13
T

Access Type = ACCESS_ACCEPT
TurrelPrivate-Group-ID
TunrekType=1:13
Tunrekviedium-Type= 116

ﬁi*ﬂ.m i i ri ! unnel-Medium-Type=1:6
| N @ o

802.1Q '~ . ~. :
2o | 4k !
Et-—:,‘ ) Ry ay &

interface GigabitEthernetl/0/3
description to Branch #1 AP ) ) General | Security | QoS | Policy-Mapping | Advanced
switchport trunk encapsulation dotlg gl | toca - Y 20 momes
switchport trunk native vlan 18
switchport trunk allowed vlan 10-18 Ann Mapping
switchport mode trunk
spanning-tree portfast trunk

AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies.

ajal

)
a
294108
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X - B EIEANR T

R B OR 2 el DX R o SR AR A5 K el X e v S, dnsl 3 %, “BYOD (0 el X 90 45 173 SCHLAA 1)
eyt ” M ROE AR TR . MRS KA X B 24 Catalyst 3850 AT LB AL 4 bl
e, CEATEAMNBIENZ, B (MA) BT, b N % RUER CT5760
PRI A S B f 2 MC) Difie. bdIX #EHI 38 WAAAE— Mgl 4% CT5508, Ja# 541
CT5760 LM — M sh4dl. AP o] LUELL Catalyst 3850 5k CT3750 A2 # AL £ %] CT5760 5k
CT5508 #E il %% . B4k, CT5760 ok CTS5508 RJ LLHH A [l X HL I 30 2k 1 U e N 0o AEAR BT
fEEIT,  CT5508 He & U7 242 H 4% o
ARV Fe e AR BB el X il e N TR R 91 4
o CUEMIAE LT WA K LS B VLAN, R LS [ 1 1P 7~ ka8 . %]
R PRI Ay Tl /B A8 Gt 7 D T 42 T 45 TR B 22 4 45 PR T2 SR IR A7 4 R G 4 1 95 SIS it P ) -1
B o ARV T i AR R REAT 4R 1
s Catalyst 3850 FFAZ AL 58 4 Fdl X P IR 56 2 )2 BANASHL . 56 3 )21 #:45 th Catalyst 6500
P RASHNAIR M . BEAL, AT RFE T X RSB, VLAN R4 B T AN il 2 lm) . 4
)5 YL, VLAN ALY R B S FN B AN IR o ARAKMBTEHE T e 23 fif Pk Catalyst 3850
RIVASHNAE A 3 JZASMUERE () B, Uik VLAN 85 2 NN 2 A BB 1 1] .

FE XERSHEEN - W SSID igit

ARG FFEE A SSID: — AR M / WL, 77— MR AW i . AR
BYOD_Provisioning SSID J5¢ Syt MH AL A2 B8 )5, H P iE#:3] BYOD_Employee SSID, 1%
SSID it %24 EAP-TLS 1 B4R AL 4 1 1] .

K 5-36 on T H T X AP XL SSID #ito

& 5-36 AKX - XX SSID
B - T i
E1%5: BiEH | r—_4|

| E___ f‘// ) | ISE

i BYOD_Provisioning ' ”

Catalyst |

Z ¢ 1 7
%25 RLHA c0o0co) /B oias 8

- st CT5760
)= ) 5 |

i = BYOD_Employee @ b oy i 3
i SsID 0 EHEF : 3

___________________________________________________________________________

FERLE AL SSID BEiHH, A7 L ILAB % L& =il

o WA SSID W LLZIFBOEA, W rf LUR A # i AR B30, SR SSID J2 T B, WAL AT
HI#R T LU B)% SSID 5 HUUREA SR Y, WA eV A FEIE (I AD 4R 53 5 43)
I &L R]1% SSID. A V45 g G B AT RS SSID 2 TFBUB A, HME— H i3 it Ak
Tt 5 55 o
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o MRS E, AP BYI#R)ZE A SSID Lt T MM vinl . S THIEH—HS
WL SSID fREFEH:, WAUEL SSID Lt — ANV 51k, %P RANFEHEX ISE. DHCP
DNS M Vi), ACL_Provisioning_Redirect ACL FJTEN{E B T Fiom.

o AEIHER M HLL R SSID: BYOD_Provisioning A1 BYOD_Employee

FEE 5-4 PE N T IXPIAS SSID ()@ .

# 54 WLAN &4

B BYOD_Provisioning BYOD_Employee

i B T B2 HT 58 By R 52 T
82 Ees G O IF78GE SSID) WPA+WPA2

MAC it & cEH O TRl SSID) | 4%

WPA+WPA2 ¥ o WPA2 . AES. 802.1X
H3ERAe G G

AAA IR% 2% IE$E ISE 1EF ISE

S AAA B H AAA E 2 H

[T NAC k7 - NAC NAC JIR7 - NAC

BEAE CT5760 A1 Catalyst 3850 it & WLAN BYOD_Provisioning SSID, i##% L N B EAE .
BYOD_Provisioning SSID Lz 4P “NONE”, K4 2 R AE X 4% 1 1 TE 152 46 1 1A i
SSID. j# it FAST-SSID L, % F i nf LAZE ISE 1IE#fMfC BYOD_Provisioning Jii M 1% SSID 1]

#| BYOD_Employee SSID.

aaa new-model

aaa authentication login default enable

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

aaa server radius dynamic-author
client 10.225.49.15 server-key 7 032A4802120A701E1D5DAC
|
aaa session-id common
!
ip device tracking
|
!
gos wireless-default-untrust
captive-portal-bypass
!
mac access-list extended MAC_ALLOW
permit any any
!
!
interface Vlan2
description ### BYOD-Employee Vlan ###
ip address 10.231.2.7 255.255.255.0

load-interval 30
|
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interface Vlan3
description ### BYOD-Provisioning Vlan ###
ip address 10.231.3.7 255.255.255.0
load-interval 30
!
ip http server
ip http authentication local
ip http secure-server
|
wireless management interface Vlan47
wireless client fast-ssid-change
wireless rf-network byod
wireless security dotlx radius call-station-id macaddress
wlan BYOD_Employee 1 BYOD_Employee
aaa-override
client vlan BYOD-Employee
nac
security web-auth parameter-map global
session-timeout 1800
no shutdown
wlan BYOD_Provisioning 3 BYOD_Provisioning
aaa-override
client vlan BYOD-Provisioning
mac-filtering MAC_ALLOW
nac
no security wpa
no security wpa akm dotlx
no security wpa wpa?2
no security wpa wpa2 ciphers aes
session-timeout 1800
no shutdown

bel [X ¥ T ) Catalyst 3850 (e 48 s)ARHL (MA)) HI CT5760 (Fe4fgshfEiilds (MC)) L#RA
IS L BT R 7R (BAEVER, VLAN B2 IP SH3EX%FT MA F MC SRR, Y

MA Fll MC 88 7 W 24 JE A 8 it IR AS [R5 9 o B8 Bl A S A 3 v 1 Bl 32 R 15018 WLAN P& 2
JEREATUE B . LA E AT TR ] MA FII MC Sk BIse B sh Pk . Y S BT i ix sy 25 .

BYOD_Provisioning SSID ¥ AT 2 JZ2 %4, AIX e HRAE M4 EIRRCI &) SSID. Ak, TG
LB F MAC 1238 GEA 2 MAB ITCZRRAS) [0 48 3EAT SO B0 0IE . 78 15 2 B M 45 1
URL H5E [ fIEE T Web & 4y KilE (CWA) SIS ISE R HESIZ . Mk, 7E
BYOD_Provisioning SSID FZIKALE MAC 3. NAC fil AAA 7 ik .

BYOD_Employee SSID & (24> %H] WPA2 Fl AES fn#. i, XEMaHANTEa
(CT5760 B{ Catalyst 3850) |- WLAN [FERN I E, KU IFA B RAERCE 1o Ik SSID F KA E
NAC 1 AAA i LSCRPR Eh A& ACL 73 B ds 4% . AEA B4R T, 8 ACL 7%
Catalyst 3850 Z 4L I AHb i & [y 44 ACL.

B 5 44 show wlan name <wlan f95# > Al T .78 5% Catalyst 3850 438 #HL g,
CT5760 Jodz il EATAT WLAN FUNCE TEANE B o Forh A ds A B 7E il & AT AT BRI IRE

R i #£ 18 ik BYOD_Provisioning SSID ¥E4T M) A ISE [ JC£k & 7 didf i T CWA SRIg, 1/
DARAE Catalyst 3850 RAACHHL_E4 7 J il HTTP Al HTTPS R4S 28 Shfit. XN T 3 HF Web £
T URL M GER % ) i 85 ) 21 ISE AL 11/ . RADIUS HR 45 s 40 & 851 ISE, #HAE N
Toek (AT %7 G 0y WF MIBZALK RADIUS JIR%: 2% . WA4AE Catalyst 3850 Z A A5 bl |-
ARy a BRI 4 1] 55 I RE . Apple W& A RERGIH HyEM . il id fast-ssid-change 4% AL
B, % ;i a] LLEE ISE IE#fi i1 BYOD_Provisioning Ji5 M i% SSID ¥)#:5] BYOD_Employee SSID.

T 7824 MC K CT5760 F1762%4 MA ) Catalyst 3850 K ik, LLBIHECE w2 EARK. LR
— B CT5760 Jogk il 2% 1) 4 R B sl e & AR AL = ]«
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interface Vlan4d7
description MGMT VLAN
ip address 10.225.47.2 255.255.255.0

load-interval 30

|
wireless mobility controller peer-group 100
wireless mobility controller peer-group 100 member ip 10.203.61.5 public-ip 10.203.61.5
wireless mobility controller peer-group 200
wireless mobility controller peer-group 200 member ip 10.207.61.5 public-ip 10.207.61.5
wireless mobility controller peer-group 200 member ip 10.207.71.5 public-ip 10.207.71.5
wireless mobility group member ip 10.225.50.36 public-ip 10.225.50.36/Points to CT5508
wireless mobility group name byod
wireless management interface Vlan47

wireless rf-network byod
|

A LLE 2], CT5760 #7 B E A N ML S5 4L (SPG) HIFE Bl il (MC), 7E b7 ix A4~
KA LA 100 F1 2000 ZHHLEEELA 100 A5 D724 MA K] Catalyst 3850 ZZHebl. At
HUXFEE4H 200 £42 4~ 782 MA (1 Catalyst 3850 A #ehl. BA T A& — Bt Catalyst 3850 J& 2k 42 il 4% 1)
4 R S B ARG s ]
interface Vlan4d7

description MGMT VLAN

ip address 10.225.61.5 255.255.255.0

load-interval 30
|

wireless mobility controller ip 10.225.47.2 public-ip 10.225.47.2 / 5760 MC [ 1P ikt

R TR ) Catalyst 3850 F 41 A2 #e AL 1Y) Jo 2645 #42 11 1 AH N TP bk &4 o SPG 200 % 51
I . SPG BEY JRAI G AP IS . 5.4 SPG A% Catalyst 3850 R 4IAZ HALE ST
L (MA) 2 8] 38 37 th A B L EL e AR B, AN ) CT5760 B34 (MC). iXIE .7~ SPG
% Catalyst 3850 RANAZ AL SR (MA) Z[H 4 Mk CAPWAP BEiE K5 k. P~ SPG Z [A]
)45 Catalyst 3850 RFIAZHALE L (MA) Z [0 1923 i CT5760 B sh¥=fil#4 (MC) kb2 . X il
i AEAS Catalyst 3850 RAIAEHHLBEZLIL (MA) Rl CT5760 B #5148 (MC) 2 [ilft] CAPWAP f%
TR 5E K.

WHTATIE, AT X W] AR RS AE A MR R IZ47 10 CTS5508 Toek il ge, LA A RlA e N\ FEA
Wit 5 MNAEE TR R Ik T S T A8 B Rl S N BB ], X AT RE R T N T SCRRAE
CT5508 JoZk il 45 Fl CT5760 oLk hil#s < MR 31, CT5508 Jokx il a1t 1P bk AE 4 Jo 4k
sl 4 A I 20 BT as i CTS5760 AL .

E XS - 2 8SID i%it

TES SSID ¥l b, B M A 22 4 W 25 15 1] 4 H 142 [l — WLAN (BYOD_Employee). 5-37 &
78 T I CT5760 FIAE MC 314 Catalyst 3850 J4FE MA K SZjiti A ¥ i1

E# B8 % (BYOD) CVD fRZs 2.5
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E1$: BiEM

| =y

() )

ISE

BYOD_Employee E?i
2%, w2 ssip ’ 00G300 | 4

Catalyst i
j» 3850

B SSID fili &5 el X B (B B 5 0 SSID it JLFse M E, R iT & a6
BYOD_Provisioning SSID. CT5760 I Catalyst 3850 _I [{Jic B ACHS A B i N TR . Bahthbie A
P BUAE T8 WLAN iR 2 Je b 47 3 i o

aaa new-model

aaa authentication login default enable

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

aaa server radius dynamic-author

client 10.225.49.15 server-key 7 032A4802120A701E1D5D4C
1

aaa session-id common

1

ip device tracking

1

1

gos wireless-default-untrust
captive-portal-bypass

1

mac access-list extended MAC_ALLOW
permit any any

1

!

interface Vlan2

description ### BYOD-Employee Vlan ###
ip address 10.231.2.7 255.255.255.0
load-interval 30

1

interface Vlan3

description ### BYOD-Provisioning Vlan ###
ip address 10.231.3.7 255.255.255.0
load-interval 30

1

ip http server

ip http authentication local

ip http secure-server
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|
wireless management interface Vlan47
wireless client fast-ssid-change
wireless rf-network byod
wireless security dotlx radius call-station-id macaddress
wlan BYOD_Employee 1 BYOD_Employee
aaa-override
client vlan BYOD-Employee
nac
security web-auth parameter-map global
session-timeout 1800
no shutdown

MC 1 MA [ 2y e & #4855 i B id (X0 SSID Fil 45 A BETE AR AT )

EXEEEIEN - Banit

B ERBH%%& (BYOD) CVD A% 2.5

X RBPE X BETE, T AR B PEATE i % 1E IR 2L

AV )T 5 A AN KA B X R4\ 2 5658 2 Catalyst 3850 RV HHL oA AL HES . A0 #e
WUHE S H BAE AU S5 4 (SPG), L BT A A H LA 5 B 20 AR (MA) Thig. SPG N i i
Jeilit SPG W4 MA Z IR [ 4 WUIR B Bz A FE 1) o R ALGE X N A7 AE 24> SPG. AP DA% 1 3%
B3 MA, TMAGEM L P AIAZ AL (40 Catalyst 3750 AZ L) Kk,

76 Bl X e A 4 v 3R IR 25 AR P 2 1 JERE CT5760 To4: | 2440, 5 B s ) 28 (MC) UiRg. &4
FHA MC 24 SPG M — M STk, KX NEEZ M8 Ti. B3 TN & SPG
2 R (P Al JRF CTS5760 F / 5 CTS5508 JoLk 4 il 4% K 58 it » #3231 Catalyst 3850 A8 #e#l
ff)# AP 1] CT5760 MC 7t AP &) LU T Catalyst 3750 A8 #HLIE % F] CT5760.

Z /™ Cisco CT5760 fl / 8% CT5508 L&k hlgst il — M ahdl. ik, —MEIHHBuIFe
Bah i, S80Iz R e S 1l i A sh AN B R CT5760 A1/ 8% CT5508 Jo2k 4 il 45 ok
SERC . FEARWTE, BN E )AL DL A B R PR AN RS B o HL e A S A AN KA XY
A

X F RIS E CUWN AR R @l & e N2 R Al BARF CT5760 8¢ CT5508 ik 78 4 H
FEGAMRER, CPhsg ) RS ERE S Catalyst 3750-X RANATHHMLIHEN f T h 4% .

I DA B I, HARK A HERZ .

BRAEDLR,  Catalyst 3850 1 A B ahREELT, HEFTATMACE . Catalyst 3850 ik ] LUAE N F 5
PEHIERAEAT o WA 2y SCHUAE BTt () — 93

CT5760 JLZe =l AN E AR 4 fl2sia 1T . B 3hBEIE N IX W E (L CT5760 1 Catalyst 3850 2 [d],
DM Catalyst 3850 F3iEH:11 AP fE#51EM 2] MC (CT5760). MC HIHCE AR A Bt -

wireless mobility controller peer-group 100

wireless mobility controller peer-group 100 member ip 10.203.61.5 public-ip 10.203.61.5
wireless mobility controller peer-group 200

wireless mobility controller peer-group 200 member ip 10.207.61.5 public-ip 10.207.61.5
wireless mobility controller peer-group 200 member ip 10.207.71.5 public-ip 10.207.71.5

TERE 784 MA 1) Catalyst 3850 |, #7522 T [0 & K& 75 CT5760 MC 8¢ 5508 MC K4 3)
B¥iE

wireless mobility controller ip 10.225.47.2 public-ip 10.225.47.2 / Mc [ P Hiht

CT5508 1 CT5760 1] A R — N s 4 . CT5508 Wi S48 %) WLC 7.3.112 8¢ 7.5 LA F RS,
LSRRG BN RIS — BN i Z IR RS B . CT5508 32 HF CT5760 F1 CT5508 2 (Al R 5h MEi
BCE W NN, AW riedtris &M T CT5508 7.5 hit.
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wireless mobility controller/ JAFH Mc ThfE, BRiA#E crTs5760 LEITIH
wireless mobility group name byod/ GIEHBFIH byod
wireless mobility group member ip 10.225.50.36 public-ip 10.225.50.36/ CcT5508 [f] TP Hihk

4

M
ikt

N WLC FRAS 7.3.112 5% 7.5 J B BROAS SCRPRL G BN 77 i RS — SN ™ dh Z [ AR sl . 30 f O
TS BAT He AR AR A . AV Fa m Al HI IR 2 7.5 JRAR .

N T SRR AN N R Z W sk, NS WLC ER lFgshtt, i 5-38
PR

& 5-38 EAHEE

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Global Configuration

General

Enable Mew Mobility{Converged Access)

Mobility Parameters

Mability Oracle ]
Multicast Mode |

Multicast IF Address

Maobility Oracle IP Address 0.0.0.0
Mobility Controller Public IP Address 10.225.44.2
Mobility Keepalive Interval({l to 30 sec) |10

Mobility Keepalive Count{3 to 20} 3

Mobility DSCP Yalue(D to 63) i]

284111

TR FIB 2 sh Pk IF BB A 2 B4 LAN #5885, TN A Uns 55 240 LL ke A% 3 241 () A i 13
Fetoa o Bl CT5760 Al CT5508 F e — MM IS, AT IR AL A .

#iii Mobility Management > Mobility Groups J{ i New, 1K 5-39 R,
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Mobility Group Member > New

Member IP Address 10.225.44.2
Public IP Address 10.225.44.2
Member MAC Address 58:8d:09:ce:09:40
Group Name byod

Hash none

294112

PLE R 53 TP Mk iZ 2t CT5760 (1) 1P Huhik, Z bt S FRR8 )il B AL 1% I 224E CT5760 FI CT5508
2 07 CAPWAP F5IE .

B R E X WLAN FE Al 15 it B 1) 2L At 8 712 18 5 DA 45 DL T P )«

s JIIf Catalyst 3850 fil CT5760 f#) 802.1X. WLAN fil VLAN il & W AH [ o

s CT5760 I CT5508 b [1# s 241 4 Fr N iZAH 7] o

a3 - AN

KA A e NI, AT i A 7S 4 ShACHE (MA) AR sl 4% (MC) Y Catalyst 3850 A2 4l

SRHURHE 2 FlexConnect T2k 5l 8% . Vi Tk NP AE FAH AT BE R, b U 2 9 i A Bl

5E BIAL T el DX EL IR 3 25 9 1 1 F U A s 3 o Ui RS IR R T LU SR A 7.5 RRARAR B (1)

CT5508 454l 2%, A UL CTS5760 flé o4k LAN 58 .

B LA T 2% 70 SOV U 1 % et e ma Bk T DL R Gk

o DHE, N PATER T A5 RCZR B AR AL SEAH R (1) VLAN BASAR RN TP 7 9 01k 23 ) o 6 26
AL i v] LU A VLAN RISk 25 0], (EA BT 45 7 A IR EA T 1418

o Catalyst 3850 ZZHHLHSE A 73 SCHURI AL B N I3 2 A8 3L e 73 SR NI 26 3 231846 1l ISR
e AR, X Bt AR S WAN 82 . CRRIBETHE il Re & iH e
Catalyst 3850 #5& hy 73 SCHUMIAL B N 5 3 JZ ALK T . D

SR EIEN - T SSID it
CEALSSID B, 550 FIVEN R A BB U MAC SIESEE (I MAC 505580 16 7T

J# L SSID (BYOD_Provisioning). 1% SSID ¥ 4 & A& Wit £ Catalyst 3850 AZ#AL b — > B 1) 1
it VLAN. & 5-40 7R 7 X SSID ¥ it 7 SE WLl & N .
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| $5% BEEELLEMIHERIT

S - maEAit B

& 5-40 BEYIIRE N - W SSID

2  WERL |
i

! : _‘

| | rﬁ|

i g/ )))) Catalyst i n

i ' ISE

=7 - 3850
BYOD_ggI)l\SISIOnmg -’_ _e AN @ i
=y - - ;

i R i ‘.-uf‘ép

i =B >zt T ’ E .

! %ﬂﬁj\ —( : = CA

i 7 BYODég:Bployee O Bpm 4 I i [ oA | §
55 PR TAE R SSID [ Al 5 £ VR MR TE I 43 SR N % VLAN (145 22
# 55 R SSID FiRE& EEMRITHIHZH#HFHI VLAN
AR VLAN |VLAN Z#r
HEMIEL NN B IT EHK RS BA%e. #avin |12 BYOD_Employee
AP BAYC R AT HLIEE W9 U 1) A PP El 53 T B ) B
A SSID T4k H ML VLAN. 13 BYOD_Provisioning
93 SCAURE e 55 4 B FR i VAN 16 Server
FH T 9 &4 Rt et i B 2 ) VLANG 18 Management
T 28 BIC 2 A 2l R BEE RS B VLAN. Arhgk3)5s 3 )2 (777 |BYOD_Guest
EERN

PAR FC B A )7 Be it T Catalyst 3850 BiAMCE I —A7n i, AZBSMNE A TSR MAC if
JEMR SSID i BE 26 Sl vh Jo e e 4 (1 L EE MY

aaa new-model

1

!

aaa authentication login default enable

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting network default start-stop group radius
1

aaa server radius dynamic-author

client 10.225.49.15 server-key 7 032A4802120A701E1D5D4C
auth-type any

1

aaa session-id common

1

ip device tracking
1

gos wireless-default-untrust

vtp domain bn

1

mac access-list extended MAC_ALLOW
permit any any

| B E%%%& (BYOD)CVD jF4&25 W
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|
wireless mobility controller
wireless mobility group member ip 10.225.50.36 public-ip 10.225.50.36
wireless mobility group name byod
wireless management interface Vl1anl8
wireless client fast-ssid-change
wireless rf-network byod
wireless security dotlx radius call-station-id macaddress
wireless broadcast
wireless multicast
wlan BYOD_Employee 1 BYOD_Employee
aaa-override

client vlan BYOD_Employee

nac

security dotlx authentication-list default
session-timeout 1800

no shutdown
wlan BYOD_Guest 2 BYOD_Guest

aaa-override

client vlan BYOD_Guest

mobility anchor 10.225.50.36

no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes

security web-auth

session-timeout 1800

no shutdown
wlan BYOD_Provisioning 3 BYOD_Provisioning
aaa-override

client vlan BYOD_Provisioning
mac-filtering MAC_ALLOW

nac

no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
session-timeout 1800

no shutdown

PR E B AR 7 Bt 73 S i o G B RO AA MR B )3 3 s 9, T SCRFEHT MAC 3 38 XL SSID
FH T St o e A 1 VR (24 Catalyst 3850 R FIASHAL 7845 2 JA S HALI)

interface GigabitEthernet0/0

description CONNECTION TO CATALYST 3850 SWITCH

no ip address

load-interval 30

duplex auto

speed auto

|

interface GigabitEthernet0/1.13/ JHEl VLAN

description CATALYST 3850 PROVISIONING VLAN
encapsulation dotlQ 13

ip address 10.200.13.2 255.255.255.0

ip helper-address 10.230.1.61/ % puCP F4k3| pHCcP AR
ip helper-address 10.225.42.15/ ¥ pHCcP H4kF| ISE #HATHHT
standby 13 ip 10.200.13.1

standby 13 priority 110

standby 13 preempt

B ERBH%%& (BYOD) CVD A% 2.5 |
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9 3ZHHIRAEHEEN - 8 SSID g it

75 SSID ¥eit, £k SSID (BYOD_Employee) i 4F [ 73 W% 4% () PEAP 2 #F & 4y B0 iiF . 7F
HEM SR, Ak SSID Jlid [ vE M4 4 1) EAP-TLS SCFF S 4h 86 iE . %Ak SSID 4 A ke if
F| Catalyst 3850 AZ#eHL E—ANHph il VLAN. K 5-41 7R 7 5 SSID B0 Se MUK il

BN
& 5-41 SEHHHEENA - # SSID
P | gEeRL !
=15, GEm |
| : _‘
| | r&
; ] e ;e
: I—:__ = ) 3850 : 1SE

=
@

BYOD_Employee ’—_@

-
% 5-6 Pt T4E ] B SSID E B 4% HVE MBI 20 SEHLRI N % VLAN [R5
7 5-6 FFE SSID F#i%&H AR TRIA SHI R H#H VLAN
1% AR VLAN |VLAN %Z#R

—_

HAAMTLL AN 1 IT EHB% . R WV
BRACEAT TLIE Y I BB IR by B3 T B B4

2 BYOD_Employee

I3 SCHURA IR 55 %% T B VLAN, 16 Server
FH T 199 246 FEA vt i B 1K) % ) VLANG 18  Management

Moo 2 A s R BRIE RS 2 VLAN. ArPgks)ss 3 2k ihias. 777 | BYOD_Guest

PURNBCE Wos TAEH L SSID Ay MR AN Catalyst 3850 H #5730 AHOCHC & -

aaa new-model

|

!

aaa authentication login default enable

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting network default start-stop group radius
|

aaa server radius dynamic-author

client 10.225.49.15 server-key 7 032A4802120A701E1D5D4C
auth-type any

1

aaa session-id common

|

ip device tracking
1
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W 53t - BaEANGT

gos wireless-default-untrust

mac access-list extended MAC_ALLOW

permit any any

!
wire
wire
wire
wire
wire
wire
wire
wire
wire

wlan BYOD_Employee 1 BYOD_Employee

less mobility controller
less mobility group member ip 10.225.50.36 public-ip 10.225.50.36

less mobility group name byod
less management interface Vlanl8

less client fast-ssid-change
less rf-network byod

less security dotlx radius call-station-id macaddress

less broadcast
less multicast

aaa-override
client vlan BYOD_Employee

nac

security dotlx authentication-list default

session-timeout 1800

no

shutdown

wlan BYOD_Guest 2 BYOD_Guest
aaa-override
client vlan BYOD_Guest

mob
no
no
no
no

ility anchor
security wpa
security wpa
security wpa
security wpa

10.225.50.36

akm dotlx

wpa?2
wpa2 ciphers aes

security web-auth
session-timeout 1800

no

shutdown
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[ [2] BYOD HI S AR 5551 2

&ITHEE: 2013488 7H

SRS 055 518 (ISE) SUVELEIEANAT LR AN TG 2k 0 4% v 92 Jt B2 P e o S, DA Bh gl 2 g fit e 4
4N . £ BYOD #i i 02 T0] BUEAS N 46 22 4 i 2 B 4%, 1) Cisco ISE 78 I X 1)
SEPL AR R A . B SR A A (MDM) K, A 2 R AAIRE
] BT I B 4 AR .

Cisco ISE #2472 Kb 37 Ao A 8308 Ho s FE v 3 R A58 M o AR SO /R O TS B 4 7 Sl e 77 5 %2
AT 5o A R

X/ BYOD #25, MArd T rlgES il E — A ISE 15 Al R AAA EHAERNER
P WA 28 oy 3 4 47 1) 2% 2 [R) F T 2 7 3, ml DAZETUAY AT ISE 5 5 0] )8 H AAA TAER K3 /
Ay B A Ay 1

XK BYOD #8538, ISE LhRE v LA AE 2 /AN 1T i o A 208 S LR AN [H] ISE A £

o HH -EHY S REHKEE ., FomGRE T, TRE A FEEEEA SR
TP N

o WA - WAEEAY AACEE H S IR LI R RS TR AR, aTRes AN
TSP SR AN IR W Y

o TRMEHRSS - TRMEHR ST SR ME SIS UE . AL ViR Vi &P L T RS . FE AT
KA, AR 2 AN TR IR 45T A

FEH R BYOD 0 35 $2 I S2 RF, Al DAZE N A B ERE A EA S A, oA A L SR R 4%

T ECRALEE AAA ThRE. KT KA BYOD #5%, WaEM(n] LAESR b aE b H A S Th et & 3

Ry

ISE B9 S iEB

ISE % i1 CA M55 4258 M S AE1S, A RESRAF &0 WM ST 2 R 1E. 8 6-1 WL 2 1
Y] T AP IR
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Z6&E HEBYOD HSHRESIE |

W SEFHRERETEN

ISE 1 1

& 6-1 7# ISE _LEREBHITH MRS EaEE
| ERRBIERFBRRES |

L |
—1 T% CA IR EiEH I

| i OA MR B3R ISE K |

— [RI7E ISE L&R% M CA FRBZEBRMAHYIES }—

A RAE Cisco ISE 238 FiIE BRGNS, 155 W TrustSec Jik$gr -
http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto_60_byod_certi
ficates.pdfo

> = ()
BITETENX
WA 28 U 5 T T2 B IR AIE . FERCFIACIK (AAA) IRSSIERI AAA 275, Blanas bl %

st R 2% A% U HE RS 0 IR 4% 51 & (Cisco ISE) 50 B I 2% 3 2 AT A H o A XM
R4 T ERWCK B Cisco ISE Y AAA iR .

M BB A LR (A 802.1X BH 4 BAIE i 0 TG k42l 2 RIAZ L) I

X 44 1 4 78 24 % )1 it Supplicant 277 3 ) 802.1X B Il o by T Lk N 44 B Al A 2 15 B T
) BLRR, DL B2 A SRR LE IR 55, I 6% 15 4 A RS S5 D B E R 55 4% 11 ISE Jli A o 45 25K
PRCABAT 5L AT O A2 100 26 B2 1045 S0 LA ) T0) JC EAT B8AIE () 55 UEC % ISE.

A TAE LA BRCE ISE, S HE 6-2 FILLTFE &

1. £ ISE "', # % Administration > Network Resources > Network Devices, &5 i ili Add.
WANREN TN

BN DR 25 B 1Y) TP Mk o IX AR T TR A T AT Radius 3845 (1 bk

WHRZHT O B T WS &S B A R A, 1 B e o7 B B e Y

Bi'E Radius JLoz @i, A2 510 M 4 ¥ %5 B2 ISE RS54 e & 10 2 f5 UL AL o

miii SNMP Settings 55 (][] i Sk IR 4 i 2205

292603

U
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| #£6% @ BYOD MSARRESIEE

& 6-2 ISE F59 4512 & E

ISE 5 Active Directory &£, W

iliali ) . .
cisco Identity Services Engine

{0 Home Operations |»  Policy | »  Administration | v

%% Gystem 5’3 Identity Management

Network Devices Network Device Groups

Network Devices
& )
R R -

| Metwork Devices >

BB Default Device

BE Metwork Resources |22 Wb Portal Managernent |5 Feed Service

External RADIUS Servers RADIUS Server Sequences SGA AL Servers MAC Managers MDM
Metusark Davices List > ua28-wleSS508-1

* Mame| ua28-wicS508-1
Descrption | Campus WLC

* 1P Address: [ 10,225.43.2 / |

T —
Software version[ |~

* Network Device Group

Location [ ampus_Controllers | set To Defauit

Device Ty 4 Device Tynes | |_set To Default

Network Devices

¥ suthentication Settings

~ SNMP Settings

ISE 5 Active Directory £E 5%

Enable Authentication Settings
Protocol  RADIUS
Enahle keyWrap [
* Key Encryption Key Shiow

* Message Authenticator Code Key

Key Input Format ASCID HEXADECIMAL

* SNMP Version __2: -
* SNMP RO Commurity [shaw

SMMP Username
Security Level
Auth Protocol

Auth Password

294115

Privacy Pratocol

HAR ISE nJ LU TS 030 UF H R 4Ed W P A10ER,  ROK 2 B2 SO A0 H sk A o 22 5 4
. 15 Microsoft Active Directory 825, H P A S0 RAEAGS B AR 43 2 0 HE 2L, JFH

A LA SRR 1)

# Y Active Directory 2, 7 ISE ', i ifi Administration > External Identity Sources >
Active Directory JF45/E 844, W& 6-3 Jion. 45 ZHE ISE 15 s 75 0] LUEHE 3] Active Directory
1, 1% miiti Test Connection J-{iH AD H J' 44 AL AT S 50Uk, WKl 6-3 . fiidi Join

ISE 5 i A #| Active Directory o
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N pzamamEmils

B 6-3 Active Directory £t

i
Identity Services Engine —_—
<iSco o E {2y Home  Operations|¥  Folicy| v Administration | v

<%= System £ Identity Management B Metwork Resources 144 Web Portal Management |k Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

0 Active Directory = AD1
External Identity Sources £

ar=E- -

[ Certificate Authentication Profils »

Advanced Settings Groups Attributes

* Domain Mame | sdulab.com

* Identity Store Mame| AD1
Cne or more nodes may be selected for Join or Leave operations. If a node is joined then a leave operation is

[ LDap ¥
Jain Leave Test Connection
[ RADIUS Token »

~— R5A SecurID 3 [ I18E Maode 4 | ISE Mode Role Status
o O de-ise-1 STANDALONE Ed connected to: de-adde-1.sdulab.corm

< Active Direckary

294116

4
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AR URES RS TV R fe iR A TR E D IR

http://www.cisco.com/en/US/customer/docs/security/ise/1.2/user_guide/ise_user_guide.html.

WK Y o~ . Y

EFBRNEMIIS
Cisco ISE IR 28 BEM L Z N1/ . BYOD R IMKFEVI &1 b0z, HH, H
THBC H I, AKEEN 51 T E ) B E By P kg AT R B B 13 &, “BYOD VUi iZk
FEN” e T WA VR T ) AT U R LN . B ISE [ A bR AE SRS MR T, aTH
TAFEHK . d2 B SEIE AT B E X, DR IR AR 1]
ISE SCHF HIDMAC, AVF ol TN AN A& fER&TEME R,  ISE $ A8 H HAH:
Supplicant 7% /' ¥ #EIL B4 o
BT AT A SN N &S TR MR, BYOD R4 51 SN 13T DL R D 5
1. 0 RS IERRIIT SSID (A SSID ¥4 BYOD_Provisioning SSID) &

WA HE [0 BT EM T

A NSEUE, 1 ISE £ %) Active Directory HEAT & #3560 31F

U B AR AE W 28 e, 2 B 1m) 2 |3 By .

5. R ER O T N ME— 1B 2% UL I 58 e 2 v Mt

PR A A BN, TN PR E X LT /i Administration > Web Portal

Management > Settings > Guest > Multi-Portal Configurations, 1/ 6-4 fi7s.

& @« DN
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wrmamEnle B

& 64 [7F %2 & - Operations
atftan]ne T . "
cisco Identity Services Engine 4 Home T Palicy| v e
{g System %’5& Identity Management i MNetwork Resources |#4 Web Partal Management |5 Feed Service

Sponsor Group Policy Sponsor Groups Settings

Multi-Portal Configuration List = DefaultGuestPortal

Settings
b Wl cenerel Multi-Portal
P | Sponsor
- . General Custornization Authentication
| My Devices
¥ | Guest Guest Portal Policy Configuration
= Details Palicy Guest users should agree to an acceptable use policy
= O Mot Used
» [ Language Template ; :
= ) ) ) ® First Login
* || Multi-Portal Configurations O Every Login
i= DefaulkGuestPartal
i= Portal Policy Enable Self-Provisioning Flow
i= Password Policy Enable Mobile Portal
¥ [ Time Profiles Allow guest users to change password

O Require guest users to change passwoard at expiration and first login

[J Guestusers should download the posture client

Guestuszers should he allowed to do self service

[] Guestusers should be allowed to do device registration

[ wian Dhep Release (Mote: Release should occur prior ta the CoA. Renew should be setto

i= Username Policy

Save Reset

204117

DefaultGuestPortal & 45 H T HBIEM 177, B A SRRy B B

A EARE T PR P AT Sy I E K U7 2, TE IR R € 177 ) Authentication IETR, Wi 6-5
FEoR, SR R BEAH DY (1) 2 701 -

o Guest - ['] PR UEAAifi (R A KO E 98 ZE b i U5 2 F P i P

o Central WebAuth - Fi 45 5 3 2 7 51 vh 48 & (1 800 PR 56 e -

* Both - e A MY ZHAE ERAE T 7 o W RRAREIHT T, WA HT 5 3 P ) o SR G
b B e 2l 5 O Bk
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& 6-5 BHEIEITFARE

cisco Identity Services Engine

Administration | «

7 Home  Operations| v Policy| v
:;- Systermn :_“s Identity Managerment i Metwark Resources £ Web Portal Managerment |6l Feed Service
Sponsor Group Policy Sponsar Groups Settings
Settings Multi-Portal Configuration List > DefaultGuestPortal
> I ceerd Multi-Portal
» [ sporsor
> £ My Devices General Operations Customizaton
v [ Guest
Dretalls Policy T Identity Store Sequence | Al_Stores_Sequence -
Guest Roles Configuration
» || Language Template
* | Multi-Portal Configurations
i= DefaultGuestPortal
SponsoredGuUests
Fortal Palicy
Password Policy
» [ Time Profiles g
Username Folicy g
&
. > )
FRUEFR1EA S ERY ISE
FE0K ISE S N LLEPAE N 843 %, % 4% Administration > External Identity Sources >
. . . SN STIA N 5 —
Certificate Authentication Profile > Add, Jf& XA PR UERCE CAF, WK 6-6 Fiax.
A 6-6 IFBB I EX
sl !
Identity Services Engine
cisco ¥ 4 /0 Home  Opertations | »  Policy | admiristration |«
=%o System ZL Identity Management B Metwork Resaurces £ Web Paortal Management |k Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
External Identity Sources Cert\ﬁc.ate Authentication Profiles Li.st = Certificate_Profile
Certificate Authentication Profile
Aol M v * Mame | Certificate_Profie
|| Certificate Authentication Profile ¥ Description
._;_- Active Directory
[ LDap ¥
(] RADIUS Taken > Principal Username X509 Attnbutel Subject - Common Mame - ||
= RS54 SecurlD 5 [] Perfarm Binary Certificate Carmparison with Certlﬁcate retrieved from LDAP or Active Directory
o LD&P/AD Instance Mame
=]
Save Reset 3
™

S0 IRFS

%fﬁﬁr?ﬂﬂ%?mxmaffﬂé& o T AR 5
RSA %,

/it Administration > Identity Source Sequences > Add. 6-7 i
NHIBCE B T — A4 4 All_Stores_Sequence HJ & 43 V5 /5 51

LDAP.
A LA IET K 5 U3 51

Active Directory-

FEUE U o 3K LU 3 R B 9 A

BT Active Directory (AD1).

%4 “Certificate_profile ” FJUE M & SCAEFI N H 7 o
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& 67 BHEFS

Identity Services Engine e
eis Y 2 > Home  Operations | v Policy| v Administration | »

-1;°;1- System :_1 Identity Management i MNetwork Resources |24 Web Portal Management |6y Feed Service

Idertities Groups External Identity Sources Identity Source Sequences Settings

[dentity Source Sequences List = All_Stores_Sequence
Identity Source Sequence

ldentity Source Seguence

* Mame | All_Stores_Sequence |

Description | active Directory, Certificate Authority And Internal Users

v Certificate Based Authentication

Select Certificate Authentication Profile |Ceru'ﬁcate _profile v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Guest Users - AD1 -
Internal Users
Internal Endpoints

294120

ISE &Y SCEP B & X ECE

e, ISE A4 Sk o vE M i (SCEP) ARER S5 4%, B, ‘& RiFB sl ) i M CA ik
SR B FUE . ISE MIX—HEIRE R VFITH &5 (W1 i0S.  Android. Windows Al
MAC) il ISE SR ECTFAE 1. BhIhRess ol itk fe, W3 il 7 2o B A iE B A nd .
F/E ISE FlC 'S SCEP e 30k, i &5 Administration > Certificates > SCEP RA Profiles >
Add. &3 SCEP & ctf, Wk 6-8 Fim.
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N sp0irEs

& 6-8 SCEP EEX I E

cisco Identity Services Engine y

‘ot Home

Operations [ v Palicy | v Administration | »

ofs Systen | Sl Identity Management

B Metwork Resources

|24 Web Portal Management |t} Feed Service

Deplu\;ment Licensing Certificates Logging Maintenance Elackup & Restare adrmin Access Settings
Certificate Operations SZEP Registration Authority Certificates = sdulab_ca
" Edit Profile
® Local Certificates
& Certificate Signing Requests SCEP Registration Authority
e *
® Certificate Store Marne | sculab_ca
@ SCEP RA Profiles DESCriDtiDﬂ|
@ OCSP Services I *URL http://dc-addc-1/ certsry/ mscep I
' Certificate
Request Agent DC-ADDC-1-MSCEP-RA -
Certificate ™
3
3]
\ EEN N N N N —
FCE )G, ISE N4 RA GEF AT CA 5 4 AR CAGET:, W 6-9 Fior.
.
& 6-9 EBE
alialin . . P TS
cisco Identity Services Engine ) Hame cpastiorallePolcy | v e =
sfe System Z Identity Managernent B8 Network Resources |5 web Portal Management |e Feed Service:
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Certificate Operations Certificate Store
© Local Certificates
@ Certificate Signing Requests J Edit %Impmt Change Status | g Export M elete
@ Certificate Store [ Status Friendly Mame ~ | Trust For Client Auth | Issued To Issued By
2 SCEP RA Profiles [0 @ pisahied #Go Daddy Class 2 Certification Authority #00003 @ Go Daddy Class 2 Certifi Go Daddy Class 2 Certifi
& OCSP Services [0 @ pisabled Cisco CA Manufacturing @ Cisco Manufacturing CA Cizco Root CA 2048
[0 @ Disabled Cisca Root C& 2048 =) Cisca Roat C& 2048 Cisco Root CA 2048
[0 @ pisabled Cisco 55CAZ Certificate Authority Cisco 55CA2 DST Root €A X3
[ B Enabled DC-5DDC-1-MSCEP-RA #sdulab-DC-ADDC-1-CA#000. @ DC-ADDC-1-MSCEP-RA sclulab-DC-ADDC-1-CA
[ B Enabled GoDaddy Intermediate Go Daddy Secure Certif . Go Daddy Class 2 Certifi
[ © Enabled XenMobile Portal =] wrn-mdm.sculab. com S5L Servers Certificate ...
[0 B Enabled solulab-DC-ADDC-1-CA#sdulab-DC-ADDC- 1-CA#000 solulab-DC-ADDC-1-CA silulab-DC-ADDC-1-CA o
[0 B Enabled L Cisco, com #WeriSign Class 3 Secure Server C.. @ W, CISCOLCOM WeriSign Class 3 Secure.. g
[0 B Eenabled sy perfigo.com# Thawte SSL CA#0000S @ iy perfigo.com Thawte S5L Ca g

B 443 560 E SR e

03 9 UE SR 5 Sy ISE ok 55 2 R T 5 473 56 UE R 5 4 U508 15 1) b i3

ISE VAl & 14,

AR 45 R ) U RS I IC A5 R . 5 0 B e S 4

o FUFMITRSURS, %10 PEAP.
o T S OKAE K S 4T

EAP-TLS %

R BRYT 1) H R 75 RN, SR SR UE R R BN 20N B AC B o SR 2 28— A 41, )

AL 1l AL 43 FE 1) B 4 )
1/ “If. then. else” ZHEIFALHN:

IF Wired_802.1X Then
Allow default protocols

Elseif next condition
Take action

Else
Use Default Rule
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FEARSCWTE Y BYOD #ihH, ISE R BT A S0 FERAE T 2 /M (il MAB il dotlx) o G434
L& AD. Certificate_Profiles RSA. P#SH P AN # & uiy . WIS U5 | BT LR A 26 Togkk
TCREEE . WS AT 2 U3 B AT = B, A AS R s 82 48 ISE.

MAC 5 {5k 55 s (MAB) W i8CH] T3 e AR AL dotlx BCE KB oo T vV i) W&t i, e0id
if MAB PRSUEAE IFAE ] B O MAC HUhEAE IS 03 FEIEHIS DL, ISE KIIE MAC $blik 2
TAFAETAEM B PErp s WORAAFAE, RIS (HE, fEM BYOD il BHrisih A
FEAE HRMAL ] MAB PR A2 BEWS $2 A U0 BE 5% (1) MAC ik

KT Lt S, ISE I R R A E e B R BB, BT R A1 MAC Huhik I RANAE
TG0 ES . B 6-10 AU T il E .

& 6-10 MAB 595432 il 520

i
Identity Services Engine T
cisco y il /> Home Operations | Palicy | v Administration | v

|4 Authentication &, Authorization |4 Profiing |@) Posture |6l Client Provisioning &) Security Group Access &% Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protorols that 1SE should use to cormmunicate with the network devices, and the identity sources that it should wse
Policy Type () Simple () Rule-Based

- | Wireless MAE AuthC | ¢ 1] wireless_MAB Al Protocols: [slowed Protocol : Default Net...

Diefault o oUsel mi_sStores o
Identity Source|A\I_St0res
Options
If authentication failed| Reject Lo
If user not. found | Continue id
If process failed | Drop |-
Wired MAE AuthC o I Wired MAB e For authentications Using PEAP, LEAR, EARFAST or RADIUS MSCHAP ]
Bl 2| Ttisnot piossible to continue processing when authentication fails or user is not found. =
g If continue option = selected in these cases, requests will be rejected. §

TR R E T, A R EAEH dotlx Ppill5 ISE 1f5. ISE ffi ] Active Directory % iFiX 4625
iy B3 1 K UE P HEATIRAE o 18] 6-11 483 T AN[R] A B0 IS0 LA A2 28 I iSChn ] A AN 7] 53 3 2 04T 53
(AT

| B E%%%& (BYOD)CVD jF4&25 W



$6% TWHBYOD WERIREIIE |
T
& 6-11 BB IERRE
R TR 45 ‘
(£ 5| BMfER#%E MAC
All_Stores F51 445
R
FAPTLS >| Certificate_Profile >
BT SAEIE
P & 17y ja) 2R B 2 YR AL
5| fEM AD 1T
PEAP SAIIE
B4 7 15] -
R 6-1 VLI T I SER £ AR BE T W A St s s

# 6-1 B HE AT
M & FR P £ 17 151 4 7 RFRIY | FH S4B
Wireless MAB AuthC |54k MAB ks 2RIN All_Stores
Wired MAB AuthC 4 MAB g 2N All_Stores
Wireless Dot1 X AuthC |Wireless_8021X il TEAE B EAP_TLS Certificate_Profile

Tk w2, PEAP All_Stores
Wired Dot1X AuthC Wired_802.1X s HELAE P EAP_TLS Certificate_Profile

Fepsa PEAP All_Stores
Default S 1

Fotk S I IE SRR

TR R T W 4 I, i e £ v LA MAB 87 dotlx 0. A FH MAB 19762k W4 4 (1) 5 43 36 1IF 5
WS £ BT IO 515 T e 2 AR A AL dotdx BRI TEL BN 1 B O B0 UE S, i 6-1 B

7No

Jok Dotlx B 45 Ef& wireless_dotlx FRSC RN ZFR. BEIEIVCHD wireless_dotlx Wi A P4

SRR

o LLUETD - B SRS EAP_TLS KHUCHS, 5 HAEH 5 1 Certificate_Profile %6 iF %7

e

o TGEEN - /E PEAP By IR P P ULEC, JFAEHIfLE Active Directory (] All_Stores £ 4 [

B ERBH%%& (BYOD) CVD A% 2.5



| #£6% @ BYOD MSARRESIEE

Bpwirgn W

B 6-12 Won TIXLERMAEA B i 4a g ISE _ERHCE Ty K.

A 6-12 Pz

i
Identity S i Engi
cisco Eunny sErclres s /) Home  Operations | v Policy | »  Administration [ v

|£, Authentication |®) Authorization |+ Prafiling |® Posture |6 Client Provisioning |= Security Group Access & Policy Elernents

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Paolicy Type (O Simple  ®) Rule-Based

Wireless MAB AuthC o I wireless_MAB Alloweed Protocol © Default Network &ccess and
Default all_Stores

wired MAB AuthcC LI wired_MAR Alloweed Protocol - Default Network Access and
Default All_Stores

Wirgless Dot1X suthC o If wireless_S02, 1% Alloweed Protocol © Default Network Access and
wireless Certificate MNetwork Access:Eapfuthentication EQUALS EAP-TLS Certificate_Profie
wireless Password Metwaork AccessiEapTunnel EQUALS PEAP All_Stores
Default all_Stores

wired Dot suthC © I wired_802.1X Alloweed Protocol - Default Network Access and
wired Certificate Metwork Access:EapAuthentication EQUALS EAP-TLS Certificate_Profile
wired Password Metwork Access:EapTunnel EQUALS PEAP All_Stores
Diefault all_Stores
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Xt 4 P I BE A SR IEAT 43951, Cisco ISE 2B FSMICE, WIEAERGA . Y82k

5. ISE X P unbles oK )a, Wi, S & P ik IS, iR imit E T AE

FIARBEARAS . BB & FUPE A B A E A AR BE B s LRI & SC 4. A H DHCP Rl RADIUS #80 #%

IS T ISE 4TRSS o T MR 25 7 ity 026 SR RN 20 7 i #E326 WE L2 R) () 28 S AR s TR, % 7 i 4

1B GHPRFE AR bR HEIE B 2wy 1% £ I U Bh & iy 15 5 5E R BV EHRFE I BRI . &P b IS IR R

K,

o H[LLYE ISE LFdE FUASHAC & SCF, fFilin: i0S fid & 304,

o DA BRE G AR AR AR I S

Jy T3, R v RIS TR W T Ay U A S AH N IR i HERE B YR OGS Sk . R, fERCE R

U HEIL NG 2 BT, AU B T i HERE R YRR NS ISE. A #4118 10S. Android.  Windows FlI

Mac OS X W £ B2 7 b 4128 8 Y5 R 25 7 b 415 128 TR .

DL & A Ay b b AT 2% 7 g #3060 v 7 g 0L

o ARYEASE AL, A AT 1) S (SPW) #EIE BV ) SR A E Y dotlx ¥
B, R E 2 USRI E T .

o fEMLSBZuE  (HIHN 10S W) B, AFEIEE SPW A, [N i0S WA A EE RGN E
dotlx W'H .

e XIT Android %%, SPW f75Z M Google Play )b k.
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X Fim#Eix &R - Apple i0S #1 Android

RN EZIN R AN P uiHEIX %, 158 Policy > Policy Elements > Results > Client
Provisioning > Resources > Add Native Supplicant Profile. ¥ 6-13 7~ T Apple i0S 54 1# H 1)
Jo4k 10S TLS Bo & SCAF ML BV EAI (S B o e & SC TG & S Ui i) BYOD_Employee
SSID Frifi IS 4.

& 6-13 T4 i0S TLS EEEX ¥

alialn . ) )
€isco  Identity Services Engine <> Home  Operations | » Policy | v Administration | v

&) Authentication =, Asuthorization |+ Profiling &) Posture |6y Client Provisioning =) Security Group Access & Policy Elements
rm—
Dictionaries Conditions Resuits

Results Natl\re. Supplicant P:’Dﬁle = New Supplicant Profile
- . Native Supplicant Profile
[ A
Qv Er -
* Name| wirelzss 105 TLS
v Authentication
v ] Aubhorizabion Description
v [ Arofiling =

v [ Posture *(Operating System | Apple i0S Al <>

» [ Remedation Actions * Connection Type Wired
:= Requirements

‘Wireless
v [ dent Frovisoning *55ID | BYOD_Employee |
i= Resources -
i= Securlty| WPAZ Enterprice - ‘
P Secunly Grog Accesy
* Allowed Protocol| TLS "
= Key Size[ 24 ]

204126

3 (e
K 6-14 78 T Android B&4518 H 154k Android TLS It & SC/FHOTC & VR4S & .

& 6-14 4 Android TLS

i . ’ g
cofon Ldenmn Seiidres B0 4> Home  Operations | Faolicy | v Administration | =

&) Authentication =, Authaorization |5 Profiing |7 Posture |&y Client Provisioning |5} Security Group Access & Policy Elements

Dictionaries Conditions Results

TS Nalnfe. Supplicant Proﬁle = Mew Supplicant Profile
- . Native Supplicant Profile
[ P
|vi=y -
b Name| Wireless android TLS
v Authentication
v | Auvtharization Description
v [ Arofiing =
v [ Posfure * Operating Systemn
» [ Remediabion dctions *Connection Type| | Wired

= Requirements Wireless
* B3 clent rovisoning *55ID[ BYCD_Employes |

i= Resources 3

= Securmr| WPRAZ Enterprise v|
v [ Secuty Group Access

= Allovred Prutocol| TLS -|
*Key Size[ 2048 -
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Bl 6-15 I B T8 C BEA% HIs AT INERAT RS B R BE R AEIXPRIG O T, AR AR
(RIHAE R G073 R S i e S S AF

& 6-15 EFintX Ens

i
Identity Services Engine B
cisco ¥ q /) Home  Operations | v Policy| v Administration | v

1%, Authentication |®) Authorization |4 Profiing |&) Posture |5} Client Pravisioning |5 Serurity Group Arcess & Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determing what users will receive upon login and wser session initiation:
For Agent Configuration: wersion of agent, agent profile, agent compliance module, and/or agent customization package.
For Mative Supplicant Configuration: wizard profile and,/or wizard, Drag and drop rules to change the order,

Rule Narme Identity Groups Operating Systems Other Canditions Results
- [ Aple 05 | 1] any & |and| appre.. @ & |ard] conditiongs) & |ten[ wireless i0s TLs <> |
= Apple oS All h
+ [ android | [ any & |ad[ android T 12| conditionizy 5 |trer|| wireless Android TLS || &
5

HE AR, XT Android W 4%, H TR Z M Google Play B Fa&k4E, e AGEH ISE
DKo

% RimHEiX =R - MAC 0S
X7 Mac OS AR, 5 EAEH] LL R T

o AKHb Supplicant 27wt & SO, H TC MAXTE R & EIRECHRRP S R LA, il an o4k
SSID % #%. B 6-16 W7 T Mac OSX 4% [ AH Supplicant 2% /' i i & SC A
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& 6-16 Mac OSX #4594 Supplicant Z I E XA
i . oo i
entity Services Engine e
e ¥ 9 ‘) Home  Operations | v Policy | v Administration | »
|4, Authenfication |®, Authorization |+, Profiing \®) Posture |ty Client Provisioning |5 Security Group Access
Dictionaries Conditions ResLits
Reanite Mative Supplicant Profile > Wireless 0SX TLS
Native Supplicant Profile
| »
@ |k~ v :
* Mame | Wireless 0S¥ TLS
v [ Authentication
v [ Autfiorzation
» [ Pofing Description
v | Posture
v || ClentFrovisioning * Qperating System = Mac Q5
i= Resources * Connection Type [ Wired
v | Security Group Access Wireless

580 | BYCD-Employee |
Securitv| WPAZ Enterprise '|
* Allowed Protocal| TLS -]
*Key S\ze| 2048

Save Reset
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o [ PRCE S - Supplicant 2 Sl 1L 17 S 0B SO Floa] ARERE T 300 AR

7B R it R, AR R, 51 A5 Policy > Policy Elements > Results > Client

Provisioning > Resources > Add > Agent Resources, F£# MacOsXSPWizard. 6-17 B/ T
MacOsXSPWizard fit & 34

& 6-17 Mac OsXSPWizard BEEX
alialn St . .
ooon Uendi Derulzes EUE <@ Home  Operations | Policy| v Adrministration | v
|2, Authentication Autharization |+ Prafiing |@ Posture |6} Cient Provisioning |&) Security Group Access &% Policy Elements
Dictionaries  Canditions | Results
Results Resources
| £l
- # Edit Add w Duplicate Delete
G E . /
v B Authentication [ mame Type Wersion Last Update
v (] Authorization [ wireless o8 TLS Native Supplicant Profile Mot Applicable 201201126 18:01:53
v [ Profing ] wireless Android TLS rative Supplicant Profile Mot Applicable 201212010 19:43.08
v [ Posture | [ MacosxsPwizard 1.0.0.11 MacOsHEPWIzard 1.0011 2013(02406 16:14 58
v [ CleakProvisioning
= Resources
* [ Security Group Access
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Mac 0S & & )& Pim X R A - T2k

e T MAC OS 4 BT s I . o B S WG, F AN e XAEH A 4 R E
FIXEEH R . FERRCEFEF, Mac OS X w450 LU MAB 5 PEAP i, Rk, 220 E AR
4, M S5XPHHEZ VL.

WERFFE LU AN AE, WILHS MAB HhiX:
* Radius:NAS-Port-Type Equals Wireless—IEEE 802.11
* Radius:Service-Type Equals Call Check

Kl 6-18 78 T EAE MAB P P DG HC 1K) 28 7 s 4 326 S o

& 6-18 MAB H9 & Flig I mE

[
A o
C Identity Services Engine e
2 ¥ 9 /) Home  Operations| v Policy | v Administration | »

|2, Authentication |®) Authorization |4 Profiing |®) Posture |6 Client Provisioning |=) Security Group Access & Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: wersion of agent, agent profile, agent compliance module, andfor agent customization package,
For Mative Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules to change the order.,

=

Rule Mame Identity Groups Operating Systems Cther Conditions ResUlts
= | [4pple ics | [ any < |and[ appie.. < |and [ consitions) & |then [ wirelessios TLs < |
- [ Ancroid | [ amy & |and[ androis < |2nd [ conditions) & | then [ wireless Angroia LS 4 |
+ [[osx wirless e ||1f [ any & |and[ mac oSk < |and [ RadiusMAS-PortType EQUAL. = |then | MacOsHSPWizard 1.0.0.11 And Wireless O... |
- |[osxwickesspErP | [ Ay @ e[ wacosx @ |adl | Expe=siy SNy
W |Rad\us:NASrPnrt—..‘ ‘ | Equals v| ‘ wireless - T v‘ 8
B - [o5x wired Mas | [ any & |and| macosx < |and | O|[Racius:Service-Type® | [Equals ~] [call chack_~] §
&
o v — == S
A B 5] PEAP PhX ) Mac B ULHE, i 200 AL BLT 26 F
* Radius:NAS-Port-Type Equals Wireless—IEEE 802.11
* Network Access:EapTunnel EQUALS PEAP
. Ny
Bl 6-19 SR T ZAEAH PEAP PR MAC B EULECH) 2 AF
A 6-19 PEAP 9% F i i %l
nmm . . i
| e 0} Home  Operations | v Policy | v Administration | «
|2, Authentication |®) Authorization |+ Profiing |®) Posture |6 Client Provisioning |5 Secvity Group Access & Policy Elements
Client Provisioning Policy
Define the Client Provisioning Policy to determing what users will receive upon login and user session initiation:
For Agent Configuration: wersion of agent, agent profile, agent compliance module, andfor agent customization package.
For Mative Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules to change the ordsr.,
-
Rule Marme Identity Groups Operating Systems Cther Conditions Results
= [4prleics | oy & Jand [apple.. < ]and [ concition(s) & |then [ wireless 05 TLs < |
. =i |Andruid | Ifl Any P |and| Android & |amd‘ Candition(s) & |th9”| Wireless Android TLS < ‘
B - [osiwisessms [ If[ aw G Jand [ wacosi < |and| RadiusNAS-PortType EQUAL. < |then | MacOswsPWizard 1.0.011 AndWireless O < |
P |
« [[osx wirsless PEAP {17 Any < |and| wacosx < |and | Network Access-EapTunnel B = |then | MacOsHSPWizard 1.0.0.11 And Wireless O & |
—_—
< [osxwiredmas | Flaw & |and| macosk < |and| Expression il _
. W |Netwark Accasst.., \ | Equals v| | FEAP v| «
- |W\mduws Wireless MAl Ifl Any < |and| ‘Wind. & |amd 0 |Rad\us:NAS-PUrt-..‘ ‘ |Equa\s v| | Wirgless - [ v| 3'3‘
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o N5 MAB 5 PEAP PR3 UCHCE ) 46 1F -

o LERLERA AL AN Supplicant 2% ui it B SO ANIE A T Mac OS X %451 SPW.
SERERME AN 6-20 FToR .

& 6-20 Mac OS X B9 & Fliz X FmE

Sl .
o Identity Services Engine T
Cl=E0 + g /) Home  Operations | v Policy | v Administration | » I

|2 Authentication @) Authorization | Profing  |@) Posture | [&) Client Provisioning | |5 Securty Group Access &, Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: wersion of agent, agent profile, agent compliance module, and/for agent customization package,
For Mative Supplicant Configuration: wizard profile andjor wizard, Drag and drop rules to change the order,

Rule Name Identity Groups Operating Systems Other Conditions Results
+ [2ppeios [ any & |ard[ apple.. & | and [ conditongs) < |then [ wireless 08 TLE <> |
+ [androd | [ any & || androi <> |and | conditionis) & ] then | wireless Android LS % |
—
~ [[osxowreless e J|17[ any < |ad[ macosk < |and [ RadiusNAS-Port Type EQUAL. < | then [ MacOsxSPWizard 1,0.0.11 And Wireless O.. =
» [ osK wieless peap | If‘ Any < |3ﬂd‘ Mac 05X |3Hﬂ‘ Metwork Access:EapTunnel E... ¢ ‘thEﬂ Agent Configuration
~ [osxwredmas | 1f[ any < |and| wecost < |and [ Radiusnag-PoriType EQUAL. < [then| AT {chonse n agent |
Profile: [choose a Profile ]
+ [windows wisless ma | I any < |and | win G |and [ RadiusNAS-Port Type EQUAL & |then Compliance Mocule: [Choase a compliance Maddle ]
Agent Customization Package: [Choose a Customization Package |
B - [windows wieless PE: | If[ any 5 |and [ wing < | and [ metwork Access:EapTunnel £ & ] then
Native Supplicant Configuration
B - [windows wiedMeg | If[ any <> |ad | wing < |and [ Radius NAS-Port Type EQUAL & | then -
Config leard“MacOsXSDW\zard 1.0.0.11 | bol
-
wizard Profile; [wireless OSX TLS ] g
o

Windows i & B9%= Pim X RIS - T2k | B4

5 X Windows 4% 1 0 55 W IO IE 25 B 5 Mac OS X 88 10S % & [0 AR w22, BRI, X BLA
FELMHFIMECE D B, 2R ME— X5k, Windows ¥4 75 Z AN A 1 SPW L, 6-21 #
R T ¥ MAB B{ PEAP 1Y) Windows (fHZEUEE) WA 1% /7 im s s .

& 6-21 Windows 895 F1intEi% &R

-
i 4

Identity Services Engi —

cisco A S e 70} Home  Operations | v Policy | v Administration |«

|4, Authentication |®, Authorization |4 Profiing |@ Posture |&5) Client Provisioning |&) Security Group Access & Folicy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: wersion of agent, agent profie, agent compliance module, andfor agent customization package.
For Native Supplicant Configuration: wizard profile andjor wizard, Drag and drop rules to change the order,

Rule Mame Identity Groups Operating Systems Other Conditions Results
- ‘ Apple 05 | If‘ Any o |and| Apple op ‘amd‘ Conditiagn(s) @ |then‘ Wireless IS TLS <0 |
v ‘ Android | If‘ Any A |3”d| Android 4 ‘S”d‘ Condition(s) <& |th9”‘ ‘ireless Android TLS <7 ‘
B - |[windows wieless e | If| any < Jand [ wind. 4 |and | RadiusiaS-PortTyne EQUAL. < |then| wingPwizard 1.0.0.23 And Wireless Wind.. < |
.. v ‘ Windows Wireless PE! | If‘ Any |and | ‘wind & ‘aﬂd ‘ Netwark Access:EapTunnel E & |thEFI ‘ WinSPizard 1.0.0.33 And Wireless Wind ¢ | i
@
v [ windows wired mag | 1| any 4 Jand [ wina < |andt [ Raius NAS-Por-Type FQUAL_ < | then | winsPwizard 100 23 And Wired Windn & | %
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Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: version of agent, agent profile, agent cormpliance module, and/or agent customization package.
For Mative Supplicant Configuration: wizard profile and/or wizard, Drag and drop rules to change the order,

Rule Mame Identity Groups Operating Systems Other Conditions ResLits
| - |App\e 05 | Ifl Any A ‘3”‘3“ Apple... & |ar|d| Condition(s) L ‘th‘?”l Wireless QS TLS % |
| [ Ancroig | [ Ay Jand[ android < |and [ conditiongs) & |then [ wireless Android TLs < |
v [oskwwelessmas | 1f[ any & Jand[ macosi < [and [ Radusag-PortType EQUAL . < | then [ MacOsxSPWizard 1.0.011 And Wirsless O % |
v | [osx wireless PEAP | If[ Ay & |and[ macosx < |and [ Metwork Access EapTunnel E. 4 | then [ macos¥sPwizard 1.0.0.11 And Wireless O.. & |
v |osKwredmes | [ Ay & |and| Macosx <o |and | RadiusMAS-PortType EQUAL.. < | then | MacOsxSPWwizard 1.0.0.11 AndWired OSXTLS < |
Ml [windows wirsless ma ] If [ any & Jand | wing & |and | Radius:Nas-Port Tyne EQUAL < | then | wingPwizard 1.0.0.23 And Wireless Wind |
v | [windows wirgless PE: | T any > |and [ wing.. <> |and | Metwark Access EapTunnel E. < | then | wyingPWizard 1.0.0.22 And Wireless Wind... 4|
<
B~ |[wrdowswiedmee | F[any & Jand [wing. & |and [ RadiusNag-Port-Tyoe EQUAL. < | then [ wingPiizard 1.0.0.23 And ired Windo... < | g
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ISE WLC
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o WNHBLEREBIM LK 10S B A A FIA Bt TS 0 28 1 5 A U Tl AR
o WA G T iPad CWMAC T HCTUETS, 24T W 45 1 564 Vs I AR .

o SR SOV A VR B AL Bl A A .

o 4T A iPad &% Android & & HV5 ]

J2 F DHCP %0 RADIUS #%: 2%

#BAE ISE Hh e F 437, 3 A5 Administration > System > Deployment. il ISE EHL# ) il
Profiling Configuration. & FAH N IERMIAS , DA WT A=)k 194 A8 AL O 28 Jr Ja8 0 42 1) 24 e e 1)
Hdhite, WKl 6-23 fior.

A 6-23 DU

],
Identity Services Engine T e
cisco ¥ 9 {0 Home Operations |v  Paolicy | ¥ administration |+

=fa Systam S Identity Management B Metwork Resources |24 web Portal Managemnent |l Feed Semice

Deployrment Licensing Certificates Logging Maintenance Backup & Restore Adrrin Access Settings

Dreployrnent Modes List = ua-vise-1

Deployment
: Edit Node
@i b General Settings
» oo Deployment
0 METFLOWY
CHCP
Interfau:el GigabitEthernet O v|
Port| 67 |
U HTTF
RADIUS

Description | The Radius probe collects
Radius seszion attributes as well
as COP, LLDF from [05 Sensor,
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V1% 7E DHCP i 0T e B G2k Rt o #2  #8 , DLUREK 8 042 240 (1) DHCP 04 0,44 % 3|
ISE. fiili Controller > Advanced > DHCP 5[} Enable DHCP Proxy & ¥EHE, 114 6-24 iR,

B ERBH%%& (BYOD) CVD A% 2.5 |



| #£6% @ BYOD MSARRESIEE

B 6-24

CIsCo

s B

2 DHCP ftzF

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

c

v v v v w

ontroller

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Redundancy

Internal DHCP Server
Mobility Management
Ports

NTP

cDp

PMIPv6

IPvE

mDNS

Advanced

Master Controller Mode

DHCP Parameters

|Enable DHCP Proxy | |
DHCP Option 82 Remote Id field format | AP-MAC [=]
DHCP Timeout (5 - 120 seconds) [120 ]
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# it A5 Controller > Interfaces > Secondary DHCP, ¥ ISE ) IP Hilil 4552 & WLC L% B
DHCP JIR454%, W& 6-25 Piros.

&

6-25 4749 DHCP fR % 5%

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Interface Address

VLAN Identifier
IF Address
Netmask

Gateway

Physical Information

44

10.225.44.2

255.255.255.0

10.225.44.1

The interface is attached to a LAG.

Enable Dynamic AP Management

DHCP Information

Frimary DHCF Server
Secondary DHCP Server

DHCP Proxy Mode

10.230.1.61

| 10.225.49.15 |

Global [+
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EHEHYE Android RIS QI Gy 41, £idi Policy > Profiling > Profiling Policies > Android {5
QIRVCIR S, WKl 6-26 iR,

Identity Services Engine

> Home

Android % #75#

Operations | ¥ Policy | v Administration |

|&) Authentication |®, Authorization |+ Profiing

1=

Posture |6 Client Provisioning |5 Security Group Access & Policy Elemnents

Profiler Policy List » Android

Policy for all Android SmartPhones

e

Policy Enabled ¥

Diescription

* Minimum Certainty Factor

Profiling i
‘ ) | Profiler Policy
ol ;\,D:j;v
v [ Profilng Pulicies =
| Android

| Apple-Devics
|44 Applers-Device

* Metwork Scan (MMAR) Action

a0 (walid Range 1 to 65535)
MNONE -
MONE -

* Exception Action

:‘ﬁ‘ Aruba-Device

|44 Aways-Device

Create an Identity Group for the policy (8 Yes, create matching Identity Group

() Mo, use existing Identity Group hierarchy

|4 Blackgemy

|59 EBrother-Device

iﬁ‘ Canon-Device:

|+, CareFusion-alaris-Pump Rules

|+4) Ciseo-Device

:‘ﬁ‘ DLink-Device

4] Draeger-Device

|+ Enterasys-Device

|+4) HP-Device

|4 HTC-Device

If Condlition | AndroidRule! Checkd
If Condition ‘ AndroidRulel Check2

Reset |

* Parent Palicy | NONE -
* Associated Cof Type | Global Settings ke

Systemn Type Cisco Provided

L ‘ Then [ Certainty Factor Increases =] [30 |

< | Then ‘ Certainty Factor Increases v‘ | 30 |
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Android 7 H7 51 )W 1% 51 #F Endpoint Identity Groups > Profiled . #iili Administration > Identity
Management > Groups, 717 H ISE 7} #TH) Android W& %15, WE 6-27 Pz,

& 6-27 Android G4
allie
cisco Identity Services Engine

/0 Home  Operations | v Policy | v administration | »

ofo System B Identity Management

Identities Groups External Identity Sources

Identity Groups

[ A]
@vm B
» [ User Identity Groups
* || Endpoint Identity Groups

b Blacklist

oh GuestEndpoints

-

= Profiled

oo Cisco-IP-Fhone

& whitelist

o b workstation
ub RegisteredDevices

7]
e Unknown

B NMetwark Resources

|24 Web Portal Management |65 Feed Service

Identity Source Sequences Settings

Endpaoint Idertity Group List = Android
Endpoint Identity Group
*Mame  Android
Descripti0n| Identity Group for Profile: Android
Parent Group Profiled

Save | Reset |

Identity Group Endpoints

SpAdd

MAC Address

¥ Remave ¥

Static Group Assignment EndPoint Profile

O 10:BF48:FaERCS false Andraoid
O 24:5F0F:22:28:82 false Android
O =m:es:a9:55:03:1F false Android
O &4:a7:60:00:5C:84 falze Android
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Identity Services Engine T
cisco ¥ 1] /2 Home  Operations | v policy | v  Administration | v

|£) Authentication |®, Autharization | Profiing |® Posture | Client Pravisioning |5 Security Group Access & Policy Elements
profiling Logical Profiles List = MDM Managed
| ) ‘ Logical Profile
Logical Profile that includes all devices that wil
G e * Mame \ MO Managed Description| be alowed in the netwaork
» [ Profiling Policies
+ [ Logical Prafiles Policy Assignment
S Awailable Policies: Assigned Policies:
Il 5 e Apple-Device = —— Apple-iPad —
55, CIoDfiEmes Apple-MacBook li Sarmnsung-Device
Apple-Phone |T Apple-Device
Apple-iPod Android
Applera-Device s
Aruba-Device
Aruba-6R == ]
Avaya-Device - -
Save Resat
¥ Logical Profile
Endpoints in Logical Profile
Endpoint policy - | MAC Address 1P Address
&ndroict BC:47:60FF9L:34 1,231,337
Androic 3FAL:3C 442124 1.231.2.29
£ndroid 30:85:492:55:03: 1F 1.231.2.22
Androict 6447690905068 1.231.2.28
Android CEE000:27:0519F 10.19.216.122
Androic BC:EBLF3 776364 1.231.2.26
Android DO:DFCFC2FREA
Androict 24:5F.0F22:28:88 iLs2efilEl e g
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Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions, Drag and drop rules to change the order,

| First Matched Rule Applies -

» Exceptions (1)

Standard
Status  Rule Mame Conditions (identity groups and other conditions) Perrmissions
rd MOK Enroliment ISE_Registered MOM_UnRegistered Internet Lnkil pMOM

Mireless EAP-TLS
MOM_Managed MDM_Cperational

204141

AR IR FNEC & 3

BRSNS R SV ) P 45 F) BEAR 22 A SR o RSB ARLEE Th FT W  J E BRI D 1), A RRE B
#on] DU ISR BRURAE RGP AT A A3 1 o SO th 2 A RN 2 Bl

FAN = F Loz E X, wE 6-30 fis:
o A (1)

o M)

)

o PRURCE SCHE (4)

BURR A B SCAAAT (4). 5 S RAERSRL,  SERORNR AT 2R F AR BN . 2R
WAL A, WAL Bk, HL23 IE R R 5 A0 T R 452 AE B S AF

o m
i Identity Services Engi —
- Cisco entity Services Engine /> Home  Operations | v Policy | v Administration | v
|4 Authentication |®) Authorization || Profiing = Posture | dlignt Provisioring |2 Security Group Access & Palicy Elements

Authorization Policy

Defing the autharization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order,

| First Matched Rule Applies -

» Exceptions (1)

Standary
ule Mame

° Permissions

Si Conditions (identity groups and other conditions)
[ ‘wireless Black List Default I Blacklist Wirgless_Access Blackhole WiFi Access
Wired Black List Default Blacklist Wired_Access Blackhole Vired Access
MO Enroliment Wirgless_EAP-TLS ISE_Reqistered MOM_UnRegistered Internet Urtil MDM
MOM_Managed DM _Cperational
Dual SSID Provisioning wWirgless_MaB Provisioning_¥WLAR wWirgless WA
g
Single SSID Provisioning Wirgless_PEAP Employes_WLAN wireless NSP =
&
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IRAECE X

PR E AR — AR, 2 AR @ BUR AT SR VFs i) — A 4 R 55 o $B0E E SCHRIE
E SCES T RIX A RR K5, "I RER S

FZRUAC SO RTZ T P 50 % R e AR AT 23 4, ] REELFE DL R AT 55

o /MK VLAN.

o —/MHKH W R4 ACL (DACL).

o TR RN P gm0 W T iy 44 ACL B2 A bR il 3R AT S S it
o fHH IR BT R R E R

& T #5 7 PermitAccess Fl DenyAccess FEAXHC & SCAF4h, LURIEFIH T A iH 48 R e SRR 4y
i B S
o Wireless CWA - T & SO/ F TR 0 4 v £ 30 1n) 248 MAB FIX SSID #5245 vEMHT T/ o
o Wireless NSP - SGC & SCHFH T-AE S 2 A dotlx BH SSID 1 ] N 25 1), i HL i s 1) 3]
M.
 Blackhole WiFi Access - H TFHIEXT O K& &R (WIFHEZEE, ESHE 14 5%,
CEBERNPE BT .
AV () HAh BT BN T HoAh JURP B2 AL B S

W SSID A EL B Fo £k CWA 14N EL B i

WG SRS AE XL SSID Pe B A H L 703 42 2] I 24 Iy TG 286 1 4 T [ 3 [ By 117 o R B2 AT

AFE L fs & ACL_Provisioning_Redirect Tj [n] 412 BRI U5 7], e 81 3 OV o 28 Jey 3 09 48 ol 4% 4
I E o

PESE XL SSID N, AN SSID ] LU FF i), tnl LU Active Directory FE il #E4T %5 i R4

. fEABHER T, AL SSID ZFFM, FHAKH T MAC B4 50 1F 5% 2% (MAB) % 7 W 4% j 1]
B

5 ECCE P2 BN, s5th Policy > Policy Elements > Results > Authorization Profiles, %I
Kl 6-31 fin.
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& 6-31 Tk CWA #IREEX ¥
sifianfia :
Identity Services Engine — a—
cisco ] 1] () Home  Operations | v Policy | v Administration | v
|£, Authentication =, Authorization |4 Profiing |® Posture |5} Client Provisioning =) Security Group Access & Policy Elements
Dictionaries Conditions Results
Authorization Profiles = Wireless CWA
Results oo
Authorization Profile
\ o] .
; Mame [ wiraless Cyva, |
Qv e LT
. Description |

v [ Authentication
[ Authorization * prress Type |ACCESS BCCERT - |

» | Authorization Profiles Service Template T

* | Downloadable ACLs
v [ Profiing
v [ Pos

£ Posture Comron Tasks
v [ Clienf Provisioning
v [ Securty Group Access

¥ wih Rediraction (CWA, DR, MDM, MSP, CPP)

Centralized Web Auth v ACL | ACL_Provisioning_Redirect Redirect Default

[T Static IP/Host name

™ auto Smart Part
I~ Fiter 1D

™ Reauthentication

v Ajrespace ACL Mame ACL_Provisioning

Advanced atributes Settings

Select an item ‘ = |

Attributes Details

Access Type = ACCESS_ACCERT

Ajrespace-ACL-Mame = ACL_Provisioning

risro-av-pair = utl-redirect-arl=ACL_Provisioning_Redirect

risro-a-air =ttps:,fjip:pDrtfguestportaljgateway?sessim[d=SessiDnIdVaIue&actiDn=cwa

294143

TSR B H BT, R I ME— 2335 ID QI H T 17 URL JRHEIX 23 7% -
https://ip:port/guestportal/gateway ?sessionld=SessionldValue&amp;action=cwa
MRS Web S WA N, B2 HOE R B BEMTT . TR REFXT IS SSID )3
#%, ACL_Provisioning_Redirect ACL } fti/F % Cisco ISE. DHCP 4 45 (DNS) IR 55 15 il
Todk CWA FAUNCE AU J0 2 Jmy 3 0 42 6 2 Hh 1056 52 SCRI A s 44 ACL:

e ACL_Provisioning_Redirect - I F T8 P 20 W 4% & 43 50 UE 15 &' o

* ACL_Provisioning - 1 if Radius: Airespace ACL-Name J&PE1{H (AV) A% B TC k¥ H 4% o
PN ACL 7E AN TG e 7 i 2 1R KA T 0 R A AN [ -

o XFF CUWN L&iHlgs (filtn, CTS5508 Al Flex 7500) , ACL_Provisioning_Redirect [/ 75

246 Web 552 7] () ACL A W 485 1) /) ACL. ACL_Provisioning {XAF & — N a4 %

AldE, JEHAERE URL B2 AL . X CUWN kil 6-32 Fizr it
ACL_Provisioning _Redirect ACL 1] L5 ACL_Provisioning #H [

o XJTHET Cisco 10S XE L&z Hil#s (i, CT5760 H1 Catalyst 3850) ,
ACL_Provisioning_Redirect B FH /5 4% ] Web %€ ] [f) ACL. ACL_Provisioning FI/E# I 7G
2R 7 i ] LU () W) 286 R RS 47 B ¥ ACL. RIL, 485 URL E & MR, %ET 10S XE 14k
Pl s 23 WA HI P AN ACL.
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K 6-32 78T WLC _I: ACL_Provisioning_Redirect FIFCE . X H & — Ao, B AN HRAE
R b 55 SR I 22 42 K

A 6-32 BECRY WLC 15151517

MONITOR WILANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

(Access List Name ACL_Provisioning_Redirect

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any

2 Permit 10.230.1.45 / 255.255,255.255 0.0.0.0 / 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 / 255.255.255.255 Any Any Any

4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCF Server
65 Permit 10.230.1.61 / 255.255.255.255 0.0.0.0 / 0.0.0.0 ucP DHCF Server DHCP Client

7 Permit 0.0.0.0 / 0.0.0.0 173.194.0.0 / 255.255.0.0 Any Any Any

8 Permit 173.194.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

9 Permit 0.0.0.0 / 0.0.0.0 74.125.0.0 / 255.255.0.0 Any Any Any

10 Permit 74.125.0.0 J 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any hco
11 Deny 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any é

ACL_Provisioning_Redirect ACL #& 3 LA T j ) AR :

FuVFLL DNS 5545 (10.230.1.45) 43 / HARE TP Uy i)
FoVFLL ISE R4S %% (10.225.49.15) VE R / H bR IP Vi)
FeF L DHCP 45 8% (10.230.1.61) VE K3 / HFs ) IP V5 i)
» X Google Play fJijj il .

4

b

’.

EE  Android W 7725 1 Google Play Fijti, LM% SPW . &4 ACL LA e i/F£ui 3 SPW. 4347
DNS K45 5 Fl %45 2 8] ff) DNS 25452 JF & ACL_Provisioning_Redirect Jf X} H b 47 #rps HEBR i) —
Bl

7 Catalyst 3850 5% CT5760 ###1%% I, ACL_Provisioning_Redirect & X I -

ip access-list extended ACL_Provisioning Redirect
deny udp any eq bootpc any eq bootps

deny udp any host 10.230.1.45 eq domain

deny ip any host 10.225.49.15

deny ip any 74.125.0.0 0.0.255.255

deny ip any 173.194.0.0 0.0.255.255

deny ip any 206.111.0.0 0.0.255.255

permit tcp any any eq www

permit tcp any any eq 443

ACL_Provisioning_Redirect ACL #5 3 LA T Uj ) AR «

gy CREEM) LA DNS JIlR% 3% (10.230.1.45) 1E R / HARK IP Vi)
gy AR [) LU ISE IR%5 4% (10.225.49.15) 1E 4 IE / HARK TP Vil
gy CREER) DHCP Vil (bootpe Al bootps) .

VF CEE D WA Web FHLE) TCP il

L]
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o RVF CEERD XAEAT %4 Web LML TCP Vil .
o s CRESERD Py HAB LTI KA H RS0 1A

T SSID 3 Ee B
A SSID i FCHEIPRE TG4 CWA AL & S 5K MAB a5 B2 A E A NC SSID 45 R AH OGS, 4
K 6-33 fin. B EWASIE: Wireless_ MAB Fll Provisioning_ WLAN.

& 6-33 X SSID #F#A M

.
Identity Services Engine S
cisco ¥ 9 /0> Home Operations | v Policy | Administration | v

|£) Authentication |®) Authorization |5 Profiing @) Posture (sl Client Provisioning |5 Security Group Access & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order,

‘ First Matched Rule Applies -

b Exceptions (1)

Standard

Status  Rule Mame Conditions (identity groups and other conditions) Perrnissions

rd Dual 551D Provisioning ireless_MAR Prowisioning_WLAN Wireless CWWA

2084145

Wireless_ MAB 4172 ISE i Tl s L 444, 1M Provisioning. WLAN %<1 /& 7£ Policy > Conditions
> Simple Conditions 3¢ F.rp 52 L4, W& 6-34 iR,

& 6-34 Provisioning_ WLAN %

s

Identity Services Engine B e
cisco ¥ g 4> Home  Operations | v Policy | v Administration | v

|4, Authentication |®, Autharization |4 Prafiing |@ Posture |l Client Pravisioning |5 Security Group Access & Palicy Elemants
Dictionaries | Conditions  Results

Autharization Simple Condition List = Provisioning_WLAN

Authorization Simple Conditions
* Marne | Provisioning_WLAR

Authorization
| A]

ERIN=1Y LA Description| ajrespace: Arespace-Wlan-Id EQUALS 3

v Simple Conditions >
Wy Compound Conditions ¥
* attribute * Operator * Walus
|\Airespace:Airespace-WIan-Id | \ Equals v\ | 3 \l @
1
Save | [ Reset 3
o

A CVD H, ZEIA IR, BYOD_Provisioning SSID 5 5E X4 3. 24 SSID 5% 3 I, i 4cft
Provisioning. WLAN VCHL. G %4 A AE g 7 38 v B0 ) i ] 52 1

B SSID iAEIRY o &k NSP 124X EL & 304

M A P 52 SRR AN A Ve 1 B T E 1) B A S A T SRRV R T, e R AR AT
2, AH Supplicant % ) St BT R . WX, AATTHCER E 0 2 A B ECTT)T, @RI
B

o2k NSP SAURC B S T4 SSID FL &, U] PEAP B 6 Bk W iSCRE B o6 € R 2V & 11 )7 .

B ERBH%%& (BYOD) CVD A% 2.5
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LR L PZ RS, 55 i Policy > Policy Elements > Results > Authorization Profiles, i
Kl 6-35 TR

& 6-35 T4t NSP SEREEX

N

CIsco' Identity Services Engine

‘0> Home  Operations | v Policy | v Administration | v

|4, Authentication Authorization |4 Profiing

&) Posture | Client Provisioning |&) Security Group Access & Paolicy Elements

Dictionaries Conditions Results

Results Authorization Profile
| 2] *Hame | wirsless NEP |
FEp T . Description |
v [ Authentication * Access Type [ACcESS_ACCEPT -]
v || Authosization .

= Service Ternplate T

» [ Authorization Profiles

» [ ] Downloadable ACLs
v Arofiing

— - Comrron Tasks
v [ Posfure
v || Clent Provisionig .

_— ¥ 'web Redrection (CWa, DRW, MOM, NSP, CPP)
v Secunty Group Access

Mative Supplicant Provisioning | ¥ | ACL |ACL_PrDViSiDninQ_REdifEEt

[T Static IP/Host name

[ auto Smart Port
I™ Fiter-ID

™ Reauthertication

I Airespace ACL Mame ACL_Provisioning ‘

Advanced attributes Settings

Select an itam | = |

Affributes Details

Arcess Type = ACCESS_ACCEPT
Airespace-ACL-Mame = ACL_Provisioning

cisco-av-pair = yl-redirect-acl=2ACL_Provisioning_Redirect
cisco-av-pair =[url-redirect =fttps: /fip:portjguestportal/gatewayPsessionld=Sessonldvalueiaction=nsp

204147

JEEk NSP SR E SO T 0 e a3 W 42l o P 0 5 LI A iy 44 ACL:

L]

ACL_Provisioning_Redirect - 3 F T4 4 3 P 4% & 03 36 1F B
ACL_Provisioning - ifiid Radius: Airespace-ACL-Name J&H{H (AV) K I%E 2| To L= 155

PRI ACL A A Jo 242 il o 1) (R 47 A R AT AN [ «

X CUWN Bzl #s (4, CT5508 Fl Flex 7500) , ACL_Provisioning_Redirect [7] I 73
2P Web € 7] [ ACL Az M 2% 5 1) ff) ACL. ACL_Provisioning {XAF A — N EAME) 2
ARE, JFHAEFRE URL g AL . T CUWN Lg#shlss, K 6-32 i
ACL_Provisioning _Redirect ACL 7] PA5 ACL_Provisioning #H A .

X} F2ET Cisco 10S XE i egkssilds (14, CT5760 Fl Catalyst 3850) ,
ACL_Provisioning_Redirect B fffi ] /E# 1] Web % [ i) ACL. ACL_Provisioning F/E# G
2R 7 g ] LAV ) P 28 TR R S 47 ¥ ACL. Rk, #85€ URL HE MR, 55T 10S XE 164k
558l 2% 2> R 4 T A4S ACLo
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£ SSID iFECHE AN
FL SSID I HC RS o2k NSP 2 AU B S AT 5 il PEAP B IE 1 TG 28 B & HEATH AL 2 1 AH
N T SR A R A B, R AR E 2 1 ID @ EE 1] URL JFHEIL 3 %5
https://ip:port/guestportal/gateway ?sessionld=SessionldValue&action=nsp
MR B Web ST AR N, B2 EE 1 B H BIENT .

Kl 6-36 o T HBURIG T E SCRIEEAORI . R EL 45 A4S 26 AF: Wireless_ PEAP Al
Employee_ WLAN,

& 6-36 £ SSID (gAY

s
Identity Services Engine T
cisco ¥ g 4y Home  Operations | ¥ Policy | v Administration | v

|4, Authentication |®) Authorization |+, Profiing @) Posture 1) Client Provisioning |=) Security Group Access & Pdiicy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order,

| First Matched Rule Applies -

» Exceptions (1)

Standard
Status  Rule Mame Conditions (identity groups and other conditions) Permissions @
=
r'd Single 5510 Provisioning Wireless_PEAP Employee_WLAN g
o
Kl 6-37 &~ T ISE 1l Wireless_PEAP 5 & 41, WHHLL T %A
e Radius:Service-Type Equals Framed
* Radius:NAS-Port-Type Equals Wireless—IEEE 802.11
e Network Access: EapTunnel Equals PEAP
A 6-37 Wireless_PEAP & %1
NN b
LSy ELLeRrvItes Snaine /0> Home  Operations | »  Policy | v Administration | v
|4 Authentication &) Authorization |4 Profiing |@) Posture |5 Client Provisioning =) Security Group Access & Policy Elements
Cictionaries  Conditions  Results
T T Autharization Compound Condition List = Wireless_PEAP
| ‘ Authorization Compound Conditions
L * Marne | Wireless_PEAP
@v| =~ Sy Description | ywireless_802,1¥ And PEAP
v Simple Conditions ¥
W Compound Conditions >
*Condition Expression
Condition MName Expression ANMD W
¢ |Radius:Service-Type | ‘ Equals v| |Framed v‘
¢ |Radius:NAS—P0rt—..‘ | ‘ Equals -| | Wireless - 1 -‘
0 |Netw0rk Access:... | ‘ Equals -| | PEAP -‘
(CReset ] :
Resat 3
Reset 3
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EA CVD H, ZEIRIA, BYOD_Employee SSID 55 X o4 1. 24 SSID 54 1 I, fifj 8o 464
Employee_. WLAN VUHL . G420 T F& @ iyl 24k

Fl 6-38 Employee WLAN %

il
Identity Services Engine e
cisco ¥ q /0 Home  Operations | v policy | v Administration | v

|4, Authentication |®, Autharization |4 Profiing |@ Posture |E Client Provisioning |5 Security Group Access & Polcy Elements

Cictionaries Caondiitions Resuilts

. futharization Simale Condition List = Employee_WLAN

Authorization Simple Conditions
* Marne | Emnployee_WLAN

Description | ajrespace:Arespace-wian-Id EQUALS 1

Lo

a-|=-

v Simple Conditions

e

v el 4

Wy Compound Conditions

* Attribute * Operator * Yalug
||A\resnace:A\respace-WIan-Id \ | Equals v| | 1 | 3
Save | [ Reset )

UEH 0 2 A A AR 55 2%

UEAS AR MU e 55 4 2 00 A BT E S B oo LR . AEAS R DT %6, Windows 2008 CA Ik 5543 11
1E CA 55 o A E e

o WL ATENRSS, Bl Microsoft ] SCEP 52 Jifi
o R S H R T

SCEP 59 NDES PR 2E 08

W 4 ¥ £ IR %5 (NDES) 4 Microsoft 1) SCEP SEjifi, Al b 45 ¥ £ 1] LU CA JEME X.509 1E-F
PEAE P  EET x.509 & i UE 157 AN E 45 P, 75 20K Microsoft W 4% 5 £V IR
% (NDES) 5 Microsoft CA x5t 4 & i ] . A S5 iti NDES HIVE4i{5 &, 2
http://technet.microsoft.com/en-us/library/cc753784%28WS.10%29.aspx.

BRINTE LT, NDES g5 2 Mo & 0 S Bt T UE B vE M — IR PR 4 % . NDES 5 il — Ik ik
BRI N T AT AR TT 5 HE 5 GRS N 1T 412U (0 I 24 B eV MHIE 100 (U, FEAMR UL T
T2 H] RSA SecurID 4 G IE U R £ 3, T LI DI BEREAEH]

45 NDES JIR %5 #5 L)« —IRMEBD” 752245 U W 20 rp gE AT T
Compute\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword .

EnforcePassword [HEWE W E N “07, LIifi{f NDES A4 if R0,

4

b

’.

&  Windows Server 2003, Microsoft & il 1373 M #p i (MSCEP) Z3R/E CA FrERI R — &1 &L L
LALLM . 7F Windows Server 2008 1, MSCEP ¢ #f £l # iy % 4 NDES Jf H & :/E R4
—77r. NDES Al LLZ3efE S CA AR ETHE ML L
(http://technet.microsoft.com/en-us/library/cc753784%28WS.10%29.aspx).

IIS f¥] NDES " eI FHVE M R AR IC BB . P B B AE VR NERTIUT
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\MSCEP
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Z6&E HEBYOD HSHRESIE |

W FEmMEGRES

~
EE ISE WREAE RO TIS 1 & ik K URL. Attt @i, nf feds 20 BN 1S fie B &0, L

YR K ) URL.

N A oy pots = = e
DL i & B4l A 2 OB RAE Ay 24T FisAT:
%systemroot%\system32\inetsrv\appcmd.exe set config
/section:system.webServer/security/requestFiltering
/requestLimits.maxQueryString:"6044"
/commit :apphost

MEP RN
AR BT L TR H W, B RSS2 S 30 E . Ay SO R G000 % F1 % 1 i £ 43 56
WEe PTEA, AR P MU A A R MUE B R OB, i, Web IR45 25 v e 2 H T IR 55 4% 5
OB AE R UETS o [FRE, I 2 P o o 2 B T i S O B U IR . BRIk, T AT IR A
B, AT AR Y AR 58 i SRR 23 R UE . fEBEAR YT %, Microsoft Windows 2008 CA Jik
e i 17 B, VS B IR A IS G AR . AT A 444E Windows CA k45 #s s
PRS0 F 0 R DA K P P o AT R B A
ARIEBBR A ER, WS
http://technet.microsoft.com/en-us/library/cc730826%28WS.10%29.aspX .

Al ] SCEP AE 4 B U CA IR 55 2 3R IO HC R o #3i n) ISE AR UETR 13K, ISE $5if K ¥
R4 CA M5 45 . ISE #EFL'E & SCEP R, DIAbBIXLLIER, CA MRE#EMRIUET )5, ISE #iF
PRIERIR ) . “User” BRAR K BIESHEH . X /& Microsoft Server 2008 R2 CA il 4% 28 3
PIBRABIHR . Microsoft Server 2008 R2 H ¥ ERIAB AR AN vl g o DAL, mf DAGAE A e OBERR, ik
B OB R e XUE PRI, AR A i B ARG R 4k “user2” (1) E SUBER

2 NTIE SRS R h QI IR . B 6-39 s T Wi 1 i S A .

& 6-39 CIEEREER

E Trust List Signing Windows 2000 3.1

U 5 Windows 2000 3

3 o Windows 2000 4.1

E us  All Tasks 3 Windows Server 2003Ent... 107.4
Bw—— Windows 2000 4.1

& w _ Properties Windows Server 2003 Ent... 1010 g
il A | g

SHIBIN “User” BiMOGFEM AN “user2” o RJ5, ¥ “user2” HiMH T A BN AnyConnect
VPN % )3, 2 Sl A5 A8 e B AR

DR E I “user2” BIBATAERIUEF Y I, EKU §7 I FE 1 & 45 2 I BR HE
FRA RN E. §EBUSIE AR 7 EATHIEBmA v E IF oy HiL. iEBY R
A BEGAE N T T B FE P ARG IE . A ERAG R T R m IR e 5 5, H 21
http://msdn.microsoft.com/en-us/library/aa380252%28v=vs.85%29.aspx.
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K 6-40 M40 T anfg e BRI R m

& 6-40 EEIFBY REE
ser2 Properties i

" Generdl I Request Handling | Subject Mame I lssuance Requirements

Superseded Templates Extensions Security | Server

To modfy an extension, select it, and then click Edit.

Bxtensions included in this template:

Application Policies
D Basic Constraints
DCert'rficaie Template Information
|:| lesuance Policies

Key Usage

Description of Application Policies:

Server Authentication
Secure Email
Encrypting File System
Client Authentication

x

ok | cameel | s | Hep

EEmENanss B

Edit Application Policies Extension

An application policy defines how a cerificate can be
used.

Application policies:

Client Authentication
Encrypting File System

Secure Email
Server Authentication
Add... | Edit... | Remave |

[~ Make this extension critical

=i
ok | Caneel | |2

=
(=i}

EEA “user2” HIBIM. WAZAEVEN R B B, RO E XN T CA IR 55 45 U PR A 7 o

B “User” BIREHIM K “user2” kK.

B 6-41 Sl T UM R BUE, A RE S MURT QI B “user2” .

& 6-41 BXERFE

£." Registry Editor

File Edit Wiew Favorites Help

d Mame Type | Data
: CAType ab] (Default) REG_SZ (value not set)
) CertsInMYStore ab|EncryptionTemplate REG_SZ userd
. EnfOI'EEPaSSTJ\'DI’d ah1GeneralF‘urposeTemplate REG_S5Z user? o
, PasswordVDir ab]Signat.lreTemplahe REG 57 Lser2 @
. UseSinglePassword &
SERMR G, “user2” Bt ¥) NDES_ServiceAccount B B &4 “ AN ” . K 6-42

BRT R “user2” AR [¥) NDES_ServiceAccount W& “iSHUHEMN 7 BFR .
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& 6-42 “CERVFIERY” #UAR

" Generdl I Request Handling | Subject Name | lssuance Requirements I
Superseded Templates I Extensions Security I Server

Group or user names:

52 Authenticated Users
LEER count (BN_NDES_S
;_ Administrator
52, Domain Admins (UA\Domain Admins)

52 Domain Users (UA\Domain Usere)

";3._ Enterprise Admins (UAEnterprise Admins)

Add | Remowve |

Pemissions for
EN_NDES_Service Account Allow Deny

Full Control O O

Read a

Write O O

Enrol a

Autoenroll O O

For special permissions or advanced settings, click e |
Advanced.

Leam about access control and pemissions

ok |[ Ganest | smen | Hep |§

RHT IR “user2” BARTT DL L CA Wik . AR S d “user2” FFEFH OGN “User2
Certificate” , WK 6-43 Fi7s.

& 6-43 HREEIR & CA # ol fF

[F certsrv - [Certification Authority (Local)\ua-SRV1-CA\Certificate Tem

File Acton ‘View Help

e | 2|a= H

:__qj Certification Authority (Local) Name
B gl uaSRY1-CA & asa1
| Revoked Certificates 5| user?
" Issued Certificates 'F] NDES Web Server
| Pending Requests 5 NDES Exchange Enrollment Agent (Of
_ Failed Requests 3] NDESIPSEC (Offine request)

- F— % NDESCEP Encryption

#| Enrollment Agent
MNew 3 Certificate Template to Issue J

H| Exchange Enrollment Agent (Offiine re
View 3
- E IPSec (Offline request)
Refresh E Directory Email Replication
Export List... ] Domain Controller Authentication
| EFS Recovery Agent =
Help ) @
—I—E Basic EFS g
e e

AR, UEPER OB E e, I P TR A S K. 6-44 R T
“jayrsa” $2ACH) “user2” MIH Y BT E MHE K .
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| #£6% @ BYOD MSARRESIEE

EEmENanss B

£ 6-44 BRI EIER

i certsrv - [Certification Authority (Local)\ua-SRV1-CA\Issued Certificates]

File Action View Help

=7 6= H

:__gJ Certification Authority (Local) R. ~ Requester Name Binary... | Certificate ... | Serial ... | Certificate Effecti... | Certificate Expirati... | Issued Cor

B @i ua-SRVI-CA UA\EN_NDES_ServiceAccou  —BE... user2 (1.3.... 283ice.. 3/15/2011 10:00 AM 3/14/2012 10:00 AM jayrsa  [ed
_| Revoked Certificates [5]208  UAVBN_NDES_ServiceAccou ——BE... user2(1.3 12011 5:44PM  3/10/2012 5:44PM  jayrsa I
— Issued Certificates [5]207  UA\BN_NDES_ServiceAccou ——BE... user2(1.3... 1525a.. 3f11/20115:14PM  3/10/20125:14PM  jayrsa o

CA 5548 H L — AR B EMHE K WEE, R AFEN “BHONNE T B A
f) NDES JIkRZ5MKk )7, i H “user2” UEBHAMR iz .
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BHIg &8 &AMt

&ITHER: 2013488 7H

BT LS8 7 B s s W] ETEAM 2R 4, DL A I JE 4 A Joi N A2 3 e 4 S5 It AN [7] SRS
AT DTV BT A 4 e A BEE R B VA AR S ) 24 )5 1) SR o X% Wl DU T A
WA AL T SEHUA A B . BeAh, A Rl SN2 AN LA Rl 545 N = A H L3 T AR5 AT 26
B o AT LUT 2% SR IR B TH RGP 4045 5 -

o RIX (REEEANHERG A

o SCHUE (RO

m XA Zixit

CEVIR G, A7 2RI /7 U P A ELAT 802.1X SHREHZ P o, A 4TERHL. %26 S Al 2
RGRE A GXEEB A AR H % 802.1X JhAE, SUAEHLAEIL MAC HbEf 0 305 (I E ) . X 0b i %
W T I RO, LGV R VP THEAT BT / PR N ISE SR RCHENG . [ 7-1 s T 4
S WA X 00 2 ) 03 3 1 24 2

& 71 X E R 2R & 59 P4 E

rial:
TE. #B5. HEKM
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£1% BHREFLEMERERIT |

N Ex&%igit

[ X A 2k 324 RY VLAN it

TEARSCRY TR e X E 7 & g ih i, 584 S BB S5 T A7 28 24 1) VLAN 4 it s A [
(o IXERAE VT ) s ) B R AR S By, i3 ) VLAN e A 50 g, via
ZE A N WAL AH IR VLAN %5 o A THER S EAASHAL,  SRE0E STt tH A ISE #fE% (1)
DACL 581, M ElG B AN AZ bl b 1 S s Stk H dr 44 ACL (ifi A& DACL) 58, %7
A RARZRBL ) DACL Bifin 4 ACL (A5 B, 2% 10 &, “BYOD Hg5m M {f f 541 -
AN B LUR R BN E A AL 56 — e I B, %0 B A A b ol X b il &
FEN ] X AT AL AH R )«

interface GigabitEthernetl/0/2

switchport access vlan 42 IVLAN used in this design is 42

switchport mode access

ip access-group ACL-DEFAULT in

authentication event fail action next-method

authentication host-mode multi-auth

authentication order dotlx mab

authentication priority dotlx mab

authentication port-control auto

authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 3

spanning-tree portfast

b X A 2 Z Al RY IP kit

TEARBCHFR PR 1 bl X AT Ze M 28 vk, BN R HALAPATH 2 JZ D6 REAZHMLIAT
W3R LUT 5 3 )2 G ATHAL 53 B B 1K) 7 -

ua31-6500-1#show running-config interface vlan 42

Building configuration...

Current configuration : 91 bytes

|

interface Vlan4?2

ip address 10.207.42.1 255.255.255.0
ip helper-address 10.230.1.61

end

ua31-6500-1#

i BRI, A% ip-helper address TS 55 3 24 L HEATHCE, LABIZ ) sk I 1P Mkl 7EA
wertE# T, DHCP RSG5 & T Hodi i A .

[ [X A 2% & B SR R S e

Hop Bl X PN A 2 4%, SRS S 32 Bl i ACL #E B2 N )2 AT #ebL B 5e e A8 H AN AR ) ACL 41
o TSN ACL - X4 ACL A T BC B B B BE 4% CnFI N4 )
o T TSt S ) ACL

B ERBH%%& (BYOD) CVD A% 2.5



| 7% BEEERLEMIHERIT

EXE%&i+ B

AE Bl DAl 5 BRSSO, SR St 3 AR i 42 BRI 7E ISE #1152 L DACL Jf4%1% DACL
JEFIBNJZ A BN 05 LRGSR o ARG BEAACHL, S St A i ISE MR BT S
R 1% ACL KIEIM o AREEHTAE A 42 N\ Catalyst 3850 AHHL L E & iy 4 ACL. ZRIUH
KAV B P ] AR ABURE & SO PEAN R B, TES S 10 5, “BYOD G AU % 4] - A
P o452

ENEA ¢ 5 a1
FE XEN R LAY ACL &1t
AFIHE ) ACL 4HH T-AEM % FRT W Bilb RS IR UG ) B 2 NN B4 L, AT

W ACL BEEH TRl SN ERLHNL, WEH T EMAEANZLSHN. £ 7-1 HEE/R T IXLE
ACL MHHi&.

# 71 FIX ACL #fFis

ACL B FR ERXM R Big

ACL-DEFAULT BNEAZHHL 7 1 AR P AL U i) 388 sk A2 e b Ly 11

ACL_Provisioning ISE SO Lty ) 58 % E 3 SRR

ACL_Provisioning_Redirect BN EA ML T ) EH U () P85 PR T 2% RS 1) T 488
&, It ACL N ERLHH LA ER—
A4 ACL.

ACL_BLACKHOLE_Redirect | # \ 245 #u bl B E 0] FH 2 44 PR R R A% R T T 4

ACL-Default - It ACL #E#: N JZAZHe LA & JF A/ 0 L ERIN ACL. A I8 2 57 11 AR 424
Vi o 7E 802.1X B IGAIE / #3287 b, (EXT B AT B I UEABZAU S , an S %f5 DACL W
F i I B 0] R 30 ACL (B VAR %, WIAS HL & HE4s ISE k3% DACL, i H.
ACL-DEFAULT 47 4E_ L& J5 b i O o AER A BBV, ACL /21 Catalyst 3850 A2 #e 4/l 1
BB 744 ACL. ISE RIXFE/Eu O FR Y ACL (4 FR. [FIFE, W SRAT B FE 48 ISE K% iy
4 ACL, ACL-DEFAULT < {4 i% i 11 o

bl X 4% N JEASHANL EBRIA ACL [F7n 6 it R s -

Extended IP access list ACL-DEFAULT
10 permit udp any eq bootpc any eqg bootps log (2604 matches)
20 permit udp any host 10.230.1.45 eqg domain
30 permit icmp any any
40 permit udp any any eq tftp
50 deny ip any any log (40 matches)

M EikErH T LA, ACL-DEFAULT ftiF DHCP. DNS. ICMP Ml TFTP Vi &, iffH 4 i HoAh
M=
ACL_Provisioning_Redirect - 7F H 3/ 2 v #5 J AT A it ACL.  ACL H T~ & 11 2% ) iy 2
AT B ) HTTP 8¢ HTTPS W&, IXEA S H 4T IF Web 35825 - 23405 AT & M sl B, 1%
TMESHEC . W FTR R B E P R T M E. Hig, eIk ACL #E47
B VPR R e R R E S 17 2 ISE 177 MR v A A B & BT AT B84 AR  Z00E A 21 ISE,
BRI I 22 2R 33 0 A 8 45 17 1) RO £ ), B 2l 5 1) & ISE.

XAz #HHl . ACL_Provisioning_Redirect ACL HI7xfF 40~ fi 7 :

Extended IP access list ACL_Provisioning_Redirect
10 deny udp any eq bootpc any eq bootps log
20 deny udp any host 10.230.1.45 eq domain (43 matches)
30 deny ip any host 10.225.42.15 (27 matches)
40 permit tcp any any eq www (30 matches)
50 permit tcp any any eq 443 (240 matches)

| B E%%%& (BYOD)CVD jF4&25 W
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N Ex&%igit

)

ACL_BLACKHOLE_Redirect - It ACL H T-K 25 A
FOEAEAT w4 BN 2
i X AF #e L 1 ACL_BLACKHOLE_Redirect 7~ 40 F Fix:

Extended IP
10 deny

access list ACL_BLACKHOLE_Redirect
udp any eq bootpc any eq bootps

20 deny udp any host 10.230.1.45 eqg domain
35 deny ip any host 10.225.49.15

40 permit ip any any

SRS T W A ISE 11, L 4 A
%, It ACL Z3fBl'F- ACL_Provisioning_Redirect ACL.,

IR

b N EAS B LS T AH ) ) ACL_BLACKHOLE_Redirect 3K 5 5& [A] F1] A

7

AT R B

JABC ACL

10 E T 215 £ B Rt 4di 5t ACL. 1 DACL & M ISE F 311,
DHCP J[i%5#%. It ACL {£ ISE F5E X, WK 7-2 F i
& 7-2

ACL _Provisioning

i i : )
cisco Identity Services Engine . —
Folicy | »

FEBR I S A& Vi ) ISE. DNS Al

/2> Home  Operations | Administration | v
|4, Authentication |®, Authorization |5, Profiing |@) Posture |k Client Provisioning |5, Security Group Access & Policy Elements
Dictionaries Conditions Results
Heinlts Downloadable ACL List = ACL_Provisioning
Downloadable ACL
| L |
*Mame | pcL Provisioning

Q@ k- by
» [ Authentication Description | This ACL is used for provisioning purpose orlly
v || Authorization

» [ Authorization Frofles

v 5 Dowrioadatie Al * DACL Content L pernit udp any g heokpe any eg bgotps

» | Inline Posture Node Profiles

[ Frofing
[ Fosture

4 |deny ip any any

| dent Provisioning

»
»
»
»

[ SecLity Group ACcess

Cwm-lm b

1

2 permit udp any hozt 10.230.1.45 eg domain
3 permit ip any host 10.225.49.15

¥ Check DACL Syntax

| Reset

4

294154

ACL_Provisioning ACL WA TR &N ERZ AL
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| 7% BEEERLEMIHERIT

EXE%&i+ B

B X 32 #2471 B9 802.1X 1 AAA Bir &

HE1

HE 2

$ 3

HEARF IR H,  Cisco Catalyst A #eH U T4 fc 2 H PR AL ] 48 1 LUK IERZ . e N JZ A8 bl
Xob % P i B 4% 3 802.1X F B AE, Il RADIUS Pl 5 5 43 AR 55 51 AT B . MR s & 4y

AR R 45 R, WTRE SRV A VLAN 23 BRI ] R 4% 1 U5 in) #2051 38 (DACL) % W 44 3474
BRI UG T B e 4 Vi ) o NIk 205 S B0 AR i & Ao VEAE ) 802.1X 1 MAC S 56 4E 5% %% (MAB)

PERTFLEPUH . RO B 5 UE S A T ASSCRE 802X ik #% CAngTEppL) o

AR AL AN JZ AL E ] AAA IR ETEAIE B, XL HAL ] DU Rl &N 2 A e
Bl e n] LU ARRR &4 N R A B

X PE X AZ AL _E (K AAA E B AN AL 23T LT 2D 3R

JaH G 50AE . BACRIEIK  (AAA) :

ACL (config)# aaa new-model

N 802.1X G —Fh SR IGUE T 30 CERIAK S 5 UE A 1] BT f7 RADIUS JIR454%) -

ACL(config)# aaa authentication dotlx default group radius

9 802.1X A — R A vk Ch RS2t 3 F RADIUS) -

ACL(config)# aaa authorization network default group radius

N 802.1X A Rk (AT RS ISE Ml EZFHE)

ACL (config)# aaa accounting dotlx default start-stop group radius

4 RADIUS FCE 8 AL T ZHAT UL R DR

4 ISE %5 #5¥8 in ) RADIUS 4

ACL(config)# radius-server host 10.225.49.15 auth-port 1812 acct-port 1813 key
shared-secret

e E ISE k45 #5 Jom B |] - CEvk 15 80, B 3 REIRK, BROGEI G 5 72 -

ACL (config) # radius-server dead-criteria time 5 tries 3

K S HALIC BN Sk R E T R Y 7 A 1
ACL(config)# radius-server vsa send accounting
ACL (config)# radius-server vsa send authentication

P R T RERE O NV e ) Jes 1«

ACL (config)# radius-server attribute 6 on-for-login-auth
ACL(config)# radius-server attribute 8 include-in-access-req
ACL (config)# radius-server attribute 25 access-request include

Jic B 2 TRt RADIUS W8 1 1P Hiudil-:

ACL(config)# ip radius source-interface interface-name V1an4093

BER A& (BYOD)CVD fiA 25 W



gI15E

B RS AR ERIRNEET |

XALZLIT

$E 4

HES5

T 10

RN

M 802.1X Me B ANAS WL 75 EPAT LA T AP IR

A RA M 802.1X  (Av A5 JFAAEAZ MM i 1 E 5 H B 36D -

ACL(config)# dotlx system-auth-control

JEHT TP B R -

ACL(config)# ip device tracking

LR 2 1 g i 0] R 5 4y B UE A T 802.1X:

e & S oy il 77 AR K (dotlx RSB =T MAB)

ACL(config-if)# authentication priority dotlx mab

e 5 A el 77 AT (dotlx 656D -

ACL(config-if)# authentication order dotlx mab

JE P R 3% 5 A7 6L -

ACL(config-if)# authentication event fail action next-method

JA S HE S 1 BAT 24 MAC Mk RS2 -

ACL(config-if)# authentication host-mode multi-auth

B BB HRAE  ORAT BER A i ik 5 0 36 Ik A FC At e 46 BRI 7)) =

ACL (config-if)# authentication violation restrict

%+ 802.1X J& Hum

ACL (config-if)# dotlx pae authenticator

X MAB i H % 11 -
ACL(config-if)# mab

BeE I g (30 7 (10x3), H2I[AEEF] MAB) :

ACL(config-if)# dotlx timeout tx-period 3

ER R AT

ACL(config-if)# authentication port-control auto

%t E 3l ACL-DEFAULT:

ACL (config-if)# ip access-group ACL-DEFAULT in

J5 ] http A1 https JIR 2% 7% :

ACL (config)# ip http-server
ACL (config)# ip http secure-server

B ERBH%%& (BYOD) CVD A% 2.5



| 7% BEEERLEMIHERIT

SXNMEL T - EaEA B

SN BLILIT - ERSEAN

LRI T, AT E A 802.1X ThAk HLA Rt RS / VNP AR 2 3, Uo7 R L4 802.1X
DR FLAESLBE R MAC H3FE 0 5 0y BRI U AL B 00, BT B, BRIGL S8, b i
L B A4, HEREV SR AT & G / BEROF A\ ISE SRR . A B A
HBRA BN (Catalyst 3850) ZCHOHLII A U IIA ik, AW RHE 20 S BLK AT 2 e it 598
F FlexConnect 19 T4 4 S2 HUMI B THBE A& (o il 2 B2 A9 SERURI A S 7 2 S LKA 2 B -
T SN

K 7-3 B T ALEE o SERUR IO AT e ¥ 26 Ul ] 14 3 1 5 199 268 A4 e

A 73 BIEH LR 97 L5 1E 9 P45

T2, B EEK

53 STHHILE HY VLAN i3t

AR BN I3 SOHUM LB A7 2 B 46 90 T DYAS VLAN. & 7-2 I} TIX 88 VLAN 14 Bk

N

HI&

# 72 VLAN R RfFiE

VLAN Z#R VLAN S |i{H

Wired_Full 13 AT 1 VLAN H ) 12 £ B A0 Al 98 Y5 R 7 SO LA A i il 55 445 1)
56 Vi R AR .

Wired_Partial |14 P2 T VLAN A 015 2% FL A0 98 U5 1) 52 BR U7 ) AR

Wired_Internet |15 BT VLAN o #5154 JUR AT T P4 7 i) AR

Branch_Server |16 I3 SCNUAEAT B R A i il 55 #5 62 T 1l VLAN

S SANGIERY IP Hdk 53 B

FEA VR M IR AR B A SISt vt i, SCHBUR SRAT 2R 2 SR ThRE, 70 Sk e
PATH 3 JEHH . Bk, bk VLAN BT 3 24 DR Sl Bacitie DU & 58 3 i
LW Ewa (R

interface GigabitEthernet0/1.13
encapsulation dotlQ 13
ip address 10.200.13.2 255.255.255.0

| B E%%%& (BYOD)CVD jF4&25 W
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W SEMBELEH - FREEN

ip helper-address 10.230.1.61
standby 13 ip 10.200.13.1

standby 13 priority 110

standby 13 preempt

|

interface GigabitEthernet0/1.14
encapsulation dotlQ 14

ip address 10.200.14.2 255.255.255.0
ip access-group Branchl_ACL_Partial_Access in
ip helper-address 10.230.1.61
standby 14 ip 10.200.14.1

standby 14 priority 110

standby 14 preempt

|

interface GigabitEthernet0/1.15
encapsulation dotlQ 15

ip address 10.200.15.2 255.255.255.0
ip access-group ACL_Internet_Only in
ip helper-address 10.230.1.61
standby 15 ip 10.200.15.1

standby 15 priority 110

standby 15 preempt

|
interface GigabitEthernet0/1.16
encapsulation dotlQ 16

ip address 10.200.16.2 255.255.255.0
ip helper-address 10.230.1.61
standby 16 ip 10.200.16.1

standby 16 priority 110

standby 16 preempt

Wi AT W, fEH ip-helper address iy 2% 55 3 )24 LT ECE, DA Bh 20 SCHUAA 2 P i SR TP b
hho FEARBETHERI T, DHCP RS 2847 T Hks vh O B rp o

SN PE LI FHIRIE L

XT3 SCHURE A BOAT 2 B0 2%, SO St 2 Bl i ACL fE BN 2 A bl b 58 e A I PIAS AN [R] Y
ACL 41:

o HTHEIWAN ACL - 1IX28 ACL M THAC I R B Mk & (W EBL )
o FTEH TSR ) ACL.

TEBETH 2> SEHLMI I ACL I, %% LR LA

o FEMEE RS2 SR A FRCEFRAS ACL.

o PCHE ISE LK AT R 35 ACL ik BIREAN 73 IR B N 2= A He Lo

K 7-3 B T RERT TR RORTR

B ERBH%%& (BYOD) CVD A% 2.5 |



| 7% BEEERLEMIHERIT

SXNMEL T - EaEA B

# 73 ACL ZERESLHE
HiE 7 ¥} f7.3=1
A ACL IR WP TF BB | M DLCE BEAREAS 4 SEH LR S
ACL
TR ACL | #E Ay i) % WEBLM R, N DS EAE ISE 4]

T AN SR SR 2 A RS R K.

B, AR 500 MASFETFSZHR . 500 S
ACL. 500 MFZAHL B SR 500 A2 AL HE
N, FELAISE L X.

IR R AR A S AN B A BT FR A S S PIR TEEI AL A . BRAS ACL S R IV A R
FE L. A, RS ACL AN T s 2 s 8 N E A #pL ) &A4 a1 _EAFAE ) ACL
(#: “DEFAULT-ACL” ), WM ISE F#—1 DACL (ARVFFTHHE) . M ISE Nt
DACL Vit NN JZ A AL ) by 215 2 3% b A% o 0 S el s PG 2 7 - BRI 0 1R A )
ACL. X4 ACL N H Fr 4o 4. {843 B I M 5 1) SRR

K 7-4 BoRAZRGEIS T VLAN 135 88 DACL  (fRAVFFT A i) HERE S8 N2 AL b i s
[T, AT SO VT B AN N2 A8 4 L 21002 )t 4647 0k 08 ) % Eh 4

SLRIR

—————————————————————

S THMIE I ACLIE

ACL F& S Jti SR T A (0 = 2735, B LAE Sy SEHUR A B R AR R T . ARS8 )R A HubL b S
—28 ACL M TR I, 55— S8II7E 7> S ihids 1oE o BN, —48 ACL W REZ A ISE T 8.

R T-4 LR T AR SCHURAL B I %7 ACL M LT

BER A& (BYOD)CVD fiA 25 W
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W SEMBELEH - FREEN

JAEC ACL

#* 74 BIEHH ACL FfFiE

ACL &R BERAMR A&

ACL_DEFAULT AEHHL B7 11 2R 22 B2 B ) 388 T AT AL i 11
ACL_Provisioning_Redirect | 5z 44| T 1) FH U7 ] D99 245 () 3T 150 4 RS T D0 24 i
ACL_Blackhole AEHHL S () A PR PR AL R 1) 19 4 U
ACL_Internet_Only I3 S A AN AR VE B I R O

ACL_Provisioning ISE 7E 1R B ok R A

ACL_Partial_Access 9 3 AR SV RE € TR B A H 73 U7 e) AR

ACL_Default - It ACL HI1Eut 1 E BN ACL, H B RGBT o 7F 802.1X G4 561 / #7
BOT %, ST IHT S G E AU, WER A DACL N T3 1 805 1] R0 ACL 1)
TEEAEAE AL, A WL FE 46 ISE K% DACL, 1fii H ACL_DEFAULT {375 ik J5 2 vh () i
Mo BN ACL ol an R B

bn22-3750x-1#show ip access-lists
Load for five secs: 13%/0%; one minute: 16%; five minutes: 16%
Time source is NTP, 16:24:50.872 EDT Wed Sep 19 2012

Extended IP access list ACL-DEFAULT
10 permit udp any eq bootpc any eq bootps
20 permit udp any any eq domain
30 permit icmp any any
40 permit udp any any eq tftp
50 deny ip any any log

M Eik#E T LLE H, ACL_DEFAULT ftif DHCP. DNS. ICMP #1 TFTP i fg, iifhi4e iy H
Tl 5
ACL_Provisioning_Redirect - 7 [ VE 3 26 5 & A A ik ACL. It ACL F T35 In) A% P i
FIMEMALE K HTTP 8¢ HTTPS Vit , XEMWAH M7 4T IT Web 3% 85 221K 1) A1 = 9 3 1
ZIME S EIE M) WN P s 50 [n) FH 2 ORI BT A 28 s (H&, Bl oSk ACL i
ATAE S DL SR VP R 8 L T8 W 22 ISE [1)7 o B ie v (1) 36 A T A T A 1 5% 310 06 2003 it 21
ISE, DAl 2 RV T R e 4 U7 ) I 46 I, & 3 1 3 5E [) 4% ISE
uasl-3750x-1#show ip access-lists | begin ACL_Provisioning Redirect
Extended IP access list ACL_Provisioning_Redirect

10 deny udp any eq bootpc any eq bootps log

20 deny udp any host 10.230.1.45 eq domain (1865 matches)

30 deny ip any host 10.225.42.15 (839 matches)

40 deny ip any host 10.225.49.15 (1853 matches)

50 permit tcp any any eq www (3728 matches)

60 permit tcp any any eq 443 (4140 matches)
uasl-3750x-1#

10 T 2615 £ WA TR o fdi 5 itk ACL. 1 DACL & M ISE F &1, FFP 4 K gk ISE. DNS fl
DHCP JR%-#¢. It ACL £ ISE L& X, K 7-5 F iz

B ERBH%%& (BYOD) CVD A% 2.5 |
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SxNmELET-maEA B

& 75 ACL_Provisioning

mim
Identity Services Engine T
s . < 72 Home  Operations| ¥  Policy | v Administration | ¥

|4, Authenication |®, Authorization |+ Profiing \®) Posture |k, Clienit Provisioning |5, Security Group Access &% Policy Blerments

Dictionaries Conditions ResLits

Downloadzhle ACL List > ACL_Provisioning
Results
Downloadable ACL
\ )
= * Name ‘ ACL_Provisioning
av|E- e
v [ Authenticaton Description | This ACL is used for provisioning purpose orly
v | Authionization
» [ Authorization Profiles .
DACL Contert 1 psrmit udp any sg bootps any sg boshps
» [ Dowrloadable ACLs 2 permit udp any hest 10.230.1.45 eq domain
» [ Inline Poshure Mode Profiles 3 permit ip any host 10.225.49.15
[ Frof ; Heny ip any any
¥ || Posiure 5
v et Provisioniig g
¥ [ Secunty Group Access 3
10

» Check DACL Syntax

| Reset

294156

S X3 AY 802.1X #1 AAA BL &

I AR AR B A AAS B ML 802.1X FI AAA HCE 5 el X AS He L 52 4 Al [l o 375 5 1) I [X A2 # A1
] 802.1X Fl AAA Mt 'E Tl vEAMS B

DB B LRI - BEEEA

FEGY SCHURIAL B, A 22 RC /N R B A 802.1X ThEERI % ) i, IEA AT EIHL. BB kA 3L
R s OXLE e AR % 802.1X Thfig, HREFRALIL MAC HuUlibAF oy H 5 fr R AIE D o XL
BT LT M 2%, SRR S VR ATTHEAT B O B IE / BT AN ISE SRR BUR MG . AN THE
LR (Catalyst 3850) SCHALII 73 SCHURE 1A Ze i

Bl 7-6 Bos T ELEE M SCHUAE A £ e 6 U il £ i 280 S I 46 2R A2 ]«
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N SEMBEREHT - BAEA

& 76 R ETRAZ BRI R ZH L EHI B 2618 A HI P25 18]

S |

Catalyst 3850

. #5. BEEM

_____________________

S AT VLAN &t

PEARSCRYFTIR I 3 SRR F A s A vt b, 584 0 sl B IR S5 T A7 2R 24 1) VLAN 3 i i
AHTRI ) o X ARG 2 )7 ) iy 11 )% 6 R A2 S0 B, 200t 1 VLAN S ECA S 0. flan, Ak
HHRE =R NS A AR VLAN S5 o @G e AN A8 b b e S8 i i it 30 o ] v 44
ACL (i /& DACL) 588 XN A I8 ACL,  MITHZ T AN [F] 1 268 7 i) BLRR -
A Ky fir 44 ACL 2 e B A4S € 2 SEHLMI B Catalyst 3850 A8 bl L, FrLASAS Cisco ISE S nf LL7E
A IR . A, S SEHUEI ACL W EIVT iR #5145 H (ACE) % 4r X WL ) TP 5-41k
KeBhnT LUEME— . X2 Cisco ISE SR I LG el BARTERAN 40 S HLI Catalyst 3850
RANZ ML B YEYT ACL 288 N & 2% .

Xﬁ%ﬂ%ﬁé)&a‘iﬂ*@ﬁﬁE‘J?ﬁéﬂéi&k%%}@T3/\ VLAN., % 7-5 %I TIX%% VLAN )£ F5 &t

& .

F 75 VLAN R RFi# - fEHEA

VLAN Z#R VLAN %55 | iitfR

BYOD_Employee |10 I VLAN f & 5 AR 5 v 44 ACL 1 B 4. #0555z Bl
IV ) AR

BYOD_Provisioning |11 . VLAN,

Branch_Server 16 I SCHURAAT B A H i 55 #3407 T 58 VLAN H.

2 3CHAIRIERY IP Mk 43 EC

TEARBHFR DT IR RS N2 KWL M 25 et Catalyst 3850 AL BATES 2 )2 Dhfig .
WAL A, X — ARG LRI AR DUN A ZZHALNEE 2 28 0
EHonl, %R E AR AR T AU X E B R e e X AT L AR [

interface GigabitEthernetl/0/2

switchport access vlan 42 IVLAN used in this design is 42

switchport mode access

ip access-group ACL-DEFAULT in

authentication event fail action next-method

authentication host-mode multi-auth

authentication order dotlx mab

authentication priority dotlx mab

B SR B%%%& (BYOD) CVD A% 2.5 |
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authentication port-control auto
authentication violation restrict
mab

dotlx pae authenticator

dotlx timeout tx-period 3
spanning-tree portfast

Iy SN RS 3 JZ3EH T ISR % thas P fit, IX LB i S W HIE 2 SIHUR 1 WAN & . BUT
S 3 [ % A BRI 20 T L A s

ua3l-6500-1#show running-config interface vlan 42
Building configuration...

Current configuration : 91 bytes

|

interface Vlan4?2

ip address 10.207.42.1 255.255.255.0
ip helper-address 10.230.1.61

end

i Epr L, A H] ip-helper address iy 2% 55 3 242 O HEATHCE, DA I3 SXH UM ) i 2R TP Hhuhik o

HEERARSIENZIRIAI 5 A F E’J%H%a—ﬁﬁ

T3 STHURY P IOAT £ 3e 4%, SRS S -8l i ACL ZEE N JZ A H bl B 58 . A8 H PN AT Y
ACL 4 :

o TSN ACL - X4 ACL A T M BC B B B BE 4% CInFI N B4 )
o T TSt S ) ACL

FERLE R ANASHRMLA S SRS St A 3l ISE MU B BURMS Ak iy 44 ACL SR 58 i) o A 2B BT il
& Catalyst 3850 AZHHL - AC & fy 44 ACL. BRI SCAS B4 1 P A A B UAC B SR 7
A5, WSS 10 5, “BYOD s 6] - A ARk w7

B TFRSEANZIRTE 9 414989 ACL &t

AR ACL, “BATTRE T 23 SR A7 B 1) Rl 45 N2 A8 e LR AR A 2L

o HTMACHK ACL.

o H TS SEHEY) ACL.

K T7-6 LR T RGN S S0 AR sk ) % A ACL K H % .

# 76 #EHH ACL FIfFiE

ACL &FR EBRAXMR Rig

ACL_DEFAULT AEHRAL PR3 A8 A L iy

ACL_Blackhole AEHHL F T [ H PR 44 e IR R % RS TR Y 8% U R
ACL_Internet_Only |z #eHl AN oV 1B Y A

ACL_Provisioning |ISE F A TR o A

ACL_Partial_Access | 52 44 FOVFRRE & TR B AT H 3 U nl AR
ACL_Full_Access |5z 4fifl X T B IR AT 57 4 U I BB

| B E%%%& (BYOD)CVD jF4&25 W
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ACL_Default - It ACL H/Eu; 1 EERIN ACL, HFBiIL RGBTV . fERG BN,
XAEE Ay 4 ACL JrU5E . ACL_DEFAULT 47T Catalyst 3850 28 #e#/l I

Extended IP access list ACL_DEFAULT
10 permit udp any eq bootpc any eqg bootps
20 permit udp any any eq domain
30 permit icmp any any
40 permit udp any any eq tftp
50 deny ip any any

M % ar LA 1, ACL_DEFAULT ftif DHCP. DNS. ICMP fI TFTP i, fiffifif L
Tl &
ACL_Provisioning_Redirect - 7 573 )3 4 e+ JH R 1t ACL. It ACL H T HE5& [n] & 7 S
FIEATALE ) HTTP 5 HTTPS Vi, XM 24 H 7 4T JT Web 30U 8 I 221X U o) 4 = 194 386
I E S EE I o QR PR R 7R B 1) P AR I T AT M S . fHt, T RAXT I ACL ik
AT S L SV R 8 L T8 W 22 ISE 117 o IR vl (1) B AB T BT 7 18 % #0006 2007 i 21
ISE, DRI 2 RV W e 45 Vg ) I 2 1), & 43 1 B ) 42 ISE.

Extended IP access list ACL_Provisioning_Redirect

deny udp any eq bootpc any eq bootps

deny udp any host 10.230.1.45 eq domain

deny ip any host 10.225.49.15

permit tcp any any eq www

permit tcp any any eq 443

ju|

ACL_Provisioning - 75 H 1 147 £ B 25 (] th 4tk ACL. 't DACL 52 )\ ISE N#i, H BRI
A&V W] ISE. DNS Fl DHCP Jik45#%. Uk ACL £ ISE b X, Wil 7-7 AR,

N

N

& 7-7 ACL_Provisioning

alial, B i
entity Services Engine O
el Y g ‘> Home  Operations | ¥ Polcy | v Administration |

|4, Authenfication &, Authorization 14, Profiing |@, Posture |t Client Provisioning |5 Security Group Access & Policy Elerments

Dictionaries Conditions Results

Downloadable ACL List = ACL_Provisioning

Results
| 5 Downloadable ACL
R e *Mame | ACL_Provisioning
> Authentiation Description | This ACL is used for provisioning purposs orly
v [ Authonzation

» [ Authorization Profles :

» | Inline Posture Node Profiles 3 pe rmiil: ip any host 10.225.49.15
» [ Profing g} |deny ip any any
» [ Posture 6
v [ dientProvisioning ;
v [ Secudty Group Access 9

10

¥ Check DACL Syntax

| Reset

294158
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S X3 AY 802.1X #1 AAA BL &

3 SEHLRI A BAHLIY 802.1X Fll AAA IIFLE 5 i RAZ AL E AR . 15 S W e X AZHAL 802.1X
T AAA BL & .

S E X ALE B MAB & &

ATV W] A FH Rl e N A ML B AL G N RS HHL BT MAB W4 KV7 7 . MAB % %% 1] LUAT
FET 03 SR B el XA

MAB ¥ % 18 & 48 JC75I84T 802.1X 1 H ALt I MAC Huhb b4 T B B0 AE ) e 4% TR, HAlr
WA E B R P A MAB Phill. ERBCERET, B &8 E e M & ISE Ui & LL5E K
WM FE. MAB W& LM, FHATEEEE . A MAB B4 15K &0 3 2 AT S 50 AIE
N HPZACE MG . LLF 2% MAB % 4% 5 ST (A 20 5%

1. BCEREANEZ Sl H e WLC BLSZRE MAB P,

2. KPS MAB #4511 MAC Hubib 53R AE R — N S 4341 'F N\ ISE .

3. fUEALMIL MAB B4 S Oy 00 UF S o 70 PR R b, K A R[] — SR ) B A1 1 4%
AT S B0

8. XTI B A AE ISE HC P2 A SR s )

X MAB WA IERN, N ZEASWHAL % 4 10 MAC 754 B0y B0 AE R 5 4 3600 175 Sk K ik &
ISE. 7~ s,

Sep 25 11:09:50.741: %DOT1X-5-FAIL: Authentication failed for client (0050.568f.

1bb2) on Interface Gil/0/10 AuditSessionID 0AC8130400000221292C2D59

Sep 25 11:09:50.741: %AUTHMGR-7-RESULT: Authentication result 'no-response' from
'dotlx' for client (0050.568f.032b) on Interface Gil/0/10 AuditSessionID 0AC813

0400000221292C2D59

Sep 25 11:09:50.749: $AUTHMGR-7-FAILOVER: MZ 'Rl “dotix” KAWL

0050.568f.032b) on Interface Gil/0/10 AuditSessionID 0AC8130400000221292C2D59

Sep 25 11:09:50.749: $AUTHMGR-5-START: X%/ ¥i/HA3) “mab” (0050.568f.032b
) on Interface Gil/0/10 AuditSessionID 0AC8130400000221292C2D59

FESE BT, MAB B4 BT MAC Hilib #7544 ) MAB_DEVICES () A #5341, Bt ISE
SPRAT AR 5 A . EORHT MAC Mk N3] MAB_DEVICES &34, i 5. Administration >
Groups > Endpoint Identity Groups, i& 7-8 F iR,
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& 7-8 MAB_DEVICES 544
i P . .
SO iy Services Engine {0t Home  Operations v Policy | v Administration | v

=%a System EL Identity Management B Metwork Resources |24 wieb Partal Management &) Feed Service

Identities GEroLps External Identity Sources Identity Source Sequiences Settings

Endpaint Identity Group List = MAB_DEYICES
Endpoint Identity Group

Identity Groups

- Pl * Narne | MAB_DEVICES
LER A Eﬂé‘}v Description

» [ User Identity Groups Parent Group Profiled

*» || Endpaint Identity Groups Save |'m |

Identity Group Endpoints
deadd | M Remove

MAC Address Static Group Assignment
| [ 00:50:56:8F:03:28 | true B
3
]
— N N PR N A
Kl 7-9 SR TAEAT 2 MAB B4 1 ISE b5 SCI) B 43 B il S
.
& 79 A48 MAB G458 iF
i it " 2
e e foRtvices Enaine /) Home  Operations | v Policy | v Administration [ v
|4, Authentication |, Authorization |4 Profiing |7 Posture | Client Provisioning |= Security Group Access & Policy Elements
Authentication Policy
Define the Authentication Policy by selecting the protocols that 1SE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple () Rule-Based
& = || vired MaB AuthC [ 17 wired_map | Alow Protocals: [ Allowed Pratocol ; Default Net... ad
Defalt i Use| AllStores g
&

K HI FlexConnect F)73 SHU Bk P () MAB B4 1B BRI 5 7 bd X A7 B h AN R . 2R
FlexConnect B3I 5 G I AiE v il b, BB HRAL T ANH ) VLAN i, (EAE BA R E B A 1
D B SCHUR BT R OF ARt . DRIE, 6k T 23 SOVUR A B 55 el DA B PP K B 4%, 20 I AE R BUR
M SCANF R o B 7-10 S 1 na oA el DX 5 96 5 SCAEms o
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cisco Identity Services Engine

MAB 2 & BIZ I F s

SxNmELET-maEA B

/> Home Operations|¥  Poicy | v Administration | »
|4, Authentication Authorization |4, Profiing |@) Posture |y Client Provisioning |5, Security Group Access & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/for other condiions. Crag and drop rules to change the order.

‘ First Matched Rule Applies

» Exceptions (1)

Standard

Status  Rule Mame Conditons (identty groups and other condiions) Permissions

Campus Wifi MAB MAB_Devices Wireless_MAB Campus_Contraller Campus WiFi MAB

Branch Wifi MAB MAB_Devices Wireless_[MAB Branch_Controller Branch Wifi MAB

Corverged Wifi MAB MAB_Devices Wireless_MAB Converged_Access Campus WiFi MAB

Campus Wired MAB MAB_Devices Wired_MAB Carmpus_Switches Campus Wied MAB

Branch Wired MAE MAB_Devices Wired_[MAR Branch_Switches Branch Wired MAB

Corwverged Wired MAB MAB_Devices Wired_MAB Corverged_Access Campus Wied MAB

Wired Provisioning Wired_MAB Wired CWWA -
©

Default Dernyficcess g
Y

AT MAB 52N E SO, X NC B SO RG24 1B AN Z AL B 7-11 o
T ERURC B SO R PE AR A5 S

& 7-11 FXE 4 MAB 12 EX 14

aliali, v iec Enci
entity Services Engine o
R o 9 /0 Home  Cperations | ¥ Policy | » Administration | v
|4, Authentication |®, Authorization |4 Profiing |, Posture |6y Client Provisioning |5, Security Group Access & Policy Elements
Dictioraries Condiions Results
Wil Authorization Profiles > Campus Wired MAB
| 5 | Authorization Profile
B *harme | Campus Wired MAB |

@v|e- S
» Authentication Diescription | Campus Wired MaB
v [ Authorization * hccess Type [ ACCESS_ACCERT ]

» Authorization Profles

- Service Template [

* | Downloadable ACLs

* | Inline Posture Mode Profiles
» [ Profing
> Posture

== v Common Tasks
v [ Clent Provisioning
» [ Secunily Group Access

DACL Mame [ACL_Ful_sccess -

Ovian
™) voice Domain Permission

7T Web Redrection (CYWA, DRWY, MDM, NP, CPP)

294162

BER A& (BYOD)CVD fiA 25 W



£1% BHREFLEMERERIT |

N SEMBEREHT - BAEA

[l X 2k MAB AU & SCHEAHERE VLAN /5 B, 12K —A4 DACL N H Fug 0. @&
A R ) — 2R B SO, W 7-11 R BisEE, e AR & S i E S N,
DACL [A] i H FFel X A4 2L vt o

M, T -EH FlexConnect 14> XA, Branch. Wired MAB AU & 3446 VLAN 13 5
1L BT LA AL E R N v 1 o 7-12 275 T Branch_Wired MAB it & LI E .

& 7-12 Branch_Wired_MAB #F#0H £ X 14

mim e - _
entity Services Engine
cisco Y 9 /2 Home Operations| ¥  Poliey | v Administration | ¥

|4, Authentication |®, Authorization |4, Profiing |®), Posture |& Client: Provisioning |5, Security Group Access &% Policy Blernents

Dictionaries Condiions Results

Authorization Profiles > Branch wired MAB

Results
Authorization Profile
\ 2] | |
*Marme | Branch Wirad MAB
G|
» [ Authentication Description ‘ Branch Wired MAB
v [0 Avthonzation * Acoess Type [ ACCESS ACCEPT -]
> At ition Profik
| el Service Terplate [
» || Downloadable ACLs
» ] Irline Posture Mode Profiles
|| Frofing
. Fostre Comrmon Tasks
» [ Qient Provisioning
| Security Group Access
V] DacL Name [ACL_Ful Access +]
VLAN TagID 1 [(EdtTag |1DMame [ 13

[T \oice: Dornain Permission

[ web Redirection (Cva, DR, MDIM, NSP, CPP)

294163
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W LLIZ Bk 4 rh 20 A% 4% 21 Nexus 7000, R85 45w BT 8 10 550 o0 1 A 4 ik i 4% e
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B T LSS 6500 A ASA Z ][] SXP X 5515 H: 2 A1, Nexus 7000 55 AS LA 75—~ SXP
WA EROR T S AR IX AT WL B RCE ) SGT Wi . f5BhiXse SXP 745, ASA fegR k£
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TrustSec IF=E
R 6 B D BN B, 1E 214 TrustSec #4,
~
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B & ISE %iE MDm API I

You are COHHECtEd o
sdulab.com

which is run by
(unknown)

Verified by: GoDaddy.com, Inc.

Your connection to this website is encrypted to
prevent eavesdropping.

I More Information...

| View Certificate | *I Details | ﬂ | Export.. |

OLOL8 Save Certificate To File
Save As: |me—mimdm.sdulab.com I |Z|
Where: | Downloads =

Format: | X.5009 Certificate (PEM) |

| Cancel | [ Save
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Certificate Operations Cartficate Stors > Import

@ Local Certificates - "
- * Certificate File[C:\Users\Administrator\Decuments\me-mimc_Browse_
£ Certificate Signing Requests -

Friendly Name[ mdm https certificate

@ SCEPRAFrofiles This certificate will be used to verify ISE server certificates in multi-node deployments, and for validating LDAP Secure Authentication Connections.
@ OCSP Services In addition, it can be used to verify the authenticity of client certfficates presented to ISE (for EAP-TLS and administrative authentication) by checking the box below:

[ Trust for cient authentication
Enable Validation of Certificate Extensions (accept only valid certificate)

Description|

o)

294165

R ISE A1 MDM A FHAHIFI ) CA, WA He AT 225 N\ MDM SSL iE+{5. ISE A4Ed K S 2l 11
NHRIE T RS HER, IS RN & B . 22%% MDM SSL iE 132 & 17 5
5, BRARA I H e RE S e 2 T

| B E%%%& (BYOD)CVD jF4&25 W



E9E BYOD MBHMBEEESRER |

W ¢z MDM API R A A

£1)2 MDM API F Pt

BRUF 2 4k, ISE EFEE MDM H ik, DUV ] APL. 2 B 238 (315 foF ISE dfi ik HTTPS
% MDM, XF % ISE Al MDM 2 [8] (f) T A5 Bl A2 e, 045 API AE3E. %ﬁNmMAWMﬁ
VISCFE 4% 7 APT AURR I A ] bk /= o —S8IL R B 0T B8 R /P 7E Active Directory 5540 204 A7 it
b . R ISE AE [k S Uy ) AD BRIEAR RIS, F HAE RO RSP A, X
TS REAE B AT AR5 KR o BRI OL R, #NAE R 425 APT H Pk o A 5014 & ik
PR EARTREE, 5 S B AEAKAERR 2 10 SCFF SCRY 8 A 1k £ MDM & B B R i

AP TR A] BE 2 A g T APT R IEH A«
o ARG A BSOS AL
o ESUHARIRAG AP 5 I ALK

& E MDM &1

ISE 5 MDM {5 AE W &R OUE B, SR s (Bl Al #EFRaEiE) « 1M ISE K
HIFIA I MDM 457 . MDM il 5 2 1 URL il 15 87 80U ), I FLUZ T 9 HUES
vi. HXEERHARZ A, ESREPEATIRE. SO T 1T H 2= R4 i L I 2 il
JrEE . PR, BRAES AR AU . HTTPS ()5 1 3 2 TCP 443, 8%, ANRek
MDM%Eh%%AH%FM% Uity 1o AT An] S 50 #0065 i 5 2 D3 R P ) P LT

ARG A T ISE 2 KB A 25 MDM — K DUREURE AR SR 5 B BRAIE UL, DR Ie] b i
B0 e, NI RO AR . v s F e v o SRS 7 20 ) MDM. & BOIR S o 40 SR 8 I %
NG, HARRIPERI ML, A ISE 23K H CoA 534 FB AT Gy 6 AlE . W% vl RE 75 B
B MDM 242, Aid, IXHH T RIS AL ERS O, 7R, MDM &M HEZRAE MDM H L&,

I H 5 ISE _FWCE (ISEmE L oC. BIAE ISE Sl A% et 7 g vk, FRArTb vl LA BRI e, A
REIX P AR T E . M ILALE T, R 7 A% & AR L MDM 3K, Al A 18 il e 358 B2 AL
H . FORIR B S TR, TSE R B Bl i 0 f vl B B . 7 ) 3 A — AN AR I 2
W, BRATTHE TR EEFE T, MDM & HUIR S AT B8 G 5 R ANES 2 T W& U5 1) O 15 00 . 41

U, VA T O N BEAY B AR A Al R A 1 B3 TR 80% HUBCHE IR INFIR),  LUIRE S A Ak
P o FEIRFIEGL, M e 2k Bk R0 28 15 7] 25 B MDM. & L%, 3615 B4 &9 B 53 i 90
o LA, CoA KW H ' WiFi 2iF, X AE 2l VoIP PEIY ARSI MW H o A iAE 78 5 B AR
MDM i & 2 HR5S H TR Ba OR B R 0o 4 R BRI B, IS4 1% RIBG N 5 MDM . _E s SR 4 2%
NI A . i, 405 MDM it S Ok 1 263 443 DU /N RS — UOIRZS, T ISE N ¢ & 4 A [R]

B, AN TZEN 2. BEIRSE S RFES 4 MDM R4S 28 R AL\ fgy, IS8 35)
Ve 4% (10 Rt 75 i 46 0

WE,“F%”Eﬂ{HT £ MDM 2 %5 2% R 3B NG . RO MR ZAE, HE, —
WHEEE — A EE A TiE RS B 9-3 B T8 MRLE .

B ERBH%%& (BYOD) CVD A% 2.5 |



| 9% BYOD B EEEBRER

gE MMz H

& 9-3 MDM fR%#S1E15 8

y -",_-'I'h T
P’ Identity Servi i
r o ity Services Engine /i Home Operations| v Policy| ¥ Administration | »

;3; System 1';.'; Identity Management i Network Resources |2 web Portal Management |l Feed Service

Network Devices Network Device Groups External RADIUS Servers RADIUS Server Sequences SGA AAA Servers HAC Managers MDM

= T Esternal MDM Server List = Airwatch
Mobile Device Management o T S

ar =E- MDM Server details

| External MDM Servers > * Name | MDM Partner

* Server host | wrw.mdm.com

*port [443

* User Name | apiadmin

|
|
|
Instance Name | |
|
|

* Password | seseveves

MDM API Portal
Description
= Poling Interval | ] | (minutes)
¥ Enable

= . The MDM Server details are valid and the
connectivity was successful.
i
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i Connection Failed: Please check the
w connection parameters.

ISE (HEBELEHSE L) fl MDM (37 DMZ 8~
W) 2 AR B BT R ) A A K B
il RVE 7\ 1 HTTPS.

(o)
7 HTML 404 i DA G I S5 451 il 1 5 DA AN 5 2 55
. Comnecton e 404 ot Fund BN BCE 7 Se], B L E TR IR IS
(o)
MDM JIj 55 i b= 0109 7K P 86 8 A 5 HL ST I TE Af A
o _ o i ERrg, Wik o4 ISE A H Ak 73 ie 1
| Connection Failed 403 : Forbidden REST API MDM % @ .
(o)

i Connection Failed 401 : Unauthorized

(o)

ISE Jr Al Ik f 1R H - 44 B RS AN IR 53— DA KA
BER MDA, FAH) URL 22 MDM ¥ s, {H
S FISRICE Lk MDM M (0158 AR KRR
#2535 MDM JF%5 % [+ ISE i [1] HTML {847 401.

i Connection Failed: There is a problem
= with the server Certificates or ISE trust
store.

(o)

ISE AT MDM Wi 3R 15, X B RS, Kig
YIRS NS ISE 1246, sEIE B S AN G .

The MDM Server details are valid and the
connectivity was successful.

(o)

BRI & B U NG IE MDM 7 i
Ja k.

IR

I E MDM J5,  ISE SR 7 i rpol A5 G i S ms BT 5 e B s vk . P m) DU R 55 5 SR >
FH > RS > MDM KiE i, wiE 9-4 R,
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{2} Home Operations| ¥ Administration | ¥
|£] Authentication |®) Authorization |4} Profiing |@ Posture |&) Client Provisioning |=] Security Group Access & Policy Elements
Dictionaries Conditions Results
o Dictionaries > MDM
Dictionary ary Attributes
l 2]
‘av| k- - - ;
Dictionary Attributes

¥ [ System

» LLjcop

» LLj CERTIFICATE s

» L] CiscoPEP Namge Internal Name Description

» Ll DEVICE [ DeviceCompliantStatus compliant_status Compliant Status of device on M...

» LLiDHCP [] DeviceRegisterStatus register_status Status of device registration on ..

» L EndPoints [0 DiskEncryptionStatus disk_encryption_on Device disk encryption on MDM

> s O me imei MET

v Bl cust O 1aiBrokenstatus jail_broken Is device jail broken

4 IdentityGi

LL{ TdentityGroup [0 Manufacturer manufacturer Manufacturer name
» L] InternalEndpeint _
O MDMServerReachable MDMServerReachable MDM server reachability

* L] InternalUser

v P O model model Device model

» Ll Lop O osversion 05_version Device Operating System

» L MAC [ PhoneNumber phone_number Phone number

O PinLockStatus pin_lock_on Device Pin lock status

» L MDM LOG O serialNumber serial_number Device serial number

» LU Multimedia

» L NETFLOW

» L Network Access

Fx ISE i 1) APT HI 7K 7 22 4b, 36875 225642 MDM L 58 LT

293798

A EALSS (B, 2FIF%
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Active Directory 2R

Active Directory 24 0] LAFAE [l H 7 82 T AN U7 ) BB 1K) o — B o7 e ARFERETRUR =4~ AD 41:

« BYOD_Full_Access - BLZH A% B4 352 T 1 W9 48 B5 I A 58 405 ) LB

e BYOD_Partial_Access - JLZH F) s R8T 7 M BRI 3 U ) A PR o B I b A RR, F P a]
PLS 1) B0 R R Al N -4, il an s lis . Ak H s, 2=k T 4%
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FTEifiE FEE/ 5 FHH#/SGT BYOD_Full_Access
#BarifiE EE/ 4 H#/SGT BYOD_Partial_Access
{RE R B R/ 4 /ST 8~

64 Android & &

Active Directory 2 W

BEH IR

3

Ha

RERE O
Android  1E48 ° %

A7 8 SGT Fa A AT SGT MM 7€ I JE £ Ja 4 W 17 1) 5

TECE ] H TR AU MS 25 E ) Active Directory 41, 1§ £1ili Administration > Identity
Management > External Identity Sources > Active Directory > Groups, %X J& % HF ¥ F T 5w 41+
FEL A 55 A RE . & 10-5 S T AR TR R A 4l

& 10-5 Active Directory 4

cisco Identity Services Engine

oy Home  Operations | Policy| v Administration |«

=fe System S Identity Management

Identitizs Groups External Identity Sources

External Identity Sources

B Metwork Resources

Identity Source Sequences

|24 Web Portal Management |k, Feed Service

Settings

Active Directory = AD1

Connection Advanced Settings
Edit cﬂ:.ﬂdd v 3 Delete Group
Mame

aErEr o
[ Certificate Authentication Profile ¥
wu Ackive Direckory
£ Loap >
[ RADIUS Token ¥
=] 548 SecurID >

O 0O O™

sdulab.comiUsers/iBYOD_Full_Access
sdulab.comillsers/BYOD_Partial_Access

sdulab.comfUsersiDomain Users
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Define the Authorization Policy by configuring rules based on identity groups and/or other conditons. Drag and drop rules to change the order.
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Define the Authorization Policy by configuring rules based on identity groups andjor other conditions, Drag and drop rules to change the order.
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Exceptions (1)

Standard

Status  Rule Mame

rd SETCampus WiFi Personal Ful

Conditions (identity groups and other conditions) Permissions

Radis: Service-Type EQUALS Framed Radius: MAS-Port-Type SGT11_Campus_Pers_Full
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Radius:Caling-Station-ID EQUALS CERTIFICATE:Subject Alternative
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[ L I * Mame | Wirgless_E&P-TLS
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I = l Authorization Simple Conditions
* Marne| AD_Full_Access
@~ E~ & Description | A0l ExternalGroups EQUALS Sdulab.comfUsersfBYOD_Ful_srress
v Simple Conditions »
W Compound Conditions ¥
* Attribute * Operator * Yalue
ADL:ExternalGroups | | Equals -| | sdulab.corn,sters,fBYOD_FuH_Act-| o
~
Save Resat §

R 10-5 H A FAd A5 iR SO 30 AL
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PR E B BCR MG VL BC K 45 2R, FLARABCRT LRAT AN 28R, Wiz AUC B SO b4 2R . & 10-6
el T HIT 58 4 Vi A RLRR -

# 10-6 T2 EIRERBR

WBRZFR WPRAER A&

SGT11_Campus_Pers_Full  Frift45 R i) 802.1X T4k ¥ 5 43lic SGT, 1% & M Fse
Ay I HJG T SGT il 88 % .

b X WiFi 5841 ] PERUEC B S | g AR P o] X 4 R B 1 802.1X ki 4
RALSE AT i BLUR

43S WK WiFi 524275 1) PR B A 1] I\ FlexConnect 43 37 ML #2183 3 £% (1) 802.1X
Toek iz & HEI%E VLAN

fil-& WiFi 58417 i) PERUEC B SO | ) AR N5 B B L) 802.1X Tk #4541
A5 45 1) B o

4

M
o

TEARVC IR, Rl e N LR 2 548 1 Catalyst 3850 R AIAZHHLA / 8L CT5760 T4k 7 1
BRH o SR B b X

S SGT M&EHPXE X
Qe 4 20 V7 ) 1R S S Bk, A e A U IR A N s B I SGT i 11, M A&
SRWbRICAE 11 )5, v DU R E S oo b i P k55 25
Kl 10-21 78 T SGT11_Campus_Pers_Full $ AL & SCAF WA £ %5 4% 4% 1 58 4 Ui T AR A4S %
AL SGT 11,

& 10-21 SGT11_Campus_Pers_Full

aiian]es
Tdentity Servi Engi
e e 4> Home Operations|¥  Policy|¥  Administration | v

|£, Authentication |®, Authorization |+ Profiing |®) Posture |t Client Provisioning |&) Security Group Access & Policy Elements
Dictionaries ~ Conditions | Results

T Security Groups List = 56T11_Campus_Pers_Full
| g | Security Groups
* Name| §GT11_Campus_Pers. Generation Id: 6

§ s B Description| personal Devices With A Full Access Get A Tag Value Of 11.
» | Authentication
» [ Authorization
» [ Po

e kit Allow system to automatically generate tag
> [ Fosture (@ Select value from reserved range
» [ Clent Frovisioning Tag Value 11 Enter value between 5 and 80
~ [ Seaunity Group Access

» [ Security Group ACLs

» || Seaurity Groups

[ Security Group Mappings

293714

SGT SIS AR 5 LT SGT1L AR, BIAERE R SGT Seifide b A fdhilds  CAMEED) ¥
WIS, RVFHBHTE2TI . 1ES 002 4 U5 ol (50 S, T A R FE I VR0 A 2
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XA ACLEEFRERX

K 10-22 R T 1 X WiFi 584 1) $2 AL B S Wil { H ACCESS_ACCEPT v v 28 715k fui4F 58
Vi)

& 10-22 FEX WiFi 22155

s
Identity Services Engine I
cisco ] g (@ Home  Operations | v Policy | w  Administration | v

|4 Authentication @) Authorization |4 Profiing |@) Posture |2 Client Provisioning |5 Security Group Access &% Policy Elements
Cictionaries  Conditions  Results

Authorization Profiles = Campus WiFi Full Access
Results
‘ o | Authorization Profile
- = * Mamne | Carnpus WiF Full Access |
a-E-
v [ Aubhenticabion Description |
[ Authorization * fccess Type |ACCESS ACCERT - | |
v [ Authorization Profiles
= Service Template [
» [ Downloadable ACLs
v [ Inling Posture Mode Profiles
v Profitng
v | Posfure
= Comman Tasks
v Cent Frov@oning
v Secunty Group Access
I™ DacL Name
™ uLen

™ weice Daornain Permission

203715

WA A B SO S vF e A Vi, PRk ISE G748 € AT U5 il P 1t v 44 ACL.

5% F FlexConnect B9 5 #1443

MBSt FlexConnect K73 SCHUR AL B 4% 1) i 23 # 73 BE #1) VLAN 10, 1% VLAN CURC & b ¢
Pg TR B 10-23 8o T 73 SO WiFi 58 40 1] 52 A0 & S0
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i ) . .
cisco Identity Services Engine

A EHH WiFi Z21515

‘) Home  Operations | »  policy | v Administration | v
&) Authentication =) Authorization |+ Profiing |? Posture | Client Provisioning |5 Security Group Access & Policy Elements
Cictionaries  Conditions — Results
Authorization Profiles = Branch WiFi Full Access
Results e
| = | Authorization Profile
= = *Mame [ Branch WiFi Ful Access |

AR v :
v [ Authentication Description |
v | Authoszabion * dccess Type |ACCESS ACCERT - ‘

v || Autharization Prafil

e Senice Template ™
» || Downloadable ACLs
v [ Inline Posture Mode Profiles
i Comman Tasks
L
v | Fosture
v 5 clnt Srovisianing ™ DAL Mame
v [ Secunty Group Access .
M uLen

LA BUHC B SCAT SEVF 58 4 Il

10 AHCHE

AN A E X

TaglD 1 [ Edit Tag |IDfMame [ 10

I- Woice Domain Permission

™ wab Redirection (Cvya, DR, MDOM, MNSP, Posture)

v sdvanced Atlributes Settings

|Se|ect an item | = |

v stiributes Details

Access Tyvpe = ACCESS_ACCEPT
Tunne-Private-Group-10 = 1:10
Tunne-Type=1:13
Tunne-Medium-Type=1:6

203716

KL TC T AR S0 H T V5 1) #5241 FlexConnect ACL 5 VLAN

10-24 B T RlE WiFi 5845 R #2000 & SCAFan T f |l ACCESS_ACCEPT #: AR ALK iR 5¢

e
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& 10-24 #E WiFi 215

= sk Encine 7 Home Operstons|¥  Poicy|v  Administration | v

|4, Authentication |®, Authorization |4, Profiing |7 Posture | Chent Provisioning |5} Security Group Access 8, Policy Elements
Dictionaries Conditions Results

—— A Jthar'_ﬁ‘a.jn p-f:.;a > Converged WiFi Full Access
Authorization Profile
[ )

_ n *Name | Converged WiFi Full Access
@& e [comeer I
» [ Authentication Description | Converged Wireless Full Access
v o Authorization

-
» ) Authorization Profiles AccessType  [ACCESS ACCEPT -] |
» " N
| Dowinloadable ACLs Service Template

» ] Inkine Posture Node Profiles
» L Profilng
» | Posture
» & Clent Provisioning
.

[ pACL Name

[ vian

! Voice Domain Permission

203717

[FIRE, AN & SO R VFss Vi, PRk ISE G548 € FH T U5 il il 1f iy 44 ACL.

. PRRY
MATLZIZE - FR5r 77 B AR
B AN NS HEA 3 U5 RIALPR . Cisco ISE 2¥ 50Uk LA R #5301 :
SRR B U B0 I = )1 W W st 5 A B G 7 o
o BME—FRIR RS IR 1R, Calling-Station-ID 205 UE 15 /) £ BUSAC L FRAHIULHS  CAEAS B
AR R O & H MAC Hubib) .
o EESEE] EAP-TLS 543Kl KA .
« H ) /& BYOD_Partial_Access Active Directory ZH ffJ i i1

R R L, 10-25 SR T WA EF X MIC 28834 5 B AN [R) AT B 7 ) 9 285 (1) 1% 6 ok 6 AN [ 4%
BUBCE SO . RN PR E SO E2f H VLANS SGT. )4 ACL. FlexConnect ACL 254 )3 Hiy
SE it — FfoE— BURR o
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& 10-25 A4 T IEI IR BRSE R

E£hRERX SGT

X WiFi B4 if15)

|
AR A RS a

X ERX ACL

S ENEXF0
A

& WIFi #3453 77718)

Airespace ACL:
ACL_Partial_Access
Radius Filter-ID:
ACL_Partial_Access

T TR VLAN: 11
AN VAN =ANIE S
5 % #1# FlexConnect 7 3T WiFi #5537 1] FlexACL: BranchX_ACL_Partial_Access

FEAE ISE S ERABGIN), i i Policy > Authorization. 10-26 H A ER T N NRAIZ T

1853 V7 T AL BRE AR #32 BSR  «

& 10-26 BB B IEIRIIF IR HE

/2 Home Operations| ¥  Polcy| v Administration | ¥

|2, Authentication [ Authorization |, Profiing  |@) Posture [ Cllent Provisioning | Secury Group Access 8, Policy Eements
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
[ First Matched Ruke Applies -
» Exceptions (1)
Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
SGTCampus WiFi Personal Partial Wireless_EAP-TLS AND Vaid_Certificate AND AD_Partisl_Access AN SGT12_Campus_Pers_Partial AN
SGT_Controler PermitAccess
ra Campus WiFi Personal Partial Wireless_EAP-TLS AND Valid_Certificate 21D AD_Partial_Access AN Campus WiF Partial Access
Campus_Controller
F Branch WiFi Personal Partial Wirgless_EAP-TLS AND Vald_Certificate AND AD_Partial_Access AN Branch WiFi Partial Access
Branch_Controler >
Fd Converged WiF Personal Partial Wirgless_EAP-TLS AND Valid_Certificate 2nD AD_Partial_Access AN Converged WiF Partial Access '5
Converged_Access @

VEA B E NN, ISE 2Pl LU 451
o Wireless_EAP-TLS - £ fli | EAP-TLS %4 & XN E A% .

o i A — A RGIET . Calling-Station-ID 51iE 5 3 U A4 FR &L 75 1) MAC Hitik UL .
GE SCA T 26D o

o /B T4 E Active Directory 41 CE SUN TR B4 .

 Radius S IR AL yEilds, 2GS 2 U MME & &AM % : Campus_Controller.
SGT_Controller. Branch_Controller 5 Converged_Access (& LA 444) »

] PR AL B A A T IR SR A AN TR 2 F

E# B8 % (BYOD) CVD fEZs 2.5
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PR

PR E BRI VL BC IR 455K, AT LRAT AR 28R, Uiz RORC B SO b e L 2R . & 10-7
I T T U i AR

Z# 10-7 B F L6385 15 ET B9 #R BR
WBRZFR PR SEEY A&
SGT12_Campus_Pers_Partial | FrifE4h 5t W MJEH T SGT ¥ Hl#1EH: ) 802.1X T2k ik

F A SGT, %424 v 527 % B vhooa
LG 45 2% R 43 U7 in) AR

b X WiFi #5451 il PRI G SO | g A ol DXl 2 JE R 1Y) 802.1X L&k %
HEIZ Ay 4% ACL.

S ML WiFL #5417 8] PR E S |1 M FlexConnect 43 SCHLF 45 4 98 2% B2 1 802.1X

Jok % £ HER% VLAN.,
filA WiFi 3545 il PERUECE SO | 17] 802.1X L4k W & HEIX fir & ACL, %% % MR

JH B B N ) el DX B 00 SR A B 5

XH SCTERRERX
iz A= 4 ) 0 S St b BTk, A SR U ) BB IS N B S8 e SGT i 12, AR
SRIWARICME 12 J5, AUnT DR 250 thoh SGT (A 50 HIHBLL IR 5548
K 10-27 2o T Wi fic & SGT12_Campus_Pers_Partial #Z B & 4, PARAS N B4 iic SGT
12, M1 1l .

& 10-27 SGT12_Campus_Pers_Partial

i
Identity Services Engine TR
cisco ity o (i Home Operations|¥ Policy|v  Adminictration | ¥

|£) Authentication |®, Authorization |+ Profiing |®) Paosture |tz Client Provisioning &) Security Group Access % Policy Elements
Dictionaries  Conditions | Results

Results Security Groups List » SGT12_Campus_Pers_Partial
| g | Security Groups
* Name| §GT12_Campus_Pers. Generation Id: 7

@r = L2 Description| personal Devices With Partial Access Get A Tag Value Of 12.
» [ Authentication
* [ Authorization
» O Po

ol il Allow system to automatically generate tag
> [ Posture (@ Select value from reserved range
» [ Clent Frovisioning Tag Value | 12 |Enter value between 5 and 80
¥ [ Seauwity Group Access

* [ Security Group ACLs

» | Security Groups

293720

| Security Group Mappings

SGT M SIS AR 5 LT SGT12 fALIRE, BIZERE XR M SGT Seiide A fdhiles  CAMEED) ¥
WIS, RVFHBHTE2Vi . 1S 002 A U5 vl (50 S, T AT R FE I VR0 A 2
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XA ACLEEFRERX

BT SR A CARHR ) ToZ vl i el XA & IEFE % &, Bl X WiFL 3559 U ] $2 AUE &
AT WLC $14T 1 ACL_Partial_Access Vi %113 . K& 10-28 7 T #2AHC& S04 .

& 10-28 E[X WiFi 28515157

afta]n.
Identity Services Engine " m—
cisco ¥ 9 /i Home Operations|*  Policy | v Administration | v

|2, Authentication |®, Authorization |+ Prafiing |®, Posture |5} Client Prowisioning &) Securty Group Arcess & Policy Elements

Dictionaries Conditions Results

Authorization Profiles = Campus WiFi Partial Access

Results
| > | Authorization Profile
_ . * Marne | Carnpus WiFi Partial Access |
A Qe
» B2 Authentication Description | campus WiFi Partial Acress
w [ Authorization * Access Type |ACCESS ACCEPT - |
» | Authorization Profiles Service Template [
» | Downloadable ACLs
» [ Inline Posture Mode Profiles
» £ Profiing Cormman Tasks
» [ Posture ™ MacCSec Palicy
v Chenf Prowsnning
v Secuty Group Access - MEAT

™ wisb Authentication (Local Web Auth)

7 Airespace ACL Mame | ACL_Partial_Access |

I~ asa P

Advanced Atributes Settings

‘Select an itemn | = |

Atfributes Details

Access Type = ACCESS_ACCEPT
Airespace-ACL-Mame = ACL_Partial_Access

203721

JRHCER R W 5 i 25 SCFF v 44 ACL, XS BAAEE B8 FEEaTit e ACL, MA 2 EHEM
ISE F#fti}H]. ISE £ 1#if] RADIUS Airespace-ACL % #RJE AR, F57% WLC N1
ACL_Partial_Access ACL. & 10-29 75 T Itt ACL [N 2, W CT5508 WLC [ [X 22 il 28 1 1) 52 X
FTik
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& 10-29 T4EIZHEE L9 ACL_Partial_Access

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

Access List Name ACL_Partial_Access

Deny Counters [}

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP Direction
1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any Any Inbound

2 Permit 10.230.1.45 { 255.255.255.255  0.0.0.0 / 0.0.0.0 Any Any Any Any Cutbound

3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 { 255.255.255.255 Any Any Any Any Inbound

4 Permit 10.225.40.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any Any Qutbound

5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCF Client DHCP Server Any Inbound

6 Permit 10.230.1.61 / 255.255.255.255  0.0.0.0 / 0.0.0.0 ucr DHCFP Server DHCP Client Any Outbound

7 Permit 0.0.0.0 / 0.0.0.0 203.0.113.10 / 255.255.255.255 Any Any Ay Any Inbound

8 Permit 203.0.113.10 f 255.255.255.255  0.0.0.0 / 0.0.0.0 Any Any Any Any Cutbound

9 Permit 0.0.0.0 / 0.0.0.0 10.230.4.0 / 255.255.255.0 Any Any Any Any Inbound

10  Permit 10.230.4.0 / 255.255.255.0 0.0.0.0 / 0.0.0.0 Any Any Any Any Outbound

11 Deny 0.0.0.0 / 0.0.0.0 10.230.0.0 / 255.255.0.0 Any Any Any Any Inbound

12 Deny 10.230.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any Outbound

13 Deny 0.0.0.0 / 0.0.0.0 10.225.0.0 f 255.255.0.0 Any Any Any Any Inbound

14 Deny 10.225.0.0 f 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any Qutbound g
15 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any Any §

Kl 10-29 BTG i F R Fs 0w T LR 5

FuVF LA DNS fIi55 5 (10.230.1.45) 1F 036 / H SR TP Yiil .

o FVFLLISE 4528 (10.225.49.15) 15 43 / H AR IP 17 ) .

o FVFLL DHCP IR45#% (10.230.1.61) 75 i / H AR IP i) .

o FLVFLL MDM JIi45 %% (203.0.113.10) 1E 935 / H Az 1P sl o
o RVFLURRE T (10.230.4.0 /24) 1645 7 HFRE TP 15 ) o

o FEALIEHE O T (10.230.0.0 /16) 1E i /1 HARE TP Vilh)
o FE4 LI X F R (10.225.0.0 /16) 45 4 / HFRK TP 15 1) .

o ARVFLITA HAL T M CELEEM VT D) VERNIE 7 HAREITI A

4

b

‘.

FE OEER, AP MDM RS E IV R H (ACE) & £E ACL o AR rpoisH i (1 1 5 R U )
R GIARMA XL H . 55 11 %, “BYOD M6 - Bah & i P e e ” Thish e it gy
e A5 S A D37 R I P52 A s R D) R 452 B B S A

B 10-29 S G a) 12 JE H F SATBGE PR =00 00— o i), A B A TR AL
ACL N SEINE A, FASCVEERLE Jr 18 U7 W45 5E TP Sk AP sl 3 H AT 20 ) fE TS M i ik
ACL, FFRRE—N 2% HIRANE SCE o 1 03] o

4

M
o

CT5508 WLC % 3 #F 64 I~ ACL, %4 ACL £ 64 17,

5% Ff FlexConnect B9 9 X #1144

% T S FlexConnect TGk vl (K53 SCHUR AT EE R 1R 4, 43 SIS WFL #4343 G
SCAF LA R A DAL E] VLANLL, ISR T #05 Ui il AR 1R 86 %6 % H ) VLAN. &l 10-30 &2
7R T A B S
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& 10-30 S EHH WiFi 28515757

alna]ne
Identity Services Engine " ST
cisco ¥ g /@ Home  Operations | v Policy | v Administration | v

|2, Authentication |®, Autharization |4 Profiing \®, Posture | Client Provisioning |, Security Group Access & Palicy Elements

Dictionaries Conditions Results

Authorization Profiles = Branch WiFi Partial Access

Results -
‘ = | Authorization Profile
- s *MName [ Branch ¥iFi Partial Access |

@ o -
» [ Authenteation Description | Branch Wik Partial Access
~ [ Authorization * Arcess Type [ACCESS_ACCERT -]

» [ Authorization Profil

W Sarvice Template [

» | Downloadable 8CLs

¥ ] Inline Posture Mode Profiles Common Tasks
v [ Frofiling
v [ Fosfure

=i iy I™ DacL Name
v Chant Provioning D
v [ Secunty Group Access E

I L TaglD 1 [ Edit Tag | 10yMams [ 11

I™ weice Daornain Permission
™ web Redirection (WA, DRW, MOM, MSP, Posture)

v Advanced Atributes Settings

|Select an item | = |

v Attributes Details

Access Type = ACCESS_ACCERT
Tunnel-Private-Group-1D = 1:11
Tunnel-Type=1:12
Tunne-Medium-Type=1:6

203723

EA WU RS ACL 1077 NS5 7E4E =0 WLC "] ACL Ff A EARE IR+, X T4
XML, Cisco 7500 Flex JoZk 475 | 22 ik #i T FlexConnect ACL K AT R IEA L . FlexConnect
ACL 7 WLC g, Jfilid AP 8% FlexConnect 4 5E X [ VLAN B &, [AIINHE A EF % sh Ak
AAA % ifi VLAN [¥) VLAN ACL MU . U PZBORISVCELHS, 1X 4% FlexConnect ACL 2 #E1% 3|
AP, K& T8 R HH T FlexConnect 41 %54~ VLAN 3Ljiti Flex ACL. 03U K fios:

1. NEANDZHHE)EHE-— 1 FlexConnect ACL.
2. AEEANG SRR N A FlexConnect 2H H i) FlexConnect ACL.
3. & X 44 VLAN ) VLAN-ACL Wit .

7E FlexConnect 7500 #51i%% I, i Security > Access Control Lists > FlexConnect ACLs, &
ST AR ) ACL #U0). [#] 10-31 75 T Branchl_ACL_Partial_Access ACL, % ACL fuif
Ui 1) LI Do) L iy S5 8

BEA ) SCHUM W] BE T 28N ME— 1) ACL, AU REAS 73 SCHLR AT BEAT 75 I K9 AS I BE YR — (1) TP
Huhik = a]
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& 10-31 Branch1_ACL_Partial_Access

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

Access List Name Branchl_ACL_Partial_~Access

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any

2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 / 255.255.255.255 Any Any Any

4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCF Server
6 Permit 10.230.1.61 / 255.255.255.255  0.0.0.0 / 0.0.0.0 uce DHCP Server DHCP Client
7 Permit 0.0.0.0 / 0.0.0.0 203.0.113.10 / 255.255.255.255 Any Any Any

8 Permit 203.0.113.10 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

=R Permit 0.0.0.0 / 0.0.0.0 10.230.4.0 / 255.255.255.0 Any Any Any

10  Permit 10.230.4.0 / 255.255.255.0 0.0.0.0 / 0.0.0.0 Any Any Any

11 Permit 0.0.0.0 / 0.0.0.0 10.230.0.0 [/ 255.255.0.0 Any Any Any

12 Permit 10.230.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

13 Permit 0.0.0.0 / 0.0.0.0 10.225.0.0 [/ 255.255.0.0 Any Any Any

14  Permit 10.225.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any a
15 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %

iR ACL 5 T LU R U5 [ BLRR -

L]

FVFLL DNS 45 2% (10.230.1.45) 4E 035 / HFRIG TP V704 .
FoVFLLISE k55 #% (10.225.49.15) AE U / HFR ) TP Py ) o
FoVFLL DHCP 45 2% (10.230.1.61) /5 3 / HFR ) TP 97 i)
FeVFLL MDM JIR 45 %% (203.0.113.10) 4E R / H AR TP 151

FEVF LR 2 T (10.230.4.0 /24) 1E 5 7 HERIG TP Yilal . m] LLZS IR ALK ACL 46 H . LA ARRVF
Vi i\ Branchl -/ / 55 2%

.46 DAFCH Hh o0 9 (10.230.0.0 /16) 7E 435 / HAR TP Viln)
AU X 7 (10.225.0.0 /16) 1E U5 / HFRK TP 519 o
FOVFLA BT HoAth 70 CHIBERIVT 1)) AE U8 7 HERIDT 1)

BRI ) A2 SE AR R =B o, A TRAHS. ACL WA, H
CACVFAERLE 7 1) U5 [ R 5E TP Mk AT o 33 JATT 20 T B PRt ik ACL, IFRERE— A4
FIAR N E 3 3 11 0] o

EARE IR, BATAEEN D SZHIE X T — FlexConnect 4, fSLHF XM Z A
FlexConnect 1 [n) s JL 2t 40 .

7£ FlexConnect 7500 ¥ #s I, riidi Wireless > FlexConnect Groups, J 4% i€ 70 X HUKIA7 B %
£ FlexConnect 4, W& 10-32 7.
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MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT

FlexConnect Groups

Group Name
Branchi
Branch2
Branch3

Branch4

Branchs

203725

£ 10-33 4, Branchl f) FlexConnect 241 Branchl_ACL_Partial_Access ACL M H T-ZE % 3
VLAN 11 [ %3

& 10-33 Branch1 g9 FlexConnect £
MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

FlexConnect Groups > Edit 'Branch1’

" General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies |

AAA VLAN ACL Mapping

wlan Id 0

Ingress ACL | none El

Egress ACL |none E|

Add

Vlan
id Ingress ACL Egress ACL
10 none E| none Elﬂ
11 none E[ Branchi_ACL_Partial_fAccess Elﬂ
12 |'none Er [ ACL Internet_Redirect E[

203726

AN S E X

X IASEE i B e N I (R [l (X B0 SEMLAI AL B IEFE 0% &, il WiFL 35820 Vs 1R $2 AURE & ST
AT Catalyst 3850 RFIASHeHLIAT ) ACL_Partial_Access Vi M 71155 . 10-34 Eon T A &
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& 10-34 2 WiFi 285 575

cisco Identity Services Engine

/2> Home Operations| ¥  Policy| ¥  Administration | v

1=
Dictionaries Conditions Results

=
Authentication |.Se Authorization L_‘ Profiling Lrﬂ Posture 1_-,-( Client Provisioning L; Security Group Access &, Policy Elements

Authorization Profiles > Converged WiFi Partial Access

Results o
Authorization Profile
( L)
= n *Name | Converged WiFi Partial Access

LCR AN TR e [ onverg '
» [ Authentication Description | Converged Wireless Partial Access
v | Authonzation

» [ Authorization Profiles “AccessType  [acCESS_ACCEPT -

» £ Dow A

5 Downloadable ACLs Service Template

» | Inline Posture Node Profiles
» | Profiling
» & Posture
» [ Clent Provisioning - -
» [ Security Group Access

Auto Smart Port

| v] Fiter-ID ACL_Partial_Access |.in |

293727

| Reauthentication

Cisco Catalyst 3850 RFIA ML (LUK CT5760 Lkihlas) X Friv 4 ACL Al F#/ ACL. X
TR G AW, Kaiidr 4 ACL, XEWHE % ACL AJIAE Catalyst 3850 A #ebl T E,
MAEEHE ISE N8 . ISE 2x{#i il RADIUS Filter-ID J& H{E X}, #8777 WLC N
ACL_Partial_Access ACL. DL F/R#Ilc S Bo8 Tt ACL [N 2%, 4 Catalyst 3850 A2 e d/LH i) 52 X
FTidk

ip access-list extended ACL_Partial_Access
permit udp any eq bootpc any eq bootps
permit ip any host 10.230.1.45

permit ip any host 10.225.49.15

permit ip any host 203.0.113.10

permit ip any 10.230.4.0 0.0.0.255
permit ip any host 10.230.6.2

permit ip any host 10.225.100.10

deny ip any 10.230.0.0 0.0.255.255
deny ip any 10.225.0.0 0.0.255.255
deny ip any 10.200.0.0 0.0.255.255
permit ip any any

LRV R SIS B 29 BRIV R SURARL, EJE SRR EAE Catalyst AZH#HL L, TAE L
PEdlas bo DL, ViSRS R A A . Ui SRS E TR U5 R

L]

L]

FoVFLL DNS k5545 (10.230.1.45) 1N/ HARH 1P Vi)

FEVFLA ISE MR 55 4% (10.225.49.15) 2459/ H AR TP 5 ) o

AFLL MDM JIRSS 2% (203.0.113.10) 16 R Y5 / HFRI TP Vi) .

PR MR E RS B8 (10.230.6.2 A1 10.225.100.10) VE 45 / HERH) IP Vil o
.48 ARG vho0 7 (10.230.0.0 /16) 7435 / H AR TP 1519

g LAGE X ™ (10.225.0.0 /16) 75 A ¥5 / HFrE) TP D5 i) .

.45 LA 73 SCHLAE 11 (10.200.0.0 /16) £E 43 / H AR IP 15 i) o
AVFCUTA H A7 CEICM U D VE I8 1 HEs Ui .

BER A& (BYOD)CVD fiA 25 W
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FFE, ARG BT om0 vs I 50 R 2 — e, JHEAH TRAH . ACL N B AR, HANRVFAE
U RE J7 [ U7 W) g TP b A i, lH BATS R e it Rk ACL, KA — NEHIENE

S 25 .
S
FE AWM T Radius:Airespace-ACL-Name AV X%f, 7E CT5508 F1 Flex 7500 JG &kl 4% 45

CUWN L&t & Ligea4 ACL. A, &4 T {FH Radius:Filter-Id AV X}, 7&
CT5760 JL 4% il d5 Fll Catalyst 3850 F¥IAZ bl 55K T Cisco 10S WL &= Hl#4 1 & Lif e 4
ACL. X T gk, XHIEN TmiA— 35 M4 B 5 v DI7E BYOD S8t b H A% 48
Airespace-ACL-Name AV X5 Filter-1d AV X} ] Radius FR#E 7% BATE N 2485 BE 510K Rk iy
P i () —FbRMEAL, AT BB IS 7E 52 Fr 0 B 4 i %4 ACL.

HT T ST oK R Rl 5 3 N Rl Bt 1) 2 SH LR B3 el DX PR S N JIE 2 e 4 #4823V il BRI E L ISE
SRS, DR ) DA o5 1 06 2 20 SEHUR AN el X B e X5 IRl 8103 n BT i) HoAk s ) ACL
HSERTT e i e X A a0 ORI #R b s Bkt ig i) ACL — 2.

s s N RN
AT HF - (XEEKMifE
B A N BRI (B U5 1), Cisco ISE x5 iiF AT - 101 -
o BT ORI M SR A MR .
o BEME AR A DT 1,  Calling-Station-1D 25 51F 15 19 3 A &4 FRAH VG (7 A5
o, BRARA TR O 45 ) MAC M) .
o R EAP-TLS & 4356 iiF K 1 .
o H P2 Active Directory 4 HI 5t o

R A b, B 10-35 o T anal ROk B G ER BT 25 S RS [ B 1R 8 4% 38 BEAS IR B2 B &
. BEADFRA & SOl VLAN. SGT. fiv# ACL. FlexConnect ACL Z5AH W 3t 51 jiti — Fh
M —BLPR
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& 10-35 R BB R 15 R BR SERE

Www
ERRE LA HRSLE

TAF ISE e ERAGIN, 1 A Policy > Authorization. 10-36 FE SR T WA N T
AN IDE R U i) A PR P52 A SR s

293728

& 10-36 R E R RT5 I5 FI AR e
= -

70> Home Operations| v  Policy| v Administration | v -

|} Authentication |®, Authorization |4} Profiing | Posture | Client Provisioning |=) Security Group Access &, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

‘ First Matched Rule Applies -

¥ Exceptions (1)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions

rd SGTCampus Wifi Personal Internet £ (Wireless_EAP-TLS AND Valid_Certificate AND SGT_Controller AND AD_Domain_Users then | Campus WiFi Internet Only

rd Campus Wifi Personal Internet ¢ (Wireless_EAP-TLS AND Valid_Certificate 41D AD_Domain_Users AND Campus_Controller then | Campus WiFi Internet Only

rd Branch Wifi Personal Internet ©  (Wireless_EAP-TLS AND Valid_Certificate 4D AD_Dommain_Users 41D Branch_Controller then | Branch Wifi Internet Only Y

it 2

rd Converged Wifi Personal Internet £ (Wireless_EAP-TLS AND Valid_Certificate AND AD_Domain_Users AND Converged_Access then | Converged WiFi Internet Only| %
&

PEANAF N,  ISE 2 VP4k L F 461
» Wireless_EAP-TLS - Zuiiffi |} EAP-TLS %8 (& XN EELM) .
o R BT M RE TS . Calling-Station-ID 51E 15 32 U AR 4 R P AL FE 1) MAC HuhikPURC
G SCh TR RAAT)
o /B T4 S Active Directory 241 (32 SCH R L4644 ©

» Radius S IEYE A G HI4s, i Hla & UL MME— &4l : Campus_Controller
SGT_Controller. Branch_Controller 5% Converged_Access (& A A54F) »

] PR AL B A A g T IR SR A T RN R 2
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PR

P I ) B AT 2 AF AL RC IR S R0 2 T P AR N RSCRR  E 1t FR 78 20 v, LB 45 R R T
DURSBE E S (ARIE T SGT (Vi) , har LU driEgi R (BT SGT i) - HE, 1t
FR 7y AN 2 A P B BUE &S, B .

o [E[X WiFi {¥ H M & T M SGT_Enabled &=l 28 i M R4 = (ARHEE) &1
Bl X IE B IR 802.1X Tk 4% o bl X 257K %8 F11 SGT_Enabled 55 1 %8 A FF AR [7] 11452 A HC B S0 A4 o
SGT A THRic AL B IERI V5 1) (v, BRSh SGT MM T kric Al H brbric, 1 FLIBER 1 H ki
FRIC ARG o

o Oy NI TE AN E IR R U [A) BB A& T M S Flexconnect TG 26 13 11 1K) 70 SE MUK B 3ERE 1K)
802.1X Lk ik £ o

o Rl WIFL AN 5106 RN 3E F 1 M\ S it il e N At 8% it 18 1 140 el X B 20 S WL 7 B 3 R 1)
802.1X ok %o

S%F SGT s ACL By &Ep=UE X

YT MR R0 Jodk B (11 [X A7 & 5 . SGT_Enabled il 88 £ £ (1 % %,
X WiFi A% 55 P 42 BC B SO T WLC $UAT ) ACL _Internet_Only Viln %113, & 10-37 Bos
TR E S T dR7r WLC N H ACL.

& 10-37 FX WiFi (R E5m

Tmin
Identity Services Engine " T
sz ¥ d 70 Home Operations [ v Policy | v Administration | =

|2, Authentication |®, Autharization |4 Profiing |, Posture 15 Client Provisioning |5 Security Group Access & Policy Elements

Dictionaries Conditions Results

Authorization Profiles = Campus WiFi Internet Only

Results i
| yo | Authorization Profile
= — * Mame | Campus Wik Intermet Orly ‘

{ Tl iy e . o
¥ [ Authentication Description |
v [ Authorization * drcess Type [ACCESS ACCEPT -]

» [ Autharization Profil

il bk Service Template [

» | Downloadable ACLs

» ] Inline Posture Mode Profiles Cormmon Tasks
v [ Profiing
> [ Posture ™ MaACSec Paicy
v [ Client Provisioning
b [ Secunity Group Access ™ MEAT

™ wish Authentication (Local Web Auth)

I3 Ajrespace ACL Mame | ACL_Internet_Only | |

I~ asa wen

Advanced attributes Settings

Select an item ‘ = |

v Atfributes Details

Arress Typa = ACCESS_ACCEPT
Alrespace-ACL-Name = ACL_Internst_Only

203730
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SRHC S JR 3 M 2 6 98 SCRedr 44 ACL, 1K EWRFE WATEFEHIAs EEEHTIC 'S ACL, i A2 FL# A
ISE F#ftiH]. ISE £ 1#if] RADIUS Airespace-ACL %@ PR, F57% WLC M1
ACL_Internet_Only ACL.

K 10-38 78 T ACL (N2, 1 CT5508 WLC [l (X 42 1) 8% v ) 58 LTk
& 10-38 ACL_Internet_Only

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

Access List Name ACL_Internet_Only

Deny Counters 0

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP Direction
1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any Any Inbound

2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any Any Outbound
3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 / 255.255.255.255 Any Any Any Any Inbound

4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any Any Qutbound
5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 f 255.255.255.255 UDP DHCP Client DHCP Server Any Inbound

6 Permit 10.230.1.61 / 255.255.255.255  0.0.0.0 / 0.0.0.0 UDP DHCP Server DHCP Client Any  Cutbound

7 Deny 0.0.0.0 / 0.0.0.0 10.0.0.0 / 255.0.0.0 Any Any Any Any  Inbound

& Deny 10.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any  Outbound

R Deny 0.0.0.0 / 0.0.0.0 172.16.0.0 / 255.240.0.0 Any Any Any Any Inbound

10  Deny 172.16.0.0 / 255.240.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any Qutbound
11 Deny 0.0.0.0 / 0.0.0.0 192.168.0.0 / 255.255.0.0 Any Any Any Any Inbound

12 Deny 192.168.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any Qutbound E
13 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any Any  Any E

iR B R AR E T LA U [ B -

o fUVFLL DNS 554§ (10.230.1.45) 1E R/ HARE IP Vi),

o FVFLLISE RS %% (10.225.49.15) VE R / H bR IP Vi)

o fLiFLL DHCP JIR45 %% (10.230.1.61) 1E 435 / HARI IP 15l

o FRAELLNER ML AL ) (10.0.0.0/8. 172.16.0.0/12. 192.168.0.0/16) V£ K5 / H AR IP 15 i) o
o AVFRLFTE AT M CELBCM 7D A/ HAs Ui,

FIRE, Vil F &t e, JEAH TRAAHZ. ACL NH AR, HALSRVFAERE J7 17 U5 0] R
SE TP HUBEAIPM I o JHH B AT R W] B VE /UL ACL, FFRERE— A48 HIRAE B3 1 403

5% F FlexConnect B9 5 #1443

XitF MLt FlexConnect JE4k ¥ i 4 SCHUMIAY B E B B 4%, 40 SCHLH WiFi {0 EL I X F2 R B
A ¥ &AL E] VLANL2, X2 3KE T Internet_Only AUBR (1% #% & H ) VLAN.

K 10-39 s T AU & S .
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sifuan|ie
Identity Services Engine — e
cisco ¥ i () Home  Operations | v Policy | v Administration | v

&) Authentication & Authorization |4 Profiing |®) Posture |2 Client Provisioning |5 Security Group Access & Policy Elements

Dictionaries Conditions Results

Autharization Profiles = Branch WiFi Internet Only

Results
| > | Authorization Profile
B * MName | Branch WiFi Intermet Cnly |

QA e
v ] Aubhenticabion Deseription |
v [ Authorization * Arcess Type [accESS_aCCERT ]

» | Authorization Profil

[ Authorization Froties Service Template [

v [ Downloadable ACLs

v ] Inline Posturs Mode Profiles
v B Arosiing Common Tasks
v Fosfue
v [ Glent Arovisioning I DACL Marme
v Secunlty Group Access

CRv A TaglD 1 [ Eciit Tag | IDfMame [ 12

I woice Daornain Permission

™ web Redirection (Cwa, DR, MOM, NSP, Posture)

Advanced stiributes Settings

Select an item | = ‘

Attributes Details

Arcess Type = ACCESS_ACCERT
Tunnel-Private-Group-10 = 1:12
Tunne-Type=1:12
Tunne-Mediurm-Type=1:6

203732

St T 52 FlexConnect o245 ¥t 14> LA AT &, Cisco 7500 Flex Jo4k 15 &1 284K #5i T- FlexConnect
ACL AT KIS R«  FlexConnect ACL £ WLC @I, FfiEiL AP 8l FlexConnect ZH 7 & X1
VLAN W&, [RI8FER A 5h A8 AAA 7 o5 VLAN ) VLAN ACL Wb 42 BGEIG VLRSI, iX
4% FlexConnect ACL <4 #Ei% 2 AP,

1. B WA — > FlexConnect ACL.
2. RN TN N FlexConnect 41 ) FlexConnect ACL.
3. & XEEAS VLAN ) VLAN-ACL Wegt .

7£ FlexConnect 7500 #1|#% I, 5 Security > Access Control Lists > FlexConnect ACLs, Jf /&
X Internet_Only V5 AR ACL . P 10-40 B/~ T Branch_ACL_Internet_Only ACL K7~
B, % ACL AN FeVF i i HLECM o Ik ACL 7E BT 53 SCHUAL 46—

B ERBH%%& (BYOD) CVD A% 2.5 |
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& 10-40 Branch_ACL_Intemnet_Only
MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

Access Control Lists > Edit

General

Access List Mame Branch_ACL_Internet_Only

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 [/ 255.255.255.255 Any Any Any

2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 / 0.0.0.0 10.225.49.15 [/ 255.255.255.255 Any Any Any

4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCF Server
6 Permit 10.230.1.61 / 255.255.255.255 0.0.0.0 / 0.0.0.0 UoF DHCF Server CHCP Client

7 Deny 0.0.0.0 / 0.0.0.0 10.0.0.0 / 255.0.0.0 Any Any Any

8 Deny 10.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

9 Deny 0.0.0.0 / 0.0.0.0 172.16.0.0 / 255.240.0.0 Any Any Any

10 Deny 172.16.0.0 / 255.240.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

i1 Deny 0.0.0.0 / 0.0.0.0 192.168.0.0 / 255.255.0.0 Any Any Any

12 Deny 192.168.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any ]
13 Deny 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %

Yyl F e d € T LAT i I SRR -
o AYFLL DNS RSS2 (10.230.1.45) 15 ¥ / HFRH TP 97 ]
o SUVFLLISE JIRS54% (10.225.49.15) AE 45 / HAR) IP Vjln)
o fUVFLL DHCP fR45%% (10.230.1.61) 1F K / HARK IP Vilh)
o JHALINERM LS IEZS ] (10.0.0.0/8. 172.16.0.0/12. 192.168.0.0/16) 1£ KI5 / HARH IP 1 i) o
o AVFLLFTA AT CEIBM Vi) AE I/ H AR5 .

G B AR R, A TFREANEL . ACL N InEAR, HAXSRFEIRE J7 715 [0 45 & 1P
M A T RIS R REE R IR ACL, FEBAE—N 4 H AN E 3o 1 23]

TEARK TR T, BATHEEAN VA 2 LT —> FlexConnect 41, FCVFH SZAL K Z
FlexConnect V5 1] & L= 5 55,

7£ FlexConnect 7500 ¥ #s F, riidi Wireless > FlexConnect Groups, J %570 AT & %
¢ FlexConnect 41, W& 10-41 Fros.

& 10-41 FlexConnect 24

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

FlexConnect Groups

Group Name
Branchi
Branchz
Branch3

Branch4

Branchs

203734
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£ 10-42 #1, Branchl {J FlexConnect ZH# Branch_ACL_Internet_Only ACL K H + &3

VLAN 12 )% % o

& 10-42 Branch1 (RE B Mi5 /5759 FlexConnect 2H

MONITOR WIANs CONTROLLER

FlexConnect Groups > Edit

WIRELESS SECURITY MANAGEMENT COMMANDS

'‘Branch1’

| General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP

AAA VLAN ACL Mapping

Vlan 1d 0
Ingress ACL | none

Egress ACL | none

AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies |

[~]
[~

Egress ACL

E| none Elﬂ

[=| | Branchi_aCL_Partial_Access [» | B

Add
Vlan
Id Ingress ACL
10 none
11 none
|12 none

[=]| Branch_acL_internet_cnly E|ﬂ|

AN A E X

203735

Kb I S it e NV 1 i DX 0 S MU A B R 5 4%, Rl WIFT AN EL B M9 52 AT & S A
AT Catalyst 3850 A AS HAHLHAT I ACL_Internet_Only V7% . K 10-43 Bon T 2R &

A
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& 10-43 5 WiFi (REBH

cisco Identity Services Engine

7 Home Operations| ¥  Ppolicy| ¥  Administration | v

=
| Authentication |.E¢ Authorization L‘ Profiling L_ﬂ:ﬂd Posture 1_-4 Client Provisioning L;-‘ Security Group Access &, Policy Elements
Dictionaries Conditions Results

Authorization Profiles > Converged WiFi Internet Only

Results -
Authorization Profile
( 2]
_ . * Name | Converged WiFi Internet On

LR AN TR v [converg ' i
v [ Authentication Description [ Converged Wirekess Internet Only Access
¥ | Authorization

» [ Authorization Profikes T AccessType  |ACCESS ACCEPT -]

» £ Dow A

=] Downloadable ACLs Service Template

» | Inline Posture Node Profiles
v | Profiling
» B Posture
» o Clent Provisioning » Common Task
» L Security Group Access - - -

| Auto Smart Port

| i @ Fer-ID ACL_Intemet_Only | in |

| Reauthentication

293736

Cisco Catalyst 3850 RFIZHML (LI CT5760 LLktz 4 ) k4 ACL FIn] F# ¥ ACL. X}
TRE N, B sSEiifr 44 ACL, IXEWKE 1% ACL Zi4E Catalyst 3850 A& e/l - BEATHC ',
MAEE M ISE R EH . ISE 21 H RADIUS Filter-ID J& 1, #E72~ WLC MH
ACL_Internet_Only ACL. DL N/RBIFCE s 70k ACL I %E, Wl Catalyst 3850 A2 ML+ ) a2 X
ik

ip access-list extended ACL_Internet_Only
permit udp any eq bootpc any eq bootps
permit ip any host 10.230.1.45

permit ip any host 10.225.49.15

permit ip any host 10.225.100.10

deny ip any 10.0.0.0 0.255.255.255
deny ip any 172.16.0.0 0.15.255.255
deny ip any 192.168.0.0 0.0.255.255
permit ip any any

D E RO SIS I 10-38 RV R BIFRIL, L 5 R T Catalyst AZ#etl L,
AR LR A Lo Dk, Ui SR ISR AT HE, Vi SRR E T LT U5 AR -

L]

4

foiF DHCP Jjli]  (bootpe ! bootps) »
SeVFEL DNS R 55 (10.230.1.45) AE0 35 7 HARI TP Uil o
FEVFLLISE k45 a4 (10.225.49.15) #2435 / HARH IP T5 i) .

FEL DL EB 2% TP Mkl 25 R HoAl Ay B (10.0.0.0 /8. 172.16.0.0 /12 192.168.0.0 /16) £ N5 /
HARI TP 35 4]

FVFLAITAT HoAd kil CELIBE R k) A5 H ARV 1)

& LmEoR MDM HAGFAFS RFC1918 bk . 7EsZhrsfdfrh, MDM Zin] A LT Vi), I
HAl e N2 ACL " €174 H «

BER A& (BYOD)CVD fiA 25 W
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W A AG%8E - =L FESMR

[FIRE, AR b 7R (5 1) 51 4 2 &@m FEAH TRAHL . ACL N nEAK, HAY R
T 7 MV )RR TP M AT Gl AT R e R MR ACL, KBS ANEHIEATE
SCE st 20

TABLRE - T2 ER

BN NA LR ARV W AUR,  Cisco ISE &40 E LA T 25Tl .
o DA T It UF R EMTT T 5E A H MR

o BEME AR BT LK,  Calling-Station-ID 255 0E 15 () 3 U AC A FRAHUC IS (A A 451
L BRARA R O & i MAC Hubik) .

o EBJEAEH EAP-TLS B4 5iiF KL 1
o /& BYOD_Full_Access Active Directory ZH f] 1% I

HT T A BE 4 P A 2 AT 2B 0] Rl £ 42 N Dot DX SRR 88 s AN AH [5] 18 15 ) 42 AL »
PR, ﬂ?%*ﬂﬂA%A%MuﬂmlEﬁﬁiMﬁ SR IR BE T AR 13 4 1 ARy

(KIBZ A -
~
AR O TR R, B R SRR FRAE 2 SCHURI P 25 [R5 N J2 7828 Catalyst 3850 R AI4L

BBt . WATEMEER, AR SRS B AN FEREBOE H) 73 S 25828 T Catalyst 3750X 2471
SEH A Catalyst N JRAZHALI 2SI BRARSA BN, 5 WX LEAEAR B TR AR “ 00
SCHURY” o TRIRE, R B N el X 4 7 el DX P9 S 3000 A BB (1 B N )2 838 Catalyst 3850 R A1ACHt
Bkt MATER AN F *kmﬂA%A%m&mmlEm%%Twayme%Jvﬂm
Catalyst #Z N JZAZHHLAI DA Do BRAE A U], 7 WX LAEAR B g P ARy “ T X7 .

N TR TUKTE AT A WM,“**ﬂﬂA%A%Mmﬂm\imﬁ”ﬁ“*kﬁﬂA
PR NFER Bt A bl X7

wE )R b, B 10-44 SR T R R IR R 8 T A% S IS RV B RS () 3 Rk BN [ 9%
B E S NP BSOS VLAN. 204 ACL (§v & 550 R4 [DACL]) 25 A4H 3 1
SE it — FfoE— BURR o

& 10-44 STLW IR IR G L6

— SRS

Choe o A DACL: ACL_Full_Access

LEiE | ﬁi*}l*’@ DENEE LT LI VLAN: Wired_Full
—— —
S

293737
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cisco Identity Services Engine

/2> Home Operations| ¥  policy| v  Administration | ¥

N
|2, Authentication [ Authorization  |.¢) Profiing | Posture  |i, Chent Provisoning [ Security Group Access 8, Policy Elements
Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

First Matched Rule Appies d
Status  Ruke Name Conditions (identity groups and other conditions) Permissions
Campus Wired Personal Ful Wired_EAP-TLS Valid_Certificate AD_Full_Access Campus Wired Full Access
Campus_Switches
# Branch Wired Personal Ful Wired_EAP-TLS Valid_Certificate AD_Ful_Access Branch Wired Full Access
Branch_Switches 2
# Converged Wired Personal Full Wired_EAP-TLS Valid_Certificate AD_Full_Access Converged Wired Ful Access 5
Converged_Access 2

VEA B E NN,  ISE 2 iPAh DL 464
o Wired_EAP-TLS - Z&iiffi | EAP-TLS %4 (E X ANEESEMH .

o L BAT A RGIE . Calling-Station-1D 5 E 15 3 @R AR 44 B P A2 27 11 MAC Hhhk DAL .
G SO T A o

o M ET4EE Active Directory 41 (& AT B »

* Radius SMEUEY H Catalyst ZZHAHL, %A HALE LA FAE— & & AR :
Campus_Switches. Branch_Switches &f, Converged_Access (& X M H51F) o

BLEBRMESEY

N T PR AU B A B, ARV T A R SRR, TN ARSI 4.
it SRR A BN, V) B R RME OX £ A A

R 10-8 Bon T HRBOR A8 F ) 26 1F
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#* 10-8 EEHMESE

BL EAP-TLS (EA&)

Wired_EAP-TLS

Radius:Service-Type Equals Framed
Radius:NAS-Port-Type Equals Ethernet
Network Access:EapAuthentication Equals EAP-TLS

BESHIEE (FH)

Valid_Certificate

Radius:Calling-Station-ID EQUALS CERTIFICATE:Subject
Alternative Name

Active Directory £ ({8j51)

AD_ Full_Access
AD_ Partial_Access

AD_Domain_users

AD1:ExternalGroups EQUALS sdulab.com/Users/BYOD_Full_Access

AD1:ExternalGroups EQUALS
sdulab.com/Users/BYOD_Partial_Access

AD1:ExternalGroups EQUALS sdulab.com/Users/Domain User

WLC LB ig&FHE (FHa)

Campus_Switches
Branch_Switches

Converged_Access

DEVICE:Location EQUALS All Locations#Campus_Switches
DEVICE:Location EQUALS All Locations#Branch_Switches
DEVICE:Device Type EQUALS All Device Types#Converged

PR

PRI K (0 A A A E AL BC I, BRI S AT AN AR o AR AT LA FE K, A e
B EARHEL R o AEAR VR R, X T AU R), BN A S 0 UL e SR AIAL
BRo 2 10-9 /v T A ZM P 584 Ui i KRR .

# 10-9 S FE L2 IEH R

MR ZFR 3 3] Ri&

el X A7 4 56 A Ui ) B & A ] M BE DX A B S B2 1K) 802.1X A5 £ e 454 fit g
AT A BB

SN 258 415 1) P & SCA ] M2 SEHLRI AT B IE R ) 802.1X ok e 4% HE
i% VLAN.,

e A e i)

BRI & A ] 802.1X £k & ik v 44 ACL, %% M
K FH B 1 N Dl X 850 S UM B T 4% o

EXAZ%

Kl 10-46 W.ox T ISE A nfaf s Tl X A7 2k 5¢ 4= vy in) B2 BURC & SCAT
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cisco Identity Services Engine

EXBERT LI EX

/0> Home Operations | v

Policy | ¥

IrAELEE-w2masr B

Administration | ¥

| £, Authent

Dictionaries

Results

tication

Conditions Results

|®, Authorization

@ar|E

-

v [ Authentication

~ [ Authorization

= [ Authorization Profiles

Blackhole WiFi Access
Blackhole Wired Access
Branch Wifi Full Access
Branch Wifi Internet Only
Branch Wifi MAB

Branch Wifi Partial Access
Branch Wired Full Access
Branch Wired Internet Only
Branch Wired MAB

Branch Wired Partial Access
Campus WiFi Full Access
Campus WiFi Tnternet Only
Campus WiFi MAB

Campus WiFi Partial Access
Campus Wired Full Access
Campus Wired Internet Only
Campus Wired MAB

Campus Wired Partial Access
Cisco IP Phones

Converged WiFi Full Access
Coenverged WiFi Internet Only

|®) Posture

|t} Client Provisioning

Authorization Profiles > Campus Wired Full Access

Authorization Profile

|5 Security Group Access & Policy Elements

= Name | fcampus Wired Full Access

Description | Campus Wired Full Access

4

* Access Type | ACCESS_ACCEPT ¥

Service Template

Common Tasks

 DACL Name

ACL_Full_Access -

VLAN

Voice Domain Permission

Web Redirection (CWA, DRW, MDM, NSF, CPP)

¥ Advanced Attributes Settings

Select an item

293739

Cisco Catalyst 28 ¥ L5204 ACL (DACL) flfir44 ACL. A iHIEr /44 7 M Fl ACL [4F
F, ot S AR Rl e N A B0 I A 8% U Il IR T R 2 ACL, 53—t S it il
B B NI B I A7 5 4% U I 4R Iy 44 ACL. X224 T A43EF Cisco 10S 191 & nl 4
PR U7 il P T REAVE T . WU TR EE, Rl DASE AT R Rl e AR Rl e N At 15 it P A [+
BRI, S FFEWI RSV R ) ACL (DACL) 8¢y % ACL Bnf. n] F#%/ ACL
M4 ACL #BEA L AL, WA, HARI T EATHE 19 2% o 1 5 2207

A F#H) ACL (DACL) RR¥FATA 1P diie, &8 Sl B O LAIERIN ACL. Wi T35
PR, v R ACL AN H B A He g 1, WIERIN ACL 2 AE Ry B4 T 48 it o 10-47 &
7~ T ISE A2 e & ) DACL € X.:
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& 10-47 ISE #2715 F #7575 £ 05 1940 AR A9 DACL EX
Ei.nﬂm“mﬁiwing 7D Home Operations | v m Administration | ¥

)

|2] Authentication @] Authorization  [%] Profiing [ Posture [ Client Provisioning || Security Group Access | % Policy Elements
Dictionaries ~ Conditions  Results
] Downloadzbie ACL List > ACL_Full_Access
[ 5 ACL
a-E- * Neme
» (5 Authentication Description | Aliow all Traffic
v [ Authorization ‘
» [ Authorization Profiles -
» E5 Davnioadable ACLs * DACL Content ; permit ip any any
» [ Inline Posture Node Profiles 3
» [ Prositng ;
» [ rosture 6
» [ Gient Provisioning ;
> [) Secunity Group Access 13

¥ Check DACL Syntax:

Save Reset

~

294167

IR

ISE 1.2 figfigf #¥ DACL i5vk. MAFAIhEE, DU E b RE A A N DACL )] Ge ko

D3R

B 10-48 27 ] B0k A SR H Rl 48 N LAt B0t F) 20 SR -4 1) o5 B R R AU IRS B 530 Ao #%2

BUBCE A2 HERE VLAN f5 B (FEARBIYH, &y VLAN ZF5

& 10-48

BENE LT LV 1T EX

Idenﬂty Services Engine

) 1 ACL 15 &..

/0 Home Operations| ¥  Policy| v  Administration | v
|4, Authentication |®, Authorization |4 Profiling |7 Posture |&) Client Provisioning |5 Security Group Access &% Policy Elements
Dictionaries Conditions Results
T Authorization Profiles > Branch Wired Full Access
I ) l Authorization Profile
=
G-~ e Name | Branch Wired Full Access \

v [ Authentication Description ‘ Branch Wired Full Access

4

v [ Authorization
* [ Authorization Profiles
Blackhole WiFi Access

* Access Type | ACCESS_ACCEPT -

Service Template ||

Blackhole Wired Access
Branch Wifi Full Access
Branch Wifi Internet Only
Branch Wifi MAB

¥ Common Tasks

Branch Wifi Partial Access

™ DACL Name ACL_Full_Access

Branch Wired Full Access
Branch Wired Internet Only

& VAN
Branch Wired MAB

TagID 1

[ Edit Tag | ID/Name[ 13

Branch Wired Partial Access
|| Voice Domain Permission
Campus WiFi Full Access
Campus WiFi Internet Only
[ Web Redirection (CWA, DRW, MDM, NSF, CPP)
Campus WiFi MAB
Campus WiFi Partial Access
Campus Wired Full Access

Campus Wired Internet Only

UEMC . SCPF N 303 Catalyst ZZHHLG, 28323 3R1F M 45 1) 58 42

293740
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KA 4 show authentication session interface Gi0/23 F# IR B 04 5 3 AR &S I 7]
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Interface:
MAC Addre
IP Addre

User=-MName:

Status:
Domain:
Security Policy:
Security Status:
Oper host mode:

Oper control dir:

Authorized By:

Ulan Group:

ACS ACL:

Session timeout:

Idle tlmeout:
Common 3
ct S

Handle:

AN A E X

IrAELEE-w2masr B

Catalyst Z##lix 0

GigabitEthernetd/23
0050 .568F. 0020
10.11.31.14

useri

Authz Success

DATA

Should Secure
Unsecure

multi-auth

both

Authentication Server
XACSACLx-IP-PERMIT ALL TRAFFIC-4fE095bc
N

N/A

960101010000002BD01555A3

Ox0000002F

Ox9EODBB2C

202554
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cisco Identity Services Engine

70> Home Operstions| ¥  Policy| ¥  Administration | ¥

|2, Authentication |8, Authorization |4 Profiing @) Posture [ Client Provisioning |z, Security Group Access & Policy Elements
Dictionarie Conditions Results
Re‘;l”t‘; Authorizat Prok = Converged Wired Full Access
‘ 5 Authorization Profile
b= 3. *Name [converged Wired Full Access |
> A Description |Camverg-_=d Wired Full Access

» [ Authorization Profies *AccessType  [ACCESS ACCEPT -]

> Downloadable ACLs

— Service Template
» [ Inline Posture Node Profiles

Auto Smart Port

.n |

| Y| Fiter-ID ACL_Full_Access

293741

Reauthentication

TR BN, S S
B, MAZEEM ISE Tﬂzﬁmo

% ACL, XEWRA 1% ACL LZI{E Catalyst 3850 A& bl_ AT
ISE 1§ ] RADIUS Filter-ID JEVEE X, Fenml &AL HAL

[ H] ACL_Full_Access ACL. LA F7rfilfC & 27 Tt ACL N2, 4N Catalyst 3850 A2 4 bl ¥ 5

A

ip access-list extended ACL_Ful
permit ip any any
|

1_Access
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M ACL 78 s 2s bl 1 & I ERIN ACL. 4 Az #edl F KRBl 'S ACL_Full_Access, JJERIA
ACL 2 FIAE A AN 1) 1B 15 it

TABLIRE - 7517 B FLBR

B T IR R YT i) 2 A, U T AR 42 T 0 A ME BRI U7 IR AR o S NG 2 Be A - F o3 Uy i)
BURRPTE, e il ISE (S Ik a, Ko N MBI E S 0 TAT B %, SR E
SCAF R BN R ASHAL

LA NG AR U5 B, Cisco ISE 356 iiE DL T -3«
AR B U B0 I = )1 W W st 5 A B R 7 o
o BEMEFRINEEA IR LK BN, Calling-Station-1D 255 UE45 1) 32 AR A4 FRAHUC B (LEAS )
o, AR AR & (1) MAC Stk o
o EESEAE] EAP-TLS 543 il K .
o JH /' /& AD_Partial_Access Active Directory 21 [/ 7

R R L, 10-51 7R T Wl B F 5 K 15 FEmb 8 1 v 2% 53 (K AN RV B 1) VA 46 3 AN [ 452 A
it & S0 . AT E S-S VLAN. 3)4&F ACL (v & 8A] N3 [DACL]) &5 AH N i sk
it — o e — AR

& 10-51 BHLEBH VG 5 R RSERE

X E XA Z%ER> 1] DACL: ACL_Partial_Access

e o s s DACL: ACL_Full_Access
Z\ PaN S 2 AN _Full_
S HLH 7 BB LI 10 VLAN: Wired_Partial

/]
AEH X FA N T % ACL:
B secasans

293742
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cisco Identity Services Engine

{> Home Operatons|¥  policy| v Administration | ¥

|j Authentication |=) Authorization b‘ Profiling = Posture =) Client Provisoning & Security Group Access & Policy Eements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

First Matched Rule Applies

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Campus Wired Personal Partial Wired_EAP-TLS vald_Certificate AD_Partial_Access Campus Wired Partial Access
Campus_Switches
7 Branch Wired Personal Partial Wired_EAP-TLS vald_Certificate AD_Partial_Access Branch Wired Partial Access
Branch_Switches 2
Fa Converged Wired Personal Partial Wired_EAP-TLS Vald_Certificate AD_Partial_Access Converged Wired Partial Access] E
Converged_Access =3

PEANAF NN, ISE 2Pl LU 4644

» Wired_EAP-TLS - & ffi ] EAP-TLS &8 (& X AR AFM) .

o RuEAEAET . Calling-Station-ID 5l 15 3= MU AR 4 AR TP AL 55 1) MAC Hudik DT
GE SCh TR R4

o ))& THE Active Directory 41 (32 XN TR HL 444 .

* Radius G4 5 IEJE B Catalyst ZCHHL, XA HALIE LU FAE— BEA& A Y IR -
Campus_Switches. Branch_Switches 8¢ Converged_Access (i€ XCHTE LA .

AT LRI RN A3 25 AE A 2 T K S U v A P PR AN ) 2

EAUH AL B BT SRR IL RN W S AT A AR . BLBR T LU AN TE S, A e
B R MES R ARV, X TATE T ), SRS A s U DL S 15 D0 R AAL
o 2R 10-10 A4 T HIFA7 M1 38 93 U7 1) AR -

5 10-10 B FELEB5 5 IR BR

MR ZFR PR AR &

7] X A 2356840 Vi 7] PERUBCE SO | 1) B XA B BRI 802.1X A 4k A5 %
DACL.

I3 SCNUR AT 258 43 U ) PR &S | 1 A SEH LRI B T2 1Y) 802.1X To &k % 4
1% VLAN.,

A el 4 Ui ) B E SO | 802.1X Hek ik 44 ACL, Z& M
K A e N IR Dl X B85 SR AV, B 42

X B X AT B I 4, Bl XA 23 2 U ) B2 U i N B RS L AT I 4 o
ACL._Partial Access ] DACL, WK 10-53 fT7~.
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& 10-53 FEX B L6585 1715

(i} Home Operstions|v  Policy| v Administration | v

|4 Authentication  |s) Authorization [ Profiing @) Posture ) Client Provisioning |5 Security Group Access | &% Pdlicy Elements
Dictionaries  Conditions  Results

Authorization Profiles = Campus Wired Partial Access

Results o
[ > ] Authorization Profile
m * Narne | Camnpus Wired Partial Access |
Ak [
v £ Autbentication Description |
v B8 Authorization * Access Tyoe [ACCESS_ACCEPT [ -]

3 @ Authaorization Profiles
» [ Downloadable ACLs
» [ Inline Posture Node Profiles

Service Ternplate

¥ Cormmaon Tasks

v [ Arofing
» Fosture
=2 ¥ Dacl Mame ACL_Partial_Access [~]
v [ Chent provisioning
v [ Secunty Grouyn Access
I wian

™ woice Daornain Permission

™ web Redirection (Cwya, DR, MOM, MSP, Posture)

w Advanced Atributes Settings

O]-| 9]

¥ Attributes Details

{ ACcess Type = ACCESS_ACCEPT
DACL = ACL_Partial_Access

203744

DACL 278 540 #bl_FIEZ (BN ACL. |8 10-54 B~ 7 ACL 7”9, 1% ACL 7E ISE "t & .

& 10-54 ISE #149 ACL_Partial_Access

{i> Home Operations| ¥ policy| ¥  Adminktration | ¥

|2, Authentication  |e) Authorization |4 Profiing  |@) Posture | Cllent Provisioning |5 Security Group Access 8, Policy Elements
Dictionaries Conditions _

Downloadable ACL List > ACL_Partial_Access

Results
Downloadable ACL
( o] .
- Ge Name IAC],_PartiaI_Acces:s
» [ Authentication Description | This ACL is used at campus to restrict users with partial access only.

v [ Authorzation

» 5 Authorization Profiles * DACL Content | permit udp any eq bootpc any egq bootps
» B3 Dovmbadable ACLs permit udp any host 1.230.1.45 eq domain
= permit ip any host 1.225.49.15
» [ Inline Posture Node Profiles permit ip any hest 1.230.1.76
v 5 rofilng permit ip any 1.230.4.0 0.0.0.255
> £ posture permit ip any hest 1.230.6.2
- permit ip any host 1.225.100.10
> [ Clent Provisioning deny ip any 1.0.0.0 0.255.255.255
» [ Security Group Access permit ip any any
4

¥ Check DACL Syntax

n
203745
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ik ACL 7€ T EA T U5 Il BB -

e fVF DHCP Vil (bootpc Al bootps) -

o foYF DNS 7] DNS R4 %% (10.230.1.45).

o ARVFLLISE R4 2% (10.225.49.15) 1E U5 / H AR IP Vi) .

o FUVFLAFEE T (10.230.4.0 /24) 1EAYE / BHFRE) IP V5] .

o FUUFLAEREMRSS 2 (10.230.6.2 A1 10.225.100.10) 1435 / HERK TP Vi) .

o FRAELINER ML REA ] (10.0.0.0/8. 172.16.0.0/12. 192.168.0.0/16) V£ M5 / H AR IP 1 i) o
o AVFRLITE AT M CILBCM Ui D) AE U5/ H AR5

X T NG SEHURIAL B R A 0 ST A LB 43 U7 ) B2 A28 VLAN 4 Befa] R 4% ACL
RS .
Kl 10-55 7~ T ISE TS & AR B SO VR4S L .

& 10-55 B EHI R L5 5 15T E X

mmm
Identity Servi Engi T
cisco ty £=xngine 70> Home Operations| ¥  Policy| ¥  Administration | v

|2) Authentication  [m) Authorization |4 Profiing | Posture |5 ClientProvisioning | Security Group Access | o, Policy Elements

Dictionaries Conditions Results

Autnorizztion Profiles > Branch Wired Partial Access

Results
‘ 5] Authorization Profile
= it * Name | Branch Wired Partial Access
G iy | ‘
» [ Authentication Description | Branch Wired Partial Access i
¥ I Alhorization * Access Type [ ACCESS_ACCEPT -
+ [ Authorization Profiles
Blackhole WIiFi Access Senviceiiempiate
Blackhole Wired Access.

Branch Wifi Full Access
Branch Wifi Internet Only
Branch Wifi MAB

* Common Tasks

Branch Wifi Partial Access
) DACL Name ACL_Full_Access -]
Branch Wired Full Access
Branch Wired Internet Only & VAN .
Tag ID i ID/Name
Branch Wired MAB 9 1 T | i

Branch Wired Partial Access
Voice Domain Permission

Campus WiFi Full Access
Campus WiFi Internet Only

e | Web Redirection (CWA, DRW, MDM, NSF, CPP)
Campus WiFi MAB
Campus WiFi Partial Access
Campus Wired Full Access

Campus Wired Internet Only

293746

DACL SEVFPT A 1P it i, A ENUAOR (i 2 BE N T % thi#s ACL (973 S 4 -
WEH 7, CHW RSB i S B K VLAN ik, TR S
B0 AR S it it 4 N RE VO 1 3 ST 1) VAN 14 73 Bie $2 B3t 58 42 U5 1) SRR R T 40 45 5L

RS EANS ZHHME X

B 10-56 s T ISE H Uil s SR AT 2 50 73 Ul 1) 52 B B S A
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Bieo | Riamtity Sarvices Engine

(2> Home Operations| ¥

Administration | ¥

Policy | ¥

|2, Authentication |, Authorization |4, Profiing

|@, Posture

|, Chent Provisioning

Authorizabon Profiles > Converged Wired Partial Access

Dictionaries Condtions  [RESUESIN
Results
Authorization Profile
[ L)
Qv = R e
» (5 Authentication Description
¥ L Authorization
» L Authorization Profiles " Access Type
» [ Downloadable ACLS Service Template
» [ Inline Posture Node Profiles
* & Profiing
» | Posture
* ] Clent Provisioning .
* L Secunty Group Access

|z Security Group Access 8, Policy Elements

| converged Wired Partial Access

[ converged wired Partial Access

|access_accept

-

Auto Smart Port

| Fiter-ID

ACL_Partial_Access

,'nl

| [7] Reauthentication

293747

X R A AR, Basitidr 4 ACL. ISE 21 RADIUS Filter-ID J&YE(E X, faml&#AN
WAL ACL_Partial_Access ACL. % ACL 5 N To& 4% - 35 Uy 1 BB P &F 6 il 3 N5

s S 1) ACL A . X FH &4, ACL

F T Al Wyl 10 LR E BN ACL. I RAS

Bl F KRB E ACL_Partial_Access, WEKIN ACL < FAEETAN ) TRE H it -

TABZILE - NEEKMFE
A N e 2 SR A IR R D7 1]
o RO EEN T S E MR

o, BRI A A ) MAC HidE) .
ER A EAP-TLS 5 43 BIF & ) .
P &3 P Active Directory 2H % 53

L]

Cisco ISE 2T F LA 4% il «

BIME— bR IR B A R 1L, Calling-Station-1D 2505 UF 45 1) 3= MU A FRAHIT AL - (7E A5

R R L, 10-57 7R T T B F 5 K 15 FERE 8 ¥ v 4% 53 (K AN TRV B 1) W 86 3 AN [ 452 A
it & S0 . AT & S-S VLAN. 3)4&F ACL (v & A N3 [DACL]) &5 AH N i sk

Jit ol — R
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DACL: ACL_Full_Access
g;’ I P XINHBLER TN VLAN: Wired_Internet
S AdE N = - : . fin#& ACL:

b

293748

Kl 10-58 HE 7R T A AT BE 45T DCELIBE M il B PR (3 52 A

& 10-58 HLE (R T GR 377 (5] B 1 #R

/> Home Operations| ¥  Poicy| ¥  Adminitration | ¥ -

|::, Authentication |9‘ Authorization |,_4, Profiling E Posture [;_* Chent Provisioning |; Security Group Access &, Polcy Ekements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other condiions. Drag and drop rukes to change the order.

| First Matched Rule Applies M|

» Exceptions (1)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions

I Campus Wired Personal Intemet f  (Wired_EAP-TLS AND Valid_Certificate AND AD_Domain_Usars AN Campus Wired Intemet Only

= Campus_Switches

o Branch Wired Personal Internet ‘Wired_EAP-TLS AND Valid_Certificate A0 AD_Domain_Users AN Branch Wired Intemet Only

- Branch_Switches 2
N | Gonverged Wired Personal Inter f (Wired_EAP-TLS AND Valid_Certificate AND AD_Domain_Users A Conwerged Wired Internet Only E
- ne Converged_Access o

TEAN AT BRI, ISE 25 vPAd LA 464
o Wired_EAP-TLS - &¥ifi ] EAP-TLS 4% (B ANEGE&M) .

o K AT — 3 BGIET . Calling-Station-1D 5 11F 45 3= SR AR 44 FR B A0 35 1 MAC kDG .
CE SR TR FRZATD o

o B T4 E Active Directory 41 CE SUA TR #4144 .

* Radius SR UEY H Catalyst ZZHAHL, %A HALE LA FAE— & & IR
Campus_Switches. Branch_Switches ¥, Converged_Access (& X M fjH5c1F) o

AT LT SRS 2 A 4 T I ) P A A ) 2
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FRo & 10-11 N4 7T T M U5 ) AR

# 10-11 BFELTH M IR

WBRZFR WPRAER Mg

| X A 2k AN B & S ) MG XAV B IEBE ) 802.1X 4 £k e a4 ik
DACL.,

I SN LA FL B P RLEC B A ] 2 SCHUR A 42 1) 802.1X Tok % %
HEiX VLAN,

Rl A 2 A LI Y A A In) 802.1X H Lk HEXdr 4 ACL, ZX4S

MR Rl 2B\ T X 58093 S L 3 i

AERX

X T Ll DA B PR e % el DX A e AN L G DX 52 AT i SC A4 HH 44 ACL_Internet_Only 1)
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Authorization Profiles = Campus Wired Internet Only

Results -
| 71 Authorization Profile
= = * Marne | Carnpus Wired Internet Only |
@~ .
¥ [ Authentication Description |
v || Aubhorzation * Access Type |ACCESS ACCEPT - |
» [ Auth tion Profil
R Service Template [
» | Downloadable ACLs
» [ Inline Posture Node Profiles
S v Comron Tasks
v Prafilng
v [ | Posture
= v -
= — I DacL Marne ACL_Interngt_Only |
v [ Secunty Group Access

™ wian
I™ weice Dormain Perrmission
[ wish Redirection (CWia, DRW, MOM, NSP, Posture)
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Select an item | = |
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R Its Downloadable ACL List > ACL_Internet_Only

[ > ] Downloadable ACL
_ = *Neme [ACL_Intemet_Only
av E- i
Description i i
» [ Authentication o This ACL is usad at campus to restrict access for Internet Only
¥ [ Authorization

» (BB Authorization Profilas * DACL Content AN permit udp any eq bootpc any eq bootps.
- 2 permit udp any host 1.230.1.45 eg domain
(88 Downloadable ACLs SN permit ip any hoat 1.225.49.15
» [ Inline Posture Node Profiles 4 permit ip any host 1.230.1.76
» 2 Profilng SN permit ip any host 1.225.100.10
- B deny ip any 1.0.0.0 0.255.255.285
- e 7 permit ip any any
» L Clent Provisioning 8
» [ Secunty Group Access 9
20N «

*» Check DACL Syntax
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|4, Authentication |&) Authorization |4} Profiling |© Posture |5 Client Provisioning |= Security Group Access & Policy Elements

Dictionaries Conditions Resuits

Authorization Profiles > Branch Wired Internet Only

Results
‘ ) ‘ Authorization Profile
= = *MName | Branch Wired Internet Only
av|liz Lo ‘ |
» B Authentication Description ‘ Branch Wired Internet Only £
v [ Authorization * Access Type | ACCESS_ACCEPT i

¥ [ Autherization Profiles

Blackhole WiFi Access SeoviceTEmpets
Blackhole Wired Access
Branch Wifi Full Access
Branch Wifi Internet Only

Branch Wifi MAB

¥ Common Tasks

Branch Wifi Partial Access T
& DACL Name ACL_Full_Access ¥
Branch Wired Full Access
Branch Wired Internet Only o VAN e = e
Branch Wired MAB s 2 BT 10/ amal 13

Branch Wired Partial Access.

Voice Domain Permission
Campus WiFi Full Access
Campus WiFi Internet Only
; | Web Rediraction (CWA, DRW, MDM, NSP, CPP)
Campus WiFi MAB
Campus WiFi Partial Acoess
Campus Wired Full Access
Campus Wired Internet Only
Campus Wired MAB

Campus Wired Partial Access ¥ Advanced Attributes Settings

Cisca IP Ph
= s Select an item |
Converged WiFi Full Access

Converged WiFi Internet Only
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Authorization Profiles > Converged Wired Internet Only

v Common Task

Results
Authorization Profile
( o]
= * Name

&y v ©i. ‘ Converged Wired Intemet Only |
> I Authentiation Description [ Converged Wired Intemet Access
> L Authorization

» [ Authorization Profies *Access Type  [ACCESS ACCEPT -

» [E3) Downloadable ACLs Service Template

» [ Inline Posture Node Profiles
» L Profilng
* & Posture
v [ Clent Provisioning
L]

B Security Group Access

[T] Auto smart Port

¥ Fiter-ID ACL_Intemet_Only | n |
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") Reauthentication
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|4 Authentication |®, Authorization |4 Profiing |®, Posture |5 Client Pravisioning |5, Security Group Access & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules to change the order,

‘ First Matched Rule Applies - ‘

Exceptions (1)

Standard
Statuz  Rule MNarme Conditions (identity groups and other conditions) Perrmissions -+
- ie)
Dty Android Devices android DEMYACCEsS 5
&

DenyAccess #ZAUACLE SCHEH T HATHIR F- 45 4% Android W4 1ilnl. DenyAccess At '& SCHF & bR
ISE Wit &S0, AREREATnlE . AR B C & SO BEREAT S, (HZ 7] LLYE Policy > Results>
Authorization Profiles T3,

Kl 10-64 W 1 ISE HA&EP K —AN4H, 3 T &% 218 Android % £ H O34T DenyAccess
ALK — 5

& 10-64 DenyAccess

1O
Identity Services Engine TR e—
Sico < 4 7y Home  Operations | v Policy | v Administration | »

Bl Authentications 1 Reports i Endpnint Protertion Service "¢, Troubleshont
[ Show Live Sessions 455 Add or Remave Columns + 4% Refresh Refresh | Every 30 seconds
Identity Endpoint 1D IP Address MNetwork Device Device Port Authorization Profiles Identity Group
Time ¥ Status  Detals ‘ ‘ | | ‘ | | | | | ‘ ‘ ‘ ‘
Feb 15,1311:34/13.050 AM @ g 19E2C2:82:43: 19E2C202:43:AF Android
Feb 15,12 11:34:10.910 &M (<] Qa 18:E2C2E2 47, 18 ERC2B2 43 AF DenyAccess Android
Feb 15,13 11:3408.664 &AM @ a 18E2C2:82:143; 18:E2:C2:82:43:AF DeryAccess Anchroict
Feb 15,12 11:34:06.657 AM (] o 18 E2C2:82 45, 18 E2C2:82 43 AF DenyAccess Android m
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4 Home Operations| ¥  Poicy| v  Administration | v

|®, Authorzation

Authorization Policy

[} Profiing

|@ Posture [ Cllent Provisioning  |:5) Security Group Access

Define the Authorization Policy by configuring rules based on identity aroups and/or other conditions. Drag and drop rules to change the order.

[ First Matched Rule Applies -]

» Exceptions (1)

Standard

Status

Rule Name
Wireless Black List Default ISE

Wired Black List Default

Conditions (identity groups and other conditions)

Permissions

Blacklist 1D Wireless_Access

Blacklist 1D Wired_Access

& Policy Elements

ISE ZisEny W

Blackhole WiFi Access

Blackhole Wired Access

MDM Enrolment

Dual 55ID Provisioning

Single SSID Provisioning
Remediate Non ISE Compliant

Remediate Non MDM Compliant

Wireless_EAP-TLS 411D ISE_Registered A/\D MDM_UnRegistered A

Wireless_MAB /11D Provisioning_WLAN

Wireless_PEAP /1D Employee_WLAN
Wireless_EAP-TLS 411D ISE_NonComplant 41D MDM_Managed A/ID MDM_Operational )

Wireless_EAP-TLS 41D MDM_NonComplant A1D MDM_Managed A1D MDM_Operational

O MDM_Managed 41\0 MDM_Operational

Intemnet Until MDM

Wireless CWA

Wireless NSP

ISE Quarantine

MDM Quarantine

SGTCampus Wifi Corporate Full

SGTCampus Wifi Personal Full

SGTCampus Wifi Personal Partial

SGTCampus Wifi Personal Internet

Whitelist *110 (Wireless_EAP-TLS /1D Valid_Certificate /1.0 SGT_Controller |

Wireless_EAP-TLS AND Valid_Certfficate A1D SGT_Controler 41D AD_Full_Access )

Wireless_EAP-TLS 41D Valid_Certificate A1\ SGT_Controler A1\D) AD_Partial Access

Wireless_EAP-TLS 41D Valid_Certificate A1\D SGT_Controler A1{D AD_Domain_Users )

SGT10_Campus_Corp A1 PermitAccess
SGT11_Campus_Pers_Full 41D
PermitAccess

SGT12_Campus_Pers Partial 411D
PermitAccess

Campus Wi Internet Only

Campus Wifi Corporate Full
Campus Wifi Personal Full
Campus Wifi Persanal Partial
Campus Wifi Personal Intermet
Branch Wifi Corporate Full
Branch Wifi Personal Ful
Branch Wifi Personal Partial

Branch Wifi Personal Internet

Whitelist 411D (Wireless_EAP-TLS 41D Valid_Certfiicate 41\0 Campus_Controller )

Wireless_EAP-TLS 41D Valid_Certificate A1\ Campus_Controller 1D AD_Full_Access

Wireless_EAP-TLS

Valid_Certificate 1D AD_Partial_Access 1D Campus_Controller

Wireless_EAP-TLS 411D Valid_Certificate A\D AD_Domain_Users 4/\D Campus_Controller

Whitelist ~110 (Wireless_EAP-TLS A1D Valid_Certificate ranch_Controller

Wireless_EAP-TLS 411D Valid_Certfficate 41D Branch_Controller A1 AD_Ful_Access )

Wireless_EAP-TLS 411D Valid_Certificate A1\D AD_Partial_Access A0 Branch_Controller

Wireless_EAP-TLS 41D Valid_Certificate A1\ AD_Dormain_Users ANID Branch_Controller )

Campus WiFi Full Access
Campus WiFi Full Access
Campus WiFi Partial Access
Campus WiFi Intemet Only
Branch Wifi Full Access
Branch Wifi Full Access
Branch Wifi Partial Access

Branch Wifi Internet: Only

Campus Wired Corporate Ful
Campus Wired Persanal Full
Campus Wired Personal Partial
Campus Wired Personal Internet
Branch Wired Corporate Ful
Branch Wired Personal Ful
Branch Wired Personal Partial

Branch Wired Personal Internet

Whitelist /11D (Wired_EAP-TLS A0 Valid_Certificate /11D Campus_Switches

(Wired_FAP-TLS Valid_Certificate A1D Campus_Switches 41D AD_Ful_Access

Wired_EAP-TLS 4D Valid_Certfficate 410 AD_Partial Access AID Campus_Switches
Wired_EAP-TLS 41D Valid_Certificate 41D AD_Domain_Users A0 Campus_Switches

Whitelist /110 (Wired_EAP-TLS /1D Valid_Certificate /1D Branch_Switches )

(Wired_EAP-TLS Valid_Certificate 411D AD_Full_Access 411D Branch_Switches

Wired_EAP-TLS /D Valid_Certificate AID AD_Partial_Access A\D Branch_Switches

Wired_EAP-TLS

Valid_Certificate /11D AD_Dormain_Users AND Branch_Switches

Campus Wired Full Access
Campus Wired Full Access
Campus Wired Partal Access
Campus Wired Internet Only
Branch Wired Full Access
Branch Wired Full Access
Branch Wired Partial Access

Branch Wired Internet Only

Converged Wifi Corporate Full
Converged Wifi Personal Ful
Converged Wifi Personal Partial
Converged Wifi Personal Internet
Converged Wired Corporate Full
Converged Wired Personal Ful
Converged Wired Personal Partial

Converged Wired Personal Interne

Whitelist 411D (Wireless_EAP-TLS 41D Valid_Certificate A/\0 Converged_Access |

Wireless_EAP-TLS 411D Valid_Certificate A1{D AD_Full_Access A11D Converged_Access

Wireless_EAP-TLS /1D Valid_Certificate A0 AD_Partial_Access AND Converged_Access )
Wireless_EAP-TLS 411D Valid_Certfficate A\D AD_Domain_Users 411D Converged_Access

Whitelist /1D (Wired_EAP-TLS /11D Valid_Certificate /1D Converged_Access

Wired_EAP-TLS 411D Valid_Certificate A11D AD_Ful_Access AID Converged_Access

Wired_EAP-TLS Valid_Certificate A1 AD_Partial_Access A1\D Converged_Access )

Wired_EAP-TLS 41D Valid_Certificate A1\ AD_Dormain_Users ANID Converged_Access

Converged WiFi Full Access
Converged WiFi Full Access
Converged WiFi Partial Access
Converged WiFi Internat Only
Converged Wired Full Access
Converged Wired Full Access
Converged Wired Partial Access

Converged Wired Intemet Only

Wifi Guest

Wifi Basic Access

WLC_Web_Authentication 411D Guest_WLAN |

Wireless_PEAP /10 Personal_Device_WLAN

PermitAccess

PermitAccess
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3.
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¢ MDMManufacturer

¢ MDMModel
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{0t Home  Operations | v Policy | »  Administration |+

= System

& Identity Management

BE Metwork Resources &4 Web Portal Management |2, Feed Service

Identitias Groups External Identity Sources Identity Source Sequences Settings
Identities Endpaint I:ist = 1C:AB:AT:B4:85:12
Endpoint

| - L | * MAC Address 1C:AB:AT:B4:85:12

G- Gy Static Assigrment [~
£ Users 5 * Policy Assignment . Apple-iPad -
Er— Static Group Assignment ¥
e 2 * Identity Group Assignment| RegisteredDevices v
| Latest Manual Mebwork Scan Results ¥

Attribute List
EYODRegistration
Certificate Expiration Date
Certificate Issue Date
Certificate Issuer Mame
Certificate Serial Number
Description
DeviceRegistrationStatus
EndPointPolicy
EndPointProfilerServer
EndPointSource
IdentityGroup
IdentityStoreMame
MaCAddress

Yes

02-19-2014 18:27:02
02-19-2013 16:27.02
CH=sdulab-DC-ADDC-1-Ca, DC=sdulab, DC=com
1c906efS0000000001 04
White iPad

Pending

Apple-iPad
dc-ise- 1. sdulab.com
DHCP Probe
RegisteredDevices

AD1

1CiARATB4:85:12

MOMManufacturer
MOMMade!
MOMOSYersion
MOMPhoneMumber
MOMSeriahumber

Apple

iPad, 3rd gen
05 6.0

PO,
DLXH7HIKMDYVD L

MatchedPolicy
QUL

Paolicyversion

Apple-iPad
Apple, Inc,
1
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Dictionaries Conditions Results

Dictioraries = MDM

Dictionaries
Dictionary
| P]
N T Dictionary Attributes
» o System
b S User
& Wigw
Marne Internal Marme Description
O DeviceCompliantStatus cormpliant_status Cornpliant Status of device on M
O Devireregisterstatus register_status Status of device registration on
O DiskEncryptionStatus disk_encryption_on Dievice disk encryption on MOM
O me ime TMET
O aierokenstatus jail_broken 1= devire jail broken
O mManufacturer manufacturer Manufacturer name
O model model Device model
O osversion 05_Version Device Operating Systerm
O Phonetumber phone_nurnber Phone nurmber
O PinLockstatus pin_lock_on Dievice Pin lock status =]
O seriaturnber serial_nurmber Dievice serial number §
o™

Ferp Ay S8 MEAE A B V5 v VR 2 BN A5 2N

ik
i
=
HO

125}

11-4 875 T ISE 5 MDM 2 [8] B35 AL :

1. w&ACAM, HHJiEH:E] BYOD_Employee SSID.
2. Cisco ISE [i] MDM JIR%5 2% %t APT W, DAESAF % 4 2 75 ©. 403 JiF MDM.
3 WRBEA RN, AR, SR PR MDM., 3 0] 83 22355k 11 Apple App

Store 5 Google Play [#J4H <M H o

4 (ERRT LT AR 2 HT, ISE SRAIHAT R AL B m . W R B AN A ISE, RS B iz 8 &
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R EAR, JFRF A ISE A MDM S0 2K, TR AS [ R0 952 7 3 4 AR

4

I
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B ERBH%%& (BYOD) CVD A% 2.5 |



| $11% BYOD SRAH - BAREEEBENR

gane A

& 114 MDM &£ 4t

_ MBS

> (BEER

— EME MDM MDM 82
AP iJEJFH?
— ISE fB& -
AP iﬁlﬁi?

—| MDMKRE - > mkEmn

Y \

STEIIIE #or i) {X BB
§ .

293989

ISE &M I4IEE
WAATEN MDM J5, ISE B0 & J L & Bk, A Re T 48 s I AR o« 3X n] DAYk — T 4
RO, AR nT DAE G 560 S e 45 S R 2R — kB2 .
TEARBHRR T, ZRAF ML U RBP4 /0 W 5600 W S e 2% 1k«
o TUBRBRELIRAT root AR - AN SRVFIE ML
o PIN 8520 - B 5% PIN BB A5 BAE L7 )
ISE 1] MDM k& H JailBrokenStatus ! PinLockStatus API i HI 56T 1X 85 & 1t .

ISE &5 L NMEAKMEREEXHAN B Zw VIR A4, 1 A Policy > Policy
Elements > Conditions > Compound Conditions, %I/& 11-5 1 fiR.

| B E%%%& (BYOD)CVD jF4&25 W



EN1ME BYOD SHAH - BengEEERES |

W O sEgE

A 11-5 ISE_Non_Compliant

nmimn
Identity Services Engine — e
cisco ¥ q {0 Home  Operations | v policy | v Administration | v

|4, Authentication |®, Autharization |4y Prafiing @ Posture |k Client Pravisianing |5 Security Group Access & Policy Elements

Cictionaries Conditions Resuits

Authorization Compound Condition List = ISE_Non_Compliant

Authorization Compound Conditions

Authorization

| L | * Name | ISE_Mon_Cormpliant

@v =~ - Description| Device Doesn't Have Basic Security Settings
& Simple Conditions »

Wy Compound Conditions »

*Condition Expression

Condition Marme Expression OFR, -
¥ | MDM_JailBroken MOM: JailBrokenStatus EQUALS Broken
¥ |MDM_PinLock_Ko... MOM:PinLockStatus EQUALS Off -
N
Save Reset 2
[aY)

AR DA B - i e A A AN L 22 4 SR K

MDM & # e E

ISE Bic &

KT EAMIFIET] ISE G PR A ZOR 8%,  ISE <17 MDM K H— K #SME APLRHT, i {7
W1k ] MDM KIUE BT & LK

R WAT 56425 3] MDM 223K, ISE K427 B Uy il AP, AEFE Za 52 (1 Uy i v 7 4 0 5%

TR . FH 7 22605 ] B R R, ISE 29 ff iz il B m B — AN, R h i kA

HE R 2 MDM BRI e ot AT 454

ISE 2x 1] MDM & i DeviceCompliantStatus AP ifi H] K5 UFE 5 G 3L . MDM FiE T3 8k 25 1B #
A

FE L IR 2 1T (¥ ISE A1 MDM BRI e rp, 2RI 2 300 ISE Thfg. XLEDhREA IR iR E
SCAE BRI ACL A5 7315 2 i J& £ 1) MDM APT i .

IZiEECE X

Cisco ISE "1 13 41 Il 55 RE 8 VU2 52 W9 2% 1K) ¥ %, b T AR RS 10 20 2R R 952 7 4 i 2 244 1K) ) Tl ASLBR
W Lo JE A, AR 2 I SRR JE A o 4L, TR R e S — T
HBE

WHRNCE AR AL L R P i S A A o g, 40 E AR F i R e T LA
— B A AR E SCE . A Android BY Apple %45 41— 2 ¥ 4 2 — AN Z R
. AR R, AF B A A E SRS th MDM B A . X
FE, B HL 5 0] LB A s B th MDM & 3R 0 .

11-6 JE7R T H T-%F MDM 324 DL BE BRI (1) % 25 2547 20 4117 MDM 68 @ 4R 10 & S0 ik
WHRNC E SCIHAE € X ISE SBURIS I H], A5 73T E A Android. — A1 Apple B [ B4 .
PIAE ISE bPCE O RN E SCF, W fiih Policy > Profiling > Logical Profiles.
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& 11-6 MDM FEEBEREX

i
Identity Services Engine B
E 1sco y g 7> Home  Operations| ¥ policy [ v Administration | v

|4 Authentication |, Authorization |5 Profiing @] Posture |&) Client Provisioning |=] Security Group Access & Palicy Elerments

profiling Logical Prafiles List = MDM Managed
Logical Profile
| Pl l Logical Profile that indudes devices
Gl i.,";‘jv * Mame ‘ MOM Managed Description | managed by the MDOM
v [ Profiing Policies

Policy Assignment
Available Policies: Assigned Policies:
4] TP-Phones Apple-MacEook -~ . Ancroid =

|+4] MOM Managed Apple-Device (o] Sarnsung-Device
Anple-iPad |'T; Apple-Device

Apple-iPhone I
Apple-iPod [ = |
Applera-Device :
Aruba-Device |i
Aruba-apP -

~ [ Logical Profiles

Save Reset
¥ Logical Profile

Endpoints in Logical Profile

Endpoint policy a | MAC Address IP Address

Android 30:85:40:60:08:CF G54.100.57.129

Anclroid 18iE2iC2182:43:4F ala}zfioatiley

Android C8:60:00:27:.05:9F 10.31.1.131

Anclroid 10:F9:6F:B4:68:5E 10,31.1.134

Android 18:46:17:E3:43:68 10.31.1.131

Anclroid 00:01:36:70:C1:04

Apple-Device 34:51:09:93: 068 10.31.1.121

Apple-Device BS:17:C2:11:BB:3F 10.31.1.121 E
Apple-Device (CC:08:E0:48:82:B7 192.168.1.149 E

PEP N B SO R A YT, AEJC T 18 20 ISE FRBUHMS (5 DL 1 K HoAth 52 MDM. S A1 B i)
B MALEN .

ARG

Bl 11-7 7R 7 150t MDM H1 ISE 5 BEI) ISE FZAUCHUN o 1 LEFZ RO R P07 IR TR) 78 FH P EN
BahBig 2, ERTEZMEYAR (B, 584, M. LMD 2T,

& 11-7 MDM & A 1EZ AT

—
1l
1 Identity Services Engine —m—
I‘"“o ¥ g (0> Home  Operations | v Policy | v Admiristration | v '

|&) Authentication Autharization |4} Profiing @] Posture |5} Client Provisioning |=) Security Group Access &% Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions, Drag and drop rules to change the order,

‘ First Matched Rule 2pplies -

» Exceptions (1)

Standard
Status  Rule Mame Conditions (identity groups and other conditions) Permissions
rd a MDM Enrollment Wireless_EAP-TLS ISE_Registered MDM_UnRegistered MDM_Managed MDM_Operational Internet Until MDM
rd Remediate Non ISE Compliant Wireless_EAP-TLS ISE_MonCompliant MDM_Managed MDM_Operational 1SE Quaranting E
rd Remediate Non MDM Compliant Wireless_EAR-TLS MDM_MonCormpliant MDM_Managed MOM_Operational MDM Quarantine g
N
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MDM ;E At K201

WA AR 45 A I, DC st R )«

o AimiEid JoEk 802.1X SSID .

o BWHENEAFR/NG MDM FLE EE SCIFAHIF - #4% tH MDM L8 R SCFE .

o WA SEN R IS ISE.

o WHAREM MDM.
W L X e 4 F, WIAEH Internet Until MDM 42 BUFEL & SCAF o BRHC S SCORBC S A5 A1 18 %
oK 11-8 hE fUER K URL.

& 11-8 Internet Until MDM

sifianfi
Identity Services Engine — a—
cisco ] 1] (2 Home  Operations | v Policy | w  Adrinistration | v

| &) Authentication |®, Authorization |4 Profiing \@) Posture &) Client Provisioning |5 Security Group Access & Policy Elements

Dictionaries Conditions Results

Authorization Profiles = MDM Quarantine

Results
| = | Authorization Profile
. *Name [ MDM Quarantine |

Qv e [
» £ Authentication Description |
[ Authorization * Arcess Type | ACCESS ACCERT - |

» | Authorization Profil

- nerzeen Freles Service Template [

* | Downloadable ACLs

» [ Inline Posture Mode Profiles Camman Tasks
o Frofing
» [ Posture ¥ vwieb Redirection [Ty, DR, MDM, MNSP, CPP)
v Cend Arowitning
v [ Secunty Group Access

MOM Redirect v| Al [ACLInternet Redrect |

[ Static IPfHost name

I Auto Smart Port

Advanced atributes Settings

|Select an item | = |

Aftributes Details

Access Type = ACCESS ACCERT

Airespace-4CL-Name = &CL_Internet_Cnly

cisco-av-pair = url-redirect-ad=ACL Internet Redirect

CisCo-ay-pair =|ur|-redirect=https:Hip:uartjguestDDrtaI}gateway?sessiunId=Sessiunld\lalue&actiun=rndm |

293774

WL A B ST A 8 2 BT e 2 Jr B 42 il s v e LIPS A 44 ACL, 43l 42t «

ACL _Internet_Redirect f1 ACL_Internet_Only. ™ TR0 /2K ACL_Internet_Redirect N FH T
“MDM FEEIN” WH. /£ 11-8 #', ACL_Internet_Only i Radius:Airespace-ACL-Name J&
i (AV) X R E R ICLed= 48 . WA~ ACL AT I 7E CUWN o= 6l4y (a1 CT5508 1 Flex
7500) FI3LTF 10S XE [f#Hl 8% (filt CT5760 1 Catalyst 3850) 2 I AT AN

4

M
o

CEARTCRY Y, ToLk Rl M da hl 28 2 F5 o e & (140, Cisco CT5508. Flex 7500 8% CT5760 JG&k
FEdlgs) , B SR IRSE AR Catalyst 3850 F 54T HbL A 5 1 TG 2k 2 11 2 Th AE
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XFF CUWN 445148, ACL_Internet_Redirect [ IN 78 2445 il X 2% 5 52 [1] i) ACL DA M 55 4%
% S ] LU 0] 99 2% vh s 6 )y 25 (%) ACL.  ACL_Internet_Only fHVEBIAMY 22400 E . S485E T
URL H5E [}, CUWN L&A Hl s A ACL. XF T CUWN IE&f=H8%, & 11-9 | BoRi
ACL_Internet_Redirect ACL 7] PL5 5[ #1515 18 ) ACL_Internet_Only ACL AH [,

A& 11-9 ACL_Internet_Redirect

MONITOR. WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

Access List Name ACL_Internet_Redirect

Deny Counters o

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any

2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 / 0.0.0.0 10.225.459.15 J 255.255.255.255 Any Any Any

4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 / 255.255.255.255 UDP DHCP Client DHCF Server
6 Permit 10.230.1.61 / 255.255.255.255 0.0.0.0 / 0.0.0.0 ucp DHCF Server DHCP Client
7 Deny 0.0.0.0 / 0.0.0.0 10.0.0.0 / 255.0.0.0 Any Any Any

& Deny 10.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

5 Deny 0.0.0.0 / 0.0.0.0 172.16.0.0 / 255.240.0.0 Any Any Any

10 Deny 172.16.0.0 / 255.240.0.0 0.0.0.0 / 0.0.0.0 Any Any Any

11 Deny 0.0.0.0 / 0.0.0.0 192.168.0.0 / 255.255.0.0 Any Any Any

12 Deny 192.168.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any [
13 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %

ACL 455E AT U5 1) BB «

FVFLL DNS R4 %% (10.230.1.45) £ 45 7/ HFRE IP 151 .

FEVFLLISE R4S %% (10.225.49.15) 1EA¥8 / HFRH IP U5 ) .

FeVFLL DHCP JR%54%  (10.230.1.61) 1E 0¥ / HARA TP V7 i) .

FE A8 DA A 3 94 2% His kit 45 5] (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16) 1F il / H AR IP Vi 1A
FVFUAT A AR M CHIBEM Y5 i) AE 3 7 BARRI Ui

XT3 T Cisco 10S XE L4561 8%, ACL_Internet_Redirect ™% FH /E 2 1l 9 4% T 52 7] 1] ACL .
ACL_Internet_Only FH/E$HI 02k % ) i v A [ X 266 HR B L6 Py 25817 ACL. A, #5732 URL ¢
W, 3T 10S XE Wil 2% 2 I RHE P~ ACL. /-l 11-1 71 7R 236 H T3 T Cisco
10S XE W Tc =5 28 1) ACL_Internet_Redirect ACL 7~

L]

A 11-1 B TFEF I0S XE 89#4/2849 Internet Redirect ACL

|

ip access-list extended ACL_Internet_Redirect
deny udp any eq bootpc any eq bootps

deny ip any host 10.230.1.45

deny ip any host 10.225.49.15

permit ip any 10.0.0.0 0.255.255.255

permit ip any 172.16.0.0 0.15.255.255

permit ip any 192.168.0.0 0.0.255.255

deny ip any any

| B E%%%& (BYOD)CVD jF4&25 W
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& ACL 7€ T EATF U5 Il BB«

o 4y CAHEER) DHCP Uil (bootpe Al bootps) .

o JH4s CAEZ[M) LLDNS k44 (10.230.1.45) 1EAYE /7 HERH TP Uil .
o JHH CRESER) LLISE MRS %:  (10.225.49.15) {F MU / HARK 1P Vi i) .

o RV (M) LLNHEERIZE TP Huhik 250 A7 & (10.0.0.0 /8. 172.16.0.0 /12, 192.168.0.0 /16)
YE Y8 1 HERI TP i)

o R4 CAREEEMD By HoAh DL B AE Jy H AR U5 1]

Al 11-2 IR I A IE T AT Cisco 10S XE [ T2k 4% 1l 5 (1) ACL_Internet_Only ACL 7=,

FH 11-2 1ZfHFETF 10S XE #I#Z#17849 Access ACL
!

ip access-list extended ACL_Internet_Only

permit udp any eq bootpc any eq bootps

permit ip any host 10.230.1.45

permit ip any host 10.225.49.15

deny ip any 10.0.0.0 0.255.255.255

deny ip any 172.16.0.0 0.15.255.255

deny ip any 192.168.0.0 0.0.255.255
permit ip any any

R 1) F AR 5 AR U i) A B -

e fVF DHCP /il (bootpc Fl bootps) -

o fVFLL DNS fR4-%8  (1.230.1.45) 1ENU5 /7 HARK IP Uil
o FVFLLISE R454% (1.225.49.15) AR MNUE / HARE IP Vil o

o JELA LN I LS TP Hhhlk 25 A Al A7 B (10.0.0.0 /8 172.16.0.0 /12, 192.168.0.0 /16) kK g /
HAr TP U5 1)

o SRVFRARTA oAbl CEECM LD R4 HAREIYI )

V4

EE ol 112 hEoRTT R AIREEHISIER, A gl FrA A ACL M HAR, HAUSCVF
FERLE J5 10 U5 1) 45 52 TP HUHE R T JAT T R REVE R M ilid ACL, IFREEE— N5 HIRA
5E SRS 03 o

FH P8 AR S N IR, SR Egn E S 11-10 2R T, SR AEE A R
MDM 554
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& 11-10 £/ MDM
4 M I'_‘» dc-ise-1.sdulab.com:8443/guestportal/mdm/mdm.jsp?sessionld=27101f0a OW (
cisco
-1 X Mobile Device Management e |+

You must enroll your device in the
Mobile Device Management
(MDM) system to access the
network.

PN
Enroll >

After the device is enrolled, your
network access with be
automatically re-evaluated.

Click Continue to attempt to
connect to the network.

Continue ©

atfran]n,
CISCO

293776

2% ISE RS AN

WAL LR AN, DU T 00 -
« /] EAP-TLS S 5iE GESCHEEHME, T30 AdEs.
o WAANFFE ISE E3K. ISE_Non_Compliant E & 4FAEK 11-5 P E SRR,
o PMNE OIS T MDM BB - Bt MDM R MISCRE, sl 11-6 R,

o WX S LAY, W] ISE Quarantine $Z AL B SCAE . MEHC B SCAERC B R AR A A%
HERZEKE 11-11 P E S ERP URL.
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& 11-11 ISE Quarantine #Z#0EC EX 1

‘2> Home Operations! ¥  polcy/ ¥ Adminstration | ¥

|4 Authentication

|o, Authorization |4, Profing |7, Posture [, Chent Provisoning

|z Securty Group Access &, Polcy Elements

Dxctionares Condtions W
Results v .-)-. F l----. ISE Quarantine
Authorization Profile
" = "Name  [ISE Quarantine
Y v v . Q
» BB Authentication Description [ 1SE Quarantine
¥ Acthortaton .
» [ Autherzation Profiles * Access Type  [ACCESS ACCEPT v
» 5 Downloadable ACLs

Service Temphte

] Inlne Posture Node Profiles

¥ Web Radrection (CWA, DRW, MDM, NSP, CPP)

MOM Radrect »|  ACL [AQL_ISE_Remedite_Redred

Static [P/Host name

Auto Smart Port

Fer-ID

Select an tem -

DEFZ B & ST 2 T AE TG 28 Jr 3 478 il 4 vh e LT AN dir 44 ACL, 43l o«
ACL_ISE_Remediate Redirect 1 ACL_ISE_Remediate . 11-11 F &87R,
ACL_ISE_Remediate_Redirect I A% “MDM HEiE R ” WHE. £ 11-11 +#,

203777

ACL_ISE_Remediate il i Radius:Airespace-ACL-Name J&TH{H (AV) X &k E Lekihilss. WA
ACL 4T N 7E CUWN L&k iihilas (i CT5508 Al Flex 75000 F1%:T 10S XE [fIfEHlge (filtn

CT5760 Fl1 Catalyst 38500 2 [ FF5 A .

BT CUWN Jegk#i5|4%, ACL_ISE_Remediate_Redirect [i] I 78 2445 i /9 4% 55 5 1] () ACL LA Jz 453
ITC 2R 22 P ] AT i) 9 2 th A py 2514 ACL.  ACL_ISE_Remediate 1Y AE 3 — NG5 24T
., 4IEE T URL HE MK, CUWN TLkiflas A4 Hitk ACL.

it T- CUWN &5 419%, ACL_ISE_Remediate 1 ACL_ISE_Remediate_Redirect ACL ] LAAH ] .

Kl 11-12 W1 @RI 2 ACL_ISE_Remediate ACL /-4,
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& 11-12 ACL_ISE_Remediate
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Access Control Lists > Edit
General
Access List Name ACL_ISE_Remediate
Ceny Counters 0
Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port
1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any
2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
3 Permit 0.0.0.0 / 0.0.0.0 10.225.45.15 / 255.255,255.255 Any Any Any
4 Permit 10.225.49.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any
5 Permit 0.0.0.0 / 0.0.0.0 10.230.1.61 [/ 255.255.255.255 UDP DHCF Client DHCF Server
- Permit 10.230.1.61 / 255.255.255.255 0.0.0.0 / 0.0.0.0 uce DHCP Server DHCP Client
7 Permit 0.0.0.0 / 0.0.0.0 203.0.113.10 / 255.255.255.255 Any Any Any
8 Permit 203.0.113.10 / 255.255,255.255  0.0.0.0 / 0.0.0.0 Any Any Any
9 Permit 0.0.0.0 / 0.0.0.0 23.0.0.0 / 255.0.0.0 Any Any Any
10 Permit  23.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
11 Permit  0.0.0.0 / 0.0.0.0 17.0.0.0 / 255.0.0.0 Any Any Any
12 Permit  17.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
13 Permit 0.0.0.0 / 0.0.0.0 1584.0.0.0 / 255.0.0.0 Any Any Any
14  Permit 1584.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
15 Permit  0.0.0.0 / 0.0.0.0 3.0.0.0 / 255.0.0.0 Any Any Any
16 Permit  8.0.0.0 / 255.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
17  Permit 0.0.0.0 / 0.0.0.0 173.194.0.0 / 255.255.0.0 Any Any Any
18  Permit 173.194.0.0 [/ 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any
13 Permit 0.0.0.0 / 0.0.0.0 74.125.0.0 / 255.255.0.0 Any Any Any
20 Permit 74.125.0.0 / 255.255.0.0 0.0.0.0 / 0.0.0.0 Ay Any Ay
21 Permit 0.0.0.0 / 0.0.0.0 206.111.0.0 / 255.255.0.0 Any Any Any
22 Permit 206.111.0.0 [/ 255.255.0.0 0.0.0.0 / 0.0.0.0 Any Any Any g
23  Deny 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any E
]

ACL ¥558 DL R V5 ) B PR «

o AVFLL DNS fR45%8 (10.230.1.45) {E K3 / HERE IP Py .
o FLUFLLISE RS  (10.225.49.15) YE 45 / HERH) IP V5] .
o fuiFLL DHCP JIR45#% (10.230.1.61) 1 NU8 / HERE IP Piil .
o SUVFLL MDM JRS5 8% (203.0.113.10) 1F M3 / HARK 1P Vi) .
o FUFLL Apple HERSIEANIRSS 28 (23.0.0.0 /8 H1 17.0.0.0 /8) 1E K H AR 1P 15 i)

o fFLL Google il & (184.0.0.0/8. 8.0.0.0/8. 173.194.0.0 /16, 74.125.0.0 /16, 206.111.0.0/16)

1B HARF) TP Vi) .

o JEAAMEN  (EEERE) HAh IP Hibik ) 1P i),

XT3 T Cisco 10S XE L4 H1#%, ACL_Internet_Redirect ™% FH /E 42 1l I 4% T 52 7] 1] ACL .
ACL_Internet_Only FH/E$HI 02 % ) v v] LA [ X 266 HR B L6 Py 2517 ACL. A, #52 URL €
I, 36T 10S XE [WIo4sdil a8 2 R Al H A ACL. 7=l 11-3 BRI 2 & H T2 T Cisco
10S XE W Tc =528 1) ACL_Internet_Redirect ACL 7R,
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6 11-3 Z/HF I0S XE #4589 Remediate Redirect ACL

|
ip access-list extended ACL_ISE_Remediate_Redirect
deny udp any eq bootpc any eq bootps
deny ip any host 1.230.1.45
deny ip any host 1.225.49.15
deny ip any host 1.230.1.76
deny ip any 63.128.76.0 0.0.0.255
deny ip any 23.0.0.0 0.255.255.255
deny ip any 17.0.0.0 0.255.255.255
deny ip any 184.0.0.0 0.255.255.255
deny ip any 8.0.0.0 0.255.255.255
deny ip any 74.125.0.0 0.0.255.255
deny ip any 173.194.0.0 0.0.255.255
deny ip any 206.111.0.0 0.0.255.255
deny ip any host 1.225.100.10
permit ip any any
|
kiR ACL $55€ T BA N Vs I B :
o Jh4s (AHEEN) DHCP Jif.
o E4 (AHEE W) LLDNS RS # (1.230.1.45) 1ENVE 7 HERK TP Uil .
o E4 (AHEE W) LLISE Mg (1.225.42.15) YERUE /7 HERM TP Vi,

o fE4 (AFEE) LI MDM RSS2 (FEML 1.230.1.76 F1T- M 63.128.76.0 /24) VE N / HARK
IP Vi) o
o JH4y CRE ) L Apple #EEM A4S 4 (23.0.0.0 /8 A1 17.0.0.0 /8) 1E4 HARMK TP Uil

o 4t (ANESEM) L Google =M E (184.0.0.0/8. 8.0.0.0/8. 74.125.0.0/16. 173.194.0.0 /16,
206.111.0.0 /16) 1E 3 HERH) IP V5 i) .

o AV CEEM) CAFT HAh 1P bk /E 4 HERA IP U517 o
N 11-4 BRI 3E F T 55T Cisco 10S XE G245 1 2% 1) ACL_ISE_Remediate ACL 7~ 4 .

F67 11-4 1Z/F Cisco 10S XE ##/#5H9 Remediate Access ACL

|

ip access-list extended ACL_ISE_Remediate
permit udp any eq bootpc any eq bootps
permit ip any host 1.230.1.45

permit ip any host 1.225.49.15

permit ip any host 1.230.1.76

permit ip any 63.128.76.0 0.0.0.255
permit ip any 23.0.0.0 0.255.255.255
permit ip any 17.0.0.0 0.255.255.255
permit ip any 184.0.0.0 0.255.255.255
permit ip any 8.0.0.0 0.255.255.255
permit ip any 74.125.0.0 0.0.255.255
permit ip any 173.194.0.0 0.0.255.255
permit ip any 206.111.0.0 0.0.255.255
deny ip any any

IR ) B AR DL R U7 AR

« fYF DHCP Vit .

o fYFLL DNS HR4%8  (1.230.1.45) 1E U5 / HARK TP 51,

o FUUFLLISE JIRZS%s (1.225.42.15) 1E KU/ HARH IP 151,

o 4L MDM Jlg54s  (EAML 1.230.1.76 F1+¥ 63.128.76.0 /8) E AU / HARM IP Vi),
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segz W

L]

FVFLL Apple LTI SNR S 2% (23.0.0.0 /8 A1 17.0.0.0 /8) 14 HFR ) 1P 7 ]

FEVFLA Google ziH B (184.0.0.0/8. 8.0.0.0 /8. 74.125.0.0 /16, 173.194.0.0/16. 206.111.0.0/16)
Y B AR IP V514 .

FOVFLATAT oA TP hEAF O H AR TP V51

4

B 11-4 BRIV R BIREE SR, A EEH T A A ACL W AR, HAXSevF
FERLE 7 [ V7 )5 5E TP b AR A A 2 S AT REVE R iR ACL, JFffE— N HIEA
5 SCE 3 12093 o

M
o

Wireless_EAP-TLS & 5 4 fH & LL R 1 0L
e Radius:Service-Type Equals Framed
* Radius:NAS-Port-Type Equals Wireless - IEEE 802.11
* Network Access:EapAuthentication Equals EAP-TLS

T IR A4, 1 555 Policy > Conditions > Authorization > Compound Conditions.
11-13 75 T Wireless_EAP-TLS £5F Wi ¥4 2 A5 AR 455 2 — A4 A

& 11-13 Wireless EAP-TLS ¢

aiva]n
Identity Services Engine —Iga—
cisco ¥ 2 /0y Home  Operations | v Palicy | v Administration | v

|4, Authentication |®, Authatization |4 Profiing @) Paosture |e Client Pravisioning |5 Security Group Access & Policy Elaments

Dictionaries Conditions Results

Authorization Cornpound Condition List = Wireless_EAP-TLS
Authorization Compound Conditions

Authorization

| L | * Mame | wireless_EAP-TLS

a | =~ e Description | wireless_802, 1% And EAP-TLS
¥ Simple Conditions ¥

Wi Compound Conditions B

*Condition Expression

Condition Mame Expression AND W
|Radius:59rvice-Type | | Equals v| | Framed v|
|Radius:NAS-F‘0rt-‘.. | | Equals v| | Wirgless - 1 v|
|NEtWDrk Arcess: .. | | Equals v| | EAP-TLS v| E

Save Reset §

&€ MDM &AM

WAL PA N S I, DSt R ) -
o {fif] EAP-TLS S WiE KA ER:, W& 11-13 1 & SBR[ Wireless. EAP-TLS & & 445t

& SCI AT o
o WHRATTE MDM EMEESK . ISE i) MDM %t DeviceCompliantStatus API i, PAZKEIL
{%‘1%\0

o AL E UM RK/NS MDM L B SO R - %4t MDM $04E FS FE

T L L X e 4, A ] MDM Quarantine FZAUAC & S04 . HHCE SCEERC B OB AT K %
SEM K 11-14 P S JE7R Y URL.
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i
Identity Services Engine S ——
I cisco ¥ ] (@ Home  Operations | v Policy | v Administration | v

|2 Authentication |®) Authorization |4 Profiing |®| Posture | Client Provisioning |=) Security Group Access b Policy Elements

Dictionaries Conditions Results

Authaorization Profiles = MDM Quarantine

Results o
| > | Authorization Profile
_ o * Hame | MDM Quarantine |

@Er B o,
v [ Authentiation Description |
v [ Avthorization * Access Type [ ACCESS_ACCERT |

| Adth tion Prafil

i ruharzation Frales Service Template [

* [ | Downloadable ACLs

¥ Inline Posture Mode Profiles w Corrron Tacks
v Arofiing
v = Fastare ¥ wish Redirection (CWa, DR, MOM, NSP, CPR)

v Gt Froviaionig

v | Secuty Group Access .
- MDM Redirect =/ A [ACLnternet Redrect |

[T Static IPfHost name

I auto smart Port

¥ Advanced Attributes Settings

Select an item | = |

v Atributes Detsils

Access Type = ACCESS_ACCEPT
Ajrespace-ACL-Mame = ACL_Internet_Only

Cisco-av-pair = url-redirect-acl=2CL Internet Redirect 2
CisCo-ay-pair =IMChhttps:Hip:portfguestportalfgatewav?sessionld=SessiDnIdVaIue&actian=mdm | g
FERUAC B SCAHOBE 52 ISE A UL b 2 W e P A dr 44 ACL,  J3 ol
ACL_Internet_Redirect Fll ACL_Internet_Only.
F P2 V5 n) N TR IR NS, S5 iEdg EE i 2 5 11-15 R o, SRR & AT AT S

MDM 0%
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iseicE W
A 11-15 MDM 555
iPad 2 12:06 PM 7 3 90% =
4 M I'_.» dc-ise-1.sdulab.com:8443/guestportal/mdm/mdm.jsp?sessionld=27101f0a CW‘
cisco
-1 X Mobile Device Management e |+

_ Mobile Device Management Enrollment

You must enroll your device in the
Mobile Device Management
(MDM) system to access the
network.

Click to enroll your device with
AirWatch, LLC..

After the device is enrolled, your
network access with be
automatically re-evaluated.

Click Continue to attempt to
connect to the network.

Continue ©

atfoan],
CISCO

293781

AETZ%, MR 11-16  Bos 158 B BUR NS . I R R T EUR &2

1. TR R R B &I R4

A AT MDM {3 7 4o

M SGT_Enabled {7 & 1[4 N mRUEHE I JC 2 B
Ml DX B8 53 SCHLAR AL P RN RO () e B 14
B [X 5853 SATUAG o7 B B () A e 4% o

IR o7 R R AT 2 AN TE 2 5

ViR FISEA S 1]
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|, Authentication

/i Home  Operations| v

TERIFINFHE

Policy| v Administration | ¥

[®) Authorization

Authorization Policy

|4} Profiing

|®) Posture |5 Client Provisioning [ Security Group Access g, Policy Elements

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

[ First Matched Rule Applies -]

» Exceptions (1)

Standard

Status

Rule Name
‘Wireless Black List Default ISE

‘Wired Black List Default

Conditions (identity groups and cther condtions)

Permissions

Blacklist "1/ Wireless_Access

Blacklist /110 Wired_Access

Blackhole WiFi Access

Blackhale Wired Access

MDM Enroliment

Dual 551D Provisioning

Single SSID Provisioning
Remediate Non ISE Compliant

Remediate Non MDM Compliant

Wireless_EAP-TLS Al\D ISE_Registered /1D MDM_UnRegisterad

MDM_Managed ~

Wireless_ MAB /11D Provisioning_WLAN
Wireless_PEAP A1ID Employee_WLAN

Wireless_EAP-TLS 41D ISE_NonCompliant 4D MDM_Managed A1\D MDM_Operational

Wireless_EAP-TLS ~1D MDM_NonCompliant A1\ MDM_Managed /1D MDM_Operational

MDM_Operational )

Internet Until MDM

‘Wireless CWA

‘Wireless NSP

ISE Quarantine

MDM Quarantine

SGTCampus Wifi Corporate Ful

SGTCampus Wifi Personal Ful

SGTCampus Wifi Personal Partial

$GTCampus Wifi Personal Internet

D Valid_Certificate /D SGT_Controller |

Whitelist /10 (Wireless_EAP-TLS

Wireless_EAP-TLS AlND Valid_Certificate 41D SGT_Controller A1D AD_Full_Access

Wireless_EAP-TLS AID Valid_Certificate A0 SGT_Controller A1\ AD_Partial Access )

Wireless_EAP-TLS AID Valid_Certificate A0 SGT_Controller A0 AD_Domain_Users

SGT10_Campus_Corp A/lD PermitAccess
SGT11_Campus_Pers_Full AlD
PermitAccess

SGT12_Campus_Pers Partial
PermitAccess

Campus Wi Internet Only

Campus Wifi Corporate Ful
Campus Wifi Personal Ful
Campus Wifi Personal Partial
Campus Wifi Personal Internet
Branch Wifi Corporate Full
Branch Wifi Personal Full
Branch Wifi Personal Partial

Branch Wifi Personal Internet

Whitelist 2110 (Wireless_EAP-TLS A1\ Valid_Certficate 411D Campus_Controller )

Wireless_EAP-TLS A1 Valid_Certificate A0 Campus_Controller 11D AD_Full_Access )

Wireless_EAP-TLS AND Valid_Certificate A1\D AD_Partial_Access 41D Campus_Controler )

Wireless_EAP-TLS AlD Valid_Certificate

AD_Domain_Users A1D Campus_Controller )

Whitelist /10 (Wireless_EAP-TLS A/D Valid_Certificate Branch_Controller

‘Wireless_EAP-TLS 41D Valid_Certificate AND Branch_Controller 41D AD_Full_Access )
Wireless_EAP-TLS AlND Valid_Certificate 41D AD_Partial Access AND Branch_Controller

Wireless_ EAP-TLS A1 Valid_Certificate /10 AD_Domain_Users ~ 1D Branch_Controler )

Campus WiFi Full Access
Campus WiFi Full Access
Campus WiFi Partial Access
Campus WiFi Internat Only
Branch Wifi Full Access
Branch Wifi Full Access
Branch Wifi Partal Access

Branch Wi Intemet Only

Campus Wired Corporate Ful
Campus Wired Personal Ful
Campus Wired Personal Partal
Campus Wired Personal Internet.
Branch Wired Corporate Full
Branch Wired Personal Full
Branch Wired Personal Partial

Branch Wired Personal Internet

Whitelist /10 (Wired_EAP-TLS /110 Valid_Certificate 41D Campus_Switches )

‘Wired_EAP-TLS AID Valid_Certificate A1\D Campus_Switches AHD AD_Ful_Access

‘Wired_EAP-TLS AND Valid_Certificate 41D AD_Partial _Access AND Campus_Switches )

Wired_EAP-TLS A1D Valid_Certificate /0 AD_Domain_Users D Campus_Switches

Whitelist /11D (Wired_EAP-TLS /1D Valid_Certificate 411D Branch_Switches )

‘Wired_EAP-TLS AlND Valid_Certificate

D_Full_Access 411D Branch_Switches
‘Wired_EAP-TLS AND Valid_Certificate AiD AD_Partial_Access 41D Branch_Switches

Wired_EAP-TLS AIID Valid_Certificate /0 AD_Domain_Users

Branch_Switches

Campus Wired Full Access
Campus Wired Full Access
Campus Wired Partial Access
Campus Wired Internet Only
Branch Wired Full Access
Branch Wired Full Access
Branch Wired Partial Access

Branch Wired Intemet Only

Converged Wifi Corporate Ful
Converged Wifi Personal Full
Converged Wifi Personal Partial
Converged Wifi Personal Internet
Converged Wired Corporate Ful
Converged Wired Personal Full
Converged Wired Personal Partial

Converged Wired Personal Intemne

Whitelist /(0 (Wireless_EAP-TLS A0 Vald_Cartificate /1D Converged_Access

Wireless EAP-TLS AIID Valid_Certificate A0 AD_Full_Access 41D Converged_Access )

Wireless_EAP-TLS A1 Valid_Crtificate A0 AD_Partal_Access A /1D Converged_Access

Wireless_EAP-TLS 41D Valid_Certfiicate 410 AD_Domain_Users /1D Converged_Access

Whitelist /110 (Wired_EAP-TLS 11D Valid_Certificate 41D Converged_Access

‘Wired_EAP-TLS A1l[> Valid_Certificate 10 AD_Ful_Access AID Converged_Access

Wired_EAP-TLS AID Valid_Certificate A//D AD_Partial_Access 41ID Converged_Access

Wired_EAP-TLS A1 Valid_Certificate /10 AD_Domain_Users /1D Converged_Access

Converged WiFi Full Access
Converged WiFi Full Access
Converged WiFi Partial Access
Converged WiFi Internet Only
Converged Wired Full Access
Converged Wired Full Access
Converged Wired Partial Access

Converged Wired Intemet: Only

Wifi Guest

Wifi Basic Access

E# B8 % (BYOD) CVD fEZs 2.5

WLC_Web_Authentication A1 Guest_WLAN )

Wireless_PEAP 41D Personal Device_WLAN )

PermitAccess

PermitAccess

293782




| $11% BYOD SRAH - BAREEEBENR

vom gz W

MDM 3R &

Cisco ISE &AL T v s BRSO s HE B 1 il s L . 5 2 AR S Rt Zam At oo s B 78
B 11-17 v, BEhiE&E S BRI1E: S ISE &I\ MDM AT @k, HAbH 53R
AERT T35 AR HE B 1 FeAth A B

& 11-17 MDM #£ &

e : . IR
lentity Services Engine
s ek e 40) Home  Operations|v  Policy | v Administration | v

B authentications i Repaorts 7 Endpoint Protection Service "4 Troubleshoot

Report Selector Mobile Device Mahagement

Favorites

From 02/22/2013 05:24:08 AM to 02/22/2013 05:24.07 PM
P Auth Services Status

5 reports Endpoint I Endpoint  Registration | MDM Dk PIN  Rooted  Manufacturer  Model

Q5 Status Compliance | Encryption  Lock
» Deployment Status

2 - 1C-AB-A7-B4-85-12 05 6.0.0 B8 B Aode iPad
repors
 Endpoints and Users 1C-AB-A7-B4-85-12 05 6.00 Apple iPad
Client: Provisioning 68-95-78-01-2E-11  i056.1.2 Apple iPhone
Curtent Active Sessions 1C-AB-A7-B4-85-12 056,00 Apple Pact
68-06-7B-01-2E-11  i056.1.2 Apple iPhone
Guest Activity
1C-AB-A7-B4-85-12 056,00 [~ Apple iPad
Guest Accounting
1C-AB-27-B4-B5-12 05 6.00 n [ <] u Apple iPad
Guest Sponsor Summar:

D i 1C-AB-27-B4-85-12 05 6.00 [ <] Apple iPad
Elchbalpg=scaonl et 68-95-7B-01-2E-11 105 6.1.2 anple iPhone
Mobile Device Maragemerit BE-06-7E-01-26-11 DG 612 spple iPhone

Filk i
HELe 1C-AB-A7B4-8512 105 6.0.0 o Bpple iPad
*  Time Range Last 12 Hours - i
68-096-7B-01-2E-11 056,12 Apple iPhone
1C-AB-27-B4-B5-12 05 6.00 n [ <] u Apple iPad
Posture Detal Assessment 1C-AB-A7-B4-85-12 05 £.0.0 =] ] B Arode iPad
Profiled Endpoints Summary 1C-AB-47-B4-83-12 105 6.0.0 -] Apple Pact
1C-4B-A7-B4-85-12  i056.0.0 apple iPad
Endpaoint Profle Changas ! L 247
1C-4B-A7-B4-85-12  i056.00 v ~ v e Apple iPad
Top Authorizations by Endpoint . @ . . .
68-096-7B-01-2E-11 056,12 Apple iPhone
Top Autharizations by Lser
5 K 1C-AB-A7-B4-85-12 i056.00 n [ <] u Apple iPad
Ve G s e AR 1C-AB-A7-B4-B512  056.0.0 7] =) B oo Pad
Supplicant Provisioning 1C-AB-47-B4-85-12 105 6.0.0 ] spple iPar
i 1C-4B-47-B4-85-12 05 6.0.0 Apple iPad
Registered Endpoints i [ <] npl E
b Security Group Access 1C-4B-A7-B4-85-12  i056.00 <] Apple iPad a
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BYOD E-Z 77 (0] {sE F 451

&ITHEE: 2013488 7H

ASBEVEHE 1 EE R H M R DA N e BT TR, DUESR AL A B0 sTLIR R [ U
) o B UEF A RERT 1R B % MAC HuUhES S, M TTSE 0 S w0 i 5 i ieiiE 22 4. Bksh, A
BOEEM U5 11 R “ e T B, fafe 17 5 DA NS BEE A A gEd, AT FEAR 1
54t BYOD Jz 55 ORI 1T 3878 A

RUSAFAE LR, BSR4 20n] BB AR 2 v RIS SoVF i3 A N E v BT, A
XL P FB I3 2w e 5 M ELIER 4 7 I B PR PR b 55 SRS o 3 AT gt 1 AR — b i 2 ol i PR3
JEI -

o MY BEBATRENAE R TA N et BB S

o O LA RERE AR Z A LU AN N B A BE

o AHZUANA B AT BUR B 2 BRI RS 91T 58 4 9 208 U5 BB ) 23 kil B2 4% BYOD

B AT K
o HZURTREAY ST AR D3 AN N 8 o6 R R AN AT AR (1 22 AR AR R AE Ak Bl s
{{Z&I\” .

PRI, TR 20 R B0 AN B iy T Ie e B EVE MR 5 SRR TT e . IR S8 Bevh i A [ it
R AR G VIR VTR (FE28 13 %, “BYOD V& LN hitie) , LA TAAN
BEA S MESALYS B 10 T LV Tl B

4

EE OAEMPAAERET MR, B e eE BVENT . A 1Bk 5 A N e SR AL
W04 [ 56 4 U7 IR BCBR - AT 2548 1Y 11 44 P

R BT e R REI R TN
IR &S hHey U R L Ui AU (7255 13 55, “BYOD Ui% L&EN” hitit) , LMEF
LA NGRS 2 K PR
o SUVFS L EAT MRS B TR,

o PIRUIZ ML S OrIUE (Web Auth), DUIAEXAE AN N8 115 %A 03 TREAT S B e
458 Fl Microsoft Active Directory (AD) #U4fE /% .
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% 13 %, “BYOD UiHILLILN” Wi T Wl Cisco ISE fRIEA T R MC VT 2 STk KT
TeZk Vs i) BURG™ Ji& 21 53 AN N v 46 1) e A T Uil 2 se e 3 f o0 A SRIE Vi & . A, L
TENEAL BTN Vi % SSID, (ETC& Vs % M4 A IS N B4 .

JH it Cisco ISE £RUE AT/, ARIEN & 43 5610 S i v B H5 45 52 Microsoft AD ZH P A BRI 5 o IX
FEBCL'E Cisco ISE £RUE N1 o T T8, A A4 7R HAE ISE £RUE A 4L 5w - il
Microsoft AD #1575, RMHIEIE AXT Cisco ISE RSS2 1) V5 18] o A [FIAE R 7, nlal i ) ix
L& Microsoft AD L7 At 63 T, i ISE fRUF AT 52 S AVu R Vi il 83, nl LAg gt —A
BORUEANAL, VRS 03 TG B U5 2 FEAE,  ECR A AT R T D AN A& S R BC IR AR E . sl i

JiR o
& 12-1 R TVEE B EFEULR] ISE tRIFA 2877 B
i_"l.l'l d ’ i i
CISCOl Tdentity Services Engine @ Home  Operations | v Policy | » Administration | v
‘;°;‘ System {‘;2 Identity Management i MNetwork Resources |28, Web Portal Management |6, Feed Service
Sponsor Group Policy Sponsor Groups Settings
I Sponsor Group List = SponsorEmployeeGuests I
Sponsor Group
Gereral | thorization Levels Time Profies
Allow Login | Yes \ v
Create Single Account | Yes Y
Create Random Accounts | MNo v
Import CSV | Mo d
Send Email | Yes -
Send SMS | Yes v
{REMMERIEAAE
View Guest Password | Yes A4 Bk EREE ST
Allow Printing Guest Details | Yes - N
View/Edit Accounts | Own Accounts M
Suspend/Reinstate Accounts | Own Accounts -
* Account Start Time| 10 Days (Valid Range 1 to 999999858) §
* Maximum Duration of Account| 1 Days (Valid Range 1 to 9999998589) é

W ISE {RUF A 4L5ems, m] LUK i ISE R4 A 411 % 5 B i 245 Microsoft AD 41, W 12-2 fin.
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A 12-2 RIFRTEIEE B EFIER] ISE (RIFA 2B 505761

aliali 1
Identity Services Engine
E Cisco : ! {2y Home Operations| v  Folicyl v administration| v . .
o 3 = — B RIEA KR, BT AD
Syster & [dent ment Network Resour 4 \web Portal Management Feed Sar = .
W Syem g Tdentity Manage L] o rment 1l e uatest.com B8 LR ORIAERP
Sponsor Group Policy | Spormor Groups Sattings HEEE
Sponsor Group Policy
fine the Spo 1S0F Groy y by conf g ofher co 1o char o
Pe e —
B - |Menece All Guest Accounts | Spansoraaccoum ] [‘Condition(z) ] [ SponsorAnaccaunts ] W AconsT
+ | Manage Loty Ambassador Gues SponsarLobbyAmbassadors Condition(s) SponsoiLobbyAmbassadors T Actionse
. | Manage Contractor Guest Accour [ SpansarCantractors [ Conduion(s) ] | SponsorContractorGuests ] & Actionse
@ - |Menece Employse Guest Account Ay :ADI ExtemalGraups EQUALS uatest SponsorEmployeeGuests % Actionse
v ||Manne Groag) Aok SponsorGroupAccounts Condition(s) SponsorGroupGrpAccounts Qe
. | manage own accounts [ SponsarOwnAccaunts ] [ Condtion(s) | SponsorGraupCwnAccounts & Actons 3
E 3]

LEARIRBIR, {UFREEZ Microsoft Active Directory 38 51, XJ& “H /7 /38 ” 4% R e A P
Vil RIE N . -l ) 44 BLUR B R

ADl:ExternalGroups EQUALS uatest.com/Users/Domain Users

A7RBIH,  Microsoft Active Directory 3} “uatest.com” o iHVERL, UK Microsoft Active
Directory [R5 45 lC & A AMH SR, A Rt FEILIET . fEA/RHIT, Microsoft Active Directory
k5544 “AD1”

SRR — ML, A 0% 53 AR ISE GRUEA T EAT ) SR G UE ) ISE R, vl DASEHLH
THERER . 53 TR BV B R UE LA S U & SRR G I, #84x SR ISE fRAUE NG HR 5 . ISE
PRAUEN BRI 0] DAAEAS R I )Y 3247 O 30 Zr 83 2 30 KD, ] BLZEIR K IK H &
SCIS 1) F s AT o SEA vl A TR ECER T 07 1) ISE ARAEN )™ G 25 FEAIE (1 K B DL
o ik 12-3 PRIZREIITR

& 12-3 $1X115/5] ISE (RIEA T893 TR F it RETH

aluilie ; A . =
cisco Identity Services Engine 2 _qﬂ * Foky v istration | ¥ ! s - 6
B Authenticstions " Reports | P Endpont Protection Service % Troubleshoot
Report Selector Guest Sponsor Mapping Favodte @ Eport [ save s o
Favorites
= From 06253013 1 200 ﬁ Al 10 DE2S2013 059125 PR
bA Logged At Sporsor Endbied | Detals | Identity Frst Name Last Name Emal
5 15,0625 170672 - s . § -
»D 3
w Endpoints and Users
Clent Provisoning
Current Active Sessions
Guest Actity
Guest Accounting
Guest Sponsor Maoong
7 Fhers . #tF hifhn B EYSEIEM 15 18 ISE
* Time Range Today o FREATPMAT, ISE fRIiEA
=3 BROHIR & AR S BT H it R R @
Gt Sponeln SuTmany 3
o

TR XMV 08 B OIS 5 FEE A 5 VR AN RE LA ATT A U5 i) 2 S B E D 3 A i 5
E o 23 7 Mk 55 SR R A2 B U5 % FEUE A RE 1 ORAIE N AU s, s 13 &, “BYOD
VI RGN ik N Rl vty S kR R T8 B CEBE VIR IR DRE, el bR
TIX T
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I RRMESHRIEHE, UEEMERN ANEHFH R THITSE I WER{EF
Microsoft AD

H T )80 e T4 e Ui & o2k U7 i BLPR LA Fo VA AN N8 45 10 D3 T4 N5 25 W9 248 (1) B Bk A
oo WOTIEAUNAE AU 2 T I8 Cisco ISE fRUE AT A H CUlLE Vi & 5. AR5 HAh 72
B AE U5 & o 4 il 2% A 3= 0RE Ak P s o ie ) A, S5k B T8, el
R bE . BT AT GG I U B AR UE . B E s, BRARE 2 m) kS5 SR J”U?Eifﬁﬂjt
BTN FOE U5 PR RE .

BN TN NP AN UT R TS IR, 55— Rl ik, ZEPAT N4 B B0 0F (Web
Auth) I, fVF ISE IR 45 #5487 SE1E 1) 2 4> B 3 U WM,BEW%%TU§%TEW$§H@
(AR PR A VIR IEIE. R RIIFIEUE, WA A Microsoft AD MG 4315, LA E Vi
] Y5 2 P28 N DA o 1 T Gt dEUT &) o

%13 5, “BYOD W& LZ&#EN” ) Cisco ISE ML & rhistie 148 e X4 A
Guest_Portal_Sequence FJ S5 74, ik B 2% 5 45 56 UE 56 05 %005 10 AR 3E4T 5 40 56 4F .
Guest_Portal_Sequence X f# ¥ H /7 & 005 . BT #F Microsoft Active Directory (AD1) #8543
PR MERZFH, TR S Sy e, wiE 12-4 s

& 12-4 LY R 1% AD 59 Guest_Portal_Access S E/F 3B

e y Serv Engine 72> Home Operations|* Policy| ¥  Administration | »

c;°;v System S Identity Management B Network Resources  [&y Web Portal Management [, Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List > Guest_Portal_Sequence
Identfty Source Sequence

v Ide

*Name | Guest_Portal_Sequence

Description | A Buitt-in Identity Sequence For The Guest Portal

¥ Certificate Based Authentication

B4 Guest Users #iEERS

Select Certfficate Authentication Profike SHHERFS: 8154 Microsoft
[ Sekec Fete AumErtEeton Frot Ac’tiueDirectawzl‘ﬂﬁﬁﬁﬁﬁ

#iTieE

» Authentication Search List

Aset of identity sources that will be accessed in sequencelntil firstauthentication succeeds

Available Selected

Internal Endpoints Guest Users
Intemal Users AD1
WindowsLDAP

lally

284059

ILAE, UGG E 1T A2VF Microsoft Active Directory £ i H (1) 53 T 7E TV EAT X 4% B 4 B0 AIE I e 52 ]
FEZ AT BUR (AUP) 8 2 H P (EUA) MU OL T, 8k AN N5 28 U Il U7 2 JC 26 9 25
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Microsoft Active Directory H /' ID FI# 0 . 75 5 4 I UF AEAL SR T, ANHFH IR A G .

A 5T NREFERE R Z R oLk B4R

V4

HUTH B2 18 T A AN N & 10 53 T8 R IC 2 Ui & W 44 U AR (3 I — P& R T4
H O & V&R, 7 —FlE e W48 5 43 56 4F DUE A A A% B2 T AEAIE /Y Microsoft AD (4

i AR XS T, B TS N B LS S R B A A C 2k SSID. B3 AN N s a6 o L ==

Ui B &R IP 5 Wk m], KOG ENTSTE ASA B KES [ — DMZ W B 21k, A L,
T NGRS SR M2 ERIUR, IR 2717 R LR I o) 8,

T IP A (AU R B2 1 TAN N 2 A=, Frbial g BB TAS N & FER 1P 3
Tk Ta) P ) 8, e AT PR 7 % T £ SR U 5 X 48 07 I B R R e 0 R IRBR o

ASA 5 k5515 % DMZ #1150 0 A& O TSV VG2 I 2548 N7 T oAt DMZ W B, L H T
B TS N BEA% 10 08 ) 03l IR 45 2% A5 I S S8 7 F IR . AH 5% N 25 E 7 1) 28 W) B8 AR 10E— 2B g .

{H)2,  ASA B KBS SR TCIk X 0 U B w4 F B TAS NBE#%, I et = TR -— 1P TR hk
). Nk, BRI TRV MBS Web R4 2% FIOIRS:, Bit% Web JIRS5 28 A 5 1 5 F 2531 Vi 1)
FEHIAAST] D [FRE,  ASA By kEE17 % DMZ $2 N 1 S5Emg a5 550k fo i R P (f5 4

Citrix 58{ VMware % /)7 ¥it) A& NN ¥ Citrix B; VMware IR45 281G WRTHEA, ASA Pk ks
[ RN S = NI NP A B NG o+ S B = 2o 1 el 0 i 5 1 O 23 9 v
Vi ) IXSEHR 45 %%, Citrix 5% VMware R 5% % (60N 5% 51 Vs 1a) 28 1l b AN b,

H1 T V5% SSID Ml % A JT OB X HAR N, BRIk A 5 TA B it ol o B S0B s, Bk
Fe A% P 22 4 T SR RORT R BEBEAT N AR (K VPN BRI . BAR HUA5 SR HTTPS Bl A] fR1IE M 2507
R, EIFAER T NS A T N e . XA F T2, keie
N B ZIURE 2% FEAE Y, JCIH X BT A P 53 T R 2 ) 65 s A4 M R 0B AT B 0 SR AE Ry o i 2R
ANk A S 2 1 01 TN N il V5 2 JoZe 2 g e, DU N85 1K 4845 R, LA 63T SuTF
LB 8 VPN %) 3 UL IPsec VPN X1 - FLIZHESL ] ASA B KhG, B0 n) SR I& £ 31 T
W& [ B A A W) VPN 2P s - W R PR IE T S T AN TSN B TR i L E
ASA Bl K3 SSL VPN BEIE . X A5 58 1] REIE 75 A2 ] 7 HEAT B I 1E

SR I 25 5 473 B3 30F St 70 F 02 ) Web 23 47% A A 35 SR A5 F IS B HTTPS .

Z R R IX B o) B, AE VT RUT R M I % (NS REIEM IR R &IERZ R TANNESE) # T
W RLPR I, 22 45188 N T RE S M52 15 8 JL4% T B ELIBE I 2 A U Tl AR

W 13 %, “BYOD ViR ILLBN” Prid, AZAFH T WHARFEMPIARE . 85— 0RE 2 U &3
PN X bl ge o Vi i ge T AR FR T R 0L TN AN TR R A s . B X s i s
FTH AR B N i TR SR RIE “ el i lds 7 A8 . A pit i i e X 12
Tl T LAFR 7 78] DAY B PN S5 38 (R AT T 2R Bl 2 7 & BT LAFRAE 70 SCH LA A B 30 25 1
Catalyst 3850 FHIAC AL -h 4 B (1) T £ 4 il 4 T g

O A ARIE AN B S A P RS . XN ARIESAE T SN AR 2R U B AN g
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AT MOy s, Hrb oy i TA N Rl 17 RLEE — AN UTE 4k SSID. It SSID LLZRA
TEVi% SSID M7=, Hahiw BT ASA B KB 55— DMZ M B, |8 12-5 R T
A CUWN il 50t S B BT 7= 1 o

& 12-5 1#f5 CUWN B2 ii# 7R L 1N REFHIEIN 5 & TLEHEA

U St

= & T &

i

I

i ¢
. BYOD_Personal_Device CT5508

I
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I

ASA
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| | CT5508 WLC |

i BYOD_Personal_Device SSID i i P i
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Ll o BeEee &

I URE L il s 10 S HOE B B DRE, Ok A JCER R i 10 B R 28 i A B P s (B
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: - - i I--l" |

i : : ! CT5508 ASA :

' BYOD_Personal_Device ; Y ; e AL B A3 !

: SSID :

- = o]
CAPWAP ! :

hg i ! ISE

BX @ Z%FE ) om \ ___________ 8 A -—

i 4'4/7/44/ ‘;—_’MA / OOOZX. |

| c ki B CT5760 = |

! atalyst 3850 v CT5508 WLC !

! BYOD_PeSI;'sScl)BaI_Dewce BRI HRH i ! !

: [ CAPWAP . :

| Qj yE— BoEaEE .

: _— ! i By | g

V4

b

il

H S 2 B B DRt 3E T Rl e N FEREBE . v, Wi 12-6 P BRI S B  HLK
Wil 2 SCHUREH 1) Catalyst 3850 A2 #eHLKE [F] IN AT R s AR EE (MA) FIEE sh ¥ %% (MC) Thiig .
Tk E A N X T, Catalyst 3850 A2 H WL AT MA Thifig. MC hRE % ] CT5760 Jok il
WHAT . T A B e REE WA BN MC RS, S e S i R JE M E X Catalyst
3850 A HM AL R CT5760 Ll de, KRG Ezjmmiu DMZ 5 &8s . Rl e
ANJERE i MA I MC IR 8 2800, 152 YRS SE a5t -

FEA R F T, BB A A (K 0 T 2T S G R I SSID . ROKRRA AT g Sx ik 78 3
b A FH RADIUS 5473 5610 57150 (CoA) g BB £ e B SO 7 %

g TAS N4 St FH SSID AR #A7E T, SSID Ll & h B TR, 1 Bk ny e
REARBIHER IR Ui SSID AFA . Mk, Gt TA N4 SSID vl i ik i 4 802.1X Ef
PR UE AT WPA-2/AES N LR IE 24, DABTIE 0 TN N/ E B =5V, TR LS
SSID #H2HEE, AT LART LA FH A Microsoft AD & 43y, i) Cisco ISE IR 45 2857 7 L#E4T & )
AT

J R TAS N St F SSID 1K 5 — AN s A2 1, i &A™ SSID WL Al r) VLAN, #i%
MR B sk, W LLEE ) DMZ MEBL: BB VE AT T ASA B K55 1 Bk 3
Fe St ; BCE VR WAL T ASA By KBS AN B ) H VLAN 4% 1 sEifi . 549 DMZ $: 1
H i 8 AT A7 1) TP 1 I bk 2 [a) R ST () U 1) 78 61 SR o IXAMNY R T A U5 B A B TN A
WA TRE ) TP FhE2s 8], Wy ER T 03 TAN N & R ; 21 45 AH T3 ok 7 T TP k4 1 )
M. V5% DMZ Al e B A SSVFT B W NI . 53 AN AT e &0 e vry i) LM, BL&
Vil AL T35 —A> DMZ M BP i85 1% Web i 45 %% . BT 50 ASA Bl KESAS N34 DMZ 20 N1
FME Sk RVF BRI P (U Citrix 8L VMware & i) A& AN #F Citrix B0 VMware IR 55 25 1]
e, R LLARVFHAL DT AR o U7 AR A AT DUE I BAR 7 YR A R TN N E S
&) VPN & )i K57 IPsec VPN 21 (H &S] ASA Bl kK% ol SN ER B B, 4R
JaiR A B HAD AR VPN 2 88) o 59— Fh RN 0 TN N & @3] ASA B K31 SSL VPN
B IE
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TeLRi=HIsE i E
FEERE XA 51 LA N B I RALSE ANV R I SSID 775, 5 B4 H B WLAN 24 i1
TITANEABCER X (AR BLisflssfiyig (B #=Hl. It WLAN B 54 WLAN Al
7% WLAN AN A 00 SSID .

EXizH 2 E &

AT £ X FE 24 CUWN ok hlas i@ &N (FET 10S XE) Togk ¥ il #% i g
Ho

CUWN Foiki=h| R &2
K 12-7 HEIRT CUWN [m X £l 2 Ac & s, A, 3 WLAN ££ 4 BYOD_Personal_Device

WLAN.
S T A —
& 12-7 B FRIIARE WLAN 89 CUWN (X 15 F M E 75
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
fLans fLANS MFABEHOTALENES
v WLANS Current Filter:  None [Chanage Filter] [Claar Filtar] WLAN = K
WLANs _—_—
b Advanced
£ WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
IZ a1 WLAN BYOD_Employee BYOD_Employee Enabled [wPaz)[Auth(802.1x)] [~]
( %gﬂ} [ 2 WLAN BYOD_Guest BYOD_Guest Enabled Web-Auth ‘
3 WLAN BYOD _Provisionin BYOD _Provisionin A Enabled MAC Filterin
S — AN e EIOD Provisioning Enzbled JAC Filtering
| WLAN BY0D_Personal _Cevice BYOD_Persanal_Devics Enabled [wPAZ)[Auth(802.13)] -] §
| | WLAN IT_Devices IT_Devices Enabled MAC Filtering =] 3
&

WLAN JC & N 25T AES %0511 WPA2 Az &, LAAIET 802.1X S50l i 2 A Bl . 2
Tk, WEAATHARMUIR  CHD RS O S E X (AN RS
WLAN. @il 12-8 F R Flfn. iR, I FlexConnect JoZk W i1 120 LML 5tb, A
ISR AP FEAE AR 55 B4 I 2 AR A 23 SR S N % % WLAN [ 4R 6l 25

& 12-8 EX CUWN FELe#4)75 LRIz A a5

Saye Configuration ~ Ring | Logout  Refre

ECOTE EE (AR I REERER

W () ERREEEOn
Bahisma

LA

LANS WLAN SS1D BYOD_Persenal |_Device
¥ Advanced

Switch 1P Address {Anchar)

MONITOR  WLANs CONTROLLER  WIRELESS

Mobility Anchars

Data Path Control Path

BEX I 10:225.50.35 up — up IH
CAhER) Mability Anchor Create §
FE R
Switch IP address (Anchor) tocal [=] §

TEER, D X PSS VRS s Lk R R S AL 85y, ARG A RERCE BB . B
B ST ARG, SR H ISR i A Gl i i A s s B EE, SR e M X 4 A
Rk BRI s AT R AL I R RN 4%,

WX 45555 B LR A 2L ' 2 DA N % WLAN, DU F el X 453 61 2% 1) RADIUS #E4T & 43 3641F
mE 12-9 iR,

B SR B%%%& (BYOD) CVD A% 2.5 |
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1817 RADIUS X1[F [XZ#I58 LR TN 84 WLAN #1784 8 if

CONTROLLER  WIRELESS MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'BYOD_Provisioning'
M “"'NLL‘::S | General | Security | QoS [ Policy-Mapping | Advanced |
H
» Advanced . Layer2 | Layer3 AAMA Servers
Select AAA servers below to override use of default servers on this WLAN
Radius Servers
Radius Server Overwrite interface | |Enabled
Authentication Servers Accounting Servers
[¥! Enabled ¥ Enabled
Server 1 IP:10.225.49.15, Port:1812 IP:10.225.49.15, Port: 1813 El
Server 2 'Mone ' None =]
BE (5MER) Server 3 MNone Mone El
bk Server 4 MNone E| jone E
Server 5 MNone E' Noke E'
Server 6 None [=]/ none [=]
Radius Server Accounting
Interim Update [
LDAP Servers
Server1 [None [] BRETR S il
Server 2 | None [=] Radius £ A SMEBSHAEHE
Server 3 | None E 5 7%
Local EAP Authentication
Local EAP Authentication [ JEnabled
Authentication priority order for web-auth user
Not Used Order Used Foglauthentication
LOCAL = 'RADIUS &
Lo = () .
. =) — (Sown) 2
3
o

T I 7 AN K 4 G B8, R AN 23 R A2 Web il F 8 10 BV % 11)7, B LLEEAS 75 22 7 i
BT PR W 4 S IR, B AT TS 6 E ACL. G AN N4 %2 3] SSID
BF, [l D24 i 2 11 23 ) Cisco ISE %548 & RADIUS 23, CAREAT B 0 B0 UE R AL o ik
AT T S8 S5, 53 RIS N8 5K il e 305 & 3l 28 o

FAEHEN (EFI0SXE) ZikisdIBiE
DUFECE A B 7R T 3T 10S XE B gefasdilge Fr 0 TN N4 WLAN 2387 AAA RS 28 HE .

!
aaa

!
aaa
aaa
aaa

aaa
|

new-model

authentication login default enable
authentication dotlx default group radius
authorization network default group radius

accounting dotlx default start-stop group radius

aaa server radius dynamic-author
client 10.225.49.15 server-key 7 032A4802120A701E1D5D4C

aaa session-id common

1

dotlx system-auth-control

1
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WEEHRRE

ip http server

|

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include

radius-server attribute 31 send nas-port-detail

radius-server dead-criteria time 5 tries 3

radius-server host 10.225.49.15 auth-port 1812 acct-port 1813 key 7 1237161E060E5D56797F71

! / UL EATHH Radius MREGE481 ISE

wlan BYOD Personal Device 4 BYOD Personal Device/ EX/MA#%& WLAN 1 SSID
client vlan Guest/ B&SMAANBHHMN (FREM) viaN
mobility anchor 10.225.50.35/ BIEFIVIZ ToL% 58 i 2 bR

session-timeout 1800

no shutdown / B RL¥%#% wLAN

BRI T2 LT AES #7060 WPA2 2480 E, LULIET 802.1X B0 0 F ) B0 30
I, EMASEREREY . EHIN M show wlan id <wlan ID number> iy % 7] T W1 %
WLAN it & (AR RN 5 8, B RN E P S os BRI .

WAAE FIERE AR EE (MA) LA KB hixdlas (MC) 4% ERCE 0 T 4% WLAN. Kk, Lige
¥ Catalyst 3850 R AN A AL E A 7 SIS E P MA Hfe MC. #F Catalyst 3850 F 41|28 4 LAY
S A T XS IR MA, I8 &K CTS5760 T2k 45 il #3408 0y bl X 30 % (1) MA 3 MC, IR
FEARHRE R R o

IR B R RV % S S VLAN & CT5760 o2k 24| 28 5k Catalyst 3850 414 He bl L b 25 11
VLAN. ‘EAHLEBAHAIIEE 3 2. SR A4 il 2% A 42 ) 2% 2 A Y] CAPWAP P o K7,
W) 2 g 25 BT U &% o

PLURACE A BB R T35 10S XE o=l % L Fs sl 2 A2 3l 20 i o3 T B

wireless mobility group member ip 10.225.50.35 public-ip 10.225.50.35/ V5 &#4H]%8

wireless mobility group name byod/ BINHLZR
1

T Bl 21 24 TR A B 216 45 i AU R TEAE A B B il 2% (MC) 1k #% o PRk, Wi Catalyst
3850 R HIAT WAL D HBE A4 SC WA B TP ) MA e MC, WIPC & 206038 FR AT . WK
Catalyst 3850 Z 51 A HH L& A el DX 3 3 vh i) MA, LR RN R R s 2 C o 1 328 4 il X
W MA 3 MC ] CT5760 L&k¥x il S ahdifii i . wEE, T 5T 10S XE 14
HIB A L FEB 2R sl 400, DRI G 5l i B ok s e .

SR b 28 B ar SZEE IR AS R R sh 3800 o IHAS sh B A6 T JC £ s thll s 2 1) () TP AR A B
o R 2ERARRR N 0 R S 4, e T LIl < M) CAPWAP B¥iE . MR g4
FIE A2 . WER T hlge 2 M TR BB shIhRE (RS Bahdi e ThRE) » W JCZk ) 4% 24 20
BT B S A IR 348K . Cisco 5508 Al WiSM2 J£k 44 il 8 K AF R A 7.3.112 LA K Cisco
5508. WiSM2 Fl 2504 Jo&k ¥l as A MA 7.5 X R 8050 . 10S XE AR A J 3.2.0SE Al
3.2.2SE f] Cisco 5760 JG& 45 il #s Fl Catalyst 3850 RAAC WML HE L FrBi e sh 48k . 7.4 Fi LA Je
7.3.112 LA FRRAS ) CUWN gk il 23 A2 FEIHFE B 4244 . Cisco Flex 7500, 8500 F1 vWLC A 3¢
FER R 8280 . T 10S XE k4 Hlas AL REIHRE B0 280 o DAL, n SR 9 4% [R] i 75 Flex
7500 oLkl gs A B N TRy, WUl DMZ 308 - 4B (U R s ey, A ]
B A A B TEFi B BT R I U R e e v b S P RS Bl SRR B A S R

Vi A R P AT 0 LA Ui AR A 1 . AEA R R T, TR L CT5508 CUWN Jogk
FERIESAE MU B B R 0. B 12-10 o 1 5 LA AN #ees WLAN 195 2475 il 2% c B < 1l
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Saye Configuration

MONITOR WLANs CONTROLLER WIRELESS SECURITY Fﬁ?iEfﬁEﬂﬂ-h’})\iﬂiM

WLANSs WLANSs % WLAN
- w;t:\."j Current Filter:  None [Change Filter] [Clear Filter] Create New - sl
» Advanced
T WLANID Type Profile Name WLAN SSID | Admin Status Security Policies
rz WLAN BYOD_Guest BYOD_Guest Enabled Web-Auth a
E;éﬁj | WLAN BYOD_Personal_Device BYOD_Persanal_bDevice Enabled TWPAZ][Auth[£02.1%)] B_I §
&
UGS, U fEdlas B WLAN BCE 20 b X 76 85 B WLAN Bo 8 AH LR .
Vi as f A R 1 B S R S BT E . WA 12-11 TR TR
& 12-11 15 & CUWN L3455 LB s BB T B
alale. ation | Fing | Logout  Refre
cisco MOWITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMS
) ) WE ) EHRRERERES
WLANS Mobility Anchors E‘E_Eﬂﬁﬂﬂﬁﬂiﬁﬁ < Back
 WLANS
WLAN: WLAN SS1D BYOD_Parsanal_Device
! Advonced switch 1P Address (Anchor) l Data Path Cantrol Path
X I eeal up up
(HhERY Mability Anchor Create §
pict ) Switch 1P Address (Anchor) 10.225.43.2 [w] §

[FIAE, BRHCE SR B A SR R, bl DXl 55 U 2 42 Bl a S C B0 (7] R s i3 2y

W26 B DY IR A B B A N4 WLAN, DU V5 % 42 1 45 P ) RADIUS BEAT 5 63 550
Wi 12-12 PR
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MONITOR W CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'BYOD_Personal_Device'
> “\‘:V'-L‘:':‘ ~ General | Security | QoS | Policy-Mapping | Advanced |
H
} Advanced | Layer2 | Layer3 AAA Servers
Select AAA servers below to override use of default servers on this WLAN
Radius Servers
Radius Server Overwrite interface [ |Enabled
Authentication Servers Accounting Servers
[¥] Enabled [¥] Enabled
Server 1 IP:10.225.49.15, Port:1812 |+ ]| IP:10.225.49.15, Port:1813 ||
Server 2 "None "None =]
HE G Server 3 None None =]
R Server 4 None E| one E|
Server 5 None N
Server & None [+]|none ]
Radius Server Accounting
Interim Update a8
LDAP Servers
Server 1 | None [v] SRR E il
Server 2 | Mone [=] Radius f# F $h B SHA TR E
Server 3 | None [+] R 5 2%
Local EAP Authentication
Local EAP Authentication [ |Enabled
Authentication priority order for web-auth user
Not Used Order Used FogAuthentication
[
LOCAL - RADIUS .
LDAP (=] [ up ] ré
T

e, ASCFPHBah AN (R ZE B AH D S B GY w25 Hh b XN U 25 42 1l 4% 4 )
MERCE ) “ R YR 7 LT Wl 12-13 R BIETR .

B SR B%%%& (BYOD) CVD A% 2.5 |
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& 12-13 V)il L2

MOMITOR  WLANS TROLLER  WIRELESS 5 SEMEMNT

Global Configuration

General
BH CAPWAP BT
Enable Mew Mobility{Converged Access) |4— BRI R
Bt
Mobility Parameters
Mability Oracle =
Multicast Mode [}
R ()
Multicast IF Address 8%
Mobility Oracle IP Address 0.0.0.0

Mobility Controller Public IP Address 10.225.50.35
Mobility Keepalive Interval{l to 30 sec) |10
Mobility Keepalive Count(3 to 20) 3

Mobility DSCP Walue{ to 63) 0

~
AR T Flex 7500 LEA= M & A SCRFB M 2 280, X145 Flex 7500 11y 73 SCHUR o 2 7 1l & 1) 746
F, Wk IR

Cisco ISE SR ERAL &

FEZ RV RIS 00 b, DA SR I uE WA T8 A RIA R (T B s 10 B4
SCRE, JEXE L AN S I B A AT SR BRAIE . A Cisco ISE SRS I BERE , DA S
0 UE R )L 35 5 A B A g e 4 e 81 v T2k B3 A N TG e B A SR A SRR o AT F U £ 7 9] 2

& 12-14 Fi7s.

& 12-14 AFRTPATLRERAR Cisco ISE G155 i F s B

/2 Home Operations|*  policy| ¥  Administration | *

| [ Authentication | [g Authorzaton  |) Profing [, Posture  |[g, Clent Provisoning | Securty Group Access g2, Policy Elments
Authentication Policy
Define the Authentication Policy by sslecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Poicy Type O Simpe (@ Rule-Basad
B Dotix Authc : If Wired_802.1X OR Allow Protocoks @ Default Network Access and
Wireless_802.1X
EAP-TLS AuthC If  Metwork Access:EapAuthentication EQUALS EAP-TLS use Certificate_profile
PEAP AuthC If  Network Access:EapTunnel EQUALS PEAP usa AD1
Defaulk use DenyAccess
[}
MAB AuthC If  Wired_MAB OR Allow Protocols : Default Network Access and
Wireless_MAB
B oefar use Al_Stores_Sequence
B webAuthc 1 If WLC_Web_aAuthentication Cisco ISE SHA R M s Jput Network Access and
B Defaur use Guest_Portal_Sequence AT A& B HE
) =]
Default Ruke (If no match) : Allow Protocols : Defauk Network Access and use : DenyAccess ]
o

| B E%%%& (BYOD)CVD jF4&25 W
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FESEZR B, B 43 6 E SRS AN U PR S s S

IF (Wired_802.1X OR Wireless_802.1X)
THEN (Allow Default Network Access AND
IF Network Access:EapAuthentication EQUALS EAP-TLS USE Certificate_Profile
IF Network Access:EapTunnel EQUALS PEAP USE AD1l
ELSE Default EQUALS DenyAccess)

Wired_802.1X /& M RGAE MM E A 54, A T ILRAS HHL A H 3T 802.1X 1 & 43 36
WK . &5 LU RPN FriE RADIUS 81L& PE{E (AV) SFAH LR -

Service-Type - [6] EQUALS Framed

NAS-Port-Type - [61] EQUALS Ethernet

Wireless_802.1X J& — N RGN R G40, A T VLR B R 445 il gs & it T
802.1X M H M KAEIE K. &5 L N PHE RADIUS 7L g PE{H (AV) X AHULHED :

Service-Type - [6] EQUALS Framed
NAS-Port-Type - [61] EQUALS Wireless - IEEE 802.11

Default Network Access /& — M RGE WM G IGIESE S, RVPS 2R EAP Rl H T 5 40 5601F .

Certificate_Profile ;& )7 & CHUE 5 B 43 5 UFBC & SCAF, 7E Cisco ISE &4 1) “ A5 i~
B

AD1 XJ Y. Microsoft Active Directory &4y, 3% FH T-7E 402U R A7 02 AR IIE.

TRV A 6], ] PEAP AT SR I UE I 0 TN AN TR &S 58 N5 - IF
Network Access:EapTunnel EQUALS PEAP USE AD1 - [L}i¢, X4 580X &3k N PR EL .
WER, FIRRBELEH TAUEH PEAP B4y 560 0F 1) 53 TAN N WS 7 /5 225 B 4y 56 00F 55
EAP J7i5, U5 Bk FOA 45 A2 0 380 Fok 5 40 50 UE SRMSRE I h o X SE ARl w LA ADI
Microsoft Active Directory & {3 FEAIUE 53 T H FHAEIE. B, AT LURE BRI 4% A INFE 26 7 [) B 05k
[FIFEALFH ADL S 4

M Cisco ISE Sl IR 1 B2 KRG, 75 B0 — N EA 2 BOCII,  DASCREREAS U [l 4 FH S0 o bt
) FoF 53 TAS N B WLAN XA 1) SSID (w4l H PEAP £ 43 56 UE i) Be 4 A AR K Vs il o 12 SR W&
W) 7R B 12-15 iR .

VBT A S . . —_
& 12-15 R HFRTIATLLRE /TR Cisco ISE SRR T B
stfuat]us = -
Clsco E Eng 7 Home Operations|¥ Policy| ¥  Administration | ¥
|z, Authentication |, Authorization  |4) Profiing  |@) Posture [ Chent Provsoning | Security Group Access 2, Policy Elements
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
M e's - i
[Fct el ol o FARIEBEALL 2 VF (57 PEAP [
SRIEH RS R T A% WLAN
AR T )
Status  Rule Name Condtions (identity groups and other conditions) Permissions
WiFi Guast WLC_Web_Authentication Guest_WLAN L PermitAccess
L
ﬁ WiFi Basic Access Wireless PEAP Personal_Device_WLAN PermitAccess
Profizd Cisco IP Phones ISE Cisco-IP-Phone Cisco IP Phones
n Profiied Non Cisco IP Phones ISE Non_Csco_Profied_Phones MNon Ceco IP Phones
Campus WiFi MAB MAB_Devices Wireless_MAB Campus_Controliar Campus WiF MAB o
=~
= (=]
Branch WiFi MAB MAB_Devices Wireless_MAB Branch_Controller Branch WiFi MAB 3
o
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IF (Wireless_PEAP AND Personal_Device_WLAN)
THEN PermitAccess

Wireless_ PEAP /&[] 7 5@ IR A AU, E LA T VLR T2k PEAP % % & 10 5 40 B0 A 1
Ko BH5LURHAPRE RADIUS F UM (AV) SHAHUGHED, FFFH— 8248 PEAP [#) R 4%

PIE S
Service-Type - [6] EQUALS Framed
NAS-Port-Type - [61] EQUALS Wireless - IEEE 802.11

Network Access:EapTunnel EQUALS PEAP

Personal_Device_ WLAN J& H /& W] A4 E, HTalad 5 0 TA A ¥e#% SSID S I (1)
WLAN #2 N R4 1) 53 T N % . B 5 Airespace 78 LU N RADIUS AV X AH G AL :

Airespace-Wlan-Id - [1] EQUALS 4

Airespace-Wlan-1d J& 5 53 T4~ AN ¥ % SSID Xf M. [ WLAN kA5 (WLAN ID). Wil 12-16 iz,

& 12-16 FEFRETPAGE WLAN 71 SSID g9 FELE#4/2 WLAN ID =4/

Saye Configuration

alveli
CIsco MONITOR WLANs CONTROLLER WIRELESS sEcurrTy e RRUIFYVE (o RS a .l -Ta

WLANs WLANS A& WLAN

~ WLANs Current Filter;  None [Change Filter] (Clear Flter] Creste New + _Go
S

» Advanced
T WLANID Type Profile Name WLAN SSID Admin Status Security Policies

WLANK BYOD_Guest BYOD_Guest Enabled Web-Auth

WLAN EYOD_Parsonal_Davice EYOD_Parsonal_Device Enabled [WPA2][Auth(802.1X)]

204071

IHTER, Ut WLAN ID ZE%4 BYOD #5& bR FF—3 . LLRUN) 54 ISE # AU X 403k H
TA A% SSID 1 802.1X B35 ETE sk BAX AUl %+ E2H 1 WLAN, WLAN ID A 0] 57
M. BH M WLAN ID, 2000 R JF 55 6] 3 WLAN.

ASA 5 NIBHECE

Kl 12-17 SR 28R Cisco ASA By i LASCHRF B 10T ) 9 22 1 s 481 o
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N HRTAANREBELRLFENTLZERR

Cisco ISE (AAA)  DHCP mErDNs ERXE (shap) PR

Tkt s
[]l -l -l
—( I [X Y 4%

| = \J)_/j

{RIEA PC
HEA P
=N
e .

[ ]
----------------------- H.-_—_l{ | DHCP &
e Ny | — ons ik
Lo —— e R —— SRP | — reownn
| L % | | — pEMERR
i g me i R
| I | t PR | ! SMER = ! BIEERE
| |0 Lxasws 0 DNSRR
: vy | EEEO i ! " :
| RINAR&RE [b ] i |
| | DMZ #2 | | DMZ #3 |

| WE
| Q'J ETT T

B IX (AN ToLk sl 245 B EE 114 17) Cisco ISE R4 28 &l RADIUS 21, LLE4T & 43 51 A
B I, 0T AN N AT S0y B UE B2 1, B SL¥F RADIUS 21l il ASA B k% .

AL B 5 2R 3h 3R ﬁ<m@12nﬁhﬂ,WMM%%%A%%fﬁ%MEﬁ&DZW
'] CAPWAP Hzhii e #3)b%iE (UDP % 5246 A1 5247) ifid ASA lz}jjdm 0 AE B H 65
) SER AR muz\;ﬁfmfwf/\%fff%ﬁﬁaﬁ%ﬂ%DthﬂE’JIP LRI (IP 3 97) B ER
ZhbEiE, LM WLAN #E#5G 0 (UDP % H 1666) Wi ASA Bk ig.

¥ T foiF DNS #1 DHCP  (fi % ZE 302 4 3 DHCP IR4548) , N i%¥ ASA B K REmEE 4 Bk R
AN N 2 B T AT HoA A s B N 4% o g TR A W R IR AV ), ] DA T 2 b
O, W20 P EARRR, 80k 13-2 PR,

294072

~
FR N TWAUIFEERIEATR, AIAE EITIT 2 ASA B K 11, HARRGR T2 13 5,

“BYOD Vi B ILLALN” itk i .

EF AR RELE

T RL X R E A, TR B EAS N B4 N AN A U5 & I 26 4 AT QoS TRl . IX A2 [RA,
JEI/I\J\%%%&%AT%%%W%X%E’J%L WLAN & F, XFT CUWN T2l o%, st ik
A 72705, QoS it Bt E T AF Jy 2N H BB WLAN, WK 12-18 fizs.
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A 12-18 LZfFF WLAN g9 QoS BEEX 75
vl
CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANSs WLANs > Edit '‘BYOD_Personal_Device'
¥ WLANSs | General | Security | QoS | Policy-Mapping | Advanced |
WLANS
b Advanced I Quality of Service (QoS) Flatinum {woice) :I
application Visibility "V Enabled
AVC Profile none [«
Netflow Monitor none [«

Override Per-User Bandwidth Contracts (kbps) 18

DownStream UpStream

Average Data Rate a 1] AnRTEE, AL
EEAEEMLERN QoS
Burst Data Rate i 0 EExHumREAT
Mg # WLAN.
Average Real-Time Rate i] [i] * *
Burst Real-Time Rate a i}

Clear

DownStream UpStream

Average Data Rate 0 1]
Burst Data Rate [u} 0
Average Real-Time Rate 0 0
Burst Real-Time Rate ] o
WHMM

WM Policy Allowed El

7920 AP CAC "] Enabled

7920 Client CAC ] Enabled

204073

V4

b

‘.

HE T 10S XE MRS bl 5 H 12 10 QoS Thfig. HAE, AR ALY CUWN JE2k 42 b 2 1 1
B lC B SRR, SRR RIS WLAN QoS Thfk. AR iTHar AN Tie T 10S XE 16445 i
2 L1 QoSe ASKIUAME IR AT E e 3281

W RE AVF I TAS NI4T BRI s N (l Citrix %77 %8 VMware 25 73D , 804
W B T NEAIBITYMEZR 5 (Ul Cisco Jabber) , W BT fe i 2 K H X FIEL & .

4

M
o

% 13 %, “BYOD Vi &N Wit T4 SSID FIAEH] AR R . X LeThagnl UG T Ui %
WA ISRE T A TA Nk HORIRBIZER X MDD 268 ERCE, MARLED % () &
il s FACE .
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718) 2 &) ZR R

H1 T 04 Tt il I S br BT 24 =) Bk B 22 S DMZ 45 1 5 2RI, DRI e il
REF B KA S 2w B XA S A n] DA AZ, i HLARFELAR . 03 TR n] AR A AT
BRI XA, ENTREWIERERIIE T 2 MBI, W1 Cisco WebEx B EAKFE B, . XA i TR
AL T IR G ar IE, AESERE A R A TR

O3 ) AT e Ay BEAE D B B0 PR A DR U A U ) BB A RTINS 5 AT R K 28 e 26 BRI AE BT K i 18 U5 %
m, UAdedr ettt A7 2 Mg minr LBt HAx, A 4:

o WCE A ML B
o fVF VPN Vil
o FUVF RS IR ) o U 1]

FIPTARFRBUERIRE

ARV M2 0 53 A N S IR 25 11—y g, BS54 DMZ B b BE & 24w I ol (1)
BiR, AEATTPIATIRL N 53 T B4 % 4 X Ik (EDSZ). W2 03 T AN N B e E 42 B U B L2 M 2%
WA A T 56 B P 5% 5 4 BRI S 2 4 32 W] 2 A BUK (AUP) BR8] 0 (BUA) 2 )
A REW VT 1) P2k o bR AT 25 N I SRS A UL, (HRT DL B A A N ek AT
RN A, SCHUER. BEAh, %Rl al (&5 B BN 3 Bn B LA N . 28R Ui
EDSZ i n] UG A R 5 HT G 4% r s N 11 L B wikid 5[] 5 23 ) 397 P sl A

AR AR JURR 7 ik e B e At e AT, B S I DMZ R IRSS AR ARLL, A2
WEAE T, SSRGS N vee vl LAY ) 195~ R, AN T 1) LG ) DMZ e A5 H
(RIANIE D P8 B 7 I 55 4%+ I P Ml 55 4 MR 126 1 55 2 4R PR AR 38 3o ol U B DA I B 2 B
B T ik BB IS d I D 2 B N A A

o WA - G E AN T LA . T iy NIC N St 5 K W %%, Se1/F TCP 80 ¥ 118 443 3ty 11 1 11
NI . NAXSCVRR T i 7 R 0 2 1 1 SR B IS % o AN R VIR 45 2 RS 1K 25 15 1
SRENER S 5 7M. USR5 TR ok M4k Eonss,  HEsb ] 40n] G et R VFH Sl ek HTTP
AT IER .

o NAEH JE i NIC fER S5 25 RIS A7 it 5N FH IR 45 2% 2 TR RS Bl N 2% . AT DL FS 0 6k iy i 10047 326
FRE B, BARTEIE G OUT , 2 BT T e 55 4 20 X 288 0 7 i 0 O 110 I 45 4 210 e 25 4 8 A5 i
B HZ R MG, (HE SRR IR A e th e nl 352 1 .

o WA - WHRBH RSB S SN R IERIMHER, el g dHEL, DI
vt R Fr . ZA A AT LSS VF 52 e e ARl i R A (5 o Wl vl AAE P 55 b 0 Kl A ik )
D INA AR A7 it B AT FiE 1) W P R 55 46 1) 44 4 T E

o FPBOEAE - nl A — Ly ORI R XA S AR S A SRR S aT A G A .
i F§ Microsoft Active Directory A H 508 2 & B R AT AT 171k . bah, W] LA H 202
2528 M T (ASP.NET) 2K4# ] 5 Microsoft Internet Information Server (IIS) 45 i Fl 1 & 5% 4%
f, FEFEAL R NG 5K (SSO) S5 A4 S A I E A S . AR PEAE ) TR s, HfER
e A RS, W AE T HER 4L

o CEAERENT - WU TEROEBURAE R (ISR AR, I TR & LA X (EDSZ) NI
W 3l 1 S il 2 A B )7 (SSL) BiAL i 2 4 4 (TLS). S il ik Jo &k i s jile EDSZ, i nf
DAFE— R BB AR EER . Sy — 5, WR 0 TR AR S Ui g M 4 (FEIX Tl o 4%
o, TGS I8 AN I LR Hos S B SR E AR YD, WIFTEE SSL/TLS Wik,
10 T A R B BB Nl i, X — U E 2L,

o Web IRG# KM - LA Web RS2 RMFRE L o A3 I TP IR S5 28 10 1 K 53 1) 21 ]
2 2ThEE. W WIEFFFE Microsoft IIS.  Apple 1 Tomcat. ZEFET BHEHET Web RS 2%
AL, R &Rl o] & BT AT T Ul B
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waazzE A

(http://en.wikipedia.0rg/w1k1/Comparlson_of_web_server_software) eAh, aT LR ST T
GRS . SIS Al g2 52 ) TP Mk B s sk Al 2% 7 g iiE 0o 03 SR IOE 24 112 4
By yadi, 5T 2 s ae RS 3 0t 105 ) BE e H 25 B b2 2 B AR Ge b R, 5 g
P EAE A o

Bl 12-19 JEon T— AW g 5, I 5o s S WA B R — AL 1 A A NS 1 53 T
DMZ . i f] Microsoft IIS 7.0 L X455 T- DMZ [ HAB M 2% k25 (hn DNS A H 2 H SRS
(RODS)) #%& 7 Windows 2008 %5 %% . H 7 th 42k Microsoft Active Directory i 45 5 3E4T & ) 56
iF. RODS R4 5 SiAr A R 55 %8 b 225 DNS. Web RS 24l 5 & —Fh e 5 4% (7 S Lu
T, T%%E?H 45 %% 13247 RODS A1 IIS, LAE{E ] Microsoft AD fajfb FEAS G A3 5 UF . X
PRI 5 7 B b m v AR B D R IR

*BDNS
= R

f’

_________________________________________________

Il X P 2%

—— WebDAV, CIFS, SFTP
—— DNS g

— HTTP 7% &

RINNgH
HiERE

\

R To ik %
HERE

BR 3525

____________________

YN BER B2 2RSSR TTEAIRZ . —FITEREMH FTP, {HiE, T FTP A% 4, Hif
(LA ] SFTP Bk T+ SSL i) FTP (FTPS). BRINE DL T, Microsoft IIS KB 2242 FTP ik
%-2%. Microsoft 32 ¥ FTPS (ifiidF SFTP) . & H {1 WAZ0 M Microsoft ik
(http://learn.iis.net/page.aspx/310/what-is-new-for-microsoft-and-ftp-in-iis-7/) & il ‘% 2500 H-¥5 L g
LB . R FTP CAAEisdT, WHEZ R FTPS g5 a2 /i, B O3 7 2 MR 5545 B 2%
WU IEFE FTP Thfig. Gdk i) FTPS kS5t 4t T hruE FTP AR UA R &M HARL TR, v &8
) FTP o ki Ia), il 12-20 fros.
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N pEasas

=

DNS 3%

iR

& 12-20 FTPS [ %59 AT TR 45761
FTP Features
@ TP Authentication __ Configure authentication settings for FTPsites

'-J@I-‘I'P Authorization Rules  Configure rules for authorizing users to access FTP sites
{EJFI'P Directory Browsing Configure information to display in an FTP directory listing

& FTP Firewall Support Configure port ranges and external IP addresses for FTP connections

&5 FTP IPv4 Address and ...  Restrict or grant access to FTP content based on IPv4 addresses or domain names
E.jFI‘P Logging Configure how IIS logs requests on the FTP server

_@FI'P Messages Configure the messages that the FTP server displays for user sessions

= FTP Request Filtering Use this feature to configure filtering rules for the FTP feature

j%l—‘l‘P SSL Settings Specify requirements for SSL .
iéFI'P User Isolation Configure isolation settings for FTP sessions %

WA A% S IAIE,  IF H2 /DS A SR B0 o X TR 2L, mr AT FL Al 5 I 200

B RR BT DAL ) Web 0 A S BMERIR A FE (WebDAV) KALE: FTPS. i T2 #ME RS
SR E B B SR RS, Tk 7k FTP B8 g R 0E . W 4t H SR A0 2, Web G 4E 3
LR Ho At N FH AT DL B2 A8 ‘22 49 16 - WebDAV & HTTP ¢ HTTPS, JEHE L B 43 56 1 A1 i s 4
P shae. W THEAL TV SSID W, fER )G, NATH WebDAV HTTPS. @4 ii T
WAL T I35 1) EDSZ th, WM AS ] WebDAV HTTPS 2 ALERAM I IN%% 2 . REC4918 55 20 45
VL T 7 A R R .

=AU T WebDAV WL /& CIFS. BEHMSIE R VFAE A H S 2 350 Bk 55 o IX4E Microsoft
IAEE IR E L, TAE Windows Al 4548 7] {# ] Samba. Microsoft [t Vista. Windows 7 f1 Windows
8 T ¥ SMB2, ‘& /& CIFS H—ANE . A Hofh 22 By vk nl DAL Web G 1 sl £ 8508 H il
F s 2 MM A ER. Freknl GESFIH S50 T4 DMZ 11 Web 55 28 41 [F] 111 77 7

BTV £ 75 2597 10) DNS 45 2% . Wi EDSZ Web IR 45 #4448 H (11 /& RODS, JIf4 DNS 7F H 5% Ik %
L e e g4 T RPIRAE . %23 RODS 2 BiA%3% DNS, BRAEE H 0 Ak P A 23k . &
B2 B, RN ISR A S o TR Web RS 28 R4 AD HEAT 01 T S I0E, B4
DNS ¥4 TS (AR5

H [8] 51 T 152 % 8% Outlook Web Access

P IS — 20 ] DABR AR 25 D2 T 5 IR IR 55 o b a R o] DUGE I K Web $2 1138 28 280 S 44 e 25 4
(4ni&E AT Exchange ¥ 3% f Outlook Web Access (OWA) B ActiveSync) K5 il. Bl R
R T AR ZE i P A B I 3 TR A IR 5% o AEX BRI OL R, 03 AR T LAk S A HH M i I )
HIEM ) OWA JIR%5 45

Microsoft /N7 £f DMZ X4 ) OWA JIRS5 2% . A, OWA JIi 5545 N iZ% 52 B K BSR4 o n] L vty
443 T80 . 55— R 77k 4E EDSZ %% Apache 150 [ 4CEE . Microsoft i 1) vk /&
PE% P i 7 ) R4S 2% (CAS) _LiZ4) OWA, Jfilid Microsoft [ 5.1 W 22 4 Fl N (ISA) AR 45 25K
CAS KAi %] EDSZ. X2 Ae AN E, bT 5 ki, e lag - wmE ikt )
WV AN AE EDSZ DMZ 5 k5% AT IFH& A\l CAS HTTPS HI8k 1), BRI kvl fEAEH T4
BTN N BT Ui BUR
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Sy — Pk VT H Office365, iXJ& Microsoft 3T 7 ] Exchange f Office M5 . ZEXFEN T,
B3 1A DA R 2 S G IR I 45 R OGS JHL Hp S At T < A BRI U AR . H T, BB
G4 Android 5% i0S % # [ AH Office365 N A, BrAEH /A F LT Windows 8 (IR o) & %, 150
BRI HTTPS Vil IE 73t e ifiliid 3G/4G B33 2 7 sk Ah s 7 30 1) A [ 25 U5
Microsoft (XA & 2 FP L T 2 Al B B IR 45 3R it IR B 2 —

ActiveSync X #¥

VPN & R

AR SR R A SR RRAHS 1518 FH T4 B ) 12 46 TIC B SR I 0y 5 2R o 148 1) 2 45 B (1L A 4 22 4> Th B 1Y)
W o W4 B A% (MDM). K48 MDM JhAEE M Microsoft SRAFVFRl, IR, PIN BiE s
% . ActiveSync H T-7E Microsoft Exchange JIi 55 #% 1% 2l 5 4 1) i S N F 2 B] [R] 28 f s s 1 g
TEENLA IR RN . BB O Be S O I LA A X (EDSZ) K e 424k ActiveSync. Ul
RFCE E A HZ I AE,  ActiveSync tH ] DA AERTIHI$E £ ) MDM 24 Thak. ettt Sc ik
5 OWA 24l W LLHs EDSZ 1) By K 3k SR w60 A VFIERE B T RE 23 7 ISA IRS54% R AT

CAS L 1fJ ActiveSync. ActiveSync % WebDAV I ¥f, JENAE HTTPS (TCP ¥l 443) FAFH.

K b3 e BRI 2 U5 % 5% ) EDSZ 4k w] BE Ay B AL VF &R 20 T R B W B VPN 2 o, DAL
B P2 1) 22 B0 o AT BURHIPIRI 5. 15, B vl BB AT ALY i) 24 T 18D 1) FLICI FR) VPN 4R

s ERXAMEOLT, G BRI A JCELI I U 2 I 24, AR IR M F] VPN b ds

FER TR DMZ o 2R B3 046 Ui i 1 5 B U5 2 it AR, X AT RE RS S vk . (HOE, R

B U224 SSID #3828 T 55 TS NG 1Y ASA Bl KERGR T, T Bl K gt ] DAk — 2
FEBUH AL VPN i BB . 303, € VPN 4L il 47T EDSZ . 75 &% 2 B iE I I
BARTEIRZ 5, XL R VPN Serbds, DOAREUIb 22 20 MR . 0% ] 224 XK

PR 53 T vl LAV ) SR h 88 o WS A1 — A Je an 181 12-21 Fios e
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Cisco ISE (AAA) DHCP DS Hﬁ%ﬁg DNS

o
H’ TEEEHE |

—— VPN NAT BEFifiE

ASA 5k 35 :
—— WPA/WPA2 {R1PHY
ASA VPN I VPN E RIS E
=== |PSec/ESP
WN#gEH ——> | | —— Radius

ey Y — i

. DMZ — 3 y =

| ' . |

| I ! |

| ol i |

I _ S R N P I

. BEm o | |

| VPNAD L TEIHE = :

! B X

| sFaiER | L webme

: VPN = = o= :

| | DMZ #2 | EDSZ g

Apple i0S ¥ #4045 fuVF ESP FEiE A 1 XAUTH [ & Cisco IPSec % /¥ Apple 1 Android
WA TPsec ATIAL 224 (PSK) [ L2TP. nJ LK ASA 25 A [R] I 4252 P Rl 2R AL (1)
VPN % /i . ATHE KM E T7E Apple i0S % 4% LB Cisco VPN %/ it o

AT THESIE VPN £ 882, U456, PARCE VPN )7 0o AN SCRY AR K R A 1 1
WHATAE TS H T TR 50 R K VPN it B RIS 2 5 Tk & . ] LUK IE PHEE 3 i Tk s, DLk
— RN VPN S 88 i e il . ERAE TS, oo FAl 4L 4l 268 .
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& 12-22 iOS VPN ZFixi &

Cancel

|

i
CISCO

Description BYOD
Server byod-empvpn
Account employee
Password

Use Certificate

Group Name empDevices

Secret XYY

293106

Proxy

F P S] VPN AR 28, 35 2542483 Microsoft AD #E1F. A5 i Cisco ASA 143 5] Cisco
ISE JIk 25 #%, AEI8 B ) LLGEAT SEms o3 . I 3 nl 055K 19 Microsoft Active Directory (1)@, 5%
# Cisco ISE W] Jl T-fi s e (AT A Hofh 2 5. iR ) 383 Cisco ISE HEAT T L3 43 4 ik RIZAL,

) ASA H5E /K VPN M8z, — FEN TRz, ASA ] UG B 18 8 B 22 ¢ A Ve R UG 1) BRAT, A
Tt B T g T LAV M) IR . ASA ] T IR IE e VPN 1/, Wil 12-23

PR .
& 12-23 VPN i£#%49 ASA EZ
Filter By: | IPsec(IKE v1) Remote Access & -- All Sessio... | Filter
Deername Crouq Policy ) As;igned IP Address Prom:_ol Login Time CGeem(Pee_rl Type Bytes Tx | Details |
| Connection Profile Public(Peer) IP Address | Encryption Duration Version Bytes Rx
joeemployee EmpDevices 10.17.40.36 IKEv1 IPsec 08:56:16 PDT Wed May 16 20..[iPhone OS 3504
EmpDevices 10.17.34.13 AES128 0h:02m:23s 5.1.1 6983 | Logout |

| Ping |

262753

ASA $2AE T T B VPN B 1 AL B

FEF SR &= F i

591 BB A0 5 W e AT KR 5K ) RSB 5 B 0
FEIRSE A b ELBCA N RIZSTIT, PP SR . ol P LIRSSt P o LU
SREALALI, LA R {5 S O LUK EDSZ G 55 28 2 005 JC BB o
VRS E V.

AR R, B, BUC AT VNG M A 1 S P 5
VNG %P3 LT 10S A1 Android B Af T S of i PERI o SILPEBL ) B 6 1 R 5
KCARNET . BRI T, R R, e ML A TR LT R,
LT HE G Z A BB DT TR 2 1 MBS, Lo 2 P S 5
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(1 Dropbox 1 Google Drive) ¥ UK A&k B ARk 7 o XA G 1T SER& I —Fh ik, R
LESCVZ AR SLIDE SR 2] BT HE () VNC RSS2 Z A o LA 1S B BT R VNC ST 511 8
& Bl ST EAF M . 0 D] o ARTE B A BN BP0 LS SR R 2T AN 2L
i R FE SR THT o Fe AR (0 7 VAT g A2 BELLE TCP 3t 11 5900 %% ik By Jk 33% B3k A k1 H F) 1

SRH T ERR LA (VXD FRefR R %, 15 2 X3 5) 10S 1 Android 75 HE 40
SR AT ES T E1E, 13 VMware View.  Citrix #1 WYSE. 7 T.¥% 4% F ¥ 52 400 52100 5 3 & 1
E UCS RSS2 R B UG ) VXT 3 8E . 8IS A w524t VXTI, ¥ X R TR &M
Yy AR T B Sse my CAERR . HSEUU R AT IR Kb, VPRI e H O MRS 4. 5
BYOD #HEE, 4005 7 PR AR IT AT SRR 5 g o H 350 53 T4 W Ji PR 25Kk SEAIG, s

PR H G SRR R I S A KA . ARBRN . FEE R VDI A R T ARG, BBl i S
DS D3 TSR S M HE At B 17 H O o Aol FH R 00 58 18 )~ i r i v AR AR 2 5 0% T TR v I A )
PLhRe, (HIHRATAR, BedE AL s g R T H RN 5 2R Bl 5 e 45 1 il i, iR Re At VXT [ 4T
5 h X s 2 4 .

)5, AnyConnect JHALEERE T ASA Py kB h KB RUR . X & —DNFW Tk, B %a
PR RS AT . AnyConnect S IHIE T SSL ZEFE R ASA Bi Ko HE 0L 1 1) Ll g 1 AR AS BT

&, ARICREIN — AR S AT SE R ) A 21

i
i

~
¢

IXSESAY AR DT ARG P I, TR AN AL S R DL B A 53 TR T LB . A
FV5 B R BT DA TR AR K32y, SEBLSE 43k TR (1 BYOD fif k5 58 1s 2RI a8 v
DAAR R PR b e s, o KRS =07 ek, [N 7 ml st A2 SO VR B3 AR A N e U i 4120
TARRCR KA TR,
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BYOD /5 & ok 1E A

&ITHER: 2013488 7H

AREHE LV H B ML MBI N, IFEDL T4 BYOD St &8 % U5 2 Jo 2 B4 (1 2 Fl oy
o EONE 12 %, “BYOD JLAHAEHI RG] 82408 THFER, SE Wi Ty @ik
RN, SR B A NE et . WHERG AR, RN LA 2 T A
AR T DR AL R U5 7 48 (16 AR Wi P BB X 7

XU RN, RN BUEAE T GA L A8 AT Cisco ASA B K3 1) DMZ 19 B
(gt g il s o AR B ERHSE ok 4% (CUWN) LRt e, Wik 13-1 P

& 13-1 1Z/5 CUWN B i@ Ry B i5 EF T 26568
s EC T
CT5508
& WLC

& SSID
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| Catalyst 3850 D CT5508 B :

: % L 55760 WLC !

i H% SSID ERIEvEi 2| B |

i | CAPWAP 515 sbsisl | | i
l 4 BRI o
: | RS 3

V4

b

il

BRIz 54 5 !
v S

W g
& 13-2 =g B g g L kil g e
| 53 Catalyst 3850 | BEKFiA %

: CT5508

R LLHRE 2 P Ui B NGE I, (HJE, AW PO S T O AN TS NS 1 U R
SSID [V & o2 Beil o XAFARUM S D £ T, 41230 TT &7 10 W AN T 9 oA B2 il U5 2 JE 26
BEAOBEE BRI RE . DN, TGRS A G ] T I o4 e 44 (1 K fi

oK B el DX 807y SEHURY AL B R U5 B Jo 2 i R E B0 N B TC 2l & A shle Gl 1P UK
o CAPWAP FEIEALALA) BIV5 & R AEHI G o X LU BEGO R R i 2 2k, ROV & o4
BERAERN LR “ NI &b B IMES, X2 TN, BV % s 1 2 4k
STCTEHE

BB 2% H AT SCE RN R (RS sh 48K o TS B 28K 10060 T 0 2o 2 il 2 2 TR] 1K) TP DA I g
o BRI 0 RSN, EROB T C i H 8 2 1) CAPWAP B¥iE. Wi sl 4e
M A2 . WER T hge 2 T BB sh IR (R AshAi g ThRE) , WA To Lk H) 4% 2420
AT B A B IH 2 5 288 . Cisco 5508 A1 WiSM2 TG £k 25 il g8 # f- il A 7.3.112 LL K& Cisco
5508, WiSM2 Fll 2504 Jok =il as AFMUA 7.5 ZLHEHiRE 2280 . 10S XE #AFRRA Ky 3.2.0SE Al
3.2.2SE [fJ Cisco 5760 Jo4: 4% H %s 1 Catalyst 3850 R A MW H S FF B 4K . 7.4 R K
7.3.112 LU FRRA T CUWN ek iz 28 L Fr N 8 4844 . Cisco Flex 7500, 8500 F1 vWLC 43¢
FE )48k . 3T 10S XE ML HIZS A LR IN B s 480 . Rk, 0 W 2% [A) 5 75 Flex
7500 oLk g A m A e N Bl Rs, WUl DMZ 3508 — 4T (U B e i e, LA ]
I Ay ARV 14 B BT R T I U 5 TC 2k et i A I PR RS B AR R (I SO R .

ATALH] T PTEANRI BOAR T o 55 X2 U7 B P il s A el DX Pl o o U B Pl o A T A B
TR I Ay, b P A L AT AR BN AR R . TR, AR ORTE “BE IX
PERIAS 7 ARG, AT P IR IR el DA i s mT DU 78 bl DX B N 8 10— 5 B B A e 2k
a6, Wn LUE AR SR E P B 5 82 & Catalyst 3850 R FIAZ ML HH G2 1l 1 TE £k
PEHIAS DIRE -

S AHARTE SR R AR P 4 o 2T A A P 0 B o AN R, R X
AR I RBR B 12 s 2 A P &, LA 2R B A7 U B B IR P g, DR IR R
I R Ay i 4 4 o

B SR B%%%& (BYOD) CVD A% 2.5 |



| £13% BYODBEXEEN

P Z4snons W

AT R R 2SR REAR BYOD F 38 vt i 5 9 25 KAk 1l LA & 55 AAA JIl 55 1 Cisco ISE Jij
Fran RN IE T R& TN . A RIEIF T 8 SR U R A NB E TG R, W58
FHEAZ B 4.1 B4R R BRI G B U T RS

http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/emob41dg/emob4 1dg-wrapper.html,

IP S31LF0 DNS

V4

il

HH AW & —FE, VIR ICER BT 2 TP bk R 4 7 4T (DNS) il . Al DHCP il 45 %% nf LAZE
YHFI R ILE N T WA E . i F ASA B KBS AU % L2k DMZ $: 1 2 [B$4T NAT,
DR T AR 3 o AEHE V28 TP 3 bk DA MU 199 2% (1) JHLAth 3508 0 B 25 5 T, 33X AT A A gt 20 4 IR T,
AR AT S, JfF B LA R YEd . SClilc AT DHCP 1t ASA Bl KBSk 1P Mkt B
P RIEIITC & P it Je, BE AR T DRI o L IO e Ui & TP -1k 55 Al 0 458 F L 4% 358 49 B
B, LA o VF R V%V £ 1K) DHCP il ASA Bk dibix —gisz, 2 T2 1 ASA Bk
BE TR U5 R I B % 1 — N Ul TP Sk .

Vi Tk im £ 1) 1P -kt m] DU b Al I 2% 355 # DHCP IR 25 as$2 4t . W R EHEAEN LAV E
T2k DMZ #2171 2[R St NAT, WIETEAER IE A . AFR T B E U5 % 0Lk DMZ #:11%
H NAT Ihig. it b X DHCP R4S &% L0 T4 U5 &% & 16 TP S hE 3R T AR rh i) it i
DHCP 253K e VF il i ASA B KB4 a4 326 2] 4 # DHCP IR 55 #5% -

ATECE BRI g, WK T unfCEEE] N DHCP IRSS %% o I A& 0 2 428 il 3% 1 0 FH 50 2 A
K. A TIHAE, ASA B kiR DMZ #: 172 ik A 5 V5% WLAN £ 0 OCHE 1) To 445 il %
IP Huhkff Al DHCP $i s il it ASA B kBs. sid, wIHc'E ASA B kB, LUK DHCP 4k F iy
i DHCP MR %545, MA S B UT R L BIRsE N LR B %R, 1 TUECE, Uik L% ) bl
T C 2y 0 2% H e &% DHCP, #RJ5 H1 ASA i k851 DMZ £ 1 4k 3 Py 35 DHCP i %545 . 7
B, JEIT Cisco ISE filt 45 #% i & ity ¥ 4 DHCP 434 v] LU K DHCP & 31 4% 21 4 7 DHCP Ik 45
LS ISE 3 Mg 2ok e e (HA, TREATRE iR &, BV e F ZEmE i .

oY) 2% 5 B B N 12 4R ALK JE ) DHCP IRk 4% 25 5 DHCP 4k Ih gty e i #4576 ASA Bl k5% B g
FHIX 26 [ i oh B B0 36 0 XS, A 8 i A 4 2 2 4 SR

Vi M2 H ot g TP U BEFE I (0 ) A X 0] B K AR S U5 B I 2% 1) iy AN A BEA% T IR0 5
Mrgf A WA REREAE N S SR X AL I A S R AN R, ARy, o AR 1) 5 21

FRELIOE, BE KR BYOD 5Rlg, b n) @l al fe 2o MR8 3 . 32y SO A B4R I U
TS, W E RN SRR A M K

A2 MLV UL B 22 i TP MU BERE)S R . e el KT, s el o s S e Sl RN 5
(AP) & HL, XA UIE WLAN AN SSID BLA A ZAAE frf HAth Jo 2k SSID £E 2 2R 4 BEIA J¢
ZANREANTT WL o R, AR REAS B ) P AR AL B i I A I, X R AN R T AT

5 MOy VAN DHCP R4S 2% 115 % WLAN X R TP ¥ W [ FL I a0 JX AN 25 B 1 28 AR GE B 3
S5HNL MU % WLAN XN FF G SSID. (HJE, M &R P m iR B A 18 A U i) AT 4] Y 25 5T 75
()19 26 5 43 B 0IE (Web Auth) SELER, #tnl GESEHIEES] 54> SSID. Wi DHCP FlFH I ] ik
D, SIRLA XLV £ 1K TP HhhEs GRS ST B R IR L . Bt DHCP 3 S8%ANF4Y, 07T,
ToEk B 25 7 T PR S T AL, X FE S I D A T

= RO R ATE AP SRR 515 % WLAN G [ SSID, K Ramk ., RS — 04 M 4%
(CUWN) 58 nl B szt B br, A2 BUE%EH 515% SSID %W ) WLAN [ Broadcast
SSID & IEHE, Wik 13-3 Fios.
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Z13F BYODFEREEN |

W 1P 34tF0DNS

& 13-3 2/ AP =155 WLAN Zfzg9 SSID #9745
vl
CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANS |W|_ANs > Edit 'BYOD_Guest' |
bl "\\‘:Llj?ljs General | Security | QoS | Poligy-Mapping | Advanced ]
b Advanced Frofile Name BTOD_Guest
Type WLAN
SSID BYOD_Guest
Status V] Enabled
Security Policies WEB POLICY, Web-Auth
{Maodifications done under security tab Wl appear after applying the changes.)
Radio Policy all [=]
& AP fEFRPEA
Interface/Interface Group(G) | bnl8-5508-guestl
. = = BYOD_Guest SSID &/ #
Multicast Vlan Feature | Enabled
Broadcast SSID T Enabled o
NAS-ID 'bnls-wlc§08-2 %
&

A, DURNACE RBIACEREEH T SSID ) #al G (JET 10S XE) L& hlas i &
SSID [P #8453 Tt &
v'vlan BYOD_Guest 2 BYOD_Guest/ ii% ssSIp KIECE

no broadcast-ssid/ Zf ap 5% ssip HIJ
1

FE BHLE AN 05 B 4 E R B 5 17 % WLAN X (TP SSID J i, X4 A2 —Fs e — R INT7
%, RO EN T IR AR T VA R (HA, IZT7VEMR SR T B RN O R A, AR AR
AN ) B £ B R DHCP iR 25 48 WU IR TP Hidib B0 H o e ik s, U5 & 7 22 I e 31 41 21
VT LM 28I, AT BEN SSID M4k 1HJ2, SSID 44 FR -t il LU 55 75 U n) 2H 230 1
N B B3R B4 V5 2 AR IE N

Iy AR A V5 % JC A 45— BEORHIESE TP - Rkl 0], Ul B SO U % 1P Mk
ZE IR 1P R HERG R AT o SRAH 4R TP ddik s i) ol H HORAE A, SR IR W& & o W R IGVE Sk
B, WTLAfE o il EIHRCEE A Ui% DMZ 1, DISIN T 73 Bo4s Ui % WLAN i # 1 1P
Hudik = ]

BET AT A TP bk b B DR U5 B AN 2 DRI IR RE U  BELLE D 19 B9 e ELBE v o (AR, BRUvA
AN B IR AR T L% )™ it L B 1% ) PO 28 AT DG TR o i 22 190 2% B 3 B8 I Al g 924 A0S 17 75 B 11
Vite) o IX A A VU SEBR ORI ORI AN R . RV T U R A
5 )\ DHCP I 55 e Ml 25 (s ik O AR LU B, 2 e 47 2 D IO Z % ) i 5 W A8 AR (10—
ANy o I SR M ik ) Bk T g T ) U A R, U AT DORE AR I TR IR A

ToL Vs % Vst BT A PRI IR 55 (DNS) SR EIE IR A2 B . BbA, S0 2% 5 43 Bk )
V725 2% 00 % TP ) URL 620U AT 4 TPtttk o 3 109 20 B 473 56 TR 23 135 5L 5 1) 27 %% 1] ) LA
KGR EUL Pr b w5 (K250 3R o R IRk 55 I 4R 1 07 500, SVRFDT 2 B B35 ASA Bl K415
> DMZ M B 35 (A B DNS Bk 554, sk Al j0 45 Py 8 308 ¥ 9 78 DNS iR g5 4 SuvF
Vig B Ui ] 51 DNS JIk 5 as,  HARHAE T A HB sl s RIR 55 ) oxt U 3 Be st st H0, W20
LV WY AR 0L A N (s 12 55, “BYOD SEAUS [l HI S 017 hprik) , M4
B T BLR 5E AP DNS IR 55 4 0 75 T3 AR WT ABR AR S 0 44 BRI 55

B SR B%%%& (BYOD) CVD A% 2.5 |
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EE ORI RRA ST DHCP 246844 F UDP Wik 1 68 Fl H AR T 67. MRS 235 /5 0 1

DHCP 4 4uli H UDP Y5 1 67 F1 H brii 1 68, DNS {ili | UDP ¥ [1 53, SLjiti P &8 DNS Fil
DHCP JR 4528 ), A0 VRIS 108 1 B Ak 5

SRR IEFNIZEN

RZHAL T H T IR F R RUE D H I8 ), RJe F AP AT . U7 RN T
YR 194 22 iy ) 152 3 [P v e 32 A T B (AUP) sl ] Bl (BUA) I, Tl 2 X — 2%,
TALU IT 51 W o A2 U5 B Jo 2 B MO B AEThRE, DRI 5 00 06 UE A B o S0 e
TV P A RS . Wi, M BYOD WM KRG, TRl SR sk e A% )8
VI TN M (st . SV 2 7 S0k i — A5k Cnlsl 13-4 fizs) 2l i
B HI R 280 ST, XA VR O R 2% B O B0 UE B Web AIIE. SEAE Sy I e Ty s, Hogkvi
B G LIAT T W4 g, T4 B LI R B 2L URL. 30 N 2 0oy 52 7 A Web 17,
Forp A — MR SR ATUE A R T o S IR e e, V5% H ™ w] A Tr) 356 R s 5 [7) )
oAt kg it

VIR N UL R T ORIE Cnr A B 50 il ] )7 LS B I A7 280 1 i P 25 S I 1)
J1. R, IS R KUk gE

& 134 1B 51 BT 15 5 T AN

| ERMiL ASA 4 RYFBAERRNAE
LR G Bk 55 |

| xeswE — |
e
- | \ -
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2. Web £EEITE L Cisco ISE i 23R E
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N gitERAMS AL ENFEEN

T E XS ZHAAB RN REA

FEASCRY v, Bl X R 23 S W LR PR 0 25 15 25 F AV TSt A1 AR B, o 308 3 799 28 vl DA P A (7] ) i
WIR . BV FEREE 2 AN, Fln e EHEE (WLC). ASA B K35 F1 Cisco
ISE.

WLC Ec &

X ASCHR B 7R (B, V58 W22 Ul AT E 1) RG22 1 45 (¥ 5 43 B8 E s B 7 1) Cisco ISE
M55 4% o AT P25 B Gy IS A HLAR TV, (BRI AMETT G . U773 %07 b i 199 2% 2 1 V5 25 6
LR G HE 17 2 Cisco ISE IRS5 e h B & S sx B A1 1) .

4

AR MIETHTIN RO M S SRR (CWA).

ML A A B TRCE 2% B O IR S U0 (DAL RTIE ) AUP B EUAD , RIS 4 B 63 1l LUk e Ay
TE VT FRNRMEGE IR, A Bk TN BN Us B o ez il 4s

T T R REIR I s AN v el O P AN [ AR 2 4 «

o AREPTAT N B C 2 I DX R A .

o IALERYS R R I T U s

PRI G ) 2 7 — MRS B R . AR TR I A o 4 O TG B A1

i X 215 =%
ARAFSFB AT CUWN BB skl e BEN R T 10S XE) T P bl 2 0 il X 2 b2 i

CUWN Jo &=l 3%

W R E % SSID. K 13-5 78 T BYOD_Guest SSID [IHRE . VE &, D50 K M 4% 5 4y 36 iF
FiC & G O I8 E .

E# B8 % (BYOD) CVD fRZs 2.5
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& 13-5 X FEE#/35 #149 BYOD_Guest SSID i£4f=2
b,
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs » Edit 'BYOD_Guest'
¥ WLANS - ( - ( !
o General | Security | QoS | Policy-Mapping | Advanced |
SAconced Profile Name BYOD_Guest
Type WLAN
SSID ETOD_Guest
Statug [¥] enabled

BE (5h)
fat il . L
Security Policies WEB POLICY, Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Radio Policy all =
Interface/Interface Group(G) |bn18-5508-guestl E
Multicast Ylan Feature [[] Enabled

Broadcast SSID [V] Enabled

NAS-1D bn16-wlc5506-2

293844

TP &R E L SSID % 2 JZME 3 ZFResH. K 13-6 BT H 2 BER4ESH

A 13-6 BYOD_Guest #i% 2 EZ 215
afva]e
CIsco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs > Edit 'BYOD_Guest'
¥ WLANs ' : y o Y
Wit General | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer2 | Layer3 | AAAServers |

MAC Filtering® []

- BCE FFHE
HE (4h2p) I Layer 2 Security 8 | pNone [=] I"._ ssiD
e

Fast Transition

Fast Transition [

203845

WRHTATIAR, 56 2 |2 %S HN'E N None, R/nFFE SSID. 2 3 )2 eS4nE 13-7 Fir.

| B E%%%& (BYOD)CVD jF4&25 W
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N gitERAMS AL ENFEEN

& 13-7 FEIX##2 41 BYOD Guest WLAN £9% 3 E&21E40=8

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit 'BYOD_Guest'

¥ WLANs ' General | Security | Qos | licy |
WLANS

» Advanced | Layer2 | Layer3 | AAA Servers

Layer 3 Security 1 [ yap Palicy El E;Sﬁl?ﬂ;ﬁm

@ Authentication

EE (43

Passthrough
fiak it ]

") Conditional Web Redirect

") Splash Page Web Redirect
" On MAC Filter failurezo.

Preauthentication ACL IPv4 | None [«] 1pv6 None[w] webnuth FlexAcl None =

Sleeping Clent 7] Enable

203846

Over-ride Global Config [ Enable

B3 R R eSHE MK G4 61F (Web Auth)e NP EHCE AAA IRE25S58 WA 13-8 fizn.

& 13-8 FX #5284 BYOD Guest WLAN 59 AAA [RESE

afa]n
(o] o] MONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP EEEDBACK
WLANSs WLANSs > Edit 'BYOD_Guest'
= wL‘:’r\:s General | security | QoS | Policy-Mapping | Advanced |
WL, 5
b Advanced | Layer2 | Layer3 | AAA Servers
Select AAA servers below to override use of default servers on this WLAN
Radius Servers
Radius Server Overwrite interface | \-Enabled
Authentication Servers Accounting Servers
/] Enabled V] Enabled
Server 1 | T1Pi10.225.49.15, Port:1812 [+ 11P:10.225.49.15, Port:1813 |+ |
Server 2 None [=]"None =1
Server 3 None [=] none =1
Server 4 Hone A= None 3
EEX 5 Server § Hone [ ¥ None 3
EhE
Server 6 None El e Zl
Radius Server Accounting
Interim Update &
LDAP Servers
Server 1 | None [v]
Server 2 None
- ¥/ Radius
Server 3 |None [w] AR S5 BB iHT
Local EAP Authentication PRl 44 2 E
Local EAP Authentication [ |Enabled
Authentication priority order for web-auth user
Mot Used Order Used FoglAuthentication
LoAP L= . ;
- s il Down §

liLE AAA IR 8S40, DAMEM S G 43 50 UE T H Cisco ISE k45 % 56 1F £ H Radius 115 %

B SR B%%%& (BYOD) CVD A% 2.5 |
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gitERMsZaEEnrEEA B

N AR e X RN R i g 2 R B A B RIS . A2 S U R 4 R B A R R B 2H R B S i 3] el
XiEhles. B 13-9 SR T BRG] .

A 13-9 150 BRI RE T INE B 51 4H

Save Configuration  Bing  Logout

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK BE (5hEE)

Controller Static Mobility Group Members bk 103

General

T Local Mobility Group  byod

Interfaces MAC Address 1P Address Group Name Multicast P Status Hash Key

Interface Groups 58:8d:0%:ce:09:40  10.225.44.2 byod 0.0.0.0 up none

Multicast

Natuenrk ROUtES I 00:24:97:cf:30:20 10.225.50.35 I byod 0.0.0.0 up none

b Redundancy

¥ Internal DHCP Server
~ Mobility Management HEEHI A MAC
i - HoditFn 1P fb il

293848

4

I

o,

EE WU A E B ) MAC HihE R TP $ihil, A BRI B B 4 R0

G, TEFBI TRy SL S #E: 1 1IP Mokl ) BYOD _Guest SSID @@ # a0 . Wi 13-10
HI 75 T 7R o

& 13-10 X5 78 I E s

Saye Configuration | Bing | Logout |Refre)

Hmm

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY Mane -
. p— HER RS S L oRIEmHE HX (o
s obility Anchors Back
" EHROBAES 2HR .
~ WLANS
WLANS WLAN SSID  BYOD_Guest
Pitdvanced Switch 1P Address (Anchor) ¥ Data Path Control Path
I 10.225.50.35 e P I -]
g
Switch IP address (Anchor) Tocal [=] 8
Y

NT SR B AN (RN E R 528K ), P4 B B A2 3k v il [X T 2 47 ohil 28 45 R RS Bh il
B RE RS ERMET. W 13-11 Fios.

| B E%%%& (BYOD)CVD jF4&25 W
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& 13-11

Global Configuration

General

Enable Mew Mobility{Converged Access)

Mobility Parameters

MOMITOR  WLANs COMNTROLLER  WIRELESS

B XE#3 FH 5 BB 5

SECLRITY  MANAGEMENT

a1 CAPWAP BT

T nE S BB

Mability Oracle 1l
Multicast Mode = EE (5hip)
Multicast IP Address =l

Maobility Oracle IP Address 0.0.0.0
Mobility Controller Public IP Address
Mobility Keepalive Interval{l to 30 sec) |10
Mobility Keepalive Count{3 to 20) 3

Mobility DSCP Walue{D ta 63) 0

4

1022544 .2

203850

‘.

I, ALk b g .

EE T Flex 7500 A=l & A SCHRPB 2 58K, IIEAERS Flex 7500 1 b 70 SCHUR o 2 47 il 5 55 I

BEEN (BT I0SXE) T&iTHIzR

PUFBCE frBCRoR T RGN (JE T 10S XE) Jodki=il#t FiIvi% WLAN fl'E .

vlian 777
name Guest
|

/ BEREIE DL T U Z R & IR viaN

1

wlan BYOD_Guest 2 BYOD_Guest/ [X#il# FH15%& wpan, woan 1p fl ssip
aaa-override

client vlan Guest/ B&SIMAANBHHEMN (FREM) viaN

mobility anchor 10.225.50.35/ BB ELEE ML capwar S RRiE
no security wpa/%$ 2 EXEKEN none (FFHF ssip)

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes

security web-auth/ § W MESHBITHESE 3 BRse
session-timeout 1800

no shutdown / BRVI%E wLan
1

Ha, FIRECE R D&% 5 VLAN 2 7E CTS760 L4k 5 H 245 Catalyst 3850 R 58 #ebl L&
B VLAN. B GkRIAIARIEE 3 )2 B0 . W AN i % ROl 42 11l 8 2 18] [F) CAPW AP Bk i

T, U2 B A U

B ERBH%%& (BYOD) CVD A% 2.5
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gitERMsZaEEnrEEA B

WAIRAE 78 U AR (MA) s FIPE A B S aE (MC) i+ ERCE V% WLAN. H X MA
FIMC DhaevEAfE B, WS ME 55, “HaRa LAt it . Bk, 75 RREX N,
T S i B N LRI AL R I BN MA [ Catalyst 3850 A2 #eHL LL & it & 4 MC ) CT5760 F4k4%
s, WABALEM G W& DR E Vi % WLAN. fE4 MU T, W Rl e A\ Rl Bt s — 4
B 'E A MA 3 MC (1) Catalyst 3850 AZ#: 4L, V5% WLAN WECE R A B ATk .

TR, BB EEA AR, HARR T Catalyst 3850 A2 Hbl & 26 KA el X A # i B4 MA
WIS SCHIM N BRI B MA e MCo BRI 5 5, “ [ali & L& woti it o
N T ZRFVIREN, LA U LS B Iy MC R4l it . LRSI E 2o T
A SR 1) Ui 50 245 il a4 I R sl 21 R B TR s A

v'\lireless mobility controller/ JGH Mc IhfE

wireless mobility group member ip 10.225.50.35 public-ip 10.225.50.35/ U5 &#4H]5%
wireless mobility group name byod/ #B3)HLK

T BN 21 4 B RIS B 20 55 i L B A 20 R FEAE N RS AR EE (MCO) e #s b Bk, 41 Catalyst

3850 ZRVIASHAL O HBE N4> SZ WA B () MA 3 MC, U0 & 2 0 36 28 L JUAT - W SRk
Catalyst 3850 Z 5148 HeH L3 2 4y bel DX 328 b 1) MA, Ao RS RS S 4G B . T3 28k el X
W MA 3 MC ] CT5760 L&k¥hlas B S B ah 4l & . R, B TT 10S XE 1Lk
AN SRRy 2R 80 280, DRIE e 7 e R JE e .

Vi g A 2 T A Vi % LR m A S5 . FEARROR R, B8 BL CT5508 CUWN ok
WA Vi i A s Dl o WIREIR TR T, B2 Bl R w18 f 7 7E Uiy 248 ) o A el [X 458 1l 88 2
o ViR F B A ISE 50 UFJ5 T el X 8 SCH L4 Hlas T A Vi g i m . B— ke X4 N
BYOD_Guest 1% SSID. It SSID [1 42 Bk 20 55 [l [X 45 il 5 H 2 LI BYOD_Guest AH[A]

K 13-12 B8 T 1PEGIE B

A 13-12 W EIEHZH ) BYOD_Guest #0158
aliale
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'BYOD_Guest'
v WLANS General | Security | QoS | Policy-Mapping | Advanced FESHSEAEAE
WLANS =
b ad d HEMRELHE.
NEDCE Profile Name I BYOD_Guest - SSID Fo#E[EIRY
Type WLAN 3
SSID I BYOD_Guest
i)
e Status | Enabled
patiE ]
Security Policies I WEB POLICY, Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Radio Policy all =]
Interface/Interface Group{G) bnlB6-5508-guestl El
Multicast Vlan Feature [ Enabled

Broadcast SSID ] Enabled

NAS-ID bn1g-wle5506-1

203851

T—AEIERIEIT R E BYOD_Guest WLAN (5 2 2T E4ifE R, W&l 13-13 firn.

BER A& (BYOD)CVD fiA 25 W
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N gitERAMS AL ENFEEN

SECURITY

MANA

GEMENT

] f——

COMMANDS

HELP  FEEDRACK

EEFRA
SSID

& 13-13 WEEHEEH BYOD-Guest WLAN F9% 2 EZLi#A1 8
MONITOR  WLANs CONTROLLER  WIRELESS
WLANSs WLANs > Edit 'BYOD_Guest'
¥ WLANs G 1 i s | Policy-Mapping | Ad d
ey eneral Security | Qo | olicy-Mapping | Advance \
» advanced Layer 2 | Layer3 | AAAServers |
Layer 2 Security 8§ None
HE ()
) 2e MAC Fltering® 1|
Fast Transition
Fast Transition | |

203852

552 JR 4 A VCE N None, R R JFJBGA SSID. 67004 194 2% 5 4y B AIE T B 5 i B il . WU #0251l

D428 il o R S B DL IR o

i I FE Cisco ISE V5 & 11 AT & s AT ¥ ) AUP B EUA IS, W 2% 5 453 56 3F 7 5 473 56 3iF ACL
JEABEI . DAZRC M 4% 43 B AIE TS 4 I ACL, LA SR A g
TeZs 1 W JCIBER AT B TP Mk 7 58 7] &5 Cisco ISE ¥5% [ F ) TCP 3if; [1 8443, I 2% 5 473 6 1iF 15 5 47

IE ACL I— ANl & 13-14 Frs
& 13-14

MONITOR  WlANs CONTROLLER WIRELESS SECURITY

MANAGEMENT

OMMANDS  HELF

EEEDBACK

BT PTG BRI B T LT G953 38 iE ACL 776

KRG VI LB Vi %

Saye Configuration | Bing = Logout Refre

Security Access Control Lists > Edit

b AAR
¥ Local EAP
¥ Priority Order

General

I Access List Name ACL_Guest_Pre_Auth I
eny Counters

Seqa Action  Source IPfMask
e 1 Permit  10.234.0.0
Permit  10.225.49.15

b Certificate

¥ Access Contral Lists
A - B

/ 755.255.0.0 10.225.49.15

/ 255,255.255.255  10.234.0.0

p Wi
Palicies

b Web Auth
TrustSec SXP
Local Policies

¥ Advanced

Destination IP/Mask

Protocol

/ 755.255.255.255 TCP

/ 255.255.0.0

TP

Source Port
Any
8443

<Back | Add New Rule |

WE
et

Dest Port
B443

Any

DSCP  Direction Number of Hits

any  Inbound O a
Any  Outbound 0 a

203853

ACL Fi75€ LA U5 R BCRR «

o RVF CREE)D Wi 10.234.0.0/16 B 45 1l 2% 8] 1) 38 4% 3135 ISE IR 4528 (10.225.49.15)

#) TCP i I 8443,

ACL BasUEds (FEem) HAWFrA 2 ISE Uik 1P s e/ ACL M2 Ui & IC i+
(% Iy, DA E N (ANTEZR 1 %5 152 4% 2] Cisco ISE leds-#% ) Flish (A Cisco ISE Jli
F s BTV &) . ANFR e NS HLAS 2 E Bl S v i T 2R 4 o 100 Rl o i, el )
RSB KB —HE. Ah, R bR — N H M A “Any” WAEEH . LR AS

S Bt 3 [ A FR SR H B TP M hE

ACL it & )5, 25 A 2% B 43 B0 T8 43 56 3F ACL. B TR AE VT % WLAN 25 3 J2 404 g

hoeE, WiE 13-15 Fis.

B SR B%%%& (BYOD) CVD A% 2.5
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& 13-15 18 ACL fEX pj45 54 I IE T B4 B4iF ACL /5

alie]n
CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMAWNDS HELP FEEDBACK
WLANSs WLANSs > Edit 'BYOD_Guest'
T | General | Security | QoS [ Policy-Mapping | Advanced |
5
b advanced Layer 2 . Layer 3 | AAA Servers

Layer 3 Security £ | yeb policy [+

@ Authentication

5 Passthrough WE () #HIE LR ACL I

- B HEITE
i ) Conditional Web Redirect &
Rl () Splash Page Web Redirect

) On MAC Filter failurefe

| Preauthentication ACL IPvd | ACL_Guest_Pre_auth IPve NoneEl Webduth Flexac! NoneEI

Sleeping Client [ | Enable

Over-ride Global Config || Enable

203854

AAA R BBCE RN B 13-16 Aios.

| B E%%%& (BYOD)CVD jF4&25 W
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& 13-16 I E#5458 1 BYOD-Guest WLAN #§ AAA [R5 2T E

MONITOR  WLANS ITROLLER. WIRELESS SECURITY Ma C AMDS HELP  FEEDE
WLANs WLANs > Edit 'BYOD_Guest'
¥ WLANS - ] i
LAt [ General | Security | QoS | Policy-Mapping | Advanced |

b Advanced | Layer2 | Layer3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | JEnabled

Authentication Servers Accounting Servers
V| Enabled v‘_ Enabled
Server 1 mu.ls, Portiisiz o] IPii0.22549.15, Portieis I<] |
Server 2 "None =1 None =]
Server 3 None [+] wone =
Wk ) Server 4 None | None [=]
et Server S None L%, None =]
Server 6 None EI gne 3
Radius Server Accounting
Interim Update
LDAP Servers
Server1 | None Z|
Server 2 | None 3 %8 Radius
Server 3 | None [»] RE BT
Local EAP Authentication P & B 1 HIE

Local EAP Authentication [ Enabled

Authentication priority order for web-auth user

Not Used Order Used FoglAuthentication

LOCAL -

LOAP )
. <] J

293855

BLE AAA RS2 S8, DME M S G405 UE{EH Cisco ISE 45 25 56EAE H Radius [H15 % .

DR AR BRIl DX A 5% 8] C L E RS SR TE . A SR el DX TR 9 A O A8 sh AL R A
FVIRE A W 13-17 PR TR

& 13-17 T X R 2 B 5h 4

Saye Configuration  Bing

cisco WLANs CONTROLLER W]R

Controller Static Mobility Group Members Eﬁ“ﬁ Naw...

General

Inventory Lacal Hebiity Grovg: | Eycd

VISR MAC Address 17 Address Pubbc 1P Addross  Group Name Soalticast 19 Status Hash Key

D e G024 HTich deial 20.255.30.39 10.323.30.93 bred 0.0.0.0 up none

Multicast

Network Routes A0:d0fd 20:01: 20 10.22% 432 10.22% 432 Eoad 0000 vp
b Redundancy 64171 fa 97:86:180 10.22%.44.3 10.225.44.2 byod 0.0.0.0 o
¥ Internal DHCP Server FO:B1:08 curel a0 10.725.96.7 FIEE xR Tred 0000 3 —
- 00:301 361811091 X 10.223.47.2 10.225.47.2 byod 0.0.0.0 up 65F93a1c29bbb Te9094f95 108

|[ElEs it b

Ports
b NP MAC ik #0 1P $ibik
» COP
» PMIPVG ©
b IPVG B
P mDNS g
b Advanced 2

B SR B%%%& (BYOD) CVD A% 2.5
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5L, 75 BYOD_Guest SSID PGS 3hi . XHTViabeblas, 30 dk i 54 BB 10
A TP M. K S 7 R T X B AR AR o W 13-18 o T

& 13-18 FVEFEH 2 L ER 55 E

Saye Configurstion  Bing  Logout Befre

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT i Eiﬁigﬁj EJ:ﬁIJ E*Erﬁl a gw
WLANS Mobility Anchors Bahts

> WLANS
WLAN: WLAN $510 BYOD_Susst

¥ advanced

Switch 1P Address (Anchor) Control Path

Tacal uj up

Mobility Anchor Create

Switeh IP Address (Anchor) 10.22544.2 [=]

293857

KSR SR (R ERE B ), R4 B B A b G 2 s ) 2% 4 R RS S L B AR 1K)
B BEMET . WK 13-19 s

A 13-19 BB P 5 BRI

MOMITOR  WLANs COMNTROLLER  WIRELESS  SECURITY  MAMAGEMEMNT

Global Configuration

General
/BF1E CAPWAP BF
Enable Mew Mobility{Converged Access) ' BoiEEREaE
HEhsed
Mobility Parameters
Mability Oracle =
Multicast Mode [}

Multicast IP Address

Mobility Oracle IP Address 0.0.0.0
Mobility Controller Public IP Address 10.225.50.35
Mobility Keepalive Interval{l to 30 sec) |10

Mobility Keepalive Count(3 to 20) 3

Mobility DSCP Walue{ to 63) 0

V4
293858

b

‘.

AR T Flex 7500 LEAE Ml & A SCHRPB 2 280, AL, S Flex 7500 Ah &40 4% B 2l & Lk
B VR Rl A, AT ABkId b IR

Vi A AR FH AR R4 28 CHPA TR ) ISE) B iF 2 . Rk, D620 B 1 &2 il 4, DL
Pig P EE % ISE, WK 13-20 fixs.

BER A& (BYOD)CVD fiA 25 W
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A 13-20 EERIZISMEBIR S B E

MONITOR  WLANs CONTROLLER

Security Web Login Page

AAA Web Authentication Type

Local EAP Redirect URL after login
External Webauth URL

b

»

¥ Priority Order
b Certificate

»

Access Control Lists

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

| External (Redirect to external server) [« |
- N

https://guest. bntest.com: 844 3/questportal/portals/SponsoredGuests/portal ..

RS HHIEEREEEE
EL7E Cisco ISE BRE
BEMHETA URL

Wireless Protection
Policies

¥ Web Auth

TrustSec SXP

Local Policies
b advanced

203859

714 13-20 1, External Webauth URL & U1 T :
https://guest.bntest.com:8443/guestportal/portals/SponsoredGuests/portal.jsp

5528488 (FF LI~ 4 guest.bntest.com) 4 Z5H E DNS fi##7 4 ISE IP Huhl, BiA®E

Bl 10.225.49.15.

R 13-1 S 1A i e A AR E B s 451 v A P £ 7 5 A el DX 5% 4 TP kb A R

#£13-1 EX (5h88) FIEE (#) #4854 IP bt

wE b IP #ptik GEFE IP Hhk

Jil X CUWN #2428 10.225.44.2  10.225.50.35

fo X AN (JET 10S XE) 54 4% 10.225.47.2 10.225.50.35

Ui &5 il 4 10.225.50.35 |1.225.44.2 1 10.225.47.2

Cisco ISE SEREEC &

M Cisco ISE K& 5, T8 NV % S W AER IS — > S0 . s RvF 515 %
WLAN X W [{] SSID % 2 T £k 72 1l 2 W 4% B 0 B E , LAk To 4k V5 %542 NAE FH B K] Cisco ISE JH
GO PH . 1% A R B 13-21 B

B SR B%%%& (BYOD) CVD A% 2.5
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RIFITETLEIEAH Cisco ISE 541 iFE R 6/

E’
co Identity Services Engine

uaZB 583054 | odn | Loget | Fesdbad | )
/) Home  Operatons|v  Policy v Adminktration| v Assitant]

2, Ashentcation | |@, Authoration |4, Profiing (@) Fostre s ClentProviioning |5, Securlty Group Access o Policy Elements
Authentication Policy
that ISE should QMY it the k 5 that b
DotLX dusthic f  Wined_B02.1% DR Allow Protocols @ Default Network Access Edit| =
Wireless_B02.1x .
EAP-TLS AuthC If  Metwork Access Espauthentication EQUALS EAP-TLS e Certificats_profile ﬁzﬁgﬁ--ﬂ‘fﬁﬁﬁ
FEAP AusthC If  Network Access:EapTunnel EQUALS PEAP use ADL Mgf& CISCO ISE
B oefaur use DenyAccess ﬂﬁ'ﬁﬁﬁmﬂ?ﬂﬂﬂ
MAR AuthC If Wired_MAB OR allow Protocols @ Default Network Access and t| -
Wreless_Mag
Default use All_Stores_Sequence
A
wib AuthC If WLC_Web_suthentication Default Network Access =] Edit | *
B oefaur us8 GUEsT_Portal_Sequence
[=]
Default Rule (If no match) — « Allow Protocols © Default Network Access and use © DenyAccess v g
™

7B 5 3 B A SRS R D) )32 A A 5

IF

(WLC_Web_Authentication)

THEN

(Allow Default Network Access AND USE Guest_Portal_Sequence)

WLC_Web_Authentication /& — RS E IR A 545, 7ESLAH T VLECk B BRHICZR Ja 3 M 45
T I 28 SO IGUEIE R . &5 LU R AR UE RADIUS “FiiL g PE(E (AV) XS AHIULAL :

Service-Type -
NAS-Port-Type -

[6] EQUALS Login
[61] EQUALS Wireless - IEEE 802.11

Default Network Access /& — ™RGBS UELE R, RVPE 2 P3O T M 45 5 43 50 4E
ik 13-22 B FTR

BER A& (BYOD)CVD fiA 25 W
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B 13-22 Allowed Protocols T Default Network Access E975)

mim
E Identity Services Engine 72y Home  Operations | v  Policy| v Administration | »

|4, Authentication  |s, Authorizaion |4 Profing  |®) Posture &5 Chent Provisoning | Security Group Access & Policy Elements
Dictionaries Conditions Results

2loweed Protocck Service: List » Defaull Network Access

Results
[ L]

av ke~ Lo Description | pefauit Allowed Protocol Service
v [ Authenticabion
* [ allowed Protocols
"ll Default Network Access
v [ Authorization

Allowed Protocols
Name | pefault Network Access

+ Allowed Protocols

» Frofiing

e [ Process Host Lookup (i
" e hant Bro Authentication Protocols

b B Security Group Accass - Allow PAPRASCI

» [0 Detect PAP as Host Lookup
Allow CHAP

Allorwr MS-CHAPY
Allow MS-CHAPYZ
Allow EAP-MDS

g0O0 0

p [ Detect EAP-MDS as Host Lookup §

Allow EAP-TLS
Allow LEAP

FO®

Allow PEAP

Allow EAP-FAST

O ®

Preferred EAP Protocol | gap

293861

Guest_Portal_Sequence & —H 7 2 W S 00051 K 13-23 R ETR .

B SR B%%%& (BYOD) CVD A% 2.5 |
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& 13-23 Guest_Portal_Access S F/F57 51

cisco Identity Services Engine 4 Home Operations |  Policy|w  Administration | v

=%a Systern 428 Identity Management B MNetwork Resources |24 Web Portal Managememnt |l Feed Service

Identities Grops External Identity Sources Identity Source Sequences Settings

Idertity Source Sequences List = Guest_Portal_Sequence
Identity Source Sequence

Identity Source Sequence

" Marne | Guest_Portal_Sequence

Description | 4 Built-in Identity Sequence For The Guest Portal

Certificate Based authentication
[ select Certificate Authentication Profile
Authentication Search List

A set ofidentity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints - | Glest Usars I -
Internal Users

WinidowsLDAP

1
]
203862

B #) Guest_Portal_Sequence 1# ] Guest Users G 43 ¥5 1E 0 EZIHE I H ADL HAEH T —4
. Guest Users /& — N RGAKM S0, £M ISE 1.2 ZIGINHpH iR . B U 15 2% A E
7Ei Ik Cisco ISE LR 1] BB I HCE A S, BARNH WA TR G855 0. BRI AUTR e —
MG, ST IR AL B, AR E A S, ViR o He Nt R i sk v n A B £y
PREIAY RN EHE R T NER .

M Cisco ISE SRMg I Ff I, i 220 Ui % HUP s 55— RBORN . BERLIN e VE 5 15 % WLAN X [
(Y] SSID il ) JE L 2 il 5% W 48 S 0 SR AR V7 1) o A SRS I R s il Vel 13-24 P

| B E%%%& (BYOD)CVD jF4&25 W
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& 13-24 R ETLIEAH Cisco ISE IR F T B

wa2EhelE-4 | admin
¢ Home Operations| v  Policy|v  Administration | v

tity Services Engine

|4 Authentication " [&, Authorization | [4) Profing [} Postwe oy Clent Provsioning [ Security Group Access ot Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andjor other conditions. Drag and drop ndes to change the order.

[First Matched Rue apphes -

——— BRI S R
S fhE A Cisco ISE
S 30 E R BN
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Corwerged Wired Personal Ful Wired_EAP-TLS 210 Vahd_Certificate AD_Full_Access Converged Wired Ful Access
Corverged_Access
Converged Wired Personal Partial Wired_EAP-TLS 10 Valid_Certificate AD_Partial_Access A1 Converged Wired Partial Access
Cormerged_ACcess
Corverged Wired Personal Inter Wired_EAP-TLS /0 Vialid_Certificate AD_Dornain_Users A Corwverged Wired Intermet Only
ne Corverged_Access h
I u WIFi Guest T IWLC_web_authentication £1.0 Guest_WLAN Permitaccess I
WiFi Basic Arcess Wireless_PEAP 41,0 Persona_Device_WLAN PermitAccess
Profied Cisco IP Phones ISE Cisco-IP-Phone Cisco IP Phanes
ﬂ Profied Non Cico 1P Phones ISE Mon_Cisco_Profiled_Phones Non Cisoo IP Phones
]
Campus WiFi MAB MAB_Devices Wireless_MAB Campus_Controler Campus WiFI MAEB g
o

BB AU U PR32 A A 2

IF (WLC_Web_Authentication AND Guest_WLAN
THEN Permit Access

WLC_Web_Authentication £ _I 3C 5 ) 56 iE S i 1 2 384T T i 18 .

Guest_ WLAN J& —Fl ] e SCITRT B4R RSk A, F Tl 5 97 78GR U5 2% SSID X A i) WLAN
1T 5 G B6AIE AR G BN ELBE (V7 %5 . &5 Airespace Uit rf ) LI RADIUS AV X AL :

Airespace-Wlan-Id - [1] EQUALS 2

Airespace-Wlan-Id +& 517 % SSID X} [f] WLAN #xi5 (WLAN ID), Wik 13-25 .

& 13-25 IO ETLEE#7 WLAN ID

Saye Configuration

alnaln
cIsco MONITOR ~WUANs CONTROLLER WIRELESS SECURITY M [ HELP  EEEDBACK

WLANs WLANs

* WLANS Current Filter: Hone [Change Filter] [Clear Filter]
WLANS

b Advanced
"] WLAN ID Type Profile Name WLAN 5510 Admin Status _Security Policies
i 3 WLAN BYOD_Guest BYOD_Guest Enabled Web-Auth -] |
& Ersonal_Dewice Ersonal_Device Enabled TWPAZ TAUTIB0Z. 147]

2093864

X R ISE $EE IR X 453K 195 % WLAN (1] Web S0 36 E i 3K I 24 A 134T -

4

EE ] Guest WLAN Z5filf SLA1F 0 @ M AE X Z FC AR P A4 FR o IXRE, SR 2 S0 HonHpE, e
Oy TR

B SR B%%%& (BYOD) CVD A% 2.5 |
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Cisco ISE {RiEAITF

Cisco ISE £R1FE A [ mlidat BL R #uhik v 1) : https://ISE_server:8443/sponsorportal/,
ISE_server Jt IP #ihil: 5l Cisco ISE 55 #3044 Fk . £ Cisco ISE fRIUEA 1™ Fp 81 15 % SEIE ) 194 11T
T 13-26 s

& 13-26 £ Cisco ISE tRiFA I'TF H B 5 ZF FEiF

a ],
CISCO Sponsor Portal \Welcome sponsor | My Seftings | Sign Out

Create Account

wERRS
* First name: |green | [N 5.chiT
* Last name: |keet |
Email address: |gkeet@cisc0.com | Send email notification
Phane number: | |
Cormpany: | |
Optional data 5: |551D: BYOD_Guast | R EEAESS
(Flinis%E SSIDY

* Guest role: |Guest

* account duration: |OneDay

* Time zone: | GMT -00:00 EtcfGreernwich

-|
-|
|
* Motification language: |Eng|ish '|

(ane

W

%

NIV O v R /N B2y ISR v -4 N 15 B SR P R LAV OS2 Dabi=B @ I Brirt €/ T X =0 ST B
(0 Kt W] e AL U 2 T ZEE R 1) WLAN SSID - (it SSID L feiel) » DL RIE AN RES « il
RAAIBTAE SR Do MR SR VR AN [A) BC B S, RT DR PRI A AR SR B2 A H AT () 22 O 3 3
RS IAE B I W ORFFIE SRS . Cisco ISE fRUEN ] 7 i W] LAFE D 2 SRR I i v S sl £ X
KR Z R H AR 25 ViR o T I IS A 36 SRR AT B T DR B 4R AT 251 P B S

ViIRABIEGIE S, o LAl AR UE Nl I Cisco ISE fRUEN T/ iR B, 4nl&] 13-27 fios.

BF 8%i%% (BYOD) CVD kfiA 2.5
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& 13-27

M Cisco ISE (RiFA I'TF%#51r F FiF

atvan]s

CISCO Sponsor Portal Welcome sponsor | v-Sertings | Sion Out

Manage Guest Accounts Il

(=] [ .
. X 2,
Create Account Import Accounts Create Random Accounts

Account List

Edit Email Print Reinstate Suspend Delete

Change Account Duration
First Name

Last Name

Showing 1 bo 1 of 1 entries

WER, fEE 1327 v, M1 AR T RS HhE, AN RAEE T Ui R A K. B 12 5,
“BYOD AV [ A S 7 B8 1R Ui % Jo 2 U I BLBRY™ i 2 Se e B3 A N et ARV 2% H
A A RIS e Bk DX T e R AT AR ) A AN PR U5 e Ay Ry 5

T EUHRIE U 27 i i6) R 4k
HRRTE

203886

Bt & Cisco ISE {RiEAITFA

Cisco ISE £RUE N 1P L & 1l T Cisco ISE AR %5 #% 11 Web [ P B ELH 0 58 1. AT LB AN [R] 25 51
IPRIE N TEAT, BLHE LR M gn e B B I U5 &Mk P 0 S ABRIEN B AT LA G RN 4 R 2 2110
Vi g I ALRIE N, I AT DL A4 B B A3 U5 2 IR AR E N o

] LUl Cisco ISE AiR45 #% Web Portal Management 743 ] Sponsor Groups 2 7-F 1) & 2 ANMRAIE
ANA, #FHMAE S AR B 13-28 B T A urfl, H oy TR LRUE KU &R T —4

PRI

& 13-28

£ 1 ISE {RIFA L8797 B

/) Home  Operations | v

Policy | »

Administration | v

I Tdenti

Sponsor Group Policy

o System

Guest Sponsor Groups

nt B Network Resources

| Settings

715 web Portal Management

|6l Feed Service

TREMRIEALERE]
J Edit é}-ndd K pelete
[ Sponsor Group Name a  Description
[J sponsorallaccounts Default SponsorGroup 3
|-|:| SponsorEngineeringGuests SponsorGroup for Guests of the Engineering Department |
EI SponsorGroupGrpaAccounts Default SponsorGroup
O SsponsorGroupOwnAccounts Default SponsorGroup

203867
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SR, Al LLIE T X 4 AR UE A ZH FE % Authorization Levels 26 T0 - 4 &5 M i 3FE A 2H B B AN ]
A SE, Wi 13-29 fis.

& 13-29 T A RIEA LHEGHERRR 7 77 B

4> Home Operations| v  Policy|v  Administration | v

ofo Gysten 48% Identity Management [l Network Resources | |28 Web Portal Management | |6 Feed Service
' E—— :
Sponsor Group Palicy Sponsor Groups Settings
Sponsor Group List = SponsorEngineeringGuests I
Sponsor Group
General Authorization Levels est Roles Time Profiles
Allow Login | Yes -
Create Single Account | Yes -]
Create Random Accounts | b v RIFFELA G AEA
[No | ERBERFE BN
Import C8Y [ No -] HERIE
Send Email | Yes -
Send SMS | Yes -
View Guest Password | Yes v
Allow Printing Guest Details | Yes -
View/Edit Accounts | Group Accounts v
Suspend/Reinstate Accounts | Group Accounts v
*Account Start Time | 1 Days (Valid Range 1 to 999999999) @
* Maximurm Duration of Account| 1 Days (Valid Range 1 to 999999999) g
3]

RSB B s G E T, ORIE AL PTAT B R 0T LA G RN AR Bz AR N AT
i FAtb e DR B A B UG B R UE o E2,  HEA PR AE AR 1l D3 AN BEAS 50 U 20 61t 1 Uy %5 A IE

Guest Roles IR TEBEH P S04l (RIUF B ), SbORiE AN 4Lk 51 g 1 U5 &SGR
B . i 13-30 FHRRBIFTR.

& 13-30 TARIEA 285975 % 5 B 751

/) Home Operations| ¥  Policy| v Administration | v

ofo gystem &0 Identity Management B Network Resources | |25 web Portal Management | |6 Feed Service

) (— )
Sponsor Group Policy Sponsor Groups Settings

FERERFERELERD
Sponsor Group List = SponsorEngineeringGuests “HET 4T

Sponsor Group

General Authorizatio Guest Roles Time Profiles

* Guest Roles
" |Guest | [~

203869

Time Profiles 3T 15 f 18 W 2 &5 B G vl 2 B W IS IRD 0 S0 (ISE B BRI BR P ld ) N H 3]
LEER SN

| B E%%%& (BYOD)CVD jF4&25 W
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TRUE AN AIE )5, Sponsor Group Policy 150~ w] A TG 4 il E A B n) W L6 L 1E N 20 1) SR B o
oA L, AT Re Ay A LA Microsoft Active Directory ZH X 43 AR IRIE AN . ] 13-31
BoR T D BRI 7=

. = . —
& 13-31 RIEA 28/ 53 #9 Microsoft AD 7r#y
i 4 i i
cisco Identity Services Engine o = v Poicylv —Strallon T ﬂ‘i‘-ﬂdﬁ{%ﬂ)\?ﬂ%?ﬁ- IR
s £3 Identity Ma B Network R £ Web Portal M | Feed Ser 52 AD I AT
%% System £ tity Management B Network Resources L Web Portal Management & Fe Vi | misco ISE th s 5 1 R AR T AR
N E—
Sporsor Group Pobcy | Sponsor Groups Settings
Sponsor Group Policy
Define the Sponsor Graup Policy by configuring nules based on identity groups and/or other conditions. Drag and drop nues to change the order,
Status  Policy Name Identity Groups Other Conditions SpOnsor Groups
= |Manage Al Accounts | f SponsorAllAccount | l Condition{s) I [SponsorAJlAccounts ]
v |Manage Group Accounts | SponsorGroupAccounts | [ conditions) [ren |[ sponsorGroupGmaccounts |
= | Manage Own Accounts SponsorOwnAccounts ] [ Gondition(s) ] | sponsorGraupownace. . > |
M Il e
3 - [Enumeermo Sponsors | SponsorGroupAccounts | | AD1-ExtemalGroups EQUALS Users I | SponsorEngineeringGuest ]I 5
Y

LEATRBIF, {UFREEZ Microsoft Active Directory i 71, X J& “Users/uatest.com” 41 52 #H
JUF R RIE AL, iR, 2K Microsoft Active Directory JIik 5545 e & 4 SN B IR, A fgd
PEULIE T . fEARBI T, Microsoft Active Directory JIi454% 4 “AD1” .

R, I v i AT ISE RE A UF R BBR ] Microsoft AD 2% i, W9 4645 £ 54 n] DL 5
BILMEEHE RGBT E K GFFLLEN) , mAER T ANB &,

Cisco ISE 7 &[T

UIHTHTIA, Cisco ISE REB LR Z MU 11/ . Cisco ISE fR 4525 HH R4 2L %M
DefaultGuestPortal it & . ‘& R FM &S B i Ui %117, HEEikR Tk IT R T 5iEM A A
WA MRS A TN, W 10 &, “BYOD WisgAAEH 26 - N AT Bk,

At & Cisco ISE 5% 14

T VI NI — Vi %017 1 LUE R Guest > Multi-Portal Configurations 5& 3. W14 13-32 f
(R B BT R .
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& 13-32 £/ BYOD #3&75H)
il S
E‘? el e ezl LY ¢ Home Operations|v  Policy|v  Administration | v

ofe System &% Identity Management [ Network Resources | [ Web Portal Management | [o, Feed Service
Sponsor Group Policy Sponsor Groups Settings

Multi-Portal Configur sti izt = 3
Settings Multi-Portsl Configur stion L SponsoredGuests
> [ General Multi-Portal
» (5 Sponsor
— _ Operations Customization Authentication
» ] My Devices —
v [ Guest " Name SponsoredGuests
i Detals Policy Description| Portal for sponsored guests] .
= Guest Roles Configuration
» [ Language Template Portal Type Default Portal

¥ [ Muli-Portal Configurations
i= DefaultGuestPortal
i SponsoredGuests

= Password Policy
» [ Time Profiles
= Username Policy

et

293871

S VTR T, T ARV R L i 4F Web Auth Web Login Page 1/iC % URL, 41l
Kl 13-20 Fios:

http://ISE_server:8443/guestportal/portals/name_of_user-defined_portal/portal.jsp

ISE_server & Cisco ISE R 45 #3117 1P bt 5k A FR . Name_of _user-defined_portal +& 31 H 7 € X Ui &
T4 FR, 18 Bl A SponsoredGuests.

Bz 1) LG, Operations SEW R H T Box “n 2 T HBUR " CFR B4R P ek
EUA) , JF#il U5 % nf LLIE A2 06 2500 e PR il N BC )% 5. 15715,  Operations KEIR-R 4w H T
S T U 25 A8 AV %5 0 25 D99 286 36 N ELIBG ) 22 i b B 45 3 M 21 Cisco ISE RS54 o At HR
SE, TEIE VXU 5 0 EE I 2% 1 U7 o] PSR I AN BV R de s AL o DAL, Al H S B0 A R i
. K 13-33 /R T Operations 3K K741
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Operations 57+ 76/

ervices Engine

7 Home Operations| v  Policy| v Administration | v

% System
Sponsor Group Policy  Sponsor Groups | Settings

Settings

v [ General

v [ Sponsor

v O My Devices

v [ Guest

i= Detals Policy

= Guest Roles Configuration

] Language Template

[ Multi-Portal Configurations
i= DefaultGuestPortal
i= SponsoredGuests

i= Portal Policy

i= Password Policy

(=] Time Profiles

-

4

v

i= Usemname Policy

I3 Identity Management B Network Resources 2L Web Portal Management

|5 Feed Service
Mudi-Portsl Configurstion List = SponsoredGuests
Multi-Portal
Genera Customization Authentication

Guest Portal Policy Configuration

Guest users should agree to an acceptable use policy
O Not Used
O Eiret | ogi

7o) Every Loain

[ Enable Self-Provisioning Flow
Enable Mobile Portal
[ Allow guest users to change password
euire guest users 1o change password at expiration and first login
[ Guestusers should dewnload the posture client
D Guest users should be allowed to do self semvice
[ Guest users should be allowed to do device regisiration

O wian Dhep Release (Mote: Release should occur prior o the CoA. Renew should be setto occur after the Coa occurs).

Delavto Release seconds (valid Range 1 1o 2000 E
(et 3
. . N o N - R = . .
Authentication 155 4 5 WA 5 43 U575 T U5 % A8 IE . Wil 13-34 bl s .
& 13-34 FREXBIGEITFBISH B IR ETH
ces Engine /) Home Operations| v  Policy| v Administration | v
o% Systen  42b Identity Management [l Metwork Resources | |24 Web Portal Management | |5 Feed Service
Sporsor Group Policy Sponsor Groups Settings
Settings Multi-Portal Configuration List » SpenseredGuests
» O General Multi-Portal
, B2
- General Operations Customization
» [ My Devices
v ] Guest
i= Details Policy * Identity Store Sequence| Guest_Portal_Sequence - |
i= Guest Roles Configuration
* ] Language Template
¥ || Multi-Portal Configurations
iZ DefaulGuestPortal
i= SponsoredGuests
i= Portal Policy
= Password Policy
» ] Time Frofiles
i= Username Policy
©
. . 5
(et 2
&

XTIl &4 M Guest_Portal_Sequence [1) 5 05751 G L&V AN, &4
PP HIA LA Guest Users, 4118 13-23 fizn. XA, Ui b vl LLUE V5% 117 Vi i A ISE &
Py IUE WG o IEIC B S RVFUT RN RO AHE R T N, TN Microsoft Active
Directory G {3EHIAT, L FEEATHTIA: 55 12 5, “BYOD AV Wi 201”7 .
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Cisco ISE S5 aF HEn

4kl N\ h—
RN

HATMECE 5% N S 3k Il 7wy, 8 BG4 5

RIS UEX V5 2 24T T — IR S i

Guest Details Policy H T-HCE HAL 2RV % S48, WGBLFHMIESE. W& 13-35 TR EIFT7R.

& 13-35

Guest Details Policy =6/

4> Home Operations|v  Policy|v  Administration | v

‘;’{' System

Sponsor Group Policy

Sponsor Groups

{g‘ Identity Management

Settings Guest Details Policy _
" *FirstName [Mandatory v
» ) Sponsor *LastName | Mandatory
v [ My Devices *Company | Optional -
v *Email | Optional v
*Phone | Optional v
ation * Optional Data 1 | Optional M|
» [ Language Template * Optional Data 2 | Optional v
¥ [ Multi-Portal Configuration * Optional Data 3 | Optional -
:= DefaulGuestPortal * Optional Data 4 | Optional -

F—Sl.

B Network Resources | |24 Web Portal Management | &) Feed Service

= SDT”:I"“G"B’“ * Optional Data 5
= Portal Polic
= Password F::Iicy E:;ﬁgiggﬁwxﬁmm [E"\-'E Reset
» [ Time Profiles E
= Username Policy §

Guest 3TN 1 HoAth b9 T2 ) oA 42 R U7 2 C B 240, #1140 Username Policy A1 Password
Policy. ft Username Policy "1, 7] LLIEFEAR S FL ALl ik b e 05 2 I )7 44, il 13-36 Pros.

& 13-36

WERFERHET B

4 Home  Operations| v

Policy | v Administration | v

[0 Language Tempiate

(5] Mui-Portal Configurstions
= DefaulGuestPortal
= SponsoredGuests

i= Portal Policy

i= Password Policy

> [ Time Profiles

3= Username Pobcy

ofe Gysterm S5l [dentity Menagement [l Metwork Resources | |24 Wb Portal Management | |os, Feed Service
Sponsor Group Policy  Sponsor Groups | Settings
Settings Username Policy
» [ General ol
. (&) Create username from emal address
2 spansee LEarmame name name
» [ My Devies M Username Length {valid Rangs 1 to 20)
TE Random
£ Oetaks Follcy *Usemame may include the alphabetic characters| sbedefghikimnoparstuvviye ]
i Guest Roles Configuration * Minimum rumber to include | 4 (vaid Riana O to 20)

* Usermname may include the numeric characters

* Username may indude the special characters | -

El (Should contain orly nurmenc characters)

* Minimum rumber to include | 0 (vaid Range 0 to 20)

* Minimum rumber to nclude| 0 (vaid Range 0 to 10)

203878

#Jr,  Time Profiles SCIFR W] T 05 % F P B N B 46— AN BIAT I 1) Bl B ST AF sl A e B i SN 1)
W SO o N TR E B S el PR UE AR S B0 2 SRR £, T T4 U5 % F ) ) I BE 8 3 N 1 2%
PARAEA I K
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K 13-37 Bon T FHEEIT Cisco ASA [y KBS PASCREAS = BT i i i & vk i = s ] .

A 13-37 FEiFiT Cisco ASA X IBRIEE A

DHCP NER DNS B
1 - 9&%# %Uﬁ%
I l -

A X P E—E

1%1iEA PC

il

DHCP i
— DNS 8
—— Radius iE
__ REEHIEIE

(HTTP) ik &
— EHERE

CAPWAP i &

Web £i% URL EEma —>| | | EEEN At 55 2% AFEmFREE
MERFEITA, LTS HI8IE Lo — (HTTPS)
. RIEATRE
Lo DMZ #2 DMZ #3 |

i £ SLVF BB 377 B i,

FERLEE %

______________________________________

293879

ARV VT RADIUS 2 iF il i 15 % o2k 45 il 45 1 Cisco ISE 45 2% Z (M) ASA Bi kK. Ik
%,$&ﬁ%%ﬁ%ﬁ#ﬁﬁw§ww%ﬁkﬁmm%k%ﬂﬁmﬂme%ﬁﬁﬁ%M%w
Hhe BRINESWL R, Cisco ISE U7 %11 8 ] TCP i 1 8443, 18 I IH RS B 28k ), 3B 200 7
VEPIANTC e 122 2845 B2 1 22 1A 1 TP LLKI (TP S 11 97) [ BhAl E B 3B LL & WLAN #5 i3ii
1 (UDP i 1666) it ASA By khs. @ﬂ%%ﬁ/\ﬂ% LRI, 2 FRVF AN TC 4 458 Tl s 7 B
B2 A1) CAPWAP (FH T-#41 1 UDP 3iii 11 5246 F1FH T304 1% UDP i 11 5247) [ 044 E %5
B ASA B ks . B2 T foVF% DNS. DHCP (5% #E N # DHCP JIR4s#8) F1 TCP i I
8443 T HTTPS H5& 7] LLAN, MHCHE ASA B kB, LABH 1157350 2 ¥ & 25 B T AT HoAth i =
TN PN 6
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132 WA T B VRIS ASA B KRS KIAH G .

#13-2 E R8T ASA A B85

Kz A s i O
IP LLK M

QIEREZZIE Y (3D TCP/UDP 97
WLAN $ 4l

(IHEE B 4244 UDP 1666
ISE Vi &1/ TCP 8443
DNS UDP 53
BOOTPS (DHCP) UDP 67
BOOTPC (DHCP) UDP 68
CAWAP #HiIf51E  CHi 3 3444) uDP 5246
CAPWAP #5118  CHieah4eH)) UDP 5247

ﬂﬂ/EE §\$Iﬁ

SEE Apple i0S 5% Mac OS X Lion 5845 W U5 2 L2k NI, W48 B A W izE s, IR 2
ST BRI R X 4] P R S AR AE I ShRE . el ) Apple M3 AE B HTTP 37 3R I 2 4k i 3
PATICERAE . W SRR m), UM AP AE SR R 25 11 ) 3R . T REAUE H T TF et
1) SSID, 5 KZ 1% sk M 2 —HE. Rl 2 s il 4% 1] P 5 3& 1, 10S 85 Mac OS X Lion & £
2 A BRSO IR IEX RS 1, CRF A H P A sl Ml b gs . b Th REM 3 H o O AT R 4%
Efn BAE, B AETRALANIE T30 2% 10 N e N LR R R, R AH PR sh Mg s, %
Z 3T HTML W 3 3 A 30 28 4 0 FH P SR o 3XRR Ay i il o 6% 171 7 I 26 5 1)) (CPNA),
SEBR e AR TR RS HMTL [ ) St . BRI, A RE S 10S 20 8 45 BLES IE# A8
. HAERP i0S AT 7. 7Ei0S5 H, AHH CPNA LU T, H P ANREZESE WiFi it & 3
ﬁ:, DAl b 2 i 1 2% S P IE SSID . 76 10S6 H,  FH P 4l H sh % 2 e B SCAF P FERS, (H 2%
B, AP ASIRRIE CPNA LUZEKGE T . EXPMIEN T, CPNA #BANAE I H M &
BRIl 48 Ot T2 L IhRE I v I0id:, RV Apple i0S B¢ Mac OS X Lion % 7% £ i il
W] s AT, HAER HTTPS E#: 247 EAz LIE%EWJEHF X F CUWN TG &k 42 76
o, G B T AT BV R LRSI 1 SSH &1, IR R PL R i 4

configure network web-auth captive-bypass enable

X1 10S XE Jode 45, P B 0L 7 2R LUT fir 2 I3 CT5760 o445 il #5 5L Catalyst 3850
RIS AL A Joy i

captive-portal-bypass

My & ol LI HI28 N2 HTTP i3k, ik Windows B Mac OS X Lion ¥¢#515 LAk S A7 i i) 19 %
I . &R T IR 48 2 ﬁ@ﬁnﬂﬁﬁiﬂi M, SEERBENXTS, HRFESHERM
ATIHE LA FH 15 D0 4% B A0 B AR I RE (R FEAIE o TR VRIS, FE S & 7 HT T 9 48 30 W 25 O 4 8 11 1K
2 G IR FE 2 X%?f?ﬂ%%&ﬁ@&%ﬁﬁ%%ﬁﬁ%o XAFEFET HTML [N,
WebEx.,
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FlexConnect

S

f1%& SSID

e : | hE e
— o i

I SCHUR M e 2 H SR e Ui B e g% o W LAERSE AN SEA DR o B — R, o, Prfy
Iy WU T2 U5 2 it il i CAPW AP B A% 3 BIA7 T Fel DX IR o ok il 25, RO BI85 . AR
Ja, Jogkvig il sl i S B E R DA BT DMZ PR A . XA BTHE R
BT .

Ty ML FlexConnect BRI &H ANFEA B, 7EA UK U7 70 i 2 b AE 7 SIH LR TP i 22
DB B ANTIEIRAAE T, ViR TREA SRR ST WAN Al 5. AR, Uil
BRI SEHUR R, F A A 2 SERUR LI B A . AT P (R SR RSUAS W] RE X BRI T )

bb, R DA VE 22 HoAhn] GE ) WAN BB O Vs e P S I LK N o A2 1 250 sk
DR [R5 B AS AT A LU A BRI

http://www.cisco.com/en/US/netsol/ns816/networking_solutions_white_papers_list.html.

AL BRI iE SR A2 PRI . % T FlexConnect TLZ&¥ETT, 2 SCHUR A7 B A S% I 1) 23 SE ML
BYOD # %4 it B M FlexConnect Jo&k 35 il 2%t FHAE SR il 48, K T2 15 2 it el o f 1
A 3t 38) [l DX FL I DX 20 5 PN TR Ul B JC e s il AR b 13-38 Won T S =T o5 1 & Fh 4L A

FlexConnect % HIHEI15 ETCLEFEA

—————————————————————————————————————————————————————————————————

CT5508 ASA
& WLC B3 K S5

_____________________________________

Flex 7500
WLC

IP LA R
i S bEIE

BRSO
PR &8

XT RS RANBEE S A 7 SERUR A B R 45% JF 7] 20 SCHLR BYOD e #4421t E VM 0

Catalyst 3850 R FIAZHA L FI VRSS2 &, 5 0 2 Uy 720 Uit st i 1 3o 31 el [X TIP3 4
v & L yEmlg . B 13-39 o T B i 75 1 & A 41k
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: ! f CT5508 ASA ;

| % SSID ; ! iH%E WLC B A3 :

4

o
il

CAPWAP
23]

b
B
°

CAPWAP Bz | BiEHL
=t S E

TR, HERSEAT LB CRF Catalyst 3850 R A MLHIVER )£ #4 (MC) FIF 342
MA)) B, T HL VI &N B BEE /& B Catalyst 3850 A AL 1) DMZ 1) 15 24 s 47 2%
SO BE, REAS T SCHURPHR AL T B SO e e Ui B R NI B BRIE . X T CT5508 JoLkdx
Hilds, BahRrh B shiEhas R N 72 6. B, WURAEH] CT5508 ok hilds, 8 ahil mifgid
K KR BRI 710 ik, 4t B O AT REAR SEARE A 1 CTS508 Vs 2 i il s . B, ™
20 PR AT AR SR KoK B U7 20 N0 SEH U (9 ELEE LR RN o ASH Bl IR R R FRCAS W g 23 1

WK,

H1 32 bl XA 7 SERUR o 2 i N B8 T O I e Zed il g, [Mt,  [7]— U5 %% SSID mJ LAAE AN G
ey BRCE, (HIRRE OB AR R AN o IS g SR AN 58] DAV S T e e
g A

HI T 20 SCHUR AT I WAN 7 56 A7 B, 190 206 A8 B B3 20 o S 2 P ] LA T ) s 2 B hy
RT Ui % M e XN A . R — e SEHUR o 2 U5 % i 8 R B 3 SCHLAA R
215 B P N IR K 22 B A 5 i i el DX TG 2 D7 2 vk IR A BER 23 o B, 3 SCH LR o e 1y % w] LA
ARELAL I V5% 117 1) Cisco ISE. 1258 b, 73 SCHUMI U 3 10 J0 2 g $h B el X 35 3 22 11 I 2 %
AT FEEDOIAE TV5 % SSID &S A AR BN b 5 7E bl DR AN R, bl X ) B i 4
M H H T IR LUK R SCH

PRI AR

>

1V

HE
o

AFANIEH T CUWN LhyEdlas 6. AR RRA RSB TRT RAB SN GET
10S XE) Jogkf=ihilas.

Mo B BE A% 1K) )2 A0 P RO P X 4 ) (R U 5 1 A 1 U7 % P 288 Ay IO AP G IR s SR 4R 1
TR A B A7 A R R DL T AR P shE SSID B K EATAN M AT 2 AT
e R B A

R BRI 2 4E SSID. R A & ALy, F Ut SSID 8 R il s fr b ik /& 4&F BSSID.
{EA BT 5 B B RR B SSID 34 % [
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B H P A SRS B TR € o2 B . 1 SSID JE 4 & SSID T A7 i S I R Sk
Ho FERXPREOLT, EATHCRIRBIE L A, M ATARE SSID MR IR th /e o e b B A,
1 ATRE R BRI e T el o bk

LB SO R AR RSB, T S A o R P AR R U S B TR, AN AT R
R WAL SN A . 2 TR P LSS T CIR (IR AR 2 . 2 MR I, AN 25 P
INAAM 2R Bl AL, SR NS MIER, JFRAET . AT AR, %
PEERA Z . RGN T SR . BT Y, Bl vl AL L. b T
DREFICE M EDUNE, T B RO B R R AR, 1 5002 T 2 AT L P PR K/ o IR R R i
B0, WAL ERIA A B R/ o 18] 13-40 2o T 28 55 73 i 45 SSID ¥ QoS 1L 3 A 14 < [ il
BOE, LANCE V5% SSID M FRhl (K 7 ] o

TEE ) A AL I AR T AT A AR A R, {5 5 s BE R LE (SNR) 23 1 AT i .
AN AP TR SE BRI R o AN ] T [ 5 Dy i 1 R AT M 2%, 1 R RE S ERLI o 2kod
AT REANNR], Fe A 2 B A il SR AT B BN ST R AR . AT T B AR B, FEI 4
FEURFR BT 8 (100 I TR0 B R T JE e 2 g (R 07 TR0 P, AN S 1o SRIERAE 54 Mibps (13 15 4B )4 R
A DT 1 Mbps (136 2. W SRAS HI 5 SSID MR B, FF@ AP LT & ) ik = —A4 4
JEA o S R A P B, D DA A 3 E S M AR o T L[] IR AT e ) i A
K SSID A [ FEXFEOL T, AW Ziia] I HC AN I SSID 4 JUA AAE 2 7 i 4 1R
PR ER, A A Beft i An th . EARIK ] DOk 205 i JE = 4 R el P R I 2 2

(HEIHGIN T 2 AE P RS AS B, T e TR blas LR BEER . th T U5 L&A 2
B AR AR LR 55 9000, BUOM AL BB AMERS . I, BRAL U i SSID %%, nlfig
A7 55 SEAIE B A [ I PAT 3 P AR SSTD 3 4 BRI A At 5 58
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& 13-40 X115 & SSID #{TiEF R T I E
alvafe
CIsSCO MOMNITOR  WlANs COMNTROLLER  WIRELESS SECURITY MAMAGEMEMNT  COMMAMNDS
WLANS WLANSs » Edit 'BYOD_Guest'
¥ WLANSs | General | Security | QoS | Policy-Mapping | Advanced |
WLANS
[ 2
et Quality of Service {(Qos) Silver (best effort) E|
Application Wisibility [T] Enabled
AU Profile none E|
Metflow Monitor none E|

Override Per-User Bandwidth Contracts {(kbps) 28
DownStream UpStream
Average Data Rate 1] 1]
Burst Data Rate 0 0
Average Real-Time Rate i} i}
1] 1]

Burst Real-Time Rate

override Per-SSID Bandwidth Contracts (kbps) &

DownStream UpStream £ SSID % PRE| TCP
I Average Data Rate 512 i 512 i I—p wE
Burst Data Rate o I o
I fverage Real-Time Rate (512 ! 512 ! I—p i SSID E#E RS UDP I
Burst Real-Time Rate o [ o [ i
WMMM
WMM Policy allowed [+
7920 AP CAC [T] Enabled
7920 Client CAC [T] Enabled

293882

AR T H B P SR BT R A b T8 26 25 P i A FH A0 25 AN s 23 52 (LR 2 1)
FlexConnect, i %t &A% b g it o Al F0EvE 1) ¥ 2% ] g 208 Bl & 26 45 v e Bl v N Y
M52, B, EAI el EdE RIZBIARMIRS 25 EF BV AR 2SI T, A5 A&
Ui ] FlexConnect 0] DL &8t WAN _F(¥) CAPWAP BF# [i] v e 5 il ge AL S 5 i 75 2, A=y
20 WAN A5 55 o 7 B0 ) B0 b W IR S 28 1, b 2Ry s A nlm il WAN f%r, (Hix e
B A CAPWAP WAL . AEIXFIEOLT, ATCAN H & B QoS HiR. ik, LB S
HRmE - EIT . SIHELMICL B & G T FATR T . A TAL
RE et CAPWAP B&IE H T Vi, RIoR A AR AEM A NS Rm s, LA
EHR R CR ATCE g 2 MU N S D) « Kk, 7EFTH &1 SCHLM ) CAPWAP
W, KEHEH )R TUHEH . XA T X0 &R s A ifi 5.

Kl 13-40 7 SR i 7 9 JC B A0 VR B 2o R S A R I 2SR . s N T, BRI T
TCP i fe, M8 &4 UDP &, 750 QoS MImAlEsc ik, T 75 35 i B A 6] Uit & 1 5 i 5
KA, @I UDP #l TCP B A 5% iy v o BN P B AEAS ] 14 JEUR 7] BE 11 UDP 1
TCP 2 [a] B BUATAT AN T ZE S H .

TR PRI R A fa il e Bl . 2 Bl RN S LR A B AR L U5 2 NI, B AT P AN SR 4 il
T L B T A A B A . AEREAS AN L R SRR A AR, O ELRE TS ok
YAEME—) o TN, A el DX U5 R 45 R MR 4 il s LU A 23 S WL U 5 FH P R4S I A0 s 42 il 2 4 A
AT e AR, O ARXS T WAN, el XCR] A o 5
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REL A1 20 IS 7 0 i A we i, T SSID R IR AEE L irh, AL e
SSID PR A AL & A . X EWE, WS SZH A F5S3ZHR B J& BYOD_Guest SSID [ %
T, BRI SN HR 2 RIS B, AN REAH AR 2 SE LA 15 % SSID k(% 24 1§ fr o (L,
KEWE, WHRVIE SSID A7 T [F—2r SCHA Ao it I A E ) 1 Mbps, W% 45
YA WAN _E I 2H A b i Al ik 2 Mbps.  BIEAE #AS AP o, 15 %% SSID IEAEAE ] 2.4
GHz IR 5 GHz L&, BA17 98 il B2 fe e 1 U7 B DR BRI Wi £ i ar i, R PR A1
DR @ AR o . B, HOR RS e TR T M T Ui & M WAN 77 %, feh
AT R B 1) — N AT AT 7 VA e ANE 5 GHz B4 FJE I VUi% SSID. b4k, 251t SSID (1) AP
KON A S RS GO BT R M. AP 40T T EIRLE AP S5 5 Hh, ERTH o AL
A2 B R A BYOD_Guest SSID 3 % 1l g 2 B [ 23 STHL LA H) (1 WAN %, 4

K 13-41 fizms

& 13-41 IR#15 % SSID FiEE

EEM

A A

[P LUK P BEIE
CAPWAP fi%i&

— EERH
k=4 0k A va
sxm1] ’ £3HH 2
N [ e | A
T 00000 .
xee S & . Ttk e
R WE g
SSID SSID | g

K 13-41 {5 BYOD_Guest SSID 138 % FRIAC E 4 1 Mbps. 7543 SCHUAE 1 1, AHL WAN 2k %
Al AEIE I ZIA 2 Mbps V&0 E CHHTAPIAS AP) , AT WAN 28 A28 4% vl gl 81 234 3
Mbps Vi s (T BH8E =4 AP) o WA V&R H . SSID, IR & 1) 3 NV il &

VTR I RS I SO o A7 — S8 mT F 1B T00 0T LS e M 3R ST 1R 49 SRR B 17 % 47 4T o
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sxnatnEgrEEN B

Z % SSID #1 AP 4R

BT C % hE SSID @yt bR, FEH, FFAEFTA 7 SCHUAERAT AH R 1Ry o8 ol (o A A,
DA T] R T LA TG () 43R B N 2 ANV SSID. ldn, v LUK GUEST_128 SSID [13d % i
il 128 Kb/s, 1l GUEST_256 SSID (1% n] fg & & % o 2 H AP A %1~ WLAN Jf
AEAETTA o IR B e o an K 2 800 AWM B AT — AN UL B AP AT Ui R, W
ct 5 P 3 R PR L e /B T FH I SE B BT T R /N AP 41T H T 2 AT 2 /D AN TR 2k a2 52
AL BBV E AT, 2AVi% SSID 5 AP UL R, IR mii & E S, LHidE
WAN fififo K7 ML AP G5 Bk 4 FR ] faifh AP 410l .

AP I4E “Flex 7500 Jok 7p SCHUM il s B E 457 7 A VRN 4R, % OSCEAL T
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml#ap-gr.

T A FlexConnect % il CAPWAP B&iti v] I T Fr 5 i & i, RIK A A& A EM A
NS, LRTLE InE CkALELERIZRM SN e « K 13-40 878
T, Horfr Silver (L) QoS i & AN H 2] 7 BYOD_Guest SSID. QoS Bt & 34 H T
WEEBAE CAPWAP 318 1 () L B Vi = 1 QoS Arid. 1V &, CAPWAP Ui & i
T QoS Bl & AW E . B 13-42 Bon T Silver () QoS Wt & ST ) BRI % B i .
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& 13-42 Silver (&) QoS IEXLHIEIUZE

CISCO MOMITOR  WLAMS CONTROLLER  WIRELESS  SECURITY

VWireless Edit QoS Profile

P Access Points .
b Advanced QoS Profile Name silver
Mesh

RF Profiles

FlexConnect Groups  Per-User Bandwidth Contracts (kbps) *
FlexConnect ACLs

b BOD2.11afnjfac

Description For Best Effort

DownStream UpStream

Average Data Rate u] 1]
b BODZ2.11hfg/n
Burst Data Rate 0] 0
b Media Stream )
fAverage Real-Time Rate o 1]
y Application visibility )
And Control Burst Real-Time Rate 0 1
Country .
Per-S5ID Bandwidth Contracts (kbps) *
Timers
DownStream UpStream
¥ Netflow
Average Data Fate i 1]
* QoS
Profiles Burst Data Rate i} i
il Average Real-Time Rate i} i]
Burst Real-Time Rate a a
Maximum Priority 2 AT kL WLAMN QoS Parameters
£ WMM 38 P 552 A8 . = Tbestoffort [=]
= ocizin. Unicast Maximum Priority besteffort
Default Priority Z3F Unicast Default Priority besteffort  [=]
WMM % P s R
ﬁkk#if?. M:'I:icast Multicast Default Priority besteffort EI
Detault Priority
radiRE . Wired QoS Protocol
Protocol Type g0z.1p E|
S02.1p Tag 2

203884

* The value zero () indicates the feature is disabled

QoS AL & ST T B DL~ 4L

e Maximum Priority - B 0] DLt 52 FF WiFi 2 864k (WMM) 102k % ) i A 3% ) Bk 802.11
AR SRl . S ENAE 7R SSID # i & SC R WMM.

* Unicast Default Priority - % & M\ANSZ R WMM 04 5 ) v v 25 K1k (1) 3t B TR 802.11 H
FLSE b id .

 Multicast Default Priority - % & 21 # v /= I ERIA 802.11 H A Se dihric .

RG] 802.11 JH /A Je 48 ¥ B AE B N A5 A CUWN T2k #5611 2% 2 1] () CAPW AP [ I8 1A 2%

[ A DSCP . W Eprs, BOAH P AR E A Ak, Wt 2] DSCP 0. A 7E A< 4

L, LERTAE AR R SCHIA T CAPWAP Jii 1, KZ%bsid 5 DSCP 0 MEIR AR Al g8 T &
M. XEBTXOVIZRENSIRE.
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X 25 45 Bl 3 B 1% &, Bronze QoS Mt & SCAFRIER U S A e 4% Bl Background. [KIBE, Un R M
L5 P G 5 B U B B LT ) DSCP 8 (5 Scavenger 2511 CS1 XM ) [RAE
Background F L5t g, W LB #15 %S SSID 43It 3] Bronze QoS At B ST K SZ B . W 4% 7 BE 7
N2 18 B AL LY 25 75 5K, LA o B K U %5 Ui 72 7% 18 4 Best Effort 348 /& Background. BU#, M
255 BE G 0] LB Silver QoS it B SCAF AU BN W E BB Background. {HZ, HF RBP4 QoS fid
H ORI Y F B CUWN Tk il s e & (T4 SSID, Kk, 58 o 8RN A st i R ok
ESR

£ NTERIMNPAALE, Vi P Bran R Jufer o] GE 2 LR & . AT 9 2 W 3k R 2R & i eh
2R H i O VA K 5 9 SZ WU A48 PE B b as B ek 0. K 13-43 AR T MT T
T BRI X A

& 13-43 FiTesEs

]

s%\— £l pR )

A2
r'2 A
A

BR %
PP

\4

¥/
@ M 2

534 1 @

AR 55 42 3t 7o BR A

293885

H T 43 518 IR SSID 34 PR A 2 B3 4 ST LR U5 2 FH P 38 i WAN 28 4 i ot b 1 4
fif o Vi 5 Vi %% SSID (K SZ WK AP S H L WLAN 4F SSID 3 [ il Eb#l « Vi To
M B REAE T HAL WAN W&, A B CAPWAP [ 3148 I BN DSCP & & UE4Th5
ide WADEAH A QoS e & SCE N H #1 B EC SSID, Sk E 51 T A VEMAS A8 £ 1K 5843 it &t
WA A vkbrid . HA2EH iR/ T DA — N 5ems, i HBRIL DSCP {Ef CAPWAP %
Pt Aric A scavenger 2. IXFEE AT R Ui &It i 3 B AR T BRAIA i S e B R . 24 WAN
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SRATERER KT S TT SR AN, U SRIORE AL VE SR ALt 2 i e Vi it i 2R EE R
WHURRE LS, W LHESA, H2 WAN S I8, SR)5 468 B2 oA 8 ik
o BERIRERYSCIEAL T WAN SR & % b o ol 2% B I% 48 QoS Skl I, Wl LIAE 7> SCHLM |
gk EAEIARII s, R B SO AP U AN B VT H]_EATBE B (15 00 -

T AEAE VIR I, 48 0 20 SOV (R IR 55 SR AL 7 A H B 2% A0 ] BB 25 K380, AT HE T N F B T s 4%
il J5, BF SSID A PR A S w] LR HAA Rcvs 2045 56, AT B e J7 1) (1) 20 SCALR) WAN BEE . it
T TCP N A& — Ao fl, N SE R, R m/Me. RME 47771 14 SSID #
PR TR AT AR 1n) 28 i i R o Ze W rp BV S 20 7 g IS FHHE 05 DA A A B A R mT I 3. G SR
FRAR ) WS 2R AT L0 8 Wk %2, SP PE B th#% b s s — Bk A B T H IR Rk
LV R FF AR IC N scavenger, H OV AHMN. ) DSCP 2| EXP WL, WU SP S0 &% 3 1% 23 A F bt
B oL Vi % TCP N H . BRI & B =R /D ] UDP, eiliF 4 ExithS TCP A
) s AT A, RSP B B AR RO A A i 2 1R — 30 St . X R A UDP i i 2 A
TH%5M. 2 UDP Hl Tt EALHIN, N (W TETP) X S idb 4 5 il . KA #eA4s
RIEFHRY, HBEAMER AR BN R POy R WREEE R C B, KA SRR ()8
B, AR5 R b — . BT UDP N R = A A4, A RTSP s
R (L T UDP 1 1P A s 425, LA UDP ZH4% . W98 #0AS 2 05 20 A0 FLIE ) F A P i il 750
N H . o tndel, 4 SSID % il /& & # SP PE i fh# by Fim = WA R .
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50 AR C ) B 5 R B I S e ZBAE A B K07 TR B LA RIS LBk 99 2% A T AR AL Vg i) o
R R B s B S — )2 B P AT PIN BUE, % PIN 2 — AN hS, ] TRREE R 2 A T AN
R GEF LB J5 BiBUE . W DURHTEEA R 77, B — 58 B 2 0%
AR RIS B sh ek B PTAT Bl ST AR PR B . T LLSE S ] Cisco ISE M2 3)

LA P A St L U R AR R

Cisco ISE W] LU I 2 Ry AR B 1 Kk sl s i s e B M 46 . A Tl “Jefyie s 11
R IR N R IFBT LAl NAE B AT R R BV IRl o BeAh, IR BN IC A 2 R B %
HERLFI L, ISE Wl HEA H B (CoA) LAl 12 2% 5 Iy T 199 4%

BB G IE T LUK B a6 I PR A4 OF s i A u W OT 2% . AN, 45 BE 0338 AT LA 28 i DR 4 iRk 55
(EPS) [f 15 28 3 A HJCyA Uy ] P 45

B TNVAE B B LR 25 K e 15 e 6 J T B AT AN TR (R RE T -

RI:

NSRRI AT

o ALK,

o @it MDM 5t PIN 85
o it MDM J& Bl 72 e 45 B

o WSV RES), TG R

N

# o8 BRI B VA ISE YA, 7 SEFHrA M LAV SR 5 0 WiFi B & SCAF .

EHER:
o RIS IR A RS A .
o WURZum CIER, WAEH] “BIORSEI 2TE e i i T T R 4%
o JEIL ISE Hf i & R AR AT PIN BiUE
o I ISE H i) £ S i B 20 R TR R
o IR ISE ()& o R4 Ik 55 D RERR 29 28 (A T JGVE MK A2 b A 3L 7 O 26 ) 8 0t ) o
o RSB BT UE
o Z5H RSA SecurlD 4,
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514 B 0L R G IO 1 ISE S DA 11 ] K B e 0 B o AR SRR, T
AN FRAUC B A0 44 B R T 2 A e e ok AT AL -

¢ Blackhole WiFi Access

¢ Blackhole Wired Access

TERNBAZ G4, 1 i Administration > Identity Management > Groups > Endpoint
Identity Groups. 14-1 SR T — A2 i) B A4 R Sy 4.

& 14-1 BEEGHHE

s
Identity Services Engine -
Lesos ¥ g /0% Home  Operations | Palicy | v Administration | =

°;°-°° System 42} Identity Managerment i Metwiork Resources |24 Weh Portal Management |t Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

Endpeint Identity Group List = Blacklist
Endpoint Identity Group

Identity Groups

| M L | * Mame Blacklist
@k Sy Description| Elacklist Identity Group
» [ User Identity Groups Parent Group

v [ Endpoint Identity Groups Save |H

Identity Group Endpaints

T4 GuestEndpaink:
&4 GuestEndpaints cl‘];ndd M Remove -
¥y Profiled

. RegisteredDevices MAC Address Static Group Assignment EndPaint Profie
oL Unknown |D EDiFSICAI2B86:33 true Workstation |

293886

CAIANRY PR S R TL BA P 4. AZRNTICL B AR T LU R R 4 . 724
Pe B SO T8 SORPPUN B AL B B B2 T IV B . N TR A B2 IR R SR e
SE ) B —AN P BT, % 9 OE S B AR

REZZEIIARBE

N T S R4 AR, 7 Policy > Authorization FiE ST FEAUHN . & 14-2 B8 T TSz
Blackhole WiFi Access IR 1) 752k 22 44 SR BRI

& 14-2 T8 5 B U

sl
Identity Services Engine  EETE
clsco Y 2 {0 Home  Operations | v Policy [ v Administration | v

|&] Authentication |®) Authorization | Prafiing |@) Posture |5 Client Provisioning |5 Security Group ACcess & Polcy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order,

| First Matched Rule Appliss -

¥ Exceptions (1)

Standard

Status  Rule Mame Conditions (identity groups and other conditions) Permizsions

Wireless Black List Default Blacklist Wireless_Access Elackhole WiFi Access

2093887
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Blackhole WiFi Access #Z it & L 7E Policy > Policy > Elements > Results > Authorization
Profiles THCHE, WA 14-3 s, Vi RBHE X ACCESS_ACCEPT, HiE T T3

cisco-av-pair:

« cisco-av-pair: url-redirect=https:/ip:port/blackhole/blackhole.jsp. 41 & 7E 2 4 B 5 4y 4 v
I, P A E ) 3 0 B .

+ cisco-av-pair: url-redirect-acl=ACL_BLACKHOLE_Redirect. 7%} L2k LAN £ | 28 e & —
™43 ACL_LBLACKHOLE_Redirect ] ACL, VA 5 i [f) fi % 7 el [X h 1E % 4% HL
FlexConnect ACL 7 H A7 AH [F] 44 FR ¥ 73 SCHURG p IE LA

WA B SO R SCVFVT ) ISE (1) “ REAZBUR L5 s n] 7 G, DU K0 P 0828 0] 199 244 (1)
Y7 ) A 4

& 14-3 Blackhole WiFi Access 0B & X 1

i
Identity S i Engi
e eEe s nuine 70 Home  Operations | v Policy | v Administration | ¥

&) Authentication |3, Authorization |5 Profiing |®) Posture |6 Client Provisioning |5 Security Group Access & Policy Elements

Dictionaries Condiitions Restilts

Authorization Profiles = Blackhole WiFi Access

Results
‘ = | Authorization Profile
B |* Marme: ‘ Blackhole WiFi Access | |
| feI
» ES Authentication Description | profile Used To Blacklist wireless Devices, Ensure That vou Configure & BLACKHOLE ACL On The wWireless
== LAN Cantraller,
w | Authorization
» £ Authorization Profiles * becess Type [ aCcESS_aCCEPT v
» [ Downloadable ACLs Service Termplate [
v Profifog
v [ Fosfure
[ dflent Frovisisning Comrnon Tasks
v Secunty Group Access

™ st Smart Port

¥ Fiter-1D ACL_BLACKHOLE in

™ Reauthentication
™ macsec Policy

Advanced atributes Settings

|C|sc0:usc0-av-pa|r | = |ur\-redlrect=https:ﬂ\p:port,’black |

|Cism:[ism—av—pair | = |ur\—redire[t—ad=ACL_BLACKHOLE |

Attributes Details

Access Type = ACCESS_ACCEPT

Filter-ID = ACL_BLACKHOLE.In

cisco-av-palr = url-redirect =https: fip:portfblackhole/blackhole. jsp
cisco-av-palr = url-redirect-ad=ACL_BLACKHOLE _Redirect

293888

PR E SO P ACL 14T M7 CUWN ok dilas (a1 CT5508 Al Flex 75000 FX: T 10S
XE f#dlgs (W CT5760 Al Catalyst 3850) PRI A . X T CUWN Jo&k 45l 4%,
ACL_BLACKHOLE_Redirect B 78 24 FH 142 1 0 4% B 52 1) () ACL, .78 24 F T4 B4 TE 2k %
i FR VT 0] B 4% 1K) ACL.

K 14-4 578047 7F CUWN WLC 158 ¥ ACL_BLACKHOLE_Redirect 5 7] 51 % LA H /2517 3] ISE

F1 DNS %5 #5 o L% 7 %) DNS F1ISE 115 RIALBE , 244 G818 15 [ 7E ISE 4645 1) blackhole.jsp
ML,
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& 14-4 ACL_BLACKHOLE_Redirect ACL

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

[Access List Name ACL_BLACKHOLE_Redirect

Creny Counters 0

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 / 0.0.0.0 10.230.1.45 / 255.255.255.255 Ay Ay Any

2 Permit 10.230.1.45 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 / 0.0.0.0 10.225.48.15 / 255.255.255.255 Any Any Any

4 Permit 10.225.45.15 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any g
5 Deny 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %

ACL Fi7 & LA U [l AL FR »
o fuVFLL DNS 55 %% (10.230.1.45) 73 / HARE TP Uy i) .
o FVFLLISE RS %% (10.225.49.15) VE R / H bR IP Vi)
o AR LI oAb AR YR 7 H BRI ] .

V4

b

‘.

#& ACL_BLACKHOLE R 7 — MM Z AR E . Mf5€ T URL S Wiy, CUWN Jogefsiilay
AEH I ACL. T CUWN Jk#s#l%s, ACL_BLACKHOLE ACL " LL5
ACL_BLACKHOLE_Redirect ACL fH[A.

XTI 20 0 ST WA IR Ko, 58 A2 FlexConnect ACL 16 H W H] T FlexConnect 4 .

K 14-5 B85 7 ACL_BLACKHOLE_Redirect FlexConnect ACL. It ACL 285011 b From i FH 1+
X ¥ %) ACL, ANAlZAb7E Tt ACL 7£ Security > Access Control Lists > FlexConnect ACLs
& Lo

& 14-5 ACL_BLACKHOLE_Redirect FlexConnect ACL

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Access Control Lists > Edit

General

[Access List Name ACL_BLACKHOLE_Redirect

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port

1 Permit 0.0.0.0 J 0.0.0.0 10.230.1.45 / 255.255.255.255 Any Any Any

2 Permit 10.230.1.45 J 255.255.255.255 0.0.0.0 S 0.0.0.0 Any Any Any

3 Permit 0.0.0.0 J/ 0.0.0.0 10.225.45.15 S/ 255.255.255.255 Any Any Any

4 Permit 10.225.459.15 J 255.255.255.255 0.0.0.0 J 0.0.0.0 Any Any Any =]
5 Deny 0.0.0.0 J/ 0.0.0.0 0.0.0.0 / 0.0.0.0 Any Any Any %

TER HI R B 9 SCHL IE) 1 FlexConnect, i35 #5AH W [ FlexConnect 41 Jf 55 il Policies #£ i< . ¥s
Il ACL_BLACKHOLE_Redirect ACL, WK 14-6 H 7R,
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& 14-6 Branch1 594
MONITOR WILANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

FlexConnect Groups > Edit ‘Branch1’

| General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

| AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies |

Policies

Policy ACL [=]
Add

Policy Access Control Lists

ACL_BLACKHOLE_Redirect £ %

ERE G RN (R CTS5760 To2k #5425 0k Catalyst 3850 RANAHML) L, A2k E
BLACKHOLE_ACL_Redirect fl BLACKHOLE_ACL ACL. BLACKHOLE_ACL_Redirect ACL [¥]
AR F B

ip access-list extended ACL_BLACKHOLE_Redirect/ IEfE[H ACL [(E4ZH

deny udp any eq bootpc any eq bootps

deny udp any host 10.230.1.45 eq domain

deny ip any host 10.225.49.15

permit ip any any
|

ik ACL 7€ T EA T U5 Il BB -
» H44 DHCP Vjin] (bootpc Fl bootps) o
o JEZ5LL DNS RS2 (10.230.1.45) 1E KU / HARK) IP V7 1)
o JE4LL ISE RS %% (10.225.49.15) VE R / H bR IP Vi)
o RV CEEM) P b P Uik,

PL_E ACL 28 MATA 5 BATAT H bR AT M &8 900 8 (HTTP 5 HTTPS) % [7] I/ 7E Cisco ISE
HIJ N B 42 AL 4 Y T

PERUND & S 5 — > th Radius 15 5E [ A HL ACL (BLACKHOLE_ACL) W ] T- WLAN L%
W25 il . CT5760 Fl Catalyst 3850 il iy 44 ACL. ACL 4 #k4si8id Airespace “7- 4L r (1)
RADIUS Airespace-ACL-Name J& ' {E % M ISE &% £ Catalyst 3850 5548 #ebLEL CT5760 Jo2k 4=
Hlae o FARM RGBS R

Airespace-ACL-Name = ACL_BLACKHOLE

WLAN 1jj i) #% ] ACL (ACL_BLACKHOLE) #f %€ /£ WLAN _I= Catalyst 3850 & 43 #:HL ok CT5760
T4 LAN #5128 R VFml L. BLACKHOLE_ACL ACL HI7ntlhn T B 7m .

|

ip access-list extended ACL_BLACKHOLE/ VjE#&%] Acr E4ZH#
permit udp any eq bootpc any eq bootps

permit udp any host 10.230.1.45 eq domain

permit ip any host 10.225.49.15
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IRy 1) 12 FE E BLR U il AR -

e fVF DHCP Vil (bootpc Al bootps) -

o fuVFLL DNS 55 %% (10.230.1.45) 73 / HARE TP Uy i) .

o SUVFLLISE fl454% (10.225.49.15) 1E 4 / H bR TP Vil

o KRR T HA IP Uil .

) ACL SRR R B AT ART 5 1R 3t € ) B A Cisco ISE A1 B 44 FRLIR 145 9 0T

—HRSEM T RA RS MA T, B DU ISR B MR A PR . S EC AR R
B8 EATIT > Web SUBLERIN, Sxili € 1 R I& 14-7 HBTs 00 .

& 14-7 KRR AI P45 0515

X Unauthorized Network Access e |+

CI1SCO Unauthorized Network Access

!

/' This device has been identified as lost and does not have network access.

293892

F 14-8 BoR T B HI N B 44 B 5L 2% an4e] 223 0% 22 21 9 2% DL K i 4T 3 H Blackhole WiFi Access $24%

P S

& 14-8 BE LGP R R &

@:ildenﬁty Rervices Engine 7y Home  Operations | v  Policy | v Administration | v I
BN Authentications i Reports I Endpoint Pratection Service "4 Troubleshoat

Show Live Sessions 404 Add or Remave Columns v &% Refresh

Identity Endpoint ID 1P Address Metwork Device Dievice Port Authorization Profiles Identity Group
Time ¥ Status | Detals | ‘ ‘ | ‘ ‘ ‘ ‘ ‘

2013-05-06 15:36:56.995 a Lserd EDFS:CR:2E:AG:33 wpr-wawic-1 Blackhole WiFi Access | Blacklist

293893

RABRRRLE

A LBR SN TR I R 5 AN B R T e (AR SR AL T Al el
LR A AR Catalyst ACHMUIER B, H5 HEMHT LB &SI 2 HL1Y ISE #%
PO L E A R o SR a6 CAN R A L Sl AR AT T, 12 B 46 R € 1] 217
o BRI & s B R g . DU PR B s T SEEL AT N -

$® 1 GIE AVFY7 i) ISE ) ACL_BLACKHOLE 1] | #%/¥) DACL.
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H® 2 AEERANETHHEEIE 4 ACL_BLACKHOLE_Redirect [f] URL 5 [i] ACL, ‘EULEHTI
') HTTP B HTTPS ¥ite.
£ 3 Gl — Blackhole Wired Access AL E SCAF, HT¥ DACL FIH g r) B i 4125 B A #e bl o
$B 4 (EFZBURME P SC—ASH R, %M T HE T80 N A 44 F R 4% I 4 T R AUC ' SC 14 Blackhole

Wired Access »

7£ ISE L2 — AT TS #iAY ACL

ACL_BLACKHOLE DACL 7E Policy > Policy Elements > Results > Downloadable ACLs T il &,
Wk 14-9 TR,

& 14-9 ACL_BLACKHOLE DACL

wfna]n
Identity Services Engine " a—
cisco ¥ g /> Home Operations | Palicy | v Admiistration | v

|4 Authentication |®, Authorization |4 Profiing |@ Posture |5 Chent Provisioning = Security Group Access oY Poiicy Elements

Dictionaries Conditions Results

Downloadable ACL List = Mew Downloadable ACL

Results
‘ > | Downloadable ACL
= - *Name | Acl_BLACKHOLE
@ -
¥ ] Authentication Destription
v | Authorization
v [ Authorization Profiles
. :D ekl e * DACL Content 1 |permit udp any eq bootpe any eq booths
i bownioadable = 2 |permit udp any host 10.230.1.45 eg dowain
» [ Inline Posture Node Profiles 3 |permit ip any host 10.225.49.15
v Frofiing 4 |deny ip any any
v | Posture ‘:
v [ Gt Provionig =
v [ Secunty Group Access g
9
10

203894

¥ Check DACL Syntax

T ACL SE VRS oK B AT Y AR I B E 1) B 4E Cisco ISE A MR A4 L B4 0 0T

1E32$541 L €13 URL REDIRECT ACL

AR HAHLE L A Catalyst 3850 RV HALIE & Catalyst 3750-X RACHAL, URL HiE fi
ACL [T & AR M . 45 A8 bl - ACL_BLACKHOLE_Redirect ACL [#JJit & /= 51U F s .

|

ip access-list extended ACL_BLACKHOLE Redirect / HEiE[1 ACL EHZH
udp any eq bootpc any eq bootps

udp any host 10.230.1.45 eq domain

ip any host 10.225.49.15

permit ip any any

WA R, Xt FIR T Catalyst 3850 R HIAZ AL 1) 36 44 B IC 2615 45 (1) [A]— 4~ URL 3 3 [1] ACL.
W7, X Catalyst 3850 F 5% ACL, CT5760 Lkl FIF AT E, KA Catalyst 3850
SRR I AT e L 1 B A S S
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B E IR B E

1E Policy > Policy Elements > Results > Authorization Profiles T & X 4% 4 Blackhole Wired Access
WAL E S, Wk 14-10 H s

& 14-10 Blackhole Wired Access #Z#0I & X 1F

Identity Services ine
cisco ity e /0 Home Operations|v  Policy| v  Administration | v

|4} Authentication |&, Authorization |4 Profiing |® Posture |t Client Provisioning |5 Security Group Access & Policy Elements

Dictionaries Conditions Results

Authorization Profiles > Blackhole Wired Access
Results
‘ ) | Authorization Profile
= =

avle- o Name | Blackhole Wired Access |
» [ Authentication Description | Profile For Wired Blackholing
~ |8 Autharization * Access Type | ACCESS_ACCEPT -]

» | Authorization Profiles x O

» [] Downloadable ACLs Service Temphte

» [ Inline Posture Node Profiles
» & Profivg ¥ Common Tasks
» [ Posture v
v £ Clent Provisioning DACL Name | [ACL_BLACKHOLE -] |
v || Seaunly Group Access

™ wian

™ Voice Dormain Permission
™ Web Redirection (CWA, DRW, MDM, NSP, CPP)

¥ Advanced Attributes Settings

|C5cu:cl§cu—av—pair | = |ur\-redirect=http5:,fjip:purt.fmydt |

|C5cu:clscu-av-pair | = |ur\-redirect-acI=ACL_BLACKHOLE |

¥ Attributes Details

Access Type = ACCESS_ACCEPT

DACL = ACL_BLACKHOLE

cisco-av-pair = urkredirect=https://ip:port/mydevices/blackhole jsp
cisco-av-pair = urkredirect-ac=ACL_BLACKHOLE_Redirect

203805

5E LT R4 cisco-av-pair:

* cisco-av-pair: url-redirect=https://ip:port/mydevices/blackhole.jsp. 475 1E 224 B G 4y 4 vp
INF, P 4 5 ) 21 LT

cisco-av-pair: url-redirect-acl=ACL_BLACKHOLE_Redirect. W Z% 4% N 23 AL E L—4
%5 ACL_BLACKHOLE_Redirect [¥] ACL, 3t il A & 1 LA,

FERBERBE P EE—I AN

I i — N B D RO FE R BURIE TP BN — AN H ], Mz ) 5 5N B A BT dot]x AT 2R 1 A% UL
ECi, e i A R A2 1 Blackhole Wired Access %A & A 14-11 E78 T,

B ERBH%%& (BYOD) CVD A% 2.5 |
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& 14-11 FLEEEE

Identity Services Engine T
HHEY ¢ /i Home  Operations | ¥ policy | v Administration | v

|4 Authentication |&] Authorization |4 Profiing @] Posture |&) dlient Provisioning |=] Security Group Access & Policy Elernents

Authorization Policy

Define the Authorization Policy by configuring rules hased on identity groups andfor other conditions. Drag and drop rules to change the order,

| First Matched Rule &pplies v

» Exceptions (1)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Petmissions g
PP wired Black List Default Blacklist Wired_Access Blackhole wired Access| 3
&

—HESCT RN, g dR L5 N A B AT 2 B U i R 45

= €€ hJ hs g »

AT “FKENZFITR
BT ATUAER IR AT B sbnic A ER, CABTeIgksivim M4t 01 2R 3T H
JUSR AR, HFEoR B TR InsE M . aTLUEE LN URL Ui “IRIME &7 :
https://<ISE_IP_Address>:8443/mydevices/
BT H T F R S W &, %I IS Tl MDM T MDM #:4E, 91 an 225k PIN 4

E RN £ PR 14-12 BoR T “AE&TIF” Wi,
& 14-12 BRIREITH

afra]n
cisco My Devices Portal

Username ‘ Liser3 ‘

Password ‘ ssssssssss

202775

Help

S

R I>FCG 5 TR B LA A8 T B B R

%I

| B E%%%& (BYOD)CVD jF4&25 W
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B 5Ty “mmigsls”

WEREFER

P AT DA R B8 I B TR B E R, Wl 14-13 H PR .

& 14-13 EEH &

CISCO My Devices Portal

Manage Devices To add a device, enter the Device ID, which displays on your device as the MAC or
Wi-Fi address, It consists of 6 alphanumeric number pairs separated by colons:
A1:B2:.C3:D4ESFG.

* Device 1D |nn ARCARCAREARAN |

Description |

Subrmit

Your Devices

Edit Feinstate Lost? Delete Full'Wipe Corporate Wipe FIN Lock

(@ 1C:AB AT B4:85:12 White iPad u

283897

S IMAN B L2 §i, ISE SoninE 14-14 v iR s,

& 14-14 BE AL

o If you indicate that this device as lost, it will not have
network access until you reinstate it. This might take up to
2 minutes to complete. Do you wish to continue?.

—HERSWIRC N ER, ZRERARMER AL RS A, R I AR M Y, ISE &
R (CoA) Il B w5 Wi T I 26 . ZEIGUE R A2 7 DR INBI R A4 B L, 1 s
Administration > Identity Management > Groups > Endpoint Identity Groups J{ ¥ & 2 4 ¥,

Kl 14-15 o8 MAC Huhik Cs 31 8 4 1

B SR B%%%& (BYOD) CVD A% 2.5
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W&

AIH “BREEEIP”

& 14-15 BEESHH

(> Home  Operations|w  Policy | ¥ Administration | v

oo System S Identity Management B Metwork Resources |28 Web Porta Management |6) Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

- Endpoint Identity Group List = Blacklist
Identity Groups R i R

Endpoint Identity Group

o)

| o | * Mame Blacklist

@ |k . Descriptionl Elacklist Identity Group
» [ User Identity Groups Parent Group

- @ Endpaint Identity Groups

Save | [ Reset |

1, Blacklist
LBt Identity Group Endpoints

oL GuestEndpoints

> 5 profied Sadd M Remove -
L RegisteredDevices MAC Address Static Group Assignrment EndPaint Profile
oL Urknown 0O 1cspa7E4:85:12 true Apple-iPad E

CHRIE AT A P REE KA COH N B A PR A, SOV A T IR A X X 4% 1) 5 1) AL
Feo B 14-16 W78 TPk K (Reinstate) LI,

Z 14-16 &

( Ma nage Devices To add a device, enter the Device 1D, which displays on your device as the MAC ar
Wi-Fl address. It consists of 6 alphanumeric number palrs separated by colons:
AL:B2:C3.D4ES 6.

* Device 1D |nn nncnnznnnnnn |

Description | |

Cancel

Your Devices

Edit Lost? Delete Full %Wipe Corporate Wipe FIN Lock

@ 1C:ABIAT B4:85:12 White iPad

293900

EWE WA 2R, ISE WonuilE 14-17 R rEd .
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N &35 - 5e8INEEE

& 14-17 BEEL

If you reinstate this device, it will have network
access again. This might take up to 2 minutes to
complete. Do you wish to continue?

m Cancel g
o™

PIN i E R &84

5 MDM WAL FH P & HAA 2 P Hlae ). R “FRmi &7, A LR
o SRR - MR TE MDM 5 st C S ) v RN

o JRBNEAER - MR SPITAER (R EE .

o SEjifi PIN 8¢ - 8 & %o

Bl 14-18 Won 7RI “FRIGEATT/” 04T ) MDM #:4%: -

& 14-18 M “EBIREITH” HiTH) MDM E{E
.

Manage Devices To add a device, enter the Device 1D, which displays on your device as the MAC or
Wi-Fl address, Tt consists of 6 alphanumeric number pairs separated by colons:
ALB2:.C3:D4ES:Fo.

* Device 1D |nn ARCARCARCARAN |

Diescripton: | |

Subrmit

Edlit Reinstate Lost? Delete Full ¥Wipe Corporate Wipe FIN Lock

S White-iPad White iPad EJ

293902

BHEA -RBREFIINERR

RO R] DU IS T3 B s 0 31 B 44 B 5 O ZH R AN B A4 . il Administration >
Groups > Endpoint Identity Groups > Blacklist 575 Il "2 51 N B 44 B F B2 45 1 MAC Hidik.
Bl 14-19 SoR T SN2 & 4y 41 MAC $idik.

B ERBH%%& (BYOD) CVD A% 2.5 |
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EER-HeaIAEze H

& 14-19 BIANBELHRE
g}i il e ) I —_—
oSCCI e ntitserxices Engine {0 Home  Operations | v Pdlicy [ »  Administration | v

c;?;v System I';l Identity Managerment i Metwiork Resources |£4 Web Portal Management |k Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

- Endpoint Identity Group List = Blacklist
Identity Groups R i R

Endpoint Identity Group

[ p | *MName Blacklist
||k i Descripti0n| Elacklist Identity Group
» [ User Identity Groups Parent Group
« || Endpaink Identity Groups Cave |ml

b Blacklist Fv—

Identity Group Endpoints
o GuestEndpoints

» 5 Profied dpAdd | Remove v

&L RegisteredDevices MAC Address Static Group Assignrnent EndPaint Profile
L Urknown O 1capa7e4es12 true spple-Pad

2093903

TR, WK RS IR R S04, ISE wf DART 1L UGB M 2%, (R0 R P 2417 O
BRIRLE, W EEPAT—ANESP D B i 1) £ i Wy T 90 2%

TR £ T IT 2%, 3 i Operations > Authentications > Show Live Sessions, 114 14-20 &

B
& 14-20 ERERIZE
il P . X
gl =" ¥ices Engine o Home  Operations |w  Policy | v Administration | v
B suthentications £ Repoarts L@ Endpoint Protection Service 4 Troubleshoot
-‘.Léj& Add or Remove Columns - @, Refresh

) i Identity Endpoint 10 IP &ddress Metwaork Device Dievice Port
Tirmne w Status  Details | | | | | | | || |

293904

18 23,13 01:05:47.453 PM & 1CABA7B4ES: 1CAB:AT:B4ES:12
FLA A2 iE, iEM “CoA Action” SEEAH%EFREE “Session termination” , W& 14-21 iR,
& 14-21 2=/

i . . .
cisco Identity Services Engine

{0} Home  Operations | *  Policy | ¥ Administration |«

B Authentications i Repaorts @ Endpoint Protection Service g, Troubleshoot

m Show Live Authentications ’19\.? Add or Remove Columns + *@h Refresh

— Updated |A"Session Status _| | Endpoint 1D | iggun Identity
=L 2013-01-23 18:05:47 455 2013-01-23 18:05:47.453 Authenticated 10 ARATE4ES12 C’?@ ~ LCARAYB4:85:12
L0 20130122 17:52:35.061 2013-01-23 17:52:35.061 Authenticated 20:85:; A0:60:02:CF Session reauthentication
Quarantine

Session termination

293905
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N &35 - 5e8INEEE

~
AR A TAUERA “HMes 1) RIKE e 2 RSN BA R B .

MDM $24E

EH DA ] DLE PR it AT MDM #:4F . BEHAT L EE1E, 74 £ Administration > Identities
> Endpoints JFEFEIE 1w %, Wi 14-22 R,

& 14-22 MDM #E(E

i
Identity Services Engine .
£isco o z ‘) Home  Operations | v Policy | ¥ Administration | v

%o System B Identity Management B Metwork Resources |24 Weh Partal Management |5 Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

Identities Endpoints
- [ e 7 =
& e JEdt ceadd | MDelete v @almport »  @Expart ¢ |‘§3§MDI.\‘1 fuctions =
£ Users - Endpaint Prafie o M EEI: V;Etee e IP Address
S Encpoints S O andoid cenfi PINpLDck " 10.31.1.132
[ Latest Manual Metwork Scan Resulks ¥ O anchod R USRS 10.31.1.123
O android 18:46:17:E343:68 10.31.1.131
O android 18:E2:C2B2:43:AF
O aspple-Device 1040 FHEMCSSD 10.31.21.12
O aspple-Device 60:33:4BE9BE:03 10.31.1.124
O aspple-Device E4CEBR2A16:A8 10.31.21.19
O aspple-Device FHOLICNOCERA 10.31.21.16
O aspple-Device BEN 1A IC21LBEE 10.31.1.121
O appleipad E4BE:FF:70iFEIES 10.31.1.120
O appleirad D8:30E2:7RALICE 10.31.1.133
Apple-iPad 1CABAT B4ES 12 10.31.1.128
O spple-pad D8:30:62:8E: 80098 10.31.1.130
O apple-Phone 68:96:7E0L2E:11 10.31.1.122
[0 Cisco-ticcess-Paint CCER48:RA3CED 10.21.19.62 §
O Cisco-ficcess-Paint CCER 48 RABERC 10.21.19.61 §

2imix$r AR 35 (EPS)

L RY R 552 ISE S b — IR 55, M T9 & im i MR ThBE . EPS 34 M 4200 B o 2 iy
WIIZBCIRZS . EPS AT M TAEAME SO AR BRI (R 1% D0 T B0 e 20 (2 BUIRZS . EPS SR VA B
bR Beeg CRIPRMIBEZ VIR, LA PR B s (R SRV 4 Ui i) 199 265 LU B IR D

FE  EPS K ISE MV vliE.

A H EPS, i At Administration > System > Settings > Endpoint Protection Services F %
Enabled, & 14-23 iR,

B ERBH%%& (BYOD) CVD A% 2.5 |
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EER-HeaIAEze H

& 14-23 B/ EPS

mim
cisco Identity Services Engine

¢gy Home  Operations|¥  Paolicy| v Administration | =

j;?g System %ﬁ Identity Management i Metwork Resources |4 Web Portal Management |t Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin ACcess Settings

SEEs Endpoint Protection Service i
i= Client Provisioning

i= Endpoint Protection Service

i FIPS Mode Service Status Enabled ~
i= plarrn Sektings Emabled
v [ Fosture (@) Disabled |
i= Profiling Cave pm—
v [ Frobocols
= Prowy
= Security Group Access
i= SMTP Server
i= Sysktem Time
i= Policy Set Mode g

B — AN B SO DL SO e 26 ik 25 IR « - i 5 Policy > Policy Elements > Results >
Authorization > Authorization Profiles 3+ 72 X 5 AR & SCH, WK 14-24 TR,

BER A& (BYOD)CVD fiA 25 W
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FUE TEIXIHELE |
W zmE5- BEsii s
& 14-24 EPS_Quarantine B EX
23 Identity Services Engi ———
Smio CIMLY oERVICES tNOine 40> Home  Operations | v Policy | v Administration | v
|&) Authentication |®,) Authorization |4 Profiing |®) Posture |6 Client: Provisioning |=) Security Group Access &% Policy Elernents
Dictionaries Conditions Resuilts
Results Authorization Profiles = EPS Quarantine
| ) | Authorization Profile
& e o “Mame | EPS Quarantine |
2ot il b=
» 5 Authentication Description | EPS Quarantine
[ Authorization * tccess Type [ ACCESS_REJECT [~]
» | Authorization Profiles ) -
» [ Downloadable ACLs SSizE femplate
» [ Inline Posture Mode Profiles
> [ Profilng
v [ Fosture

¥ [ Client Frovisioning
v [ Secunity Group Access

¥ Common Tasks

¥ DACL Namne DEMY_ALL_TRAFFIC [~]

™ wian
I™ “aice Dormain Permission

™ wieb Redirection (CWa, DRW, MOM, NSP, Posture)

¥ Advanced Attributes Settings

Select an item | = |

¥ atributes Details

Access Type = ACCESS_REIECT
DL = DEMNY _ALL_TRAFFIC

293008

BV TE AL HR bR AE SRS 2 BT ZLALER (1) EPS B 405w R . £t Policy > Authorization >
Exceptions > Create a New Rule, %1% 14-25 iR,

& 14-25 EPS gsp s
mim
FicED ; _— ——
Identity Services Engine 73y Home  Operations |+ Palicy | v Administration | «
|2} Authentication |®) Autharization |4} Profiing | Posture |5 Client Provisioning |=) Security Gro

Authorization Policy

Define the Autharization Policy by configuring rules based on identity groups andfor other conditions, Drag and drop rules to cha

| First Matched Rule applies

¥ Exceptions ()

b Create a New Ruls

B SR B%%%& (BYOD) CVD A% 2.5
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EEERYWERE

EER-HeaIAEze H

By N—/N L 4 FRHEAE Conditions 88 —/NFi %< 1F (Advanced Option). 7t Expression ¥, fiil
Select Attribute 1% EPSStatus Equals Quarantine, 1/ 14-26 F 7R,

& 14-26 EPS p)5) % H%
v Exceptions (1)
Status  Rule Name Conditions (identity groups and other conditions) Permissions
[ EPs Exception Ay it SessionEPSStatus EQUALS Quar.. = EPS Qua
4
: 5 Add all Conditions Below ta Library
SE ] Condition Narme Expression g
Status  Ruie Name Conditions (idertity 0 [sessinepsstates © | [Ecusb <] [quantine L §

fE Permissions I, ZEFESGHTE LK) EPS_Quarantine HAACE SCIF. B 14-27 o T 58 BAIHI 5
TS o

& 14-27 EPS R

Identity Services Engine T
cisco ¥ g () Home  Operations | ¥ Policy | v Administration | »

|&) Authentication |2} Authorization |4 Profiing | Pasture | Client Provisioning |2} Security Group Access & Policy Elements

Authorization Policy

Define the authorization Policy by configuring rules hased onidentity groups and/or other conditions, Drag and drop rules to change the order,

| First Matched Rule Applies -

¥ Exceptions (2)
Status  Rule Mame Conditinns (identity groups and other conditions) Perrnissions

EPS Exception Session:EPSStatus EQUALS Quarantine EPS Quarantine

293911

TG B W £, i A Operations > Endpoint Protection Service J{4i A\ [ 2 1) & 3ii () MAC b
Ht. £F Operation T, i%#% Quarantine, NP 14-28 W iR

& 14-28 EPS
i i
I tity Servi Engi
S B SR S {0} Home  Operations | v Policy | Administration | «
Bl Authentications " Reports L Endpoint Protection Service "4 Troubleshoot

Endpoint Protection Service

Endpoint Operation

O * 1P pddress
@ *MaC Address | 10:48:A7:B4:85:12 | (Exarple: 11:11:11:11:11:11)

* Operation | CQuarantine '| | Subrnit |

Update Information
For a complete list, go to Operations > Reports = Catalog » Session Directory > RADIUS Active Sessions

203912

D R Submit J5 . BARE SR T T R4, i LR R IR Sl S g 4

'~ SN

(ISR

K 14-29 &5 T N EPS_Quarantine $ZAHD & 30, LU A B 4% G T w5 4615 1)

BER A& (BYOD)CVD fiA 25 W
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N &35 - 5e8INEEE

Ll
& 14-29 Vot TvEd
i ol : )
SCCORE SLlitviservices Engine 4> Home  Operstions |+ Policy | v Administration | v
By Authentications i Reports L@ Endpoint Protection Service "4 Troubleshoot

Shawe Live Sessions ngf- Add or Remove Columns + @r Refrash

Identity Endpaint 10 IP Address MNetwirk Device Device Port Authorization Profiles

EPS Quarantine

Tirne: v Status | Details |

Jan 29,13 06:12:48414 M @ g IGABATIE4ES 1CABATENES!12
Jan 29,13 06:12:43.027PM @ g 1CABATE4HES: 1CABIATE4HES:12 =25 CUETEE

293913

Jan 23,13 06:12:47.600PM @ g 1CABATIE4ES 1CABATE4ES12 EPS Quarantine

EPS $&4t 7— JRAAMOAE ], DU RS 28 g 1 R BUIR 2

S

SEE DU EPS LLAIN B4 0 (3 4 FLAT SRR IAR 6 20, 5 T 0T B 5 5 B 5% W 130 11 1 46

TRFR B, R 1 MAC HUhiE I ARAE T f 5 b ik £ Unquarantine, W11 14-30 7R .

& 14-30 HEREE S &
N i
I tity Servi Engi
o S SR S {0 Home  Operations | v Policy | Administration | =
Bl Authentications i Reports I Endpoint Protection Service ‘4 Troubleshoot

Endpoint Protection Service

Endpoint Operation

) * 1P Address
@ *MaC Address | 10:48:A7:84:85:12 | (Example: 11:11:11:11:11:11)

[ submit |

* Cperation | | Lnguarantine v|

Update Information
For a complete list, go to Operations = Reports » Catalog = Session Directory = RADIUS Active Sessions

203014

EPS %5l ISE id3%, Jfrliliid 55 Operations > Reports > Endpoints and Users > Endpoint
Session History K1 % . 14-31 2R T — MR & umfs B RS .

B ERBH%%& (BYOD) CVD A% 2.5
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A 14-31

I8
E&:: Identity Services Engine

EPS A&

o

oy Home

Operations | ¥

Policy | v

Adrninistration |

EER-HeaIAEze H

B Authentications i Reports

Report Selector

Favorites

i Endpoint Profection Service:

» Auth Senices Status
4repors

» Deployment Status
A reports

'w Endpoints and Users

Client Provisioning
Current Active Sessions
Guest Activity

Guest Accounting
Guest Spansar Surnrmary

Endpoint Session History

57 Fiters o

*  Time Range

“Run |

A IEBRI R

Endpeint Session History

"¢ Troubleshoot

From 02/28/2013 12:00:00 AM to 02:28/2013 11:29:28 AM

Endpaint 1D IP Address
1C:AR:A7EB4E5:12 10311125
1CARIAT BSB5:12

1C:ARiA7EB4E5:12 10311125

Cperation Operation
Quarantine Success
Unguarantine Success
Quarantine Success

Operation 10 Audit Session Admin Tdentity

£3203b8c-1989- 2710102000000 1 _jntermal__-n. 10.31.1.12

Admin TP

epsi--276918772 _Iinternal_1_-n. 10.31.1.12

a01fa114-36f0-4 2710102000000 1 _jntermal_l_-n. 10.31.1.12

203915

BB A T LGRS A B Tt CA RS A UA IO Pl o, LABIT IR SRR BB e 46 4R 22l
I FUETS . CA JIR S5 &% 58 W AAUE 15 #1413 (CRL).  ISE Hfic B W s CRL FIR KR ) v
FEALHIIETS . W RAFAEULHC, W ISE 4R 4% 7 i $ it B e 4.

W R MA CA RS AL B UE T . K] 14-32 SR A H 4400 “toby” IIECFIES .

& 14-32

754 CA % & LHISIFIUEF

E_'ln:l:rts.r'-.I [Certific ation Authority {(WIN-MRL2Z3BTNDOE.SECEN1.00M ) sechn 1 -WIN-MRLZIBTNOD6-CA' Issued Certificates]

File Action View Help

o a= | H
il Cestification Autharity (WIN-MRLZ3B | Request1D | Requester Name | Binary Certficate | Certificate Template | Serial Number | Certi«
= @i sechnl-WIN-MRLZIBINQOS-CA |2 SECEMIWIN-M...  --—BEGIN CERTIL... Doman Controber (...  61088a28000... 7j14
| Rewvoked Certificates s SECENIYWIN-M, ..  -——BEGIN CERTL.. CAExchange (CAEx... 610¢3166000... 714
| Issued Certificates Gl SECEN1|Adminis.,. --—BEGIN CERTL... Exchange Erechmen... 6115/537000... 7/14
| Pending Requests Gls SECENI\Adminis.., --—BEGIN CERTL., CEPEncryption(CE... 61160043000... 7/14
] Foded Requests Lils SECENI|toby ——BEGIN CERTL.. Uiser (User) 611ba218000... 718
| Certificate Templates Gl SECENYhoby - User (Usar}
3 SECEN1\toby
Ll SECENI\ts
e SECEN1Adminis..,
Eh? SECEN] Adminis.,
s SECEN] hdminis. ., §
(= 1] SECEN1Adminis. ., &
T EEmEAN LA At =1

SEUL B S, IER RS R A I BE A8 (CRL) e & 14-33 878 T CRL {5 R .

BER A& (BYOD)CVD fiA 25 W
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FER-BEETINRRR

& 14-33 iEF w5

vez
[ certsrv - [Certification Authority (WIN-MRL23BTNQD6.SECBNL.COM) sechn1-WIN-MRL23BTNQO6-CA\Revoked Certificate... [l[=] E3

.| Fle  Action  view Help

e [20c=E
1| L) Certification Authority (WIN-MRLZ3E | Reque
B g sechal-winmALzIETNODE-CA |
! | Revoked Certificates -
i | Tssued Certificates

| Pending Requests

| . Faled Requests
' | Certificabe Templates

202000

PEAF B CA IRgs#s e kA . K 14-34 875 T ISE Rl FEFILM CRL A7 E

& 14-34 CRL %%

General | Revocation List |
Certificate Revocation List Information

=
B
=

Field T vahe |
 Effective date Wednesday, January 04, 2012 3:..,
_ Next update Thirsday, Jaruary 12, 2012 4:14:...

_ Signature algorithm  shalRSA
1y Authority key Tden... KeyID=79ch56c980 327234 2...
fii ca version .0
15 orL murber 164
‘Wednesday, :lam-u',' 11, 2002 4:.

- [1ocations: Dushbl.lbonpontﬂe

-

Full Name: ﬂ
URLwhdap: /i Chmsechn1-WIN-HALZIBTNGOS-
(oA, CHN="WTN-MRLZ3ETNOOE, CN=CDP, Ch=Publc% 20Key%
[20Services, Ci=Services, CN=Corifiguration, C=sschn 1, (C=com?
abbord kot ihace 2obiect*La B Cctriby

URL=http:ffwin-
mm{m.mml.WWMI = IN-MRL 2B THO 06
ICA+.Cr -+

=

T2 CRL 3 RALERLE ISE, DMEE T HI R IR H 5% mde e B a7 .
i Administration > Certificates > Certificate Authority Certificates Jf-/i¢ & CRL {, fn/& 14-35

FR

Leam more about certificate revocation it

202203
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& 14-35 ISE _[#9 CRL i Ef=5

Certificate Authorly Cerificales = ISE-RTP2 sechn com
¥ Edit Certificate Authority Certificate

Issuer
*Friendly Name |SE-RTP2 secbni com j
Description [none |
Issued To ISE-RTP2.sechbni.com
Issued By 1SE-RTP2.secbni.com
‘alid From  FriJan 06 12:05:57 EST 2012
alid To (Expiration) SatJan 05 12:05:57 EST 2013
Serial Mumber falbcaalabel2702

Usage

All Certificate Authority Cerificates are available for selection as the Root CA for secure LDAP connections. In addition, they may be enabled for EAP-TLS below:
Trustfor client with EAP-TLS

Certificate R 1List Cor o
Download CRL

CRL Distribution URL Ihm:-m 72.26.185, 24TICenEnrolisechn-WIN-MRLZIBTNQOB- CAx crl ]

@ automatically |5 | [winues =] before expiration
Retrigve CRL
() Evary 0 Weeks -
i download falled, wait [10 | |Hinu|gs | v| before retry.

) Bypass CRL Verification if CRL is not Received
[ Ignore that GRL is not yetvalid or expired

200204

2% RSA SecurlD £ 4%

2 DUAT U BC ) A5 25 R B 5 I, A 20 4012 0% 2 U7 ) BLRR , DARH 1L AR AU M 255 1) . 1k
A, AIITE RSA MRS 2825 Hm FEH 7 1Y RSA SecurID A1, Al FE H 2 304 FH 2% . 14-36
BoR T U fE RSA 45525 F25H RSA SecurlD 4,

& 14-36 22/ RSA SecurlD $/%
Loggedin as: rsauser My Permissions | My Praferences | Log OFf
Security Console Resln SystemDomain | Corfiuraton

Home | | Identky = | | Authentication ~ | | Access = | | Reporting ~ | | RADIUS | | Administration = || Setup = | | Help =

[ SecurID Tokens (i Hep on this page -
nssigned | | Unassigned
Hardware of software-based securi been assi managed in this resin.
Security Domain: 1 ieems found.
SystemDomain Osdected; [Unossan <] Show |25 = | per page
Fon [~ | Serial Number Token | Algorithm | Assigned | Disabled Enabled | Reguires | Pending Wil CLKIP LastUsedTo |Expires Security | Notes
[aanssigned Tokens = Type To For Passcode | Replacement Replace Capable Authenticate | On  Domain
Emergency By Token Token
where: Online.
Serial Number E Access
starts with - (G 000115680180 » | Standard | AES-TIME | britest 128012 1/31/12 | SystemDemain
Card 10:41:27 AM 12:00:00
Est AMEST
I More crteria... I™| | Serial humber Token | Algorithm | Assigned | Disbled Enabled | Requires | Pending will  CIKIP  LastUsedTo | Expires Security | Notes
Type Te For Passcode | Replacement Replace Capable | Authenticate  On Domain
Emergency By Token Token
Online
Access
0selected; [Unassion [ 8 ston[2s =lperpsge |
&
1 ems Found.
&
&
«

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved.
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it

B R &FEER &6

&ITHER: 2013488 7H

A TR BT IV 1% S 05 30 I 45 b 223 30 o 28 R 2 ) ) PN B R R I B 4 o IR BB R4 T DU TAR

Sty PRI . BRETHL, B SRtk e A Hh % B N 4% AT ] oAb 1 % o AR T Cisco ASA
Y24 VPN W ek g 37 5 e B 483 () SSL VPN £ ific ASA G (8 Al B T S 0 56 E . 4%
Jii» Cisco ISE it RSA SecurlD &MU FH 7 AT SR B0 UF o T £ 48 13X P R 5 403 560 UF A BE U7 ] )
o B 15-1 BoR TImREw A& U n) BTl B () W9 4% 4 A

& 15-1 IR E L5

1. AnyConnect %%

RSA

X/t

} 0

WLC

B

ga)
=T
s

292754

i 18
B

BV THEE T DU R Bk SR I A U5 0] Th g -
o HEUCTRE BB W 2% 1K LA AT A L HE IR B o A AL HEI A 2 L IT UM T 4%
FUEB IR .
o WAL bE DX R C . PR IC I R LA
— %% AnyConnect % )7 Vi
— P& VPN KK TP Mk
- AP wE IR %
XD BRSNS 7 Pl DX A B, A BB AT o BB v AN SRV R £ AT R R R A
o EREIER AR T AN R S UL, X ERAE S N AR R R R R .
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N meprzas

R REN

P LT R A i e B B LR A4
SR TGN %24 %% (ASA) - £ SSL VPN 488, H T#0E VPN &
* Cisco AnyConnect - FI/E/EREFE ¥ % 22281 VPN 2 iy o

o ARG OIRS 5% ASE) - 1E AN SRR A, TR &5 RSA 4 4% 2 [ (1) 5 47 56
e AR NE i kB ASA, KRG M ASA ¥ K 2| ISE, 4k M ISE %% /& % RSA.

e RSA SecurID - /£ GO0 I0AE RS 4%, F T &) i 2k i 4 i

L]

RSA SecurlD

VPN 224k R 50 A MU TAE VPN JEH 1 B 2t 1 ORI 280 REAT 5 0 B AIE (14 7
o BT E I 0 S RAE T SUA DR B Ml SiWr M A A TR
o WHZE SR “EEERER” A “EHaNEE" A8, &SI A1 2w 240
FEVT ) A BRAREEK . AT RIEAE R, T2
http://www.cisco.com/web/about/security/intelligence/05_08_SSL-VPN-Security.html.

AV K H RSA SecurlD & 43 B iF Il 45 4% 7.1 A1 RSA SecurlD i1 4 it sfe 2 AL 30 K 25 5 453 3o F .
FH P BB I 55 A 2 R E PIN FIZ I 20 H A h b sz inf SR () — IR S (OTP) AU & . A%
T T R RSA SecurlD CWKZE S IUE) , BB FE T x.509 %/ imBeriE . B 15-2
IR T RSA el H T XK 2 5 4 B0l

& 15-2 RSA FFREFGHBIE
ASA BIEERIBNEE  ISE iR4E RSA SHE
B %A VPN &iF _ BHBIEEKERS ISE BTRE
l:ift:ﬂ < s |
BHEEM ﬁ
802.1X & Fif SA BBR%E S| RSA BR %25
TR D TR N R

A RRCE RSA 245 M IIEE B KE L, WHEMH:

http://www.emc.com/security/rsa-securid.htm.

ISE 5 RSA BYEE R

RSA B3P 3 B2 b im R /- 34T S 30 UF o e RE ) 1 5 75 A0 A E P AT B 56
iE, SR LZAE ] RSA SecurlD ARt — X %5 . 20K RSA BCE N B4y, 5 sl
Administration > Identify Management > External Identity Sources > RSA SecurID > Add, U
B 15-3 H TR .

B ERBH%%& (BYOD) CVD A% 2.5 |


http://www.cisco.com/web/about/security/intelligence/05_08_SSL-VPN-Security.html
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http://www.emc.com/security/rsa-securid.htm
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| £15% BAHEEREGEHA

mrrxay A

& 15-3 RSA fB#Z81E% ISE B9 B4 /E

aifuan]ie
CISCO  [dentity Services Engine

ﬂ\ Home  Operalions w FPolicy = Administration  »
c;f'; System 22’} Identity Management i Metwark Resources 28] ‘web Portal Managerment
Identities Groups External ldentity Sources Identity Source Sequences Settings

RSA SecurID List = RSA SecurID edit

RSA SecurlD Identity Sources

[ RS4 Instance Files Authentication Contral

External Identity Sources
E= = Gy
| Certificate Authentication Profile 3

<5 Active Direckory
The RSA Configuratian file (sdconfrac) shauld be pravidad by yaur RSA administrator after they have registerad all

i LO&P 2 Authentication Manager.
|| RADIUS Token 3
__ RSA SecurlD 3
Current File:
TimeStamp: 06:30 27.04.2012
File Bize: A28 bytes
Import new 'sdconfrec' file Browse |

% EBNEI’TImBDUT Seconds §

™ Reauthenticate on Change PIN

262756

VPN igitiE 25

ARATIFE ASA FESL B EZAEH, BPZel: SSL VPN %4, LU R /252t SSL VPN I (#1358 4

2% &I

o EFER T IATEAE VPN R ?

* VPN RSan g Ui fe il 7 2

o WMEPAANRIE B P AT A 2, DU SR AN [ S R (0 e 45 2

o WURFRER U, 7 ZEMRRN R AL RE B 2 i fid R U %2

o M AIGEIAIN) VPN BRI R)G, WK R 8 & 7 i 2 S fE e Bt e 46 12

o WfX; VPN I e e B AT A 2 AR, R eT RE TS VAR AL 5T (T M L R Bl 1
k343 VPN k.

256 1# H Cisco ASA Fll Cisco AnyConnect 7% ' iify A] PLigE g IRV E R I, Cisco AnyConnect %%/

o 3.0 TG P 8 I P @ 2. Cisco AnyConnect %2 5% ) b & T

—fQ VPN & Fiit, & N e PR fE S Cisco 5500 R A1 iGN 245 B 4% (ASA) 144 TPsec

(IKEv2) 5% SSL VPN i##2, AnyConnect iJ LA 2 H 4L e Togt. Bl Bl 2 (1) 3 B2 AR 565

H R TR A A WHEON IR A ARFE A 2 1 % 1R AR B e A TR

Cisco AnyConnect % =# 8% ' it fE AnyConnect 7% /7 iy K -0 AR R T — L8 Al .

o AT LS (NAM) - DLRTARON R 22 A I 25 2 o, A ERA 7 2 FH G 26 194 45 Uy il £ 1t
552 R WA BRI B A B0 AIE

o RE&VEAL - AnyConnect Posture #5384 AnyConnect L2 8)% 7 wipfe it 7 —Ii L gE, AR
7S ASA FE LIRS ) R 2 W UM E NP e B BRAE R B BE e S R A A
Bi7 KB o RS I 6 S AL, AT AR I 28 L ) R AE b 2 4 e gl AL e R U )
F%. Host Scan [ HHBEIRAS VP BLERARAE, H TR ERGE B

o TSI - B I BE A DU B 1) A AR IR AT R AF R 1% 45 Cisco IronPort Web %4 4
(WSA) ] Web i pEFEAl B, 5 20 A8 T3 e H gl SR B2 (it S0 47 1) URL 2o g0

| B E%%%& (BYOD)CVD jF4&25 W
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N meprzas

o WZ%Zz4 - ¥ HTTP #1 HTTPS Vi % HH & ScanSafe Web 222 i/ CH IR 45 25, LLEEAT N A4
BT 0% AL I DA R ] 2 52 e ) 5 s 45

o Wit T H (DART) - filighk 24t H HEFILAWL Wi 5 B0 BRI E 5L EATE—AS .zip X
1, DAE S TT DU A bR B HE A )R 1% 8] Cisco TAC

o JEEFHIE ) (SBL) - T AE Windows & X UEHE H L2 §TJH 3)) AnyConnect, 55l F J' 48 &
3] Windows 2 Fl i VPN 3% #2290 % 422 3] A b B At 14 it

47K Cisco AnyConnect 3.0 & ' i I VE4IMR &, 15 S 14 -
http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/

acOlintro.html.
Kl 15-4 SO T34t VPN IE# DK

Z 15-4 B4 VPN ERRHHTELF

: W& ISE
BE ASA ARRE AR AR A F
URLERR B o ame

VA ST AnyConnect e
VPN &% & PRk BUHINE

292757

ASA ECE

BeE ASA W 20, B 15-5 B TS ASA JTEAE 20 %,

& 15-5 F2E ASA
VPN L&
« ASA iﬂi‘?&q . iJ’E‘M\gFI (ot 20, Xt omiEER
CA B %5 28 2 4 I <BE CA MRS RIIE. CA 352> B o RIS,
SHHEH . R E 755 <IN, SR A DB
< R4 BEE AC. SEA2 F P

RSA SecurelD.

292758

ASA
BRIEH

EERE X

B SR B%%%& (BYOD) CVD A% 2.5
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ASA B9 B MiEH

mrrxay A

ASA 7 BRI BT UEAS A 1) 7 7 S e W] S (SRR . SRR S B R K S, W SRR IR AR
Ly, MZREAT H 57 VPN JEHN 5 80 3R

ASA R MECTAEF 20 2SRRI =07 (W1 VeriSign) MUK, B 32 AFAE2E — 5 2K 1
W CA AU . FHBC, Wk ASA $RAE A ZEFS, W& i VA %15, ROy SEARNM (A
REAUETI ASA) ANER il W s K 2 A5 AT CA FIk b . Bk, b 733 i aett, @il
SEAGAT ISR =07 2B AL 58 = T7 28 RN CA SRR ASA IIECFIET . 2418 ] Microsoft CA 1
WS CA I, 5 55 B IETS B R SCRE IS5 2 B Ik o 18] 15-6 S8 7l I TR 55 4% 5 4 B iE
REAS o A5 A5 R 55 A 5 3 IR () EKU, WK 15-6 s

& 15-6 FIFHR% &5 4 BiFBIiFH
fotnene
| General Detals | Certiication Path |
: Show: [c.ﬁl:» j

Fiekd [ ¥alue 1=l

Uiy |caL Distribution Peints
by | Autharity Information Access
Uiy | certificate Templste Mame

[1ICEL Distribution Poink: Distr...
[1 Jtwstharity Infio Access: Acc,..
WebGerver

Server Authentication (1.3.6...

0l Enhanced Key Usage

i [key Usage Digkal Signature, Key Encipher. ..

| | Thubgrine algorithen shal

| Thumbprint 27 d4 33 9a de 57 S0 £3 87 20...

| |Extended Error Information  Revocation Status : OK, Effec..,

Server Authertication {1.3.6.1.5.5.7.3.1) |

Learn more about certificate: details

jin sppan]

[ ]

ASA W[ LUE A ] SCEP 8T 3 By DI FERE W J5 VA N CA J 55 28 SRIUIEAS o 227 45 ASA _EHEE IR
BRTEMER, WS-
http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html,
LR TR TR ) ASA BLE

crypto ca trustpoint WIN2K-CA

enrollment terminal
subject-name CN=ASA-remotel
serial-number

ip-address 172.26.185.195
keypair ssl

no client-types

crl configure

ASA A _EIRFAERC B A CA Ik 55 #453REH SR S e . AEBLBET b, WM i

BER A& (BYOD)CVD fiA 25 W
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F15% BHRSETER&EHEE |

N meprzas

PLF 2 R T B CA IR 28 R 45 ASA B IET

ASA-remotel (config)# show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 1594b5d9000000000213
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHAl with RSA Encryption
Issuer Name:
cn=secbnl-WIN-MRL23B7NQO6-CA
dc=secbnl
dc=com
Subject Name:
cn=ASA-remotel
hostname=ASA-remotel.secbnl.com
ipaddress=172.26.185.195
serialNumber=JMX1215L1KF
CRL Distribution Points:
[1] ldap:///CN=secbnl-WIN-MRL23B7NQO6-CA, CN=WIN-MRL23B7NQO6,CN=CDP,CN=Publi
c%20Key%20Services, CN=Services,CN=Configuration, DC=secbnl,DC=com?certificateRevo
cationList?base?objectClass=cRLDistributionPoint

[2] http://win-mrl23b7ngob.secbnl.com/CertEnroll/secbnl-WIN-MRL23B7NQO6-CA.
crl

Validity Date:
start date: 09:29:35 EST May 30 2012
end date: 09:29:35 EST May 30 2014
Associated Trustpoints: WIN2K-CA

4

M
o

i AU G UE P TR ALK CRL 43 R sl i ar T M 45 diz .

{£F ASA FESFHEIEH R T S 9 E
ASA B THE—AMEAT BRI P B S0 E BT B iE . ZET SN E T

crypto ca trustpoint Validate

enrollment terminal
crl configure

B E AT R “Validate” HI TSI CA GRS . 2T RAT S U A F £ 3 77 2 BY D) JERG U E
%E’jﬁﬂz’fﬂ/u\’ -l/ﬁ IEEJ

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html,

AFEIRER A RIS

”%E&ﬁﬁmmﬁﬁwﬁm$MEﬁﬁLﬂ 5 P R SR AT BE AT T AN T %m,~A%
e 75 40 F B xyz.com A 1.1.1.1 #12.2.2.2 /4 H DNS IR #8. 55—AMNH T fe 2%
Umﬁk B AT Z o I P A — MR S5 2% . WHR I 00K BT AT I 28 i M DG G B4
AP, BEARESBEE RN TR S, nfLeE2 A dl, SA4EEE H M
MEEME . X, BRTEE AR S AL KE, AL KRS, Aok
B8 i/ 22 P I ol T A s

%M%%T,GwmmAM$Dmm&mwﬂﬂmﬁ%%,Em%ﬂﬁzﬁﬁmﬁﬁoﬁ?ﬁ4
A, Wi AR e I

B E RFIEA . AN P R E S, 1ES

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/vpngrp.html.
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FEARV VN H5 AL ems e S, P ) 2@ 45 vpn-tunnel-protocol.  split-tunnel-network-list
bbbt A7 .t 2H SRS IR SR
group-policy SSLClientPolicy internal !This group policy is defined internally not
downloaded from radius.
group-policy SSLClientPolicy attributes

wins-server value 10.1.6.100 IWINS server IP address

dns-server value 10.1.6.100 IDNS server IP address

vpn-tunnel-protocol ssl-client ssl-clientless

split-tunnel-policy tunnelspecified

split-tunnel-network-list value split_ACL !split_ACL prevents some local network traffic
from getting into VPN traffic.
default-domain value secbnl.com

address-pools value testpool !The IP address pool value.

EEEREE G E

H T e S R, RN E SO S e R TIER @ . #4n, AnyConnect [¥]—/NEEHEAC
BICIEE E 8 TR H & tH RADIUS RSG5 33T 5 00 50 UE I /& AR A M HEAT S Oy B0 F . %
e B SO AR 1) OO A E S A R R G R 8 SCERICE SO, ASA 21— MR
WIERERCE A, B TR B, b MR g AN TG E S . Uil o 1
AnyConnect AL E A ASA FLHE :

tunnel-group SSLClientProfile type remote-access
tunnel-group SSLClientProfile general-attributes

authentication-server-group ISE !The remote sessions are authenticated with ISE.
default-group-policy SSLClientPolicy !The parent group policy used by this connection
profile.

tunnel-group SSLClientProfile webvpn-attributes

authentication aaa certificate !The remote users are authenticated by AAA and
Digital Certificate.

group-alias SSLVPNClient enable !The remote users are presented with this alias name
during the session.

group-url https://172.26.185.195/SSLVPNClient enable

group-url https://192.168.167.225/SSLVPNClient disable

R E AL B T {8 ] AnyConnect B '# SSLVPN £xifi. JBLHCE o] LU ASDM 2 23
AR T Bk R A A H Al T AT AL T EAE S, SR B AL B ASA BT
i A
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_anyconnect.html#wp10
90443,

1£ ASA _t ;5 ] AnyConnect VPN

7E ASA b USRS RN B X e, B — 2 & 7E ASA FJH M AnyConnect VPN Jifig. &
Ja Hl AnyConnect 2 J&, & B 53480 AN & HAB LI, WidE M AnyConnect BRGZHA/: . NAM Pi &
SCAEAT VPN L& SO BAUR 7B s s T H T8 H AnyConnect A3 #E & iy 2

webvpn

enable outside

anyconnect keep-installer installed !This forces the anyconnect to remain installed on
the endpoint device, after the session is terminated.

anyconnect modules none

| B E%%%& (BYOD)CVD jF4&25 W
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W 88 Windows & & LUER EERI MK

WAEE Windows 1% 8 LUEFE ZEFE 2 P9 4%

TR 2 FAHE R e B RE VT R D RE, I A6 Z0AE Dl DAL EpAT LT AU B

FB 1 ERFERL L% RSA SecurlD W, FEAE IT #1THISCRE FAE Z & 44 L RC KA.

HB 2 (R AnyConnect %3 UR AT, TAFSE CBCEh 76 BGE M AT BCEE A2, w2 Ui TR BAq
CA JIR 55 23 UK AT A UE 1

TRBDEIEH TR, fEwedese)n, MBI ENX LD RN RN .
$® 3 I Web %285 505 ASA VPN M ¢ IP Huhkf) SSL VPN <1, il 15-7 .

& 15-7 5 ASA VPN [ IP #1449 SSL VPN =15
irefox - I
) hittps://192.168.167.225/ [+]
€ {}192168167.225 hitps://192168.167.225 »
User Identification Request ]

This site has requested that you identify yourself with a certificate:
ASA-remotel (:443)

Organization: ™

Issued Under: ™

Choose a certificate to present as identification:

_[- by's 1D [61:37:22:70:00:00:00:00:01:47] =
Details of selected certificate:

Issued to: CM=toby, CN=Users DC=secbnl, DC=com
Serial Number: 61:37:22:70:00:00:00:00:01:47
Valid from 3/29/2012 0:14:456 AM to 3/29/2013 0:14:456 AM
Certificate Key Usage: Signing, Key Encipherment

Issued by: Ch=secbnl -WIN-MRL2IETNGQOG-

C& DC=secbnl, DC=com

Stored in: Software Security Device

#| Remember this decision

[ ok ' Cancel

2027680

4

M
o

ASA JZFE L S SR ALFE S AT ASA [ 5 Rl A5 i [7]— AR CA IR 55 2828 o

$B® 4 HPEUEIGERbER, TG E4L. 7k T IR P AL ms 44 BRI R R,
K 15-8 FH .
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IBE Windows & LlEi sz Mg W

& 15-8 A
REEEIT| - =&
£ S5L VPN Service [+
€ | [ 192168167.225 | https:/ 192168167.225/+ C c PlaE
hialie ssLveN service
cisco
Please enter your usemame and password,
GROUFP; SSLVPHNClient -
USERNAME: |user2
PASSWORD: [ssssesssss]
[ Login
@
o
[N
&

$®5 I SEIERIESE S, Cisco AnyConnect 314G, WK 15-9 WHEiR.

& 15-9 Cisco AnyConnect &3

AnyConnect Secure Mobility Client Downloader

cly - The AnyConnect Downloader is instaling AnyConnect Seaure .
2l Mobiity Chent 3.0.0629, Please wait...

" Windows Installer

i ﬂﬁxmmgmmtal..

wnload

[w]
a

Help

252782
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W 88 Windows & & LUER EERI MK

K 15-10 7R Cisco AnyConnect Ji 1) 236 4F T A vk I

& 15-10 Cisco AnyConnect BT & ¥

cisco

|I|I|I|I- AnyConnect Secure

*$ webLaunch

_ Platform
Detection

= Java Detection

- Sun Java

= Connected

Connection Established

The Cisco AnyConnect Secure Mobility Client has

succassfully connected.

The connection can be controlled from the tray icon,

circled in the image below:

.' Help ]

Download

202763

K 15-11 ‘275 Windows [ AEu 437 231 .

& 15-11 AnyConnect %# VPN £Z

W ERRBCESCAFRCE” M BTIR, R B TR M A,

202764

ISE Fl ASA #E& X 44T &

IAUE. ASA TSI IR R P KU UE TS . A RAETS A AL, MIAEE RSA SecurID 4-Ff 04T £ £}
BAER) N — D8R WERWA S O IR A AL, I SR VR R B3 5 ) R 45

VLT £ U5 in) W 25 (12 SR AR & 15-12 Frors.

B SR B%%%& (BYOD) CVD A% 2.5
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IBE Windows & LlEi sz Mg W

& 15-12 R TIIE MR e F
TR
HEHEE] ASA

HHIES?

ASA VPN PAP_ASCII ISE 1/
LR SRIEIESE RSA B3
BT SR IEIE

B A B
IP Hbtik?

SEIER T ?

DenyAccess

S BT S A Y ISE SR g K001

W 15-12 1 rz~,  ISE $4 MR LR Y 56 3 20 B 7

1. BAEW &M EA N ASA VPN, X2 THIMR LGRS N VPN SBR[ & A4 fe Kild 5 ISE
A

2. WAF SR IF MR ) PAP_ASCIL. ASA fifi HiZ UK RSA SecurelD 4 %58 Kk 5
ISE, ISE f¥H %125 RSA SecurelD R %22 3H4T &5 43 60 o

3. FEFZRCHI, ISE i EGiFE ASA fUS IP Hhhib Sk PZRGER: . bk, 1 VPN Y
i ASA F1 ISE AT S 40 564, IF HA K AFAL. 15-13 FE 15-14 T HAKE /R T ISE H11
B3 I8 0F R A

e 15-13 7~ ) ISE ¥ ] RSA SecurlD & 4 FEVEAT 5 4 B8 1F

& 15-13 Eoynz )
a - |iernote Access_AuthC ] i ;__DEVICE:Dewce.. i allow peotocols [Alowed Protocol ; Defaut Netw | CLUTT
+ | [Remote_Rrsa | ¢ if [ Matwork Arcess:Authenticationy | = u u
Default e | DenyAccess |

202768
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Kl 15-14 875 T ISE #Z BN B UGS ) o0, RN IZFE 46 4% #:, 1M H. Network Access:
Device IP Address 5 ASA By k5% () b ik AH UG L

A 15-14 s 22
Status  Rule Mame Conditions (identity groups and other conditions) Permissions
rd Remote Access_AuthZ | Metwork Access:Device IP Address EQUALS 1&1.6233' PermitAccess

202767

FLGUF RS E N N T ISE b, % K5t Monitor > Authentication, W& 15-15 T ix.

& 15-15 ISE LA DIRIZE R LG HRIFF HEEE

= &=
Showing Page 1 of 1 Goto Page: Go

AAA Protocol > RADIUS Authentication Detail

AAL session ID : breise-1/113218565/22548
Date December 14,2011

Generated on December 14, 2011 8:12:29 PM UTC

\Actions
Troubleshoot Authentication
Wiew Diagnostic Messages
Audit Network Device Configuration ™
View Network Device Configuration =
Wiew Semver Configuration Changes

Authentication Summary

Logged AL December 14,2011 7:42:53.140 PM
RADIUS Status: Authentication succeedad

MNAS Failure:

Username: bntest

MAC/IP Address 10.225.51.232

Metwork Device: bn16-asa-1: 10.22550.9 :

Allowed Protocol: Default Metwork Access

|dentity Store RSA SecurlD

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocol : PAP_ASCII

202523
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iBE Apple i0S & LITRREEE My W

WAEC Apple i0S i & LUEIE 12 4%

5 TAER AL, fElE X L Apple i0S % % 1l LA#H] Cisco AnyConnect PAE F2 5 2 4 37 5 [idl
X 2% SSL VPN 4. I b Zise LA N AP B, A e SSL VPN 4%

HFB® 1 i0S WEN O LHETFIET. F 15-16 Bon T B 58 B i & sl .

Z 15-16 BEEBRR % &

Profile Installed

Mobile Profile

Cisco

@ Verified

Description Mobile Profile With Digital
Certificate And WiFi Profile

Signed ISE-MR143.secbni.com
Received May 21, 2012

Contains Cenfificate
SCEP enroliment request
WiFi Network

More Details >

202750

£ 2 PN Apple H App Store %% Cisco AnyConnect.

$B® 3 1t AnyConnect b FCE e B SO HIER CAE W &P e il 5 GIE RS 20 7E Rl i 2 VPN il
G2 /AT, WK 15-17 iR

& 15-17 EEIEX RIS

Add VPN Connection

2027685

$m® 4 GER VPN 4l (EE L G0 S P B e BRI E B4l , ARG A F4EiE. ASA VPN &
A3 56 IE 5 T P E A AR . DRI A U N T AR E, W 15-18 TR
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W i8R Apple i0S & LUTIREREIN &

& 15-18 FFLEIE

Cancel Authenticaﬁon

Please enter your username and password.

SSLVPNClient >

200770

K 15-19 BoR T —/ N DhiEH: 1 SSL VPN 21 .
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& 15-19 BT %28 SSL VPN £54%

4:23 PM

Graphs

Bytes Received

Bytes Sent

Status Cverview
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M O'%cu Prime
Infrastructure
cisco & Home

Design v Deploy v Operate v

L E AR R IR AE, X
IP s 4, IR R I8 %

Virtual Domsin ROOT-DOMAIN | roct w |‘ DO~ 1

PO -

Report v Administration ¥

Overview Incidents Performance Detail Dashboards
General Client Security Mesh Cleanair |
MSE Historical Element Count
1h | 6h | iw | 2w | 4w | 3m | 6m | 1y | Custom
Count
1

16:00 18:00 20:00 22:00 0:00 2:00 4:00 6:00 §:00 10:00 12:00 14:00

Time
Braas [ clients B Rogue APs B Rogue Clients
W interferers wired Clients  [J] Guest Clients
=

Location Assisted Client Troubleshooting
Client MAC Address/Username/IP Address 2

Troubleshoot

MSE Tracking Counts

Guest Clients

wired Clients
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W BYOD A A FNIRERE

B 16-7 R (25 RAE PR R IR P AR LR I, S5 R PR O T VR B AT R B I &
CARAT) R fE

& 16-7 R RBIE TR

Client 98:fe:94:1b:6f:1e (Refreshed :2012-5ep-26, 14:39:38 UTC )

Note: Hone  » |IC

¥ Client Attributes

General
User Name nf-p &
1P Address 10.200.11.206
MAC Address 98:fe:94:1b:6f:1e
Vendor Apple
Endpoint Type Workstation
Client Type Regular
Media Type Lightweight
Mobility Status Local
Hostname Data Not Available
E2E Not Supported
802.11u Capable No
Power Save ON
CCX Not Supported

 Client Statistics

Exceptions

Policy errors O
Data Retries 280

RTS Retries 0
Duplicates 222

Decrypt Failed 0

MIC Errors 0

MIC Missing Frames O

Interim Updates Sent O

Session
Controller Name bn13-flex7500-1
AP Name Branch1-AP2
AP IP Address 10.200.18.201
AP Type Cisco AP
AP Base Radio MAC 3c:ce:73:1a:3e:b0
Anchor Controller Data Not Available
802.11 State Assodiated
Association ID 2
Port 1
Interface bn13-flex7500-1-v2
S5ID BYOD_Employee
Profile Name BYOD_Employee
Protocol 802.11n({5GHz)
VLAN ID 2
AP Mode FlexConnect
Data Switching Local
Authentication Central

Traffic
Packets Tx/Rx 3184/1090

Bytes Tx/Rx 448008/1165849

Dropped Bytes Tx/Rx 0/0
Packets Dropped Tx/Rx 0/0

Security

Security Policy Type WPA2
EAP Type EAP TLS
On Network Yes
802.11 Authentication Open System
Encryption Cipher CCMP (AES)
SHMP NAC State Access
Radius NAC State RUN
AAA Override ACL Name none
AAA Override ACL Applied Status NJA
Redirect URL none
ACL Name none
ACL Applied Status NJA
FlexConnect Local Authentication No
Policy Manager State RUN
Authenticating 1SE bn15-ise-3395
Authorization Profile NameBranch_Wireless_Partial_Access
Posture Status Not Applicable
TrustSec Security Group Data Not Available
Windows AD Dormain Data Not Available

802.11 Metrics

RSSI -54 dBm
SNR 40
Uptime (seconds) 705
Current Tx Rate mé
Data RateSet 6.0,9.0,12.0,18.0,24.0,36.0,48.0,54.0

293116

FEAR GRS R AT (045 SO 5 T LB 0o ARAEMI S AR R iR | “ SQI by sz id
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o EH] “HEIC ThAg, nIAELIE BRSO B K SRR O, DB T SR A e s R
Ko M H, FESCRIER R CL NS R, A B R RS B LIERZ A

K 16-8 JEos TALE SR, Hrp i (0 SRR B AEAR AR RE 2P 1l 1 B i . 2 <R
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REMSRER

& 16-8 ERBAEF L ELR

Context Aware History

Client Location History (From : 2012-May-14, 21:18:14 EST  To : 2012-May-14, 16:43:52 EST )

BYOD Brfng&RE M

Generate Report Client Location

MSEName: [zmsel  [v] Show [Al__ [o] [Go]
Change selection every

Time Stamp
12 2012-May-14, 20:04:44 EST

13 2012-May-14, 20:04:34 EST
14 2012-May-14, 19:54:20 EST
15 2012-May-14, 19:54:13 EST
16 2012-May-14, 19:54:03 EST
17 2012-May-14, 19:43:47 EST
18 2012-May-14, 19:43:43 EST
19 2012-May-14, 19:43:33 EST

20 2012-May-14, 19:33:14 EST

)

2013-Mav-14. 19:33:13 FST

Stop
Floor Username
DYSLET LdITIPUS=T | -
9=RTP-9-1-ab
System Campus>RTP-
9>RTP-9-1-ab
System Campus>RTP- z-ad-user-
9>RTP-9-1-ab 08
System Campus>RTP- z-ad-user-
9=RTP-9-1-ab 08
System Campus>RTP-
9>RTP-9-1-ab
System Campus>RTP- z-ad-user-
9=RTP-9-1-ab 08
System Campus>RTP- z-ad-user-
9>RTP-9-1-ab 08
System Campus>RTP-
9=RTP-9-1-ab
System Campus>RTP- z-ad-user-
9>RTP-9-1-ab 08
System Campus>RTP- z-ad-user-

Entries 201 - 250
4444 1 33456789

Associated AP | IP Address

Z-AP3502-2

Z-AP3502-2

Z-AP3502-3

Z-AP3502-3

Z-AP3502-3

7-AP3507-3

172.26.152.151

172.26.152.151

172.26.152.151

172.26.152.151

0 »
Status
Probing

Probing
Associated
Associated
Probing
Associated
Associated
Probing
Associzted

Assncipterd

Location Calculated at ~ 2012-May-14,
21:18:10 EST

of 8241 Floor System
i Campus>RTP-
9=>RTP-9-1-lab

e M EmE]

pi Ixis

232801

I 0T P A7 S SR ) T RS A 2R 2 7 g B 55 2 A, 3 W] LU ] Prime il B0t A A 0 A £y 4
BRI AR M PR R 7 RERE ) s, K 16-9 P EIRE “mgiE R
TEIGUAT LLIT e SRS A0 IO AR o FndE R i 0 2R PR R 45 R B2 B A AT %, (R

(VAR EPSH

Z 16-9 B S RIETIE

o=
JD Advanced Search
O Saved Search

g
3

A s AR 3R AR AR 2206 A2 AR 52 A AR IR B 256 P P B S B A5 IR AH R 25 R, AN 2 U R I

—REE BB . W DA IS B A E .

&. K 16-10 Eon 7 A 4 A

%ﬂ\
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& 16-10 BREEEE

New Search b 4
Search Category | Clients El
Media Type [an [~]
Search By [ Floor Area [~]
Clients Detected By [mcs [~]
Client States [ Al states [~]
Campus [ Al campuses [~]
Building [ All Buildings [~]
Floor Area [ All Floors [~]
Access Point [ Al Access Points [~]
Posture Status [An [~]
Restrict By Radio Band ]

Restrict By Protocol ]
551D [ z-guest [=]
Profile [ z-quest [+]
CCX Compatible ]
E2E Compatible |
SNMP NAC State [
Mobility Status ]
Include Disassociated &

Oy

[=]

Items per page

Save Search
- %

Go
#

IR RS T, MR R RS R A, WE v, LR A RN T i R
ui " RN KA, EARREIR, &) T PR SRR A .
AR LA E Ba] 2 W, (Cisco Prime JERE M BRI ) -

http://www.cisco.com/en/US/products/ps12239/products_installation_and_configuration_guides_list.h
tml,

B o16-11 fern THRERYIR, Hhu S aa M Mg, B itn R, AR
BIER TN BES, AR Biah, R,

& 16-11 BB RIE TSR

Clients and Users
Clients Search Results - Reset
Wrroubleshost  daTest T [M|Disable  [=|Remove @More * | T TrackClients  T@Identify Unknown Users
MAC Address 1P Address 1P Type User Name Type | Vendor | Device Name = Location VLAN | Status Interface Protocol Association Time -
@ 70:de:e2:46:95: 172.26.152.155 DualStack z-ad-user-02 _k;; Apple  z-wlc5508-1  System Camp. 1] Associated  management 802.11n(5GHz) 2012-May-23, 17:25:32 E
O o00:lebdifclddc  172.26.152.21 1Pv4 Unknown ﬁ Cisca 2-3750x-1 Unknown 300 Associated  Gil/0/13 802.3 2012-Apr-24, 11:11:58 E...

282804

DR GIR R I Ot T KRS M, 85 RIIR A S, FFr LR R R 210 45 R 81 3R
7. & 16-12 JEox T ul AU A&
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| £16% BYOD M&EEE

& 16-12 BELZES

¥ MAC Address

¢ IP Address

« IP Type
IPv6 Assignment
Global Unigue
Local Unigue
Link Local

¢ User Name

¥ Type

¥ Vendor
AP MName

¢ Device Mame

¢ Location
ISE
Endpoint Type
Posture
SSID
Profile Name

¥ WLAN

¢ Status

v Interface

v Protocol
Speed

¥ Association Time
Session Length
First Seen
Authentication Type
Authorization Profile Names
Traffic (MB)
Avg. Session Throughput (Kbps)
Automated Test Run
AP MAC Address
AP IP Address
Anchor Controller
an Network
X
Mobility Status
Client Host Name
Device IP Address
Port
EZE
Encryption Cipher
SHMP MAC State
MSE
RSSI
SHR
IPvE RAS Dropped
Session ID
FlexConnect Local Authentication

Total 3 B & B0k .
» | 4 Columns
|| » Fix Row

m

-

(Reser)

Kl 16-13 H& 16-18 JEAR KRBT XT MR B B2 I 35 10 25> BE & IO B A B AN J A5 B il o
B 16-13 JEEom (R AR 5 28 P AN 28 3 1 46 £ AT Z TR R G SI  H Z8AR TR
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Client 18:46:17:e3:43:68
Refreshed 2012-May-02, 14:05:55 EST

v Client Attributes

General Session
User Mame z-ad-user-05 - Controller Name z-wlc5508-1
IP Address 172.26.152.151 AP Mame Z-AP3502-1
MAC Address 18:46:17:e3:43:68 AP IP Address 172.26.152.1532
Vendor Samsung AP Type Cisco AP
Endpoint Type Undetermined AP Base Radio MAC f0:25:72:7c:49:90
Client Type Regular Anchor Controller Data Not Available
Media Type Lightweight 802.11 State Associated
Mohility Status Local Association ID 2
Hostname Data Not Available Port 1
E2E Not Supported Interface management
Power Save ON SSID z-ssid-2
CCX V4 Profile Name z-ssid-2
Protocol 802.11n{5GHz)
VLAMID O
AP Mode local

Security Policy Type WPA2
EAP Type PEAP
On Network Yes
802.11 Authentication Open System
Encryption Cipher CCMP (AES)
SHMP NAC State Access
Radius NAC State RUN
AAA Override ACL Name none
AAA Override ACL Applied Status NJA
Redirect URL mone
ACL Name none
ACL Applied Status NJ/A
FlexConnect Local Authentication No
Policy Manager State RUN
Authenticating ISE z-ise-1
Authorization Profile Name PermitAccess

Posture Status Not Applicable &
TrustSec Security Group Data Not Available %
Kl 16-14 J@oRn T ORBRI i) . RREEIT R ARG, B, e A5 18 ssk A9 R A7 g s s AL, (HIEA
*H Ia o
& 16-14 RELBEHLIDR

¥ Association History

Association Time » | Controller Name | Duration User Name IP Address IP Address Type = AP Name SSID
2012-May-10, 15:13:00 EST z-wlcs508-1 5 min 0 sec z-ad-user-03  172.26.152.155 DualStack Z-AP3502-2 z-ssid-1
2012-May-10, 15:18:00 EST z-wlc5508-1 2 hrs 50 min 1 sec  z-ad-user-03  172.26.152.155 DuakStack Z-AP3502-1 z-55id-1
2012-May-10, 18:08:01 EST  z-wlc5508-1 3days18 A 15 o o4 cer03  172.26.152.155 DuakStack Z-AP3502-2  zssdl i
min 46 sec S
2012-May-14, 12:43:48 EST z-wlc5508-1 12 hrs 15 min 5 sec  z-ad-user-03  172.26.152.155 DuakStack Z-AP3502-2 z-ssid-1 &)
o

K 16-15 HHEEH ISE, JEoR T 5l 16 5 47 B0 UF B Ih A AR BCHE d
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Identity Services Engine

(fous T2

Between Date (Mmyddfyyyy)

And Date (Mmyfddfyyyy)

Authentication Records

BYOD Brfng&RE M

Time 14~ || 39~ || 17~
Time 14~ || 39~|| 17~

[IE—}Q{E ___________________________ } Status

MayDS 2012 01 :_‘I_D_ F'M ___________ Authentication Passed.
May 03, 2012 01:20 PM Authentication Passed.
May 03, 2012 01:31 PM Authentication Passed.
May 03, 2012 08:45 AM Authentication Passed.
May 03, 2012 08:55 AM Authentication Passed.
May 03, 2012 09:07 AM Authentication Passed.
May 03, 2012 09:17 AM Authentication Passed.

16-16 LA T3 AU 7R 134Nl 5 S50 1] B (045 5 i

Failure Reason

Mone
None
Mone
MNone
MNone
Mone

Mone

202808
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¥ Client RSSI History
RSSI

-11
-23
-35
-47
-59 i
-71
-83 |

NV

16:00 15:00 22:00 1:00 400 700 10:00 1z:00

Time

X
11

W=

v Client SNR. History
SHR

Wb
o o o

20
10
0
16:00 15:00 2200  1:00 4:00 7:00  10:00 13:00
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