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Business Adoption of Wireless Expands

Third Wave — Enterprise-wide Wireless and Mobility Deliver

; Benefits for Everyday Workers via Business
Process Improvement, Sustained Competitive
Advantage, and Revenue Growth

Opportunistic Wireless Deployment Augment
Employee Productivity

Siloed Vertical Applications Deliver
Departmental Benefit




The Business Case for Wireless

Revenue
Generation

Enhanced customer
experience

Improved supply chain
management

Customer self-service

Partner, customer and
employee loyalty

Cost
Reduction

Decrease asset location
and replacement

Decrease moves/
adds/changes

Mitigate cost of non-
regulatory compliance

Lower communications
expense

Productivity

Indagges

Accelerated decision

making

Rich collaboration for
internal and external
meetings

Real-time access to
critical information



Evolution of Wireless Security

Challenges

Late 90s. WLAN
Technologies Were
Proprietary and Provided
Minimal Security

2001. WEP Is Easily Cracked by

Researchers at Berkeley. Majority

of Businesses and Consumers
Leave Security Default “Off”; War
Driving Expands. Rogue APs

2004. Ratification of IEEE
802.11i for Robust WLAN
Security. WPA and WPA2
Expand in Popularity

Emerge as Viable Business Threat

Features. Security
Threat Was Low

_ _ 2007. Unified
2001. Cisco Delivers Wired and Wireless
the LEAP Protocol for Security with

Mutual Authentication
and Improves upon
WEP Using CKIP.
Many Rely on VPNs

2000. 802.11b Standard
Ratification Included
WEP for Basic Link
Encryption Although
Lacked Method for
Authentication

Integrated Wireless
IPS. Management
Frame Protection




Why Are Wireless LANs Prone to Attack?

Wired Security

m “Open air’ Physical Security ”
il

No physical barriers \ i | ﬂ-lll-f

to intrusion L & 4! P L-'Z
- : —Zm

_u i

Silent attacks

= Standard 802.11 protocol
Well-documented and understood

Most common attacks against A=
WLAN networks are targeted at @an L
management frames 0

Enterprlse
Network

i "I"i‘l"fl"_l

= Unlicensed P

Easy access to inexpensive
technology

it
i

Wireless Access Outside of
Physical/Wired Boundaries

A 4



Wi-Fi Security Myths

: « A single rogue access point creates enormous risk

No Wi-Fi = : « Traditional security measures (firewall, wired IDS/IPS,
Good Security ¢ :  VPNs, NAC, etc.) don’t address

: » Perpetrated unknowingly often by your own employees
rong! :

: + Would you turn on your firewall only periodically?

A Handheld Walk-Around : . . .
. : « Not practical for branch or remote offices with no local
Survey Is Sufficient - ;
: : : IT personnel
(i.e. AirMagnet) :

: « Laborious and expensive

: « Only protects authorized clients and infrastructure

| Use 802,111, WPA or : « No impact on unauthorized infrastructure (i.e. rogue
VPN, so My Network Is : P .e. rog

-------- :  APs) or unauthorized connections (i.e. ad hoc networks)§
Secure E :



Radio Frequency Based Threats

Rogue Access Points Ad-hoc Wireless Networks

v 4

Q0000 |/

ez

Employees Unknowingly Create
Opening to Enterprise Network

Denial of |7
Service 'L“l

Malicious Hackers Disrupt Critical
Business Services




Overview of Key WLAN Security
Vulnerabilities and Threats

= RF Denial of Service
(DoS) attacks

= SSID broadcasting

= Authentication attacks
Address spoofing
Man-in-the-middle

RF-Jamming/DoS Attack

Address Spoofing Attack

Authorized
Client
Sniff Client MAC Access
and IP Ad'dress Point

Inject Packets into the
WLAN Network Using
Client's MAC/IP Address

o

Controller Server

MiTM Attacker




WLAN Security Vulnerabilities and
Threats Summary

= Wireless LAN’s have become easy targets for both
“traditional” network exploits, as well as criminal
elements

= Passive SSID probe sniffing and WEP key attacks are
just the first stage in WLAN exploits

= More sophisticated WLAN exploits are likely to employ
management frames, as most management packets
are not encrypted

= |f an attacker can gain access to a WLAN, it is

possible to launch a variety of higher-layer exploits
over this media



Meilleure Sécurité Sans Fil!

= Wireless security

The top winners in this cateqgory are:

Cisco Wireless LAN Security Solution for Large Enterprise, formerly known as
Wireless Security Suite, dominated this year's wireless security category. Top
features of the product include its support for the 802.11i WiFi security standard and
its ability to easily integrate with other Cisco gear.

Taking silver largely for its ease of management, Check Point's VPN-1 Edge
/®\ Appliance supports a number of wireless protocols and is designed to extend

. wireless threat management capabilities to enterprise branch offices.
SearchSecurity.com

= BRONZE AWARD:
Readers noted AirDefense Enterdprise's ability to detect wireless intruders and
mltl?ate attacks. The bronze medal product was also recognized for its access
control capabilities.
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The Business Agenda

= Business and security compliance is top-of-mind
for executives

= Protecting sensitive business and customer data is
the key focus of regulatory compliance requirements

Bill 170
(C-SOX)

Sarbanes-
Oxley

For Patient Information, Firms Must:

* Maintain administrative, technical and physical safeguards to ensure
integrity and confidentiality

* Protect against threats or hazards; unauthorized uses or disclosures




Business Impact of Lack of Compliance

= Direct financial ramifications Case Study

FTC fines _
« Company:
Compensation payout to customers Large retailer
Cost of external security audits * Issue: Data breach
Lost customer confidence due to poor wireless
security
= Research shows substantial indirect . Ramifications:
costs associated with brand damage 20 years of third-party
security audits mandated
“ : : : by FTC
= “The fall in share price attributed to a o N
] ] ) ] . ompromise of 1.4 million
security incident is estimated at 2.7% credit cards and 96,000
. . 0 checKing accounts
over one day, increasing to 4.7% over S
three days”* security breach ranged

from $6.5m to $9.5m

*Source: “The Financial Impact of IT Security Breaches: What Do
Investors Think?” Information Systems Security, 2003



The PCI Data Security Standard

= Published January 2005, ver.
1.1 released Sept 7, 2006

= Impacts all who
Process
Transmit
Store: cardholder data

= Developed by MasterCard
and Visa, endorsed by
other brands

= Global reach (AIS* regulation
outside of US)

*Account Information Security
http://www.cisco.com/go/compliance




Mapping Wireless Security to PCI

Wireless Security Tools for PClI Compliance

Change default settings
Best Practice: No default SSIDs, disable broadcast
No default login passwords for wireless management

Build and Maintain a
Secure Network

*  Encrypt wireless data in transit
Protect Cardholder Data Best Practice: WPA or WPA2 (uses TKIP and AES)
VPNs for remote access, host intrusion prevention
*  Deploy wireless Network Admission Control for client posture
+ Use CSA for host based intrusion detection
* Integrate wired and wireless IPS/IDS

Maintain a Vulnerability
Management Program

*  Authenticate wireless users and devices—802.1X
. Deploy wireless NAC for client posture assessment
Best Practice: NAC with 802.1X for Single Sign On

Regularly Monitor and +  Deploy monitoring to secure and control the wireless domain
Test Networks Best Practice: Integrated 24/7 RF monitoring

Implement Strong Access
Control Measures

*  Ensure wireless LANs are included in security policy

Maintain an Information _ ) _ _ _ :
. Enforce consistent information security policy using NAC

Security Policy



]
Recommended Architectures for PCI

= Cisco worked with PCI auditors to develop
architectures that address the requirements
of PCIl compliance

= Lab tested and audited architectures maximize
Integration with various technology partners

= Reduce the complexity of designing a secure network

= Mapping of Cisco products directly to PCI requirements

http://www.cisco.com/go/compliance




Summary

= Businesses are impacted by non-compliance, as evidenced by
fines, lawsuits, and breaches

= The wireless network plays a critical role in addressing PCI
compliance

= The Cisco Secure Wireless Solution delivers integrated security,
including RF monitoring, for robust protection of credit card data

= Cisco delivers a framework for addressing PCl compliance—
companies still must certify their compliance through a third party
compliance review
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= 3 Cisco Secure Wireless Solution

WLAN Security Fundamentals
Posture and Remediation

Wired and Wireless IPS/IDS
Mobile Host Intrusion Prevention
Guest Access




WLAN Security

Fundamentals




(gFi) Protected Access

All Wireless Traffic Must Be Authenticated and Encrypted
Between the Client and the Access Point to Ensure
Information Integrity

What are WPA and WPA2?

= Authentication and Encryption
standards for Wi-Fi clients and APs

= 802.1X authentication

= WPA uses TKIP encryption Silver
= WPA2 uses AES block cipher
encryption WPA
_ .- EAP
Which should | use? - TKIP
= Gold, for supporting NIC/OS’es | ead
= Silver, if you have legacy clients o
= Lead, if you absolutely have no other A Dynamic WEP
choice (i.e. ASDs) ' - EAP/LEAP

* VLANs + ACLs



802.1X Authentication Overview

= |EEE 802.11 Task group i recommendation for Client
WLAN authentication Y —

= Supported by Cisco since December 2000 Extensible

= Extensible and interoperable—supports: Authentication

Protocol (EAP)
Different EAP authentication methods or types

New encryption algorithms, including AES as a ﬂﬂ’ AP
replacement for RC4 Ocm:

= Key benefits
Mutual authentication between client and RADIUS

authentication (RADIUS) server- Mitigation for
unauthorized clients/ rogue AP

RADIUS

Encryption keys derived after authentication—No = Server

requirement to manually manage keys

Centralized policy control—Automated encryption

policy/ user access to authorized resources User
Database



Overview of 802.1X/EAP

EAP
802.1X RADIUS
i ( Authentication
Supplicant _ Authenticator Server
Encryption E
5000000’ CWARE ’ RADIUS

WLAN Client Access Poi Wireless LAN AAA Server

Controller

Enterprise Network

= Enterprise WLAN Security relies upon 802.1X authentication

= 802.1X is port based security
The association process establishes a virtual port
Encryption protects that virtual port



How Does Extensible Authentication
Protocol (EAP) Authenticate Clients?

WLAN Client WLAN RADIUS Server User
Controller/AFiK\/ Database
Client Associates I Y S E’
Corporate Network
. Data from Client
Cannot Send Data Until... > X Blocked by Controller/AP
EAP

N _A—

...(E:AP Al\utthentlcatlon 802 1x Radiis
ompiete

Client Sends Data Data from client / Passed by Controller/AP

>



EAP Authentication




EAP Protocols: Feature Support

EAP-
EAP-TLS PEAP LEAP FAST
No No No

Off-Line Dictionary Attacks Yes'

Fast Secure Roaming (CCKM) No No Yes Yes
Local Authentication No No Yes Yes
WPA Support Yes Yes Yes Yes
éﬁg:;c(;)e;;uon Specific Device (ASD) No No Yes Yes
Server Certificates Yes Yes No No
Client Certificates Yes No No No
Deployment Complexity High Medium Low Low
RADIUS Server Scalability Impact High High Low oo

1Strong Password Policy Recommended. Please Refer to:
http://lwww.cisco.com/en/US/products/hw/wireless/ps430/prod bulletin09186a00801cc901.html




802.111/WPA Authentication
and Key Management Overview

Pz 0
;ooooooooooooof g«

=

Access Point RADIUS
/Controller
P Capabilities .. >
Discovery
( -------------------------- 8021X Authentlcatlon --------------------------)
SR Key Management ------ » < Key Distribution ===

D SR Data Protection -=-=--- >



- 00000000000000__]
Introducing: Cisco Secure

Services Client

Cisco Secure Services Client

= Cisco Solution Support:
Network Admission Control
Cisco Secure ACS

|dentity Based Network
Security for Catalyst
switches

Cisco Unified Wireless
Network




CSSC Configuration

= Network Profile

Name: |Enterprisz Network |

Awailable to all users [public prafile]

[ | P rOfi Ie re St ri Ct i O n [ Automaticaly establish Machine cormeclon

Automatically establish User connection

Before user account [supports smartcard/password only]
L] L] . 0
- u t h e n tl Cat I O n Metwark Configuration Summary:
/ \ Authentication: |F.t’-‘AST; |
CO n fi u rati O n Credentials: |F|equest when needed and remember farever, |
g odify.. |

Arcess Devices

= Access devices—\WLAN e |
SSID, Ethernet interface

= Configurable for —_— T
auto/manual establish (o ][ o ]

= Machine/user Flexible Credential Selection and
At Logon Integration Allows the CSSC
authentication Solution to Work for Many, Varied
Customer Use Scenarios



..
CSSC Deployment Mechanism

= Administrator tool to

] T
create profiles e,
v Start Deployment
v Create Policy Cliert Type
- Station Policy O Conliguléhle Client
. 174 ] 11 Network Policy (%) Preset Client
O I Cy e p Oyl I le n WiFi Policy E
Bllov uzers to create public profiles [reguired to allow machine conmections|
u Authentication POHC}, Remove Activation menu option
restricts user control of
. Tiusted Server Vahdation
Create Network Profile Allow users to choose server validation for each Metwork
Save Paokage (3) Always validate servers

C S S C Deployment Cormplate llows User to add Rz serets
Do nat allow the user to add new servers

() MNever validate servers

WPAAWPAZ Handzhalke Y alidation Simultaneous Connection Settings

S e rve r Va I i d ati O n (&) Always Enabled ) Allays Only One Connection at a Time

() Always Disabled (%) Allow Multiple Simultaneous Connections
EAP type
WLAN encryption

Allow uzere to chooge Connection settings

= Server trust requirement
Per PAC authority

Per RADIUS server
certificate



CSSC “No Wireless when Wired” Feature

= Enables wireless interface to

be d|Sab|ed When a ered Advanced Settings :: El
connection is present T
. . WP ANPAZ Handzhak e Y alidation:
= Note that this feature requires 6 Enabled
that both 802.11 and Ethernet ¢ Disabled

connection are included under /ﬁﬁt/r.:t T

network profiles 1 W
= Port control is activated for ol 5 eotions

a single 802.1X session

Help ] Cancel

= Prevents unwanted wireless
bridging to wired network




Demo—Disabling Wireless when Wired

Cisco Secure Services Client

Client  Administration Help

|_E-re-a-te.r-i;a-t-u.~.lu.riqs | t anage Metworks

Connect Wired

r;nlatu:;rli . ljtatus = d Drata Security Eth e rn et
i - ika IzConnecte . / - .
&I f:i J Cizco Corporate Digconnected WI red n eCtIO n E Sta b | I S h ed

|;_| v W ‘
‘4| eaphast Metwork Connected: .-’-'-.utheitly/

: ' [ntel EEEEH-haswegrated Fa.. Connected: Authenticated [AutoConnect] I_ Wired

Ll =2

< N T~ P

AN

NS,
\ \ | Details...

[ Cannect ][ EI;NHE ][ Remove ] Status... \
N\

\\ ~~ Wireless Disabled

Initially Connected Using Wireless Adapter



Cisco Compatible Extensions
The Standard for Client Advancement

Over 90% of Client Devices Cisco Compatible : :
Client Devices

Features
Assured compatibility with 400+ devices
Standards-based

Enhanced security, mobility, and
performance

1

|I§:
H

e

Tl
s

Supports Mobility Services i.e..
Location, voice

o)
FUJITSU

http://lwww.cisco.com/qgo/cicsocomipatible/wireless


















































































































































































































































































