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Third W a v e Enterprise-w id e W irel ess a nd  M o b il ity  D el iv er 
Benef its f o r Ev ery d a y  W o rk ers v ia  Bu siness 
P ro c ess I m pro v em ent,  S u sta ined  C o m petitiv e 
A d v a nta g e,  a nd  R ev enu e G ro w th

F irst W a v e
S il o ed V ertic a l  A ppl ic a tio ns D el iv er 
D epa rtm enta l  Benef it

S e c o n d W a v e
O ppo rtu nistic  W irel ess D epl o y m ent A u g m ent 
Em pl o y ee P ro d u c tiv ity

B u si ness A d op ti on of  W i r el ess E x p a nd s
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• D e c re a se  a sse t  l o c a t io n  
a n d re p l a c e m e n t

• D e c re a se  m o v e s/  
a dds/ c ha n g e s

• M it ig a t e  c o st  o f  n o n -
re g u l a t o ry  c o m p l ia n c e  

• L o w e r c o m m u n ic a t io n s 
e xp e n se  

• A c c e l e ra t e d de c isio n  
m a k in g

• R ic h c o l l a b o ra t io n  f o r 
in t e rn a l  a n d e xt e rn a l  
m e e t in g s

• R e a l -t im e  a c c e ss t o  
c rit ic a l  in f o rm a t io n

• E n ha n c e d c u st o m e r 
e xp e rie n c e

• I m p ro v e d su p p l y  c ha in  
m a n a g e m e n t

• C u st o m e r se l f -se rv ic e
• P a rt n e r,  c u st o m e r a n d 
e m p l o y e e  l o y a l t y

Productivity 
I n cre a s e s

C os t 
R e duction

R e ve n ue  
G e n e ra tion

T h e B u si ness Ca se f or  W i r el ess
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E v ol u ti on of  W i r el ess S ec u r i ty  
Ch a l l eng es

1998

2 0 0 0

2 0 0 1 2 0 0 4

2 0 0 2 2 0 0 7

L a t e  90 s . WLAN 
T e c h n o l o g i e s  We r e  
P r o p r i e t a r y  a n d  P r o v i d e d  
M i n i m a l  S e c u r i t y  
F e a t u r e s .  S e c u r i t y  
T h r e a t  Wa s  Lo w

2 0 0 0 . 8 02. 11b  S t a n d a r d  
R a t i f i c a t i o n  I n c l u d e d  
WE P  f o r  B a s i c  Li n k  
E n c r y p t i o n  Al t h o u g h  
La c k e d  M e t h o d  f o r  
Au t h e n t i c a t i o n

2 0 0 1. WE P  I s  E a s i l y  C r a c k e d  b y  
R e s e a r c h e r s  a t  B e r k e l e y .  M a j o r i t y  
o f  B u s i n e s s e s  a n d  C o n s u m e r s  
Le a v e  S e c u r i t y  D e f a u l t  “O f f ”;  Wa r  
D r i v i n g  E x p a n d s .  R o g u e  AP s
E m e r g e  a s  V i a b l e  B u s i n e s s  T h r e a t

2 0 0 1. C i s c o  D e l i v e r s  
t h e  LE AP  P r o t o c o l  f o r  
M u t u a l  Au t h e n t i c a t i o n  
a n d  I m p r o v e s  u p o n  
WE P  U s i n g  C K I P .  
M a n y  R e l y  o n  V P Ns

2 0 0 4 . R a t i f i c a t i o n  o f  I E E E  
8 02. 11i  f o r  R o b u s t  WLAN 
S e c u r i t y .  WP A a n d  WP A2 
E x p a n d  i n  P o p u l a r i t y

2 0 0 7 . U n i f i e d  
Wi r e d  a n d  Wi r e l e s s  
S e c u r i t y  w i t h  
I n t e g r a t e d  Wi r e l e s s  
I P S .  M a n a g e m e n t  
F r a m e  P r o t e c t i o n
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W h y  A r e W i r el ess L A N s P r one to A tta c k ?
� “O p e n  a i r ”

N o  p hy sic a l  b a rrie rs
t o  in t ru sio n
S il e n t  a t t a c k s

� S t a n d a r d  8 0 2 . 1 1  p r o t o c o l
W e l l -do c u m e n t e d a n d u n de rst o o d
M o st  c o m m o n  a t t a c k s a g a in st  
W L A N  n e t w o rk s a re  t a rg e t e d a t  
m a n a g e m e n t  f ra m e s

� U n l i c e n s e d
E a sy  a c c e ss t o  in e xp e n siv e  
t e c hn o l o g y

W i r e l e s s  A c c e s s  O u t s i d e  o f  
P h y s i c a l / W i r e d  B o u n d a r i e s

P h y s i c a l  S e c u r i t y W i r e d  S e c u r i t y

Enterprise
N etw o rk
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W i -F i  S ec u r i ty  M y th s
• A  sin g l e  ro g u e  a c c e ss p o in t  c re a t e s e n o rm o u s risk
• Tra dit io n a l  se c u rit y  m e a su re s ( f ire w a l l ,  w ire d I D S / I P S ,  
V P N s,  N A C ,  e t c . ) do n ’t  a ddre ss

• P e rp e t ra t e d u n k n o w in g l y  o f t e n  b y  y o u r o w n  e m p l o y e e s

• W o u l d y o u  t u rn  o n  y o u r f ire w a l l  o n l y  p e rio dic a l l y ?
• N o t  p ra c t ic a l  f o r b ra n c h o r re m o t e  o f f ic e s w it h n o  l o c a l  
I T p e rso n n e l

• L a b o rio u s a n d e xp e n siv e

• O n l y  p ro t e c t s a u t ho riz e d c l ie n t s a n d in f ra st ru c t u re
• N o  im p a c t  o n  u n a u t ho riz e d in f ra st ru c t u re  ( i. e .  ro g u e  
A P s) o r u n a u t ho riz e d c o n n e c t io n s ( i. e .  a d ho c  n e t w o rk s)

N o  W i -F i  =
G o o d  S e c u r i t y

A  H a nd h el d  W a l k -A ro u nd  
S u rv ey  I s S u f f ic ient
( i. e.  A irM a g net)

I  U se 8 0 2 . 1 1 i,  W P A  o r 
V P N ,  so  M y  N etw o rk  I s 

S ec u re

W ro ng !

W ro ng !

W ro ng !
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R o g u e  A c c e s s  P o i n t s

C l i e n t  M i s -A s s o c i a t i o n

A d -h o c  W i r e l e s s  N e t w o r k s

D e n i a l  o f  S e r v i c e  A t t a c k s

E m p l o y e e s  U n k n o w i n g l y  C r e a t e  
O p e n i n g  t o  E n t e r p r i s e  Ne t w o r k

Ha c k e r

D e n i a l  o f
S e r v i c e

M a l i c i o u s  Ha c k e r s  D i s r u p t  C r i t i c a l
B u s i n e s s  S e r v i c e s

C l i e n t -t o -C l i e n t  C o n n e c t i o n s  B y p a s s  
I n f r a s t r u c t u r e  S e c u r i t y  C h e c k p o i n t s

Ha c k e r

R o g u e
WLAN

E m p l o y e e s  C o n n e c t  t o  a n
E x t e r n a l  WLAN,  C r e a t i n g  P o r t a l  t o  

E n t e r p r i s e  Wi r e d  Ne t w o r k

R a d i o F r eq u enc y  B a sed  T h r ea ts
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S n i f f  C l i e n t  M AC
a n d  I P  Ad d r e s s

O v er v i ew  of  K ey  W L A N  S ec u r i ty  
V u l ner a b i l i ti es a nd  T h r ea ts
� RF  Denial o f  Service
( Do S)  attacks

� SSI D b ro adcasting
� A uth enticatio n attacks

A d d r e s s  s p o o f i n g
M a n -i n -t h e -m i d d l e

R F -J a m m in g / D o S  A t t a c k

A ddre ss S p o o f in g  A t t a c k M a n -in -t he -M iddl e  A t t a c k

Wi r e l e s s
S t a t i o n

M i T M At t a c k e r

Ac c e s s  P o i n t /
C o n t r o l l e r

E AP
S e r v e r

Ac c e s s
P o i n t

Au t h o r i z e d
C l i e n t

I n j e c t  P a c k e t s  i n t o  t h e  
WLAN Ne t w o r k  U s i n g  
C l i e n t ’s  M AC / I P  Ad d r e s s



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 10

W L A N  S ec u r i ty  V u l ner a b i l i ti es a nd  
T h r ea ts S u m m a r y
� Wireless L A N ’s h ave b eco m e easy targ ets f o r b o th  
“traditio nal” netwo rk ex p lo its,  as well as crim inal 
elem ents

� P assive SSI D p ro b e snif f ing  and WE P  key attacks are 
j ust th e f irst stag e in WL A N  ex p lo its

� M o re so p h isticated WL A N  ex p lo its are likely to  em p lo y 
m anag em ent f ram es,  as m o st m anag em ent p ackets 
are no t encryp ted 

� I f  an attacker can g ain access to  a WL A N ,  it is
p o ssib le to  launch  a variety o f  h ig h er-layer ex p lo its
o ver th is m edia
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M ei l l eu r e S éc u r i té S a ns F i l !
�Wireless security

T h e to p w inners in th is c a teg o ry  a re:

� G O L D  A W A R D : C isc o  W irel ess L A N  S ec u rity  S o l u tio n f o r L a rg e EnterpriseC i s c o  Wi r e l e s s  LAN S e c u r i t y  S o l u t i o n  f o r  La r g e  E n t e r p r i s e ,  f o r m e r l y  k n o w n  a s  Wi r e l e s s  S e c u r i t y  S u i t e ,  d o m i n a t e d  t h i s  y e a r ' s  w i r e l e s s  s e c u r i t y c a t e g o r y .  T o p  f e a t u r e s  o f  t h e  p r o d u c t  i n c l u d e  i t s  s u p p o r t  f o r  t h e  8 02. 11i  Wi F i s e c u r i t y  s t a n d a r d  a n d  i t s  a b i l i t y  t o  e a s i l y  i n t e g r a t e  w i t h  o t h e r  C i s c o  g e a r .  

� S I L V ER  A W A R D : C h ec k  P o int V P N -1  Ed g e A ppl ia nc eT a k i n g  s i l v e r  l a r g e l y  f o r  i t s  e a s e  o f  m a n a g e m e n t ,  C h e c k  P o i n t ' s  V P N-1 E d g e  Ap p l i a n c e  s u p p o r t s  a  n u m b e r  o f  w i r e l e s s  p r o t o c o l s  a n d  i s  d e s i g n e d  t o  e x t e n d  w i r e l e s s  t h r e a t  m a n a g e m e n t  c a p a b i l i t i e s  t o  e n t e r p r i s e  b r a n c h  o f f i c e s .  

� B R O N Z E A W A R D : A irD ef ense EnterpriseR e a d e r s  n o t e d  Ai r D e f e n s e E n t e r p r i s e ' s  a b i l i t y  t o  d e t e c t  w i r e l e s s  i n t r u d e r s  a n d  m i t i g a t e  a t t a c k s .  T h e  b r o n z e  m e d a l  p r o d u c t  w a s  a l s o  r e c o g n i z e d  f o r  i t s  a c c e s s  c o n t r o l  c a p a b i l i t i e s .  
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T h e B u si ness A g end a
� B usiness and security co m p liance is to p -o f -m ind
f o r ex ecutives

� P ro tecting  sensitive b usiness and custo m er data is 
th e key f o cus o f  reg ulato ry co m p liance req uirem ents

H I P A A

P C I

F o r P a tient I nf o rm a tio n,  F irm s M u st:
• M a i n t a i n  a d m i n i s t r a t i v e ,  t e c h n i c a l  a n d  p h y s i c a l  s a f e g u a r d s  t o  e n s u r e  

i n t e g r i t y  a n d  c o n f i d e n t i a l i t y
• P r o t e c t  a g a i n s t  t h r e a t s  o r  h a z a r d s ;  u n a u t h o r i z e d  u s e s  o r  d i s c l o s u r e s

A l l  M erc h a nts U sing  P a y m ent C a rd s,  M u st:
• B u il d a n d m a in t a in  a  se c u re  n e t w o rk
• P ro t e c t  a n d e n c ry p t  c a rdho l de r da t a
• R e g u l a rl y  m o n it o r a n d t e st  n e t w o rk s,  in c l u din g  w ire l e ss

P u b l ic l y  T ra d ed  C o m pa nies M u st:
• M a i n t a i n  a n  a d e q u a t e  i n t e r n a l  c o n t r o l  s t r u c t u r e  a n d  p r o c e d u r e s  f o r

f i n a n c i a l  r e p o r t i n g
• As s e s s  t h e  e f f e c t i v e n e s s  o f  i n t e r n a l  c o n t r o l  s t r u c t u r e s

B i l l  1 7 0  
( C -S O X )
S a rb a nes-
O x l ey
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* S o u r c e :  “T h e  F i n a n c i a l  I m p a c t  o f  I T  S e c u r i t y  B r e a c h e s :  Wh a t  D o  
I n v e s t o r s  T h i n k ? ” I n f o r m a t i o n  S y s t e m s  S e c u r i t y ,  2003 

B u si ness I m p a c t of  L a c k  of  Com p l i a nc e
� Direct f inancial ram if icatio ns 

F T C  f i n e s
C o m p e n s a t i o n  p a y o u t  t o  c u s t o m e r s
C o s t  o f  e x t e r n a l  s e c u r i t y  a u d i t s
L o s t  c u s t o m e r  c o n f i d e n c e

� Research  sh o ws sub stantial indirect 
co sts asso ciated with  b rand dam ag e

� “T h e f all in sh are p rice attrib uted to  a 
security incident is estim ated at 2 . 7 %  
o ver o ne day,  increasing  to  4 . 7 %  o ver 
th ree days”*

C a s e  S t u d y
• C o m pa ny :
L a rg e reta il er

• I ssu e: D a ta  b rea c h  
d u e to  po o r w irel ess 
sec u rity

• R a m if ic a tio ns:
20 y e a r s  o f  t h i r d -p a r t y  
s e c u r i t y  a u d i t s  m a n d a t e d  
b y  F T C
C o m p r o m i s e  o f  1. 4  m i l l i o n  
c r e d i t  c a r d s  a n d  9 6 , 000 
c h e c k i n g  a c c o u n t s
C o m p a n y  l o s s e s  r e l a t e d  t o  
s e c u r i t y  b r e a c h  r a n g e d  
f r o m  $ 6 . 5m  t o  $ 9 . 5m
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T h e P CI  D a ta  S ec u r i ty  S ta nd a r d
� P u b l i s h e d  J a n u a r y  2 0 0 5 ,  v e r .  
1 . 1  r e l e a s e d  S e p t  7 ,  2 0 0 6

� I m p a c t s  a ll w h o
P ro c e ss
Tra n sm it
S t o re : c a rdho l de r da t a

� D e v e l o p e d  b y  M a s t e r C a r d  
a n d  V i s a ,  e n d o r s e d  b y
o t h e r  b r a n d s

� G l o b a l  r e a c h  ( A I S *  r e g u l a t i o n  
o u t s i d e  o f  U S )

P a y m ent C a rd  I nd u stry  D a ta  
S ec u rity  S ta nd a rd

J a nu a ry  2 0 0 5

* Ac c o u n t  I n f o r m a t i o n  S e c u r i t y
h t t p : / / w w w . c i s c o . c o m / g o / c o m p l i a n c e
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M a p p i ng  W i r el ess S ec u r i ty  to P CI  
W i r e l e s s  S e c u r i t y  T o o l s  f o r  P C I  C o m p l i a n c e

Build and Maintain a 
S e c ur e  N e tw o r k

P r o te c t C ar dh o lde r  D ata

Maintain a V ulne r ab ility  
Manag e m e nt P r o g r am

I m p le m e nt S tr o ng  A c c e s s  
C o ntr o l Me as ur e s

R e g ular ly  Mo nito r  and 
T e s t N e tw o r k s

Maintain an I nf o r m atio n 
S e c ur ity  P o lic y

• C h a n g e  d e f a u l t  s e t t i n g s
B e s t  P r a c t i c e : N o  d e f a u l t  S S I D s ,  d i s a b l e  b r o a d c a s t
N o  d e f a u l t  l o g i n  p a s s w o r d s  f o r  w i r e l e s s  m a n a g e m e n t

• E n c r y p t  w i r e l e s s  d a t a  i n  t r a n s i t
B e s t  P r a c t i c e : W P A  o r  W P A 2  ( u s e s  T K I P  a n d  A E S )
V P N s  f o r  r e m o t e  a c c e s s ,  h o s t  i n t r u s i o n  p r e v e n t i o n

• D e p l o y  w i r e l e s s  N e t w o r k  A d m i s s i o n  C o n t r o l  f o r  c l i e n t  p o s t u r e
• U s e  C S A  f o r  h o s t  b a s e d  i n t r u s i o n  d e t e c t i o n
• I n t e g r a t e  w i r e d  a n d  w i r e l e s s  I P S / I D S
• A u t h e n t i c a t e  w i r e l e s s  u s e r s  a n d  d e v i c e s —8 0 2 . 1 X
• D e p l o y  w i r e l e s s  N A C  f o r  c l i e n t  p o s t u r e  a s s e s s m e n t

B e s t  P r a c t i c e : N A C  w i t h  8 0 2 . 1 X  f o r  S i n g l e  S i g n  O n
• D e p l o y  m o n i t o r i n g  t o  s e c u r e  a n d  c o n t r o l  t h e  w i r e l e s s  d o m a i n

B e s t  P r a c t i c e : I n t e g r a t e d  2 4 / 7  R F  m o n i t o r i n g

• E n s u r e  w i r e l e s s  L A N s  a r e  i n c l u d e d  i n  s e c u r i t y  p o l i c y
• E n f o r c e  c o n s i s t e n t  i n f o r m a t i o n  s e c u r i t y  p o l i c y  u s i n g  N A C
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R ec om m end ed  A r c h i tec tu r es f or  P CI
� C isco  wo rked with  P C I  audito rs to  develo p  
arch itectures th at address th e req uirem ents 
o f  P C I  co m p liance

� L ab  tested and audited arch itectures m ax im iz e 
integ ratio n with  vario us tech no lo g y p artners

� Reduce th e co m p lex ity o f  desig ning  a secure netwo rk
� M ap p ing  o f  C isco  p ro ducts directly to  P C I  req uirem ents

ht t p :/ / w w w . c isc o . c o m / g o / c o m p l ia n c e
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� T h e  w i r e l e s s  n e t w o r k  p l a y s  a  c r i t i c a l  r o l e  i n  a d d r e s s i n g  P C I  
c o m p l i a n c e

� T h e  C i s c o  S e c u r e  W i r e l e s s  S o l u t i o n  d e l i v e r s  i n t e g r a t e d  s e c u r i t y ,
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� 3   C isco  Secure Wireless So lutio n
WL A N  S ecu r i t y  F u n d a men t a ls
P os t u r e a n d  R emed i a t i on
Wi r ed  a n d  Wi r eles s  I P S / I D S
M ob i le H os t  I n t r u s i on  P r ev en t i on
G u es t  A cces s
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WLAN Security 
F un d a m en ta l s
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P r otec ted  A c c ess

W h a t  a r e  W P A  a n d  W P A 2 ?
� A u t he n t ic a t io n  a n d E n c ry p t io n  

st a n da rds f o r W i-F i c l ie n t s a n d A P s 
� 8 0 2. 1X  a u t he n t ic a t io n
� W P A  u se s TK I P  e n c ry p t io n
� W P A 2 u se s A E S  b l o c k  c ip he r 

e n c ry p t io n
W h i c h  s h o u l d  I  u s e ?
� G o l d,  f o r su p p o rt in g  N I C / O S ’e s
� S il v e r,  if  y o u  ha v e  l e g a c y  c l ie n t s 
� L e a d,  if  y o u  a b so l u t e l y  ha v e  n o  o t he r 

c ho ic e  ( i. e .  A S D s)

Gold
W P A 2 / 8 0 2 . 1 1 i
• A E S
• E A P -F A S T
S i lv e r
W P A
• E A P
• TK I P
L e a d
D y na m ic  W EP
• E A P / L E A P
• V L A N s +  A C L s

A l l  W i r e l e s s  T r a f f i c  M u s t  B e  A u t h e n t i c a t e d  a n d  E n c r y p t e d  
B e t w e e n  t h e  C l i e n t  a n d  t h e  A c c e s s  P o i n t  t o  E n s u r e  
I n f o r m a t i o n  I n t e g r i t y
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8 0 2 . 1 X  A u th enti c a ti on O v er v i ew
� I E E E  8 0 2 . 1 1  T a s k  g r ou p  i  r ecommen d a t i on  f or  
WL A N  a u t h en t i ca t i on

� S u p p or t ed  b y  C i s co s i n ce D ecemb er  2 0 0 0
� E x t en s i b le a n d  i n t er op er a b le—s u p p or t s :

D if f erent EA P a u th entic a tio n m eth o d s o r ty pes
N ew  enc ry ptio n a l g o rith m s,  inc l u d ing  A ES  a s a  
repl a c em ent f o r R C 4

� K ey  b en ef i t s
M u tu a l  a u th entic a tio n b etw een c l ient a nd  
a u th entic a tio n ( R A D I U S )  serv er- M itig a tio n f o r 
u na u th o riz ed  c l ients/  ro g u e A P
Enc ry ptio n k ey s d eriv ed  a f ter a u th entic a tio n—N o  
req u irem ent to  m a nu a l l y  m a na g e k ey s
C entra l iz ed  po l ic y  c o ntro l —A u to m a ted  enc ry ptio n 
po l ic y /  u ser a c c ess to  a u th o riz ed  reso u rc es

C l i e n t

AP

R AD I U S
S e r v e r

E x t e n s i b l e
Au t h e n t i c a t i o n
P r o t o c o l  ( E AP )

R AD I U S

U s e r
D a t a b a s e
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LWAP P

O v er v i ew  of  8 0 2 . 1 X / E A P

R A D I U S8 0 2 . 1 X
E A P

� E n t e r p r i s e  W L A N  S e c u r i t y  r e l i e s  u p o n  8 0 2 . 1 X  a u t h e n t i c a t i o n
� 8 0 2 . 1 X  i s  p o r t  b a s e d  s e c u r i t y

T h e a sso c ia tio n pro c ess esta b l ish es a  v irtu a l  po rt
Enc ry ptio n pro tec ts th a t v irtu a l  po rt

WLAN C l i e n t Ac c e s s  P o i n t Wi r e l e s s  LAN
C o n t r o l l e r

AAA S e r v e r

Au t h e n t i c a t i o n
S e r v e rAu t h e n t i c a t o rS u p p l i c a n t

E n c r y p t i o n

R AD I U S

Enterprise N etw o rk
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D a t a  f r o m  C l i e n t

H ow  D oes E x tensi b l e A u th enti c a ti on 
P r otoc ol  ( E A P )  A u th enti c a te Cl i ents?

C l i e n t  A s s o c i a t e s
C o r p o r a t e  Ne t w o r k

WLAN C l i e n t WLAN
C o n t r o l l e r / AP

R AD I U S  S e r v e r

C a n n o t  S e n d  D a t a  U n t i l … B l o c k e d  b y  C o n t r o l l e r / AP

…E A P  A u t h e n t i c a t i o n  
C o m p l e t e 8 02. 1x R a d i u s

E AP

C l i e n t  S e n d s  D a t a D a t a  f r o m  c l i e n t P a s s e d  b y  C o n t r o l l e r / AP

U s e r
D a t a b a s e
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E A P  A u th enti c a ti on

LWAP P

8 02. 1X R AD I U S

E AP -I d e n t i t y -R e s p o n s e

E AP -I d e n t i t y -R e q u e s t

E AP -R e q u e s t  E AP  T y p e

E AP -R e s p o n s e  E AP  T y p e

E AP -S u c c e s sE AP  S u c c e s s

E AP -R e s p o n s e  E AP  T y p e

E AP -R e q u e s t  E AP  T y p e

F o r w a r d  I d e n t i t y  t o  AC S  S e r v e r

Au t h e n t i c a t i o n  C o n v e r s a t i o n  i s  B e t w e e n  C l i e n t  a n d  Au t h e n t i c a t i o n S e r v e r
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E A P  P r otoc ol s:  F ea tu r e S u p p or t

Y e sY e sY e sY e sW P A  S u p p o rt
Y e sY e sN oN oA p p l ic a t io n  S p e c if ic  D e v ic e  ( A S D ) 

S u p p o rt
N oN oY e sY e sS e rv e r C e rt if ic a t e s
N oN oN oY e sC l ie n t  C e rt if ic a t e s
L o wL o wM e diu mH ig hD e p l o y m e n t  C o m p l e xit y
L o w /

M e diu mL o wH ig hH ig hR A D I U S  S e rv e r S c a l a b il it y  I m p a c t

Y e sY e sN oN oL o c a l  A u t he n t ic a t io n
Y e sY e sN oN oF a st  S e c u re  R o a m in g  ( C C K M )
N oY e s1N oN oO f f -L in e  D ic t io n a ry  A t t a c k s

E A P -
F A S TL E A PP E A PE A P -TL S

1 S t r o n g  P a s s w o r d  P o l i c y  R e c o m m e n d e d .  P l e a s e  R e f e r  t o :
h t t p : / / w w w . c i s c o . c o m / e n / U S / p r o d u c t s / h w / w i r e l e s s / p s 4 3 0 / p r o d _ b u l l e t i n 0 9186 a 0 0 80 1c c 90 1. h t m l
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D a t a  P r o t e c t i o n

8 0 2 . 1 X  A u t h e n t i c a t i o n

K e y  M a n a g e m e n t K e y  D i s t r i b u t i o n

C a p a b i l i t i e s  
D i s c o v e r y

8 0 2 . 1 1 i / W P A  A u th enti c a ti on 
a nd  K ey  M a na g em ent O v er v i ew

R AD I U SA c c e ss P o in t
/ C o n t ro l l e r
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C isc o  S e c u re  S e rv ic e s C l ie n t  

I ntr od u c i ng :  Ci sc o S ec u r e
S er v i c es Cl i ent
� C isco  So lutio n Sup p o rt:

N e t w o r k  A d m i s s i o n  C o n t r o l
C i s c o  S e c u r e  A C S
I d e n t i t y  B a s e d  N e t w o r k  
S e c u r i t y  f o r  C a t a l y s t  
s w i t c h e s
C i s c o  U n i f i e d  W i r e l e s s  
N e t w o r k

� F ea tu res
U n i f i e d  w i r e d  a n d  w i r e l e s s  c l i e n t
S u p p o r t  f o r  i n d u s t r y  s t a n d a r d s  
E n d p o i n t  i n t e g r i t y
S i n g l e  s i g n -o n  c a p a b l e
E n a b l i n g  o f  g r o u p  p o l i c i e s
Ad m i n i s t r a t i v e  c o n t r o l

� Benef its
R e d u c e s  c l i e n t  s o f t w a r e
S i m p l e ,  s e c u r e  d e v i c e  c o n n e c t i v i t y
M i n i m i z e s  c h a n c e s  o f  n e t w o r k  
c o m p r o m i s e  f r o m  i n f e c t e d  d e v i c e s
R e d u c e s  c o m p l e x i t y  
R e s t r i c t s  u n a u t h o r i z e d  n e t w o r k  a c c e s s
C e n t r a l i z e d  p r o v i s i o n i n gSSC
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CS S C Conf i g u r a ti on
� N etwo rk P ro f ile
� P ro f ile restrictio n
� A uth enticatio n 
co nf ig uratio n

� A ccess devices—WL A N  
SSI D,  E th ernet interf ace

� C o nf ig urab le f o r 
auto / m anual estab lish

� M ach ine/ user 
auth enticatio n

F l e x i b l e  C r e d e n t i a l  S e l e c t i o n  a n d  
L o g o n  I n t e g r a t i o n  A l l o w s  t h e  C S S C  
S o l u t i o n  t o  W o r k  f o r  M a n y ,  V a r i e d  

C u s t o m e r  U s e  S c e n a r i o s
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CS S C D ep l oy m ent M ec h a ni sm
� A dm inistrato r to o l to  
create p ro f iles

� “P o licy” dep lo ym ent 
restricts user co ntro l o f  
C SSC

S e r v e r  v a l i d a t i o n
E A P  t y p e
W L A N  e n c r y p t i o n

� Server trust req uirem ent
P e r  P A C  a u t h o r i t y
P e r  R A D I U S  s e r v e r  
c e r t i f i c a t e
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CS S C “N o W i r el ess w h en W i r ed ” F ea tu r e
� E n a b l e s  w i r e l e s s  i n t e r f a c e  t o  
b e  d i s a b l e d  w h e n  a  w i r e d  
c o n n e c t i o n  i s  p r e s e n t

� N o t e  t h a t  t h i s  f e a t u r e  r e q u i r e s  
t h a t  b o t h  8 0 2 . 1 1  a n d  E t h e r n e t  
c o n n e c t i o n  a r e  i n c l u d e d  u n d e r  
n e t w o r k  p r o f i l e s

� P o r t  c o n t r o l  i s  a c t i v a t e d  f o r  
a  s i n g l e  8 0 2 . 1 X  s e s s i o n

� P r e v e n t s  u n w a n t e d  w i r e l e s s  
b r i d g i n g  t o  w i r e d  n e t w o r k
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D em o—D i sa b l i ng  W i r el ess w h en W i r ed

I nitially C o nnected U sing  Wireless A dap ter

C o nnect Wired 
E th ernet

Wired C o nnectio n E stab lish ed

Wireless Disab led
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Ci sc o Com p a ti b l e E x tensi ons
T h e S ta n d a rd  f o r C lien t A d v a n cem en t

O v e r  90 %  o f  C l i e n t  D e v i c e s  C i s c o  C o m p a t i b l e
C l ient D ev ic es
C l ie n t  D e v ic e s

F ea tu res
� As s u r e d  c o m p a t i b i l i t y  w i t h  4 00+  d e v i c e s
� S t a n d a r d s -b a s e d
� E n h a n c e d  s e c u r i t y ,  m o b i l i t y ,  a n d  
p e r f o r m a n c e

� S u p p o r t s  M o b i l i t y  S e r v i c e s  i . e . .  
Lo c a t i o n ,  v o i c e

Benef its
� Ac c e l e r a t e s  i n n o v a t i o n
� S u p p o r t s  d i v e r s e  e n t e r p r i s e  a p p l i c a t i o n s
� E n s u r e s  m u l t i -v e n d o r  i n t e r o p e r a b i l i t y
� E n a b l e s  s i m p l i f i e d  d e p l o y m e n t  o f  m o b i l e  
WLAN c l i e n t s

h t t p : / / w w w . c i s c o . c o m / g o / c i c s o c o m i p a t i b l e / w i r e l e s s






















































































































































































