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= Product and Technology Innovation

Why Cisco?
We Are Committed to Security

1500 security-focused engineers

F ‘
$500M in Security R&D Investment ‘ (___. S :

Eight acquisitions added to our solution portfolio in 1

last two years “
64+ NAC partners worked collaboratively with us to & [

deliver an unprecedented security vision “« Because the

= Responsible Leadership network is a

NIAC Vulnerability Framework Committee strategic customer

. asset, the
Critical Infrastructure Assurance Group protection of its
PSIRT—responsible disclosure business-critical

applications and
resources is a
top priority.”

MySDN.com—intelligence & best practices sharing

IntelliShield Alert Manager — threat and
vulnerability alert service



Security Acquisitions
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The Evolution of Intent
From Hobbyists to Professionals
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Beyond Worms and Viruses

Part of the Bu5|ness Techn-:nl-:ng}r Metw ok
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LEESBURG, Va. Nov 14, 2004 \ of Informationwesk ETEEERER k

. o cePoint Inc. says P
Trial of Prolific Spammer Shows How He which includes  aitlEe ize.Net is fighting

Sent 10 Million E-Mails a Day, Made personal —__________ e (DDoS) attack
$750,000 a Month ‘ ’

n of identity thieves

: : : e.Net's
During the trial, prosecutors focused on three products the company into

_ he camp: | h
that Jaynes hawked: software that promises to clean s itmaintains among %Edggi;igt
computers of private information; a service for 1 holds your s to track

choosing penny stocks to invest in; and a "FedEx
refund processor" that promised $75-an-hour work but

did little more than give buyers access to a Web site of

delinquent FedEx accounts. ts files, demands $200 for key

puter criminals have launched a new
e attack that steals information,
SEULSICHENEIHENESNELINECRRGIIN  cncrypts it, then demands a ransom from the

risk are MasterCard-branded cards, the _ computer owner to get the material back.

http://www.cnn.com/2005/TECH/internet/05/25/ransomware/index.html




Spyware for Sale

= Ruth and Michael Haephrati charged
with writing custom spyware for
corporate intelligence gathering

= Michael Haephrati began developing "Organized Crlmlnal_s Ul
the Trojan in 2000 : hell be_nt on Stealln_g
_ _ _ information and making
= Wife Ruth Haephrati marketed it to a profit. This case sends

three private investigation companies out a strong message

In 2004 that the menace of
= Leveraged both known and spyware is growing, and
unannounced vulnerabilities on that

Windows systems

= Captured various data using standard
behaviors: keystroke logging, screen
capture, file transmissions, etc.

Source: TechWeb
http://www.techweb.com/article/showArticle.jhtml;jsessionid=U45GMNUB4Y4VOQSNDLPSKHOCJUNN2JVN?articleld=181501294&pgno=2
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Firewalls and
Intrusion
Detection

Mitigz
Rl e

Encrypted LAN / WAN
Communications

Network Infection
Containment

Natwork Admission
Control

= Network Availability: remain active when under attack

= Ubiquitous Access: provide secure access from any location

= Admission Control: authenticate all users, devices, and posture

= Application Intelligence: enable network-based application visibility
= Day-Zero Protection: ensure endpoints are immune to new threats
= |Infection Containment: rapidly identify & contain virulent attacks



Security Product Portfolio

Integrated Services
Router

ASA Security appliance

5520

Intrusion Prevention —— ———— e ——— | g
SIS N (RS))

Appliances 4215 4240 4255 4260

WebSecurity S e S
Anomaly Detection — —

and M|t|gat|0n W W
Appliances XT 5600 XT 5650

Catalyst® 6500 Series —— - S % Eag—!%g
Service Modules Anornaly Guard, Detector ACE
o = = @ Te = -
Endpoint Protection EBA L E‘“}A
Security Agent NAC Appliance: Clean Access CSACS & Meetinghouse
_ : Security e A —
_ — CsMm Monitoring, : ——— | Device
Security Management SIS b D Analysis and = |— - Manager
= : Response

System



Evolution of Cisco Security Strategy

SDN Phase Il “ AGEFHVENIITESNIEIENSES
among & between security services &
ce
effectiveness, enables proactive response
ices, improves operations efficiency

lition and inspection for secure
yloptimization

SDN Phase Il * CollabBIEHVESSECUIIVASYSIEmMST
etwork-Wide System: Endpoints +

: devices working in coordination to
Poini ive management

Products

SDN Phase | “Integrate dESEEITIIVA

nent a point of defense
lances. Endpoints

, DMVPN), Threat Defense, Trust & Identity
ction




Examples of Collaborative Systems
Enabling Unparalleled Security

= ASA + IPS: interlinked firewall and IPS policies reduce threat response
time

= |PS + CS-MARS: Reduced alarm volume simplifies the detection of
threats and speeds up mitigation

- %st,?\ + IPS: Enhanced endpoint context dramatically improves signature
idelity

= MARS + Manager: Enhanced policy controls integrated with threat
mitigation

= CSA + NAC: Granular QoS control and endpoint policy enforcement

simplify security management reduce risk improve

security posture




CS-MARS Distributed Threat Mitigation with IPS:
Extends threat protection throughout the network

Adapts to threats

DDDDD
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Operationally efficient
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SDN Architectural Philosophy

= Technologies must span network from end-to-end including
endpoints

Different elements have a larger or smaller role in specific locations

= Communication among devices is key to increasing contextual
awareness of security entities

Host to network communication is critical step

= Support existing standards where mature (IPsec) and innovate
where required (NAC)

= Defense-in-depth is key, each threat type needs more than one
point of mitigation

Goal Is a network security architecture greater
than the sum of its parts



Cisco Self-Defending Network

D
O

Identify, Prevent and Adapt to Threats ¢ i

SYSTEM LEVEL
SOLUTION

* Threat Defense * Network Admission . Dynaniicélly identify,

. Secure Connectivity Control (NAC) Program tporem(;:-gétind respond

. Trust and Identit « Collaboration with :
rust and laentity antivirus vendors "« Security-aware

infrastructure

Continuous Risk Assessment & Proactive Regulatory Compliance
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