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Why Cisco?  
We Are Committed to Security
Product and Technology Innovation

$500M in Security R&D Investment
1500 security-focused engineers 
Eight acquisitions added to our solution portfolio in 
last two years 
64+ NAC partners worked collaboratively with us to 
deliver an unprecedented security vision

Responsible Leadership
NIAC Vulnerability Framework Committee
Critical Infrastructure Assurance Group
PSIRT—responsible disclosure
MySDN.com—intelligence & best practices sharing
IntelliShield Alert Manager — threat and 
vulnerability alert service

“ Because the 
network is a 
strategic customer 
asset, the 
protection of its 
business-critical 
applications and 
resources is a 
top priority.”

John Chambers, 
CEO, Cisco Systems®
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Security  Acquisitions
2004, DDOS Protection 2004, Security Mgmt.

2004, NAC addition2004, SSL VPN Client

2004,  Event Correlation MARS
2003, HIPS

2004, DDOS Protection
2002, CTR (Technology)

2005, Customer Advocacy 2001, VPN (Technology)

2005, VPN Technology2000, VPN (Enterprise)

2005, Application-Acceleration and Security
2000, VPN (SP)

1998, IDS 20062006

1995, PIX
2007, Messaging Security Appliance

http://wwwin.cisco.com/data-shared/news/articles/1/5/24014.shtml
http://wwwin.cisco.com/data-shared/cec/rendered_news/html/channels/1/5/101702.shtml
http://wwwin.cisco.com/data-shared/cec/rendered_news/html/channels/1/5/101856.shtml
http://wwwin.cisco.com/data-shared/cec/rendered_news/html/channels/1/5/103525.shtml
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The Evolution of Intent
From Hobbyists to Professionals

Threats becoming increasingly difficult to detect and mitigate
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1990 1995 2000 2005 WHAT’S NEXT?

FORTUNE
Theft & Damage

FAME
Viruses and Malware

NOTORIETY
Basic Intrusions and Viruses
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Beyond Worms and Viruses

Theft of 
Customer Data

Fraud

Information 
Harvesting

Corporate 
Espionage Mandatory 

Disclosure

Organized 
Crime

Blackmail

ExtortionScams

Security Breach May Put 40 Million 
Credit Card Holders at Risk
Saturday, June 18, 2005

A security breach of customer information at a credit card-
processing company has exposed as many as 40 million 
cardholders of all brands to potential fraud, MasterCard 
International Inc. (search) said Friday.
The credit card giant said its security division detected multiple 
instances of fraud that tracked back to CardSystems Solutions 
Inc. (search) of Tucson, Ariz., which processes transactions for 
banks and merchants. About 13.9 million of those credit cards at
risk are MasterCard-branded cards, the company said

http://www.foxnews.com/story/0,2933,159943,00.html

US credit card
firm fights DDoS attack
US credit card processing firm Authorize.Net is fighting 
a sustained distributed denial of service (DDoS) attack 
that has left it struggling to stay online.

Glen Zimmerman, a spokesman for Authorize.Net's
parent company, Lightbridge, told the Boston Globe that 
the attacks followed an extortion letter. Lightbridge said 
it was working with law enforcements officials to track 
down the attackers.

http://www.theregister.co.uk/2004/09/23/authorize_ddos_attack/

Viruses have teamed up, experts warn
By JACK KAPICA
Globe and Mail Update
Friday, June 03, 2005
Three different viruses have been posing an increasing threat 
because they work together in what security experts are 
calling a co-ordinated malware attack.
The attack involves three Trojans — Win32.Glieder, 
Win32.Fantibag and Win32.Mitglieder — which are displaying 
signs of co-ordination as they spread and infect computer 
systems. They combine different components in waves to 
compromise large numbers of PCs.

http://www.theglobeandmail.com/servlet/story/RTGAM.20050
603.gtvirusjun3

New computer scam holds your 
info for ransom
'Trojan' encrypts files, demands $200 for key
(CNN) -- Computer criminals have launched a new 
type of online attack that steals information, 
encrypts it, then demands a ransom from the 
computer owner to get the material back.

http://www.cnn.com/2005/TECH/internet/05/25/ransomware/index.html

http://www.securitypipeline.com/showArticle.jhtml?articleID=60402129

http://abcnews.go.com/Technology/wireStory?id=892609&CMP=OT
C-RSSFeeds0312

http://abcnews.go.com/US/wireStory?id=252318

Trial Shows How 
Spammers Operate

Trial of Prolific Spammer Shows How He 
Sent 10 Million E-Mails a Day, Made 
$750,000 a Month

During the trial, prosecutors focused on three products 
that Jaynes hawked: software that promises to clean 
computers of private information; a service for 
choosing penny stocks to invest in; and a "FedEx 
refund processor" that promised $75-an-hour work but 
did little more than give buyers access to a Web site of 
delinquent FedEx accounts. 

LEESBURG, Va. Nov 14, 2004
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Spyware for Sale
The New Corporate Espionage

Ruth and Michael Haephrati charged 
with writing custom spyware for 
corporate intelligence gathering

Michael Haephrati began developing 
the Trojan in 2000

Wife Ruth Haephrati marketed it to 
three private investigation companies 
in 2004

Leveraged both known and 
unannounced vulnerabilities on 
Windows systems

Captured various data using standard 
behaviors: keystroke logging, screen 
capture, file transmissions, etc.

"Organized criminals are 
hell bent on stealing 

information and making 
a profit. This case sends 

out a strong message 
that the menace of 

spyware is growing, and 
that companies need to 
realize that it's not just 
home users who are at 

risk."

Source: TechWeb
http://www.techweb.com/article/showArticle.jhtml;jsessionid=U45GMNUB4Y4VOQSNDLPSKH0CJUNN2JVN?articleId=181501294&pgno=2

http://images.google.com/imgres?imgurl=http://images.evalu8.org/images/Michael-Haephrati-RuthBrier-Haephrati320.JPG&imgrefurl=http://evalu8.org/staticpage%3Fpage%3Dreview%26siteid%3D9356&h=230&w=320&sz=63&hl=en&start=5&tbnid=8sUZTB83lSJivM:&tbnh=85&tbnw=118&prev=/images%3Fq%3DRuth%2BHaephrati%26svnum%3D50%26hl%3Den%26lr%3D%26newwindow%3D1%26safe%3Doff
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Beyond Worms and Viruses
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Properties of a Self-Defending Network

Encrypted LAN / WAN
Communications

Encrypted LAN / WAN
Communications

SSL 
VPN
SSL 
VPN

Firewalls and
Intrusion 
Detection

Firewalls and
Intrusion 
Detection

Cisco 
Security
Agent

Cisco 
Security
Agent

Network Admission 
Control

Network Admission 
Control

Network Infection 
Containment

Network Infection 
Containment

DDoS
Mitigation

DDoS
Mitigation

IPSec
VPN

IPSec
VPN

Identity-Based
Networking

Identity-Based
NetworkingAV AgentAV Agent

Network Availability: remain active when under attack
Ubiquitous Access: provide secure access from any location
Admission Control: authenticate all users, devices, and posture
Application Intelligence: enable network-based application visibility
Day-Zero Protection: ensure endpoints are immune to new threats
Infection Containment: rapidly identify & contain virulent attacks
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Security Product Portfolio
Integrated Services
Router
Integrated Services
Router

800 800 1800 1800 28002800 7000700038003800

55055505 55105510 55205520 55405540 55505550
ASA Security applianceASA Security appliance

Catalyst® 6500 Series 
Service Modules
Catalyst® 6500 Series 
Service Modules Firewall Firewall VPNVPN IPSIPS ACEACE

CSMCSM Security 
Monitoring, 

Analysis and 
Response 

System

Security 
Monitoring, 

Analysis and 
Response 

System

Security ManagementSecurity Management Device 
Manager
Device 

Manager

Intrusion Prevention
System (IPS) 
Appliances

Intrusion Prevention
System (IPS) 
Appliances 4215 4240 4255 4260

AntiSpam and 
WebSecurity
AntiSpam and 
WebSecurity

Endpoint ProtectionEndpoint Protection
CSACS & MeetinghouseCSACS & MeetinghouseSecurity AgentSecurity Agent NAC Appliance: Clean AccessNAC Appliance: Clean Access

Anomaly Detection 
and  Mitigation
Appliances

Anomaly Detection 
and  Mitigation
Appliances XT 5600 XT 5650

Anomaly Guard, DetectorAnomaly Guard, Detector
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Evolution of Cisco Security Strategy

SDN Phase I “Integrated Security”SDN Phase I “Integrated Security”
• Making every network element a point of defense 

Routers, Switches, Appliances. Endpoints
• Secure Connectivity (V3PN, DMVPN), Threat Defense, Trust & Identity
• Network Foundation Protection

• Making every network element a point of defense 
Routers, Switches, Appliances. Endpoints

• Secure Connectivity (V3PN, DMVPN), Threat Defense, Trust & Identity
• Network Foundation Protection

SDN Phase III “Adaptive Threat Defense”SDN Phase III “Adaptive Threat Defense”
• Mutual awareness among & between security services & 

network intelligence
• Increases security effectiveness, enables proactive response
• Consolidates services, improves operations efficiency
• Application recognition and inspection  for secure 

application delivery/optimization

• Mutual awareness among & between security services & 
network intelligence

• Increases security effectiveness, enables proactive response
• Consolidates services, improves operations efficiency
• Application recognition and inspection  for secure 

application delivery/optimization

SDN Phase II “Collaborative Security Systems”SDN Phase II “Collaborative Security Systems”
• Security becomes a Network-Wide System:  Endpoints + 

Network + Policies
• Multiple services and devices working in coordination to 

thwart attacks with active management
• NAC, IBNS, SWAN

• Security becomes a Network-Wide System:  Endpoints + 
Network + Policies

• Multiple services and devices working in coordination to 
thwart attacks with active management

• NAC, IBNS, SWAN

• Multiple
Security 
Appliances

• Separate  
management
software

• Multiple
Security 
Appliances

• Separate  
management
software

Point
Products

Point
Products
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Endpoint 
Security

Network 
Infrastructure

Examples of Collaborative Systems 
Enabling Unparalleled Security

The Self Defending Network
Comprehensive threat control and containment, cost-effectively and flexibly deployed , 
integrated into every platform, offering the highest level of security available

Collaborative systems simplify security management, reduce risk and improve 
security posture

ASA + IPS: interlinked firewall and IPS policies reduce threat response 
time
IPS + CS-MARS: Reduced alarm volume simplifies the detection of 
threats and speeds up mitigation
CSA + IPS: Enhanced endpoint context dramatically improves signature 
fidelity
MARS + Manager: Enhanced policy controls integrated with threat 
mitigation
CSA + NAC: Granular QoS control and endpoint policy enforcement



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 12

CS-MARS Distributed Threat Mitigation with IPS:
Extends threat protection throughout the network

Adapts to threats
• Cisco Security Routers 

throughout the network 
get the signatures they 
need to respond to active 
threats

Operationally efficient
• Automated response 

reduces response time, 
simplifies administration, 
minimizes damage

• Leverages existing 
investments, saving 
money

Data Center
Corporate 

LAN

Branch 
Office

Branch 
Office

Branch 
Office

Branch 
Office

CS-MARS
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SDN Architectural Philosophy
Technologies must span network from end-to-end including 
endpoints

Different elements have a larger or smaller role in specific locations

Communication among devices is key to increasing contextual 
awareness of security entities

Host to network communication is critical step

Support existing standards where mature (IPsec) and innovate 
where required (NAC)
Defense-in-depth is key, each threat type needs more than one 
point of mitigation

Goal is a network security architecture greater 
than the sum of its parts
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Cisco Self-Defending Network

INDUSTRY 
COLLABORATION

INTEGRATED 
SECURITY

SYSTEM LEVEL 
SOLUTION

• Dynamically identify, 
prevent and respond 
to threats

• Security-aware 
infrastructure

Identify, Prevent and Adapt to Threats

• Network Admission
Control (NAC) Program

• Collaboration with 
antivirus vendors

• Threat Defense
• Secure Connectivity
• Trust and Identity

Continuous Risk Assessment & Proactive Regulatory Compliance
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