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There will be 5B mobile devices and 
2B M2M nodes

Video will be 66% of all mobile traffic by 2015

Global mobile traffic will 
grow 26X to 6.3 EB/mo

Source: Cisco Visual Networking Index (VNI) Global Mobile Data Forecast, 2010ï2015

Mobile Video Driving Traffic Explosion
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Improve Experiences

Three-screen experience and sessions

Video quality experience

Reduce Costs

Manage ñOver The Topò

Optimize use of expensive assets

Increase Revenues

New business models

New services and partnerships

ARPU (Revenue)

Data Traffic

(Costs)

$ Gap
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Future networks supporting the mobile Internet will need to integrate smaller 

cell architectures to scale

2G/3G/4G

Wi-Fi

Femto

Source: Agilent
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Macrocell (3G/4G)
ÁVoice coverage with uniform 

bandwidth, but not always where 
people are

ÁLimited data capacity

ÁSub-optimal delivery of high BW to 
POPs

ÁHigh CapEx/OpEx: $400K

ÁPoor spectral efficiency 

ÁNew sites: Zoning issues

Wi-Fi/Femto/Pico
ÁDelivers targeted coverage and 

capacity

ÁSupport high-capacity data

ÁPrecision delivery of high BW to 
POPs

ÁLower CapEx/OpEx

ÁGood spectral efficiency

ÁLow environmental impact
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Four Pillars

ÅUnified Architecture

Controller-based fast, scale-able L2 & L3 handoff (w/ fast-roaming)

Single security / inter-operability point

Centralized radio-resource-management (RRM) & FCAPS/OAM

ÅSeamless User Experience

Effortless authentication and roaming 

Open or encrypted access with expanded hotspot 
eco-system (roaming partners and devices)

ÅConverged Core

Intelligent Gateway (rich media services)

Centralized access and control (e.g. 3G offload)

Charging and policy-enforcement (e.g. Tiered-services)

ÅIntelligent and secure Access Radio

CAC : Call Admission Control
WCS : Wireless Controller System
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Unified Architecture Seamless 

Experience

Converged Core Intelligent Radio

Mobility, Carrier-Grade, Scalability, Security

Cisco Solution Pillars

Key SP

Wi-Fi Requirements
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ÅWhy a Unified Controller-based Architecture?
All successful commercial mobility networks are based on concept of centralized control & 
aggregation of the radio access network (RAN) using a radio network controller (RNC)

Next-Gen 4G LTE wireless networks also support centralized RAN control (C-plane) and allow 
separation from the data (U-plane) 

ÅRNC Provides mobility networks with:
Radio Resource Management (RRM) to maximize coverage and capacity through network-wide 
RF quality and interference-aware resource allocation 

Controlled handoff

Single security & inter-operability point between RANs

Single access control, SLA and policy-enforcement point
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Wireless Access Controller (WAC)

ÅWireless Mobility Controller (WMC)
Fast and seamless handoff for L2 &L3 services (802.11r/k)

Controls handoff between APs (intra/inter WMC)

Uses RF parameters in mobile-assisted handoff

CleanAir & RRM provide industry-leading interference mitigation
Capacity and coverage booster for all deployments

Licensed spectrum ñexperienceò in unlicensed band

LAN, MAN or WAN Connected (L2 or L3 transport)
Not limited by size of L2 domain or transport technology

ÅWifi Access Gateway (WAG)
Per user (PCEF) and per VLAN/SSID policy

WiFi access control (e.g. EAP-SIM, WebAuth, etc)

Inter-network mobility - Proxy Mobile IP (3G-Wi-Fi, inter-vendor)



© 2011 Cisco and/or its affiliates. All rights reserved. 12

Complements 2G/3G/4G Network

3G/4G  Macro Site

SMB Managed AP

Internet

Stadium / Large Venue

WAC for On Premise 

Content 
Indoor Hotspot

Metro Wi-Fi

Partner Net
IP Core

UCS

Wireless Mobility 

Controller (WMC) 

Wireless Control System (WCS)

IP

Backhaul

Access gateways
Service Control

MSP 

Credentials
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Where People Go!
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ÅHotZone (e.g. stadium, public venues, metro)

Contiguous coverage area served by full Unified WMC Ą micro-mobility/handoff anchor

WMC co-located with access gateway (WAG) for charging & Internet offload

ÅHotSpot (e.g. public access retail)

Single facility co-located with access router (e.g. ISR) for charging & Internet offload

Typically a discontinuous coverage area (limited need for micro-mobility)

C-plane only WMC Ą centralized mgmt, provisioning, RRM, etc

ÅSMB (managed services) 

Dual SSID (for MSP) with bundled services (e.g. VPLS, IP-PBX, FMC, etc)

Similar coverage as HotSpot and typically supported with C-plane only WMC

ÅResidential (MDU)

Clusters of semi-contiguous coverage areas

Similar coverage as HotSpot and full or C-plane only WMC depending on mobility/capacity required
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Controller 

Based (L2/L3)

Controller-Less

(L2-only)

Data mobility (layer 2 & layer 3) V V

Real-time mobility (layer 2 & layer 3) V U

Network capacity optimization V U

Network security + intrusion detection V U

Best user experience V U

Large scale deployment manageability V U

Future proof architecture V U

Controller-Based vs. Controllers
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Unified Architecture Seamless 

Experience

Converged Core Intelligent Radio

Mobility, Carrier-Grade, Scalability, Security

Cisco Solution Pillars

Key SP

Wi-Fi Requirements
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ÅCiscoôs controller-based Wi-Fi architecture provides real-time mobility & 

seamless roaming covering majority of the user-experience within the Wi-Fi 

cluster

ÅMobile IP provides IP service continuity using client-based (CMIP/iWLAN) or 

network-based methods (PMIP). This addresses non-SP provided WiFi (e.g. 

residential) and inter-network (e.g. Wi-Fi metro -> 3G WAN)

ÅSeamless Wi-Fi roaming between operators (e.g. 3G offload) is provided by 

widely available and emerging authentication techniques and complements 

client-based methods (e.g. iWLAN) dependent on Wi-Fi roaming

CMIP : Client Mobile IP
PMIP : Proxy Mobile IP
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Security

MAC

MAC-TAL

EAP (Cert)

EAP (SIM)

IPSEC 

IKEv2*

802.1x

WEB-

Name/Pwd.

WISPr1.0/2.0

Un-Encrypted

Credentials

Encrypted Wi-Fi (Data 

& Credentials)

Encrypted 

E2E Data

HTTPS Encrypted 

Credentials

*3rd-party device client required (e.g. iWLAN)  
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SEAMLESS
Simplifies network discovery 

and selection for 
seamless cellular 

data offload

SECURE
Extends existing SIM-
based authentication 

techniques over encrypted 
Wi-Fi

RELIABLE
Carrier class solution

PROFITABLE
Enables location-based 

and value-added services

802.1x , EAP-SIM

Auto SIM 

credentials

Next Generation Hotspot

Seamless authentication &   Wi-Fi 

roaming - Wireless Broadband Alliance 

Encrypted Wi-Fi  

Link

802.11i

Roam, Authenticate, Monetize

1

802.11u

2 3 4

�0�R�E�L�O�H���³�F�R�Q�F�L�H�U�J�H�´���V�H�U�Y�L�F�H
Mobile Service Advertisement Protocol (MSAP)


