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Housekeeping

= We value your feedback- don't forget to complete your
online session evaluations after each session &
complete the Overall Conference Evaluation which will
be available online from Thursday

Visit the World of Solutions
= Please remember this is a 'non-smoking' venue!

Please switch off your mobile phones

Please make use of the recycling bins provided
= Please remember to wear your badge at all times
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Agenda

Why does interference matter?
CSMA-CA and Duty Cycle?

AP modes of Operation

Technical Detalils
» |nterference Detection
» |nterference Mitigation
» CleanAir Monitoring

= Spectrum Expert Mode

Configuration Essentials
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RF terms and WIi-Fi behavior basics
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The Impact of a Crowded Spectrum
Performance At Risk in Unprotected Networks

S

. Throughput
@ Reduction
Near Far

2.40r 5GHz
Cordless Phones

100% 100%
Reduced network capacity

Video Camera =y, L‘ 100% 57%

Wi-Fi .
(busy neighbor) —~ 90% 75%

Microwave Oven -g 63% 53%
Bluetooth Headset ﬁ 20% 17%

Potential security breaches

Support calls DECT Phone ‘ 18% 10%

. Source: FarPoint Group
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Presenter
Presentation Notes
As the number of unlicensed devices grows and as more mission-critical applications are deployed on WLAN, interference represents a challenge that must be addressed.  RF interference causes up to 50% of the problems for wireless networks and can lead to slow performance, less effective range or dropped service.   Interference is not just caused by other Wi-Fi devices, but can be caused by a variety of items that all operate in these “shared” unlicensed bands.  A few examples include: microwave ovens, cordless phones, Bluetooth devices, wireless video cameras, outdoor microwave links, wireless game controllers, Zigbee devices, fluorescent lights, and WiMAX

Bad experiences
Performance degradation
Low data rates
Lack of coverage
Poor voice quality
Support calls
Increased cost of operations
Security breaches
RF jamming and denial of service
Non-Wi-Fi rogues

http://www.cisco.com/wirelesssecurity�

I
How does Interference impact Wi-Fi?

Separating the FUD from the Fact’s

= 802.11a/b/g/n - CSMA/CA or LBT (listen Before Talk)

= Collision Avoidance — 802.11 very very polite — by design
CCA
Collisions
SNR

= CCA - Clear Channel Assessment
ED — quick — low power - prone to false positives
Preamble — takes time — power — less prone to false

= CCAthreshold for 802.11b/g is -65 dBm

= CCAfor 802.11a is different -65 dBm ED, if true then 20 dB lower for
Preamble interrogation needs to be processed -85 dBm
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CCA Blocked or High
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How does Interference impact Wi-Fi?
Separating the FUD from the Fact’s

= Collisions - Non Wi-Fi devices do not part|C|pate in our CA mechanism —
they have their own o

= No respect for Wi-Fi — results in:
Corrupted packets
Increased retransmissions
Increased Duty Cycle
Less available bandwidth

= SNR - Signal to Noise ratio
High SNR Low SNR

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



802.11 and Duty Cycle — Channel
Utilization

= Retransmit a packet

= Duty Cycle of interference is directly proportionate
to channel time available

= Busy network — less interference tolerance

= Less busy — might not even notice low levels of
Interference

= Bandwidth is like Money — the more you get the
more you spend
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.
Understand Protocol Selection 802.11 b/g/a/n and
Duty Cycle—Important? Why?
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Spectrum is a Shared Finite Resource
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Cisco Access Points — Modes of
Operation

il b ok ot Salha
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TTANY CISCO Access point already sees and

reports noise and interféerence per Channel

Noise vs. Channel

1 2 3 4 5 & 7 & 9 1011 12 153 14

Interference by Channel
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Load Statistics

Rz Utilization 36 Ts Utilization 7 Channel Utilization 96 Attached Client Count 0
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Wi-Fi and Spectrum Knowledge — Why
IS silicon important?

= A WIi-Fi chip Is a communications processor — a
MODEM

= It only knows
Energy that can be demodulated = Wi-Fi
Energy that can not be demodulated = Noise
= Noise is complicated —

Collisions, fragments, corruption
Wi-Fi that is below sensitivity threshold of the receiver

= Peaks in Wi-Fi activity can cause all of the above to
occur
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High Resolution Spectral Advantage

The Industry’s ONLY in-line high-resolution spectrum analyzer

Typical Wi-Fi chipset Cisco CleanAir Wi-Fi chipset
Spectral Resolutlon at 5 MHz Spectral Resolution at 78 to 156 KHz

20

Mlcrowave oven
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‘Chip View Visualization’ of Microwave oven and BlueTooth Interference
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The Value of ASIC Based Intelligence

Troubleshooting Workflow Response A: Response B:
CleanAir Technology Software-only Solution

Event: SpyCam and Microwave
causing strong interference

Detect presence of interference
Classify source of interference

Correlate interference events
across APs

Assess impact to AP and
network

Alertto IT

Physically locate SpyCam and
Microwave

Mitigate impact of interference

Air Quality Report

Two unique sources detected by all
APs

Spycam and microwave uniquely
identified

Interference correlated across all APs
as two events

Severity and impact of each interferer
measured

Intelligent alert on sources and impact

Interferers precisely located on floor
map

Intelligent and automatic channel
change

Network-wide view of Wi-Fihealth by
AP

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public

2 wmi

Energy detected by all APs

Inability to differentiate between multiple
sources of interference

None — seen as unique event by each AP
Total Interference measured only

One alert per AP on “interference detect”

Unable to locate automatically, manual
search for both

Manual changes based on limited data

None
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Presenter
Presentation Notes
Scenario:  Enterprise office with pervasive wireless deployment used by all employees and guests for network access.
A hidden SpyCam suddenly causes severe interference, heard by all APs in the building, and disconnecting users within 50 feet

Locate:  Software solutions use relative AP location to guess at location, but when many APs are impacted by interference, system may be unable to accurately triangulate



From Best Effort to Mission Critical
2005

~.802.11n

4.1.185-DCA Enhancements
Coverage hole fixes e
Spectrum Intelligence (SE Based)

Complete r,e-vafﬁp of CH

Optimizing —
Spectrum Policy

L)
e

7.0 CleanAir
7.0 MR1 Static

6.0 NG-DCA -
6.0 Client Link

- 6.0 BandSelect

6.0 MR-1 TPC changes
6.0 MR-1 MC-UC
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Mobility

1.3 Billion new Networked
Mobile Devices in the
N ENICERCES

Workplace

. Video
Experience

50% of all Cisco Network
Traffic Today Is Video

Blurring the Borders:

Consumer - - Workforce

Mobile Devices :
(XA
ITR

esources

J

Employee  Partner

uﬁi’f Anylhing
AYVHICTE ALY
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Presenter
Presentation Notes
Essentially, there are three key market transitions at play:
One is Mobility - Over the next three years we’re going to see more than 1.3 billion new networked mobile devices – these will be Mobile Internet Devices, netbooks, smartphones, notebooks, tablets, and other devices. Morgan Stanley, in its most recent CIO survey, forecasted growth of smartphone usage to 41% in three years from 16% today.
Another is Video – this generation of video experience has truly become pervasive both in consumer and business environments. No longer simply a means of communication, it has become a key factor in reducing training and travel costs. It’s also beginning to reshape business models, especially in retail.
When you look at Cisco’s own network content, 50% of all traffic today is attributed to video. In fact, some consumer research indicates that 90% of consumer traffic is going to be video in the next 3 years.
Globalization and IT Consumerization have essentially led to what we call the workplace experience. We saw this happen with BlackBerry and now it’s happening with iPhone where the influence of the prosumer and new devices have exerted influence over IT. Globalization has created a need for partners, customers, and employees to connect over traditional boundaries from a variety of environments and devices. The borders have become blurred.
These three market transitions are changing the IT environment and the strategic role that the network plays in delivery of new services.


“When the students returned this year, if you asked me
what percentage of students are using the Wi-Fi network
— | would have told you 40%. | was shocked to see 85%
of them using the Wi-Fi network”




e T i :
Influx of Mobile Devices Creates IT Challenge

Smartphone adoption is growing at 50%+
annually

A Smartphone can use as much bandwidth
as 200 legacy phones

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 19


Presenter
Presentation Notes
Based on Cisco Systems Bi-Annual Security Research conducted in 2010, IT Security decision makers reported that:
1. Around 40% of employees use unsupported devices
2. Around 7% of customers already allow personal devices on the network and 53% indicated that they are likely to allow personal devices on the network in the next year


CleanAir Technical Detalls
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USER - HTML

MSE WCS Plus | [

Merging

History Web Server e
Location |\ "= DB CleanAir Manager Spectrum Expert

CleanAir Manager SOAP SNMP

NMSP . SOAP By

NMSP
ol

IDR < CAPWAP — aqQ

USER - HTML/
CLI
Base CleanAir System

WLC + CleanAir AP CAPWAP

SensorD
SAgE
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CleanAir Specific Acronyms

= AQI — Air Quality Index — also seen as AQ

* IDR — Interference Device Report

= PMAC — Pseudo MAC

= Merge — Correlation of IDR’s based on PMAC

= ZOIl — Zone of Impact

= LMAP — Local Mode AP — AP serving clients

= MMAP — Monitor Mode AP — AP scanning all bands

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public

22



Key Components Interaction

= Information is driven in two ways
AQI — Air Quality index reporting
IDR — Interference device report

= Air Quality — Is derived by the AP’s, Stored on WLC,
and polled by WCS

= |Interference Device Reports — are reported to WLC
WLC will merge multiple IDR’s
Keep a limited Database (single reporting period)
Forward NMSP notification message with IDR payload to MSE

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Non WI-FI Interference Detection
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The CleanAir AP

= Builtinto the silicon of the Wi-Fi chip is an additional 500K logic gates
that house the SAQE logic.

= SAgE is the spectrum analyzer that was used on the Spectrum
Expert Cards (Spectrum Analysis Engine)

= Controlling the SAgE hardware is a software known as SensorD —
where all measurements are gathered and reported to and from the
AP

= SensorD does all classification of devices and calculations required
to populate upstream information stores and handles interfacing to
CAPWAP

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Air Quality Index - AQI

= Air Quality is a measurement of non-
wifi and adjacent channel

Interference
Air Quality
= All Individual devices when Easie g a0
Classified are assigned a Severity 100
Value

= Air Quality is a measure of all
Devices/Severities within a Radio,
Floor, Building, or Campus

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Air Quality and Severity

= For each Classified Device — a Severity Value is
calculated

= Severity of 0 is not Severe — a Severity of 100 is
very severe.

= Severity is a local opinion of the reporting AP and
takes into account the type of device, Duty Cycle
(persistence) and Power as measured by the AP.

= For the same device — severity will differ on each
reporting AP because of the AP’s RF relationship
to that device.

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



@—
Supported Interferers

Cisco Unified Wireless Network 7.0 Release

= 2.4 GHz only = 24 0r5GHz
Bluetooth Link Jammer
Bluetooth Discovery WiFi Inverted
802.11FH WiFi Invalid Channel
Microwave Oven Continuous Transmitter
Industrial wireless/802.15.4 Video Camera
Xbox SuperAG

= 5 GHz only Canopy
Radar Other (i.e. unclassified devices)
WIMAX Mobile TDD Transmitter
WiIMAX Fixed DECT-like Phone

1. Classifiers are expandable over time with software upgrade. Definite Security Threat Devices

Potential Security Threat Devices
BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public Pel’fO rmance Im p aCtl n g DeVl cess
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Presenter
Presentation Notes
Input from David Kloper:
Canopy is an outdoor point-to-point link, so I think it less likely to be a security threat.
Some people consider BT to be a security threat.
FH can be a security threat. Not detect by regular wIDS; Only supports WEP; Can bridge your network out of the building;
Not sure of WiMax as potential security threat devices, but I'd include both if I were going to include either;


Air Quality and Severity

Floor View
Monitor aps System Campus > WHNBLI > 4th Floor
® Data may be delayed up to 15 minutes or more depending on background polling interval

g polling i
= Goone @ :-smIIIIII T e A (o mim 159 %0 B9 15
50 100 150 200 250

E Type Wideo Camera
— State Active

= — = Affected Channels 1
. < _.- Detecting AP(s) Unknown
to i

h Discoy Duty Cycle

— = Severity

- Blietooth Link = First D 1o ZeEg. 1o BN I."i,;'@: 4
Last Reported 3/12/10 7:51:57 PM I I

DECT Like Pho

S %—J l%lj—z:el :I:f:;“—ht! r- |=h—-|[:1
= Severity is used to understand the potential impact to a Wi-Fi network

= The RSSI at the AP for this interferer (-78) is well below CCA threshold
(Clear Channel Assessment)

= Even with duty cycle of 100% - the severity here is 17 — if it was closer to
us, the severity would be much higher

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Air Quality and Severity

= Severity is calculated for a single device

= All devices affecting a radio/channel are added
together and subtracted from Air Quality for that for
that radio/ served channel

= Separate AQ metrics exist per band

= Air Quality is observable at the Radio/channel level,
or averaged together for a Floor, Building, Campus
In a hierarchical fashion.

BRKEWN-2013



AQ Detall

CleanAir
Gl [Cemmae

= AP manages AQI data — averaging
period is decided by WCS/WLC,
and configured on AP by WLC

= Default AQ Averaging periods
are

_ Normal -15 min.
15 min. default (up to 1 hour) Rapid — 30 sec.
Rapid Update Mode — 30
seconds WLC
= AP-SensorD reports AQ Normal -15 min.
irggrmatlon every 15 seconds to Rapid — 30 sec.

wes

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AQI In-Depth

= Each AQ report contains the average, and the minimum
observed AQ during the period

= Each CleanAir Radio sends AQ reports independently to
the WLC for the channel it is serving (15 Minutes by
default) or all channels if in Monitor Mode (MMAP)

= WLC Maintains last normal AQ report for each radio until
update is received

= WCS polls each WLC at predetermined (normal or
rapid) intervals (Normal 15 minutes, Rapid 30 second)

BRKEWN-2013



AQl Summary

= AQ reports drive the AQI
= AQ is good at 100 and bad at O

= ED-RRM feature is driven by AQ directly from the
AP — independent of the controller or RRM

= Air Quality is a measure of NON Wi-Fi interference
and Adjacent Channel Wi-Fi only

= All on channel Wi-Fi is monitored by the Wi-Fi chip,
CleanAir is locked out.

BRKEWN-2013



Interterence pevice Report
IDR and The AP

= |IDR'’s are reports of devices

classified by SensorD rvee | sev |wic
. ESE

= Top 10, by severity are INT ] o | =

reported to WLC NI, CleanAir AP
= A Security IDR will always T I

be reported regardless of L

Severlty INT | 1 | *
= |IDR up/down reporting is N1

near real time

= AP tracks all IDR’s not
reported to WLC

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public



Multiple AP’s = Multiple Sensors

- =]
- SIC14-42A-AP-RIGHT-EXIT
e 2 AAPRICHTD)
s S51C14-42A-AP-C3 SI1C14-42A8-AP-C1
Link s " Bluetoo 83 de D Iy — :
d B etoo D CO
D
D
2 Sec pDle A 10 0 0 2 Jdele O OT D
» ».
all0 C OrresSporniac 0 » ONne ale Ied
1 | 1 1 1 | T[]
| — L]  —— L] L —
S1Cl4-42A-AP-C2
=1 D

3
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IDR In-Depth — The AP - PMAC

Pseudo — MAC applied to analog device signatures

PMAC will never calculate exactly the same on all AP’s detecting
the same device — but rather similar

PMAC will change overtime for a given device
Battery operated devices — voltage drop — temp variations
Measurement accuracy — or inaccuracy

The AP will combine devices that can not reliably be merged with
devices seen by another AP

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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WL C Merging — and PMAC “The

Cluster”

IDR-DECT — apl
IDR-DECT — ap?
IDR-DECT — ap3

Merged IDR = DECT — AP1
(cluster center), AP2, AP3

BRKEWN-2013 © 2010 Cisco an

d/or its

affiliates. All rights reserved.

—

- RF Channel “1”
RF Channel “6”
" RE Channel “11”

2.4 GHz
Cordless
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PMAC Merge

[ HO . H—T Ho—-
i S1C14-41A Bluetooth Link —

Bluetooth Line —ww uman
Bluetooth Discon

Interferers({4)

S A gy &% DECT Like Phone EST

e 1 PRSI N ERE S

Interferers(1}

Interferer 60:0a:84:00:1b:58
Type DECT Like Phone
State Active

Affected Channels 1, &, 11
Detecting AP({s) SI1C14-41A-MIAMI-BEACH, S1C14-42A-AP-C2, S1C14-42A-KEY-WEST (Cluster Center)

Duty Cycle 1
Severity 1
First Detected 1/12/10 7:52:54 AM
Last Reported 1/12/10 8:35:22 AM

Zone of Impact 110.6 feet

*Once the PMAC Signatures are merged — we can identify which AP’s are
hearing the same device
*Notice the Cluster Center — this is the closest AP to the device

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



WLC and PMAC Merging

= WLC performs comparison function on received IDR’s
PMAC

= WLC can merge devices for AP’s physically connected
to it

= WLC merge results are only viewable in IDR traps sent
to trap receiver (WCS)

= No Location is performed on WLC merged interferers

= The result of a WLC merge is forwarded to the MSE (If
present) along with all of the supporting IDR’s

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The MSE

= All IDR’s received by a WLC are sent to MSE via NMSP
notify with IDR payload

= NMSP message includes the merged IDR and the
iIndividual IDR’s used for that conclusion

= |IDR’s are re-merged at the MSE, this accommodates
multiple WLC systems

= Atracked Interferer is equal to a client for CAS license

purpose — each active merged interferer will consume 1
seat

BRKEWN-2013



MSE Merging — LMAP X-WLC

MSE Merge

2.4 GHz
Cordless

RF Channel “1”
RF Channel “6”
RE Channel “11”

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



MSE — WLC Merging and Location

= MSE and the WLC rely 1st on RF Neighbor lists to
establish spatial probability in a merge

= LMAP AP’s are active and send neighbor messages
as part of normal RRM operation

= Changing Neighbor message defaults will affect
merging

= MMAP AP’s are passive devices and do not send
neighbor messages

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CleanAir Mitigation Modes

TH Y] X I_!ljh.l
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Interference Mitigation Features

= Persistent Device Avoidance — PDA
Operates on Classification — IDR on a per AP basis

Once set — biases DCA against the PDA channel for the detecting
AP only

Remembers interference and avoids placing the AP back on the
same channel

= Energy Detect — RRM or ED-RRM

Fast acting (=< 30 seconds)
Works on AQI on a per AP basis

Designed to prevent catastrophic interference from disrupting
channel/clients

NOTE: Only Available with full CleanAir enabled installation — not overlay

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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PDA - configuration

Save Configuration Ping Logout Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b > RRM > Dynamic Channel Assignment (DCA) Apply |
~ Access Points
All APs Dynamic Channel Assignment Algorithm
= Radios
B02.11a/n Channel Assignment Method = Automatic Interval:| 10 minutes ‘%] AnchorTime:| O 3 E bl d P B d
5031 1bva/m tommues ) e napie er ban

. (OFreeze Invoke Channel Update Once I
Global Configuration

’ :‘::T‘nced Avoid Foreign AP interference ;OEFnFabled Same On WCS Or WLC

Avoid Cisco AP load [ | Fnabled
p—

| Lean croues Ty —r—— ] EDRRM has threshold variable
non-WiFi Device Avoidance ] Enabled
~ 802.11b/g/n
MNetwork Channel Assignment Leader 00:24:97:69:9a:60
- RRMRF Grouping .::g::rt]‘;fthanna 185 secs ago H
camasensny memmm wose | WLC GUI - Wireless=>802.11a/b=>RRM=>DCA
DCA
i T DCA Channel List
General
SRS R AT T 6 11 .
5 parameter WCS — Configure=>controllers=>802.11a/b=>RRM=>DCA
High Throughput DCA Channels
(802.11n)
Cleanair ‘
» Media Stream

e PR i ED-RRM AQI thresholds:
SR 7_ Low — 35

i Medium (default) — 50
Event Driven RRM High = 60

EDRRM ™ Enabled

Sensitivity Threshold
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PDA — Use case
Microwave Oven detected

PDA logs the device for this AP. Easanmimmm Channel 11 — highest

A CM bias is added to this AP’s
channel 11 only

The bias works in normal DCA
operations to steer the AP away
from channel 11 — it does not
prevent the AP from re-selecting
this channel

AP remembers this bias for 7 .
days, which is re-set if the device =
IS seen again within that period ' [ i il g

If DCA determines that the
affected AP is best on channel 11 M : | =] ¢
it will be assigned : ' : j’ mmmmmm

- =kl Ch#: &

LDG 14, 4TH FLOOR
G25 CISCO WAY)
adified 09/14,/04

FOTRESS
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PDA Operation

If channel change is caused by PDA event — it will be logged in WCS —
Monitor=>RRM

= PDA event is viewable on WLC=>wireless=>Access
Points=>Radios=>802.11a/b=>CleanAir RRM

= Only available with full LMAP deployment

= Microwave Oven, Video Camera, Canopy, Fixed Wi-Fi are all persistent devices

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

B02.11b/g/n Radios

Al Clean-A
Oparational  Admin opar aven
t#  Dase Radio MAC  Status  Status  Channel  Status Status el A
» bl "
Enabie ul e =
nnnnnn uP Deti 2
HREAW Groups:  APOG22bdigabna 000 OO:3bdiccide:bd Gnable e 000 ax= Ensble up 002, 110/GTEM e
» CinanAr-RRR
b B0Z.11a/n wow NA [Cwancira™ | @
Dow wal 8 External [~}
B0Z.11b,

£xdm mow! NA a
b Madin Stranm =

802.11b/g/n Cisco APs > AP0022.bd18.ab11 > Persistent Devices

Class Type Channel DC(%a) RSSI(dBm) Last Seen Time

Video Camera 11 ico -G Tue Mar 16 15:28:10 2010
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ED-RRM Operation

= ED-RRM operates based on Air Quality (AQ)

= Each AP measures AQ over a 15 second period and reports it to the
controller in as little as 30 second increments (rapid update mode)

= ED-RRM is designed to instantly sense a catastrophic interference
source defined as a high duty cycle interferer — and if the AQI drops
erFgll\I;I)usly — immediately change the AP’s channel independent o

= ED-RRM prevents the AP from returning to the original channel for 3
hours after the event.

= Channel Change reason is logged in Monitor RRM as catastrophic
AQI event

BRKEWN-2013



ED-RRM Use Case

Video camera produces 100% DC

If seen at an AP above CCA threshold
the AP will stop beaconing, clients

will not attempt to associate

= The AP reacts almost instantly (within 30 seconds)
= Clients that have decent roaming capabilities will reconnect

= ED-RRM AQI thresholds are:

Low — 35
Medium (default) — 50
High - 60

BRKEWN-2013



Spectrum Monitoring

b el a l_!ll‘..l
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WCS - Home

_/ Alarm Summary panel —
displays curreant active
alarm conditions.

ccccc

B Mt - e = Gesfgees = Servems v fAdvessrsiee = Jesis = i

rre=taen gied frares ]

= WCS version 7.0.x includes the CleanAir information Tab

= The Alarm Summary Panel will display both AQ alerts under
Performance and Security Alerts under Security

= Advanced Search function includes Interference — rich
Interface for searches

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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WCS — CleanAir TAB

Requires MSE to display

cilier]re | avarm summang A 2 ¥ o > g -
.
B Worst 802.11a/b interferers
Monltar ~ Repots -  Configuee ~  Gérvices ~  Administration - Tosls ~  Help - .
WCS Home
General | Client | Security | Mash | Cleanair J
4
B02.11a/n Ava AIr Quality = = £ ST T
AugAQ Error Inading DashboarcComaonentAction. de?command= ined&camacnent RS (0 )
100 Wiorst 802.11b/a/n Interferers = L=
Errar Inading ‘DashboarcComaonentAction. de?command= lsed&camaonentld=3067" {0 }
75
. 202.313/n Interterer Count & O
25 &h 1w|1w|4w|3m|sm|lv|cu‘
Interferer Count
n 1
< [ T
BO2.116/g4n Avg Al Quality > o=
Awgag
100 |cI l
El [T I .|
25 |
50 =02.21b//n Interfersr Caunt 2 O
a5 Shl |1w|2w|4w|3m|6m|1v|Cu‘
Interferer Count
0 4 |
P it T
] | | 3 |
B02.11a/n Min Alr Quality = > o (2
Min AQ 1 I
o Bl
100 <] [ T (I
75 .
5o Recent Security-risk Interferers - o5
Type Sewarisy Attectad Ghannels Last Updated Datacting Az
25 DECT Like Phane 1 1 /16710 4:04 PM APOD22 b 168642
o e e ol il Aleso s b EQLo fdon caor
[ Y T
Rl : | | DECT Like Phare a 1.2,3,4,.5, 6,7, 8,9 10, 11 | /16710 3:42 PM APOD2Z.bd1B.8011
B02.11b/gsn Min Air Quallty * * o= DIECT Like: Bhare 1 1 3712710 2:45 A APOD2Z bd1B. 8642
Min AQ DECT Like Phare 1,2,3, 4,5, 6,7, 8.9, 10, 11 | /11710 3:12 PM APOD2Z bd18.87c0
W Dl Crasme 188720
100 DECT Like Shore
75 1 DECT Like: #hare I
50 DECT Like Phare
. DECT Like: Phare = e
25
n
<) [T T
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WCS — Alarm Summary

larm Summary | A s

ntrolle:

= Performance alarms report AQ threshold violations
= Security Alarms Report security IDR instances

= CleanAir Alarms and Traps configured from
Configure=>Controllers=>802.11a/b=>CleanAir

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public
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C‘eanAlr

SNMP Trap Settings/controls

I
cisco MOMNITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
= Select trap configurations | e
p g - Access Points
All APs CleanAir Parameters
- Radios
p e r a n 802.11a/n Cleanalr MEnablea
anz.11b/a/n
Global Configuration Regort Interferars® ©lEnaties
» Advanced
Intarferances to Datect Interferances to Ignore
. . = 'Bluetooth Sco Acl o [ T
= Select which interference Spectrom. ——
Spectrum 802 11 FH . o
802.11
: A Bluetooth Paging Inguiry < =2
= B802.11bfa/n Generic TDD -
Netwaork
- RRM
. e Trap Configurations
= Enable/Disable A e e
mNAm Alarm Threshold (1 to 10008 a5
S Enatile Interference Type Trap #Enabled
th Client Reaming
resnoia aler
EDCA Paramaters Trap on these types Do not trap on these types
High Throughput Jammer 1 [Bluetaoth Sco Acl ﬁ
[Cleanaid Spectrum 802.11 inverted =) Microwave
T Spectrum B02.11 non std channel f . Spectrum 802 11 FH
» Media Stream | Biuetooth Paging Inquiry
= Select Interference types for] e SeneneTe?
R Event Driven RRM (change Settings)
. b QoS
EDRRM Enablad
Secu r|ty alert trap
(1)Device Security alarms, Event Driven RRM and Persi Device Avoidance alg will not work if Interferers reporting is disabled.
(2IAQI value 100 Is best and 1 is worst

Granular control over trap messages for performance thresholds as well as

security concerns
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WCS CleanAir reports

= CleanAir reports allow

configuration by floor-
controller-AP and radio -

= Air Quality and Security | = e -
Risk Reports are all g lmmsame e
functional without MSE

= Worst Interference report
requires MSE
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WCS CleanAir Maps

1 !_.'“"f"'""'"'"'l" A ¥ o I*y v

cisco

Configure = Services =  Administration = Tools = Help =
Maps Tree Vieve = Maps (ponviey Soloct 8 command -- Bl
=l Maps (oot Ars) poctdin
3™ System Campus e sk — e
Showt |y W an W Lco | : i
Hams Tunn Total APs  win.Badien bigin Badios Critical Radie Alarms  Clionts © Status  ain Ave Al Qualite  ain Min Alc Guality  biain Ava Alr Quality  Biain Min Alc Qualit
System Campus Campus 5 E 5 o 3 a9 o8 a7 97
Buliding 5 s 5 o a9 a8 97 a7
Floor Area o o o o o n Mot Available Mot Availabie Not Availatile HNot Available
Floar Ar o o o o o n Mot Available Not Avallanie Not Available rot Available
Floor Area 5 5 5 o 99 98 97 97
Entrins 1 - B of 5
Delats

Wiraloss Control System

a/n Avg Air Quality
99

99

MNot Availlable

Mot Available

99

a/n Min Air Quality bl/g/n Avg Air Quality big/n Min Air Quality

98 97 97

98 97 97

Mot Available MNot Awvailable Mot Available

Mot Available Mot Available Mot Available

98 97 97

Entries 1 - 5 of 5

CleanAir Air Quality reports per radio and is averaged up:

By AP, By Floor, By Building, and by Campus

Select Edit View to add CleanAir Average and Minimum readings to the Maps View

BRKEWN-2013
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WCS CleanAir Maps

Selectinga map for a given floor provides detail relevant to the selected floor. You can change the AP tags
to display CleanAir information such as CleanAir Status (shows which AP’s are capable), Min or average AQ

values, or Average and Minimum values. The values are relevant to the band selected.

TSR AP Filter €3

Maps Tree View
Floor Settings TDta| APg: &4
(=] ccess Points - res .
oy e |Show @@ Radio Status () AP Status S o 5
¥ [E] Clients -
o [ 8011 Tags Protocol | 802.11b/g/n 3 -
O €n Rog b
o8 Display [ Min. Air Quality =
O cowv ~ g/fn: Min. AQ 98
O B e RSSI Cutoff [ -75 dBm 4 i
B "L Rails e
O @ tarkers Show Detected Interferars 4/
™ 3t Chokepoints
v 2 w1 Max. Interferers / label
Display MSE data within lag |
€8] 802.11b/g/n: Min. AG 57
|2 Minutes B: \ﬂl{;‘) ke Phoe 0 d
Interferers(1)

I I
. 802.11b/g/n: Min. AQ 57
DECT Like Phone -46 dBm
DECT Like Phone -89 dBm
Interferers(2)

MSE Assignms

popems Interferers displayed in this way do not require MSE — However they are

- =

Raw and not coordinated to eliminate duplicates
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WCS CleanAir Maps

You can also view interference information being seen on any radio interface
by drilling down on the AP | I?IIIIIII?IIIIII selectlngwtbe radig

R @Eﬁ | [l 5 <a < s Comin 1930 B9 8 3

0 feet | 10 25 35 40 as
[i] | |
a 802.11b/g/n: Min. AQ 98]
-@ 802.11b/g/n: Min. AQ 98 |
E AP Info | 802.11 a/n | BOZ2.11b/g/n |
Channel Number 11 ™
Extension Channel MN/A
Channel Width 20
i Tx Power Level 8
Client Count 1 o]
Rx Utilization 2 0%
Tx Utilization 2 0%
15 Channel Utilization 2 0%
Antenna Name ATR-ANT4941
Antenna Angle 360 degrees
Elevation Angle 90 degrees up
20 Dotlin Enabled true
CleanAir Status Enabled
Avg. Air Quality a8
Min. Air Quality 98
25 View Rx Meighbors View Radio Details
-
Footnotes
30 -
1. Count of clients associated to APs may not match count of clients |7
€ 5] “lr
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WCS CleanAir Maps

Air Quality heatmaps can be selected to represent average or minimum AQ and
Provide a wsuallzatlon of the A|r QUalltv over a mapped area.
e ——— AQ Heatmaps only display

B 0 Cuts e bw oy s £ 15 miUSes o Fore S S on backpround poieg Sl for active AP’s — the white area

e I BRI is an AP in monitor mode

Heatmap Type ) Coverage ‘¥ @) Air Quality 8 [

>
I
H
i

IDRERE

Use &) average AQ () Minimum AQ

1b/g: Avg. AQ Not Avallable |

Ralls ™ APDO22 bd18.87c0
™ APDO22.bd18.a642
Chokepoin ts ™ APO0Z22.bd18.abl
™ APDO22 bd18.da96
#c1130_3

IDDD

g I0®m

ax
he]
=]
m
(=]
Eu
(=N = B
@ «
=X
T
. »
e
=
i ]
play
15 Mi

B802.11b/a/n: Ava. AQ BO

= T
S 802.11b/g/n: Avg. 1
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WCS - RRM Dashboard

= RRM Dashboard has been
modified to capture
CleanAir metrics

= Persistent device (PDA)

= Major Air Quality (ED-
RRM)

= Noise

BRKEWN-2013

© 2010 Cisco and/or its affiliates. All rights reserved.

Channel Change Reason [a/b/g/n] (Last 24 Hours)
n

B signal

B wiFiinterference

B Load

Noise (CleanAir)
. Persistent Non-WiFi Interference (CleanAir)
. Major Alr Quality Event (CleanAir)

B other
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Services = jdeissirsiion - Team - e -

WCS CleanAir enabled Security Dashboard

O AUECEE Cumeced

Securriy- ik Devioes

Lt kS Teis
S S0, Vou Becuiiy Isssss | s A1l | Bwviees =P Denin of Sare s Amchs Higar B e
SMFP Dt Pretecton™ w st b *Dptiesal” b WLAN [3] taona dateriss
WLAH ‘mimrfacs i st 52 " rarmgeset” miedece [3) Lt 4 Tatw
‘Wi eyt esthed [T exevhgured das WLAN (2] PR ity Pkt a e AEBSRE e -
SHMP ¢ 1ie] B orrhgued s Selwui corriusiy inegs o e ozt e (L R S
Matity 5 L ha e et = 13 - e i o
256 by Sarvicen Eregrm Lasr han + pmawasrd corfigured (1 " . o Rl s A
Mo antrties
= ——— - P gy — Cacan Wieas IPS Lasran
Lant smecution - - —
& Ciwoa Wrmd PE Esast Howr oy hcsen
Sk ey Sngen £ o e [ eer—
[ - Telw
R~ = 2 e AP Thrmatn; Atiecks
Me et
[ Ed ity
= AP Thrastwfwcks Hewr e Acten
rnfumsitiod Spem L0n - i
[y - Totm
-
vl gembnd Monpaen Gy trme thmgn hew
adeet i [
[ £ Taw
" NEF Afuces Hrwr Sy Srten
Frimn by Regus SFn i, = [ r——
[ i Teim
S rmvany Hagum a8 [ et Acmn
Clbani bmcariy Evmrin
Iniema L
Exirma —k
Cleanflir Security 'D‘ [=]
o ER—
Last 24 Total
_nV Cleanair Security Houwr Hours Active
Adart
Secyrity-risk Devices ] 1 1
[ —— —
Lt 2 i
I e—— [ e Acaen

A
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.
WCS CleanAir Security

= There are three devices enabled by Default for security — And not a
single WIDs/WIPs solution on the market can see them

= The customer can also add any other device that they deem
appropriate

Jammer
Wi-Fi Inverted
Wi-Fi Invalid channel

= Jammers — are self explanatory — and readily available online

= Wi-Fiinverted is simply inverting the | and the Q of the RF signal —
very effective

= Off Channel is a fairly easy hack with DD-WRT — simply moving the
center frequency by a few KHz will render it invisible.
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WCS CleanAir Client Troubleshooting

Integration

= CleanAir information is also
coordinated into the client
troubleshooting dashboard

= Selecting a client — and
launching the client TS
dashboard now adds a
CleanAir tab

= The TAB displays any
interference source that is
currently being detected by
the AP the client is attached
to

BRKEWN-2013 © 2010 Cisco and/or its affiliates. All rights reserved.
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WCS CleanAir Client TS integration

e 00 Cisco WCS — Monitor Client - 192.168.10.15

2
https://192.168.10.15 fwebacs /clientTroubleshootAction.do?command =detail&mobileStationMac=00: ';",'_(L‘

Troubleshooting Client "00:25:00:4e:17:aB8"

Summary | Log Analysis | Event History | ACS View Server | CleanAir |

AP Mame APO022.bd18.87c0 Channel 11

AP Base Radio MAC 00:22:bd:cc:d5: 70 Extension Channel M/ A

Radio 802.11bsg/n Channel Width 20 MHz

Cleanair Capable Yes Power Level 2

Cleanair Enabled Yes Average AQ Index 99

Admin Status Enabled Minimum AQ Index a9

Operational Status Up

=l

Interferer Name Affected Channels Detected Time Severity Duty Cycle (%) RSSI (dBm)
DECT Like Phone 11 01/19/2010 17:05:23 PM 1 1 -47

CleanAir Details

_ o £ sSEesas3c)sshla
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CleanAir Configuration
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CleanAir WLC enable

(WCS identical under Configure=>Controllers)

MONITOR WLANS CONTROLLER WIREI

802.11b > CleanAir Wireless=>802.11a/b=>CleanAir

Wireless

« Access Points

All APs CleanAir Parameters
~ Radios
802.11a/n CleanAir M Enabled

BO2.11b/a/n
Global Configuration

Report Interferers® M Enabled

* Advanced

Mesh S rerierences to anore CleanAir is enabled

Bluetooth Sco Acl o
HREAP Groups Microwave € >
. Spectrum 802 11 FH — by Default on the AP
Bluetooth Paging Inquiry - =
- 802.11b/g/n Generic TDD .

Interface

~ RRM Trap Configurations

RF Grouping . - -
TPC Enable AQI(Air Quality Index) Trap M Enabled It IS d|Sab|ed G IObaI Iy

DCA
Coverage AQI Alarm Threshold (1 to 100)2 85

General Enable Interference Type Trap M Enabled by defaUIt On the

Client Roaming

Media
EDCA Parameters Trap on these types Do not trap on these types CO ntrOI Ier.
:'gg; —Jr_q:))ugh"“t Jammer Bluetooth Sco Acl
s ar;A”, Spectrum 802.11 inverted C = Microwave
- o Spectrum 802.11 non std channel = Spectrum 802 11 FH
» Media Stream =" Bluetooth Paging Inquiry <

e Generic TDD i

WLC CLI
(Cisco Controller) >config 802.11a/b cleanair enable

(2)AQT value 100 is best and 1 is worst

fobred.
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Per AP radio CleanAir Feature Enable

= Enabled by default — but the first place to check -

erlianln.
CIsSCOo

Wireless

~ Access Paints

All APs
= Radios
BOZ.11a/n
802.11b6/a/n

Global Configuration
¢ Advanced
Mesh
HREAP Groups
BOZ.11a/n

=

802.11b/g/n

w

Media Stream
Country
Timers

» Qos

BRKEWN-2013

MONITOR  WLANs CONTROLLER

WIRELESS SECURITY

B802.11a/n Cisco APs > Configure

MANAGEMENT

General
AP Name APOD22.bd18.ab11
Admin Status | Enable 'B
Operational Status up
Slot # 1
11n Parameters
11n Supported Yes
Clientlink L]
CleanAir
CleanAir Capable Yas
CleanAir Status [ Enable 4]
Number of Spectrum Expert o

connections

RF Channel Assignment

Current Channel

Channel Width=

= Channel width can be o el

Saye Configuration  Ping

COMMANDS HELP EEEDBACK

153 (Extension : 149)

[ 40 MHz =)

Assignment Method

oy whern of I configuration is in custom mode

DGilabal

@custom [ 153 181

Tx Power Level Assignment

Current Tx Power Lovel

Assignment Method

Performance Profile

1
@ Glabal

DCustom

View and edit Perfarmance Prafile for this AP

erfo Profile |

Antenna Farameters

Antanna Type

Antenna

Antenna Gain

© 2010 Cisco and/or its affiliates. All rights reserved.

2 3

nate: Changing any of the paramoters cauces the Radio to be tempaorarily disabled
and thus may result in loss of connectivity for sorne clients.
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WCS CleanAir Status

ilhiaalns | Amem summary 4 A u ¥ o o i v Wiraless Control System
cisco

Advanced Search | Saved Ssarch
User: [got @ Virtual Domain: root =

Monicr = Reports =  Configure =  Services =  Administration = Tools =  Help = © & 8 Logout
Monfor » Acc Genarate report for selectod APy | — Select a report - 2] ca |

Entries 1 - 14 of 14
1

AP Name Ethernet MAC P Address Radio Controller Client Count  Admin Status AP Mode Oper Status  Alarm Status ~ CleanAir Capabde Channel Number — CleanAlr Sensor Status  CleanAlr Status
O APODZIBULE.AEO 00:22: b 18:87 ;60 192.168.10.80  BOZ.1ibla/n Home = hasement 192160108 1 Enabled Local up a Yas 11 up
C | APDOZZ.bALB.BTCO 00:22:bd: 18:87:00 192.168.10.89  HOZ.1la/n basement 192158108 1 Enabled Local up @ Yes 64 up Enabled
O | APOO22.bdiB.abil 00:23:bd: 16:ab:11 192.168.10.88  BOLIAb/A/o basement 192168108 © Enablad Local up -] Yo 11 up Enablud
APDOZZ.bsd 1A, a011 00:22;bd: 1880111 192.168.10.88  HOZ.1la/n basement 192, 168,10 o Enabled Local up -] Yes 153 up Enabled
0O  APOOZZ.Dd1A.0642 00:22:bd: 18:a6:42 192.168.10.67 B02.11b/a/n basement 192.1668.10.8 O Enabled Local up @ Yes 1 Up Enablod
O APOD22.bALS 0682 00:22: bt 18186142 192.168.10.67  BO2.1la/n 192,168,108 © Enabled Local up =] Yas an up Enabled
£1130.3 00: 15:0e:02:b1:2e 192.168.10.68  POZ.1ib/a - = basement o Dinabled Local Dawn Q Mo 6 Ny, N/A
Bl eli30 3 00:1b:0c:921b1:3c 192.168.10.68  B0Z.11ia o Disabled Local Down =] Ho = N NAA
O APDOIL.ASIA 652 00:1b:a5:13:16:52 192.168.10.79 B0z 1ibaln  Unassigned o Binabiod Loeal Dawn (=] Mo & [ NiA
1 APOOLIL.AS13. 1652 00:1b:65:13:16:52 192.168.10.70 B02.11a/n Unassigred o Dinabled Local Deawn =] e 153 nNiA NiA
£  APDDR2.bdlB.daS6 | 00:22:bd:18:00:96 192.166.10.50  BOZ.1ib/o/n  System Campus > Home > basement o Enabled Local up -] Yos 6 up Enabled
O | APDO22.ELE.dnS 00:22:bd: 16:d0:06 192.168.10.50  BOZ.1ia/n Syslem Camus = Home = basement o Enatlos Local up a vas 36 up Enablad
csco 1250 00:10:dS:13:18:96 192.168.10.97 HOZ.1ibfaln  Unassigned 68,108 0 Disabled Local Down =] Mo 1 A NiA
O  c=co 1250 00:1b:05:13:12:96 192.168.10.97  BOZ.1lla/n Unassigned 192,168,108  © Disabled Local Down -] Mo 64 A NiA
1-1a0f14
[ This 1s & disassaciated AR All of the datn gresented on thes page s fram WES dotabase. =

= Monitor=>Access Points
= Edit View — add CleanAir Status and CleanAir Capable

= CleanAir sensor status —
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MSE — Context Aware

WCS=>Services=>MSE=>Context Aware Service=>Administration=>tracking parameters

MAC > Search

Wireless Control System <IP,Name,SSI

']
4
=]
0
=
i
- |
L

I e LAl.rm Summary 1 A

vl
Cisco User: root @ Virtual Domain: root <

ports * Configure * Services * Administration * Tools ¥ Help «

System ® Tracking Parameters: mse
Services > Mobility Services > mse > Context Aware Service > Administration> Tracking Parameters
Context Aware Service ®
s | ® The SNMP parameters and Polling Interval are applicable for Controller version 4.1 or below
eneral

~ (& Administration Tracking Parameters

k_‘-‘ Tracking Parameters
Network Location Service Elements: Licensed Limit = 1000

Y il
| Filtering Parameters

.
k_L‘ History Parameters Enable Tracking Parameters Enable Limiting Limit Value Active Value D |
] wired Clients =] o o I Sa e y

Y| Presence Parameters

=
=5 Import Asset Sl Wireless Clients (=] o
Information
(=] i i [}
Export Asset e Rogue Clients and AccessPoints (=) o Defau |t
Information _— F Rogue APs
b @a Wired [E4) Interferers o 2 [}
> & Advanced
r Partner Engine
L Notification Statistics Asset Tracking Elements: Licensed Limit = 100
=
Enable Tracking Parameters Active Value Not Tracked
(i Active RFID Tags [s] [s]

SNMP Parameters

SNMP Retry Count 3 0 - 99599

SNMP Timeout 5 0 - 99999 secs

SNMP Polling Interval

Client Stations [3000 | 1-9s9s9secs
Active RFID Tags [600 | 1- 99999 secs
Rogue Clients and AccessPoints [660 | 1- 99939 secs
Statistics [eo0 | 1- 99999 secs

Cancel
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MSE — Context Aware - History

WCS=>Services=>MSE=>Context Aware Service=>Administration=>History Parameters

' Il ' I ' L“""" T A 9 7 o O 1s v J Wireless Control System <IP,Name,S51D,MAC > Search
'c IS‘CO. = _— = Advanced Search | Saved Search
User: root @ Virtual Domain: root =

Monitor * Reports » Configure + Services v Administration + Tools * Help « e t‘ é Logo

System ® History Parameters: mse
Services > Mobility Services > mse > Context Aware Service > Administration > History Parameters

Context Aware Service (&)
History Parameters

Y General

M Administration Archive for [30 ] days
Y Tracking Parameters . —_— —_—
Prune data starting 23 hours 50 minutes and also every

Y Filtering Parameters at @ T ites

' History Pa rs
=5 Presence Parameters
- Enable History Logging of Location ™ Client Stations
=1 Import Asset Transitions for
Information
(=] Exp_ort Asset
Information [ Asset Tags
P (i Wired

. e P|—|0in|:;n..c- Cliegte and Access Disabl ed by

LN Partner Engine
™ Interferers &

=5 Motification Statistics
Default

1 Wired Stations
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BRKEWN-2012 Online Resources

Cisco CleanAir design Guide

= http://www.cisco.com/en/US/products/ps10315/products tech note09186a0
080b4bdcl.shtml

Cisco CleanAir — White Papers

= http://www.cisco.com/en/US/netsol/ns1070/networking solutions white pap

ers list.html
CleanAir TechWise TV Broadcast

= http://www.cisco.com/en/US/solutions/ns340/ns339/ns638/ns914/ntml_TWT
Vitwtv_episode_67.html

Cisco AP3500 — CleanAir
= http://www.cisco.com/en/US/products/ps10981/index.html
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