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Solution Overview
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Security in the Borderless World s Power

Policy

Corporate Border

Applications
and Data
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Corporate Office
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Personal Choice vs Corporate Policy s Power
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Traditional Remote Access VPN sroe Ul I

Limited

Predominantly PC-based
Client Support

Manual

Numerous “clicks”
Non-persistent Connection

9 No Security or Visibility Security

Rarely-On
Sales 6(0)00! Intranet Only connected if / when
. absolutely necessary
P C te Fil
skype  You Tube e




Traditional Mobile Web Security s Power

Limited Clients

Predominantly PC-based
Client Support

Acceptable Use _.l-j lelted Security

URL-filtering client unable
Access Control to address key use cases

.‘ Access No Access
No Access

SaICS COI1T1 Intranet Not integrated, requires

separate VPN client
. Corporate File [ | =1
m YOU TUbe Sharing @:{:




Web Security with Next Generation (oniedos @D

. )2

Remote Access N s Power.

Choice

Diverse Endpoint
Support for Greater
Flexibility

Acceptable Use Security

Rich, Granular Security

Access Control Integrated Into the network

\ @
W ScanSafe | ST
;h —

Access Granted Experience
- Always-on Intelligent
QWPE You Tube Intranet Connection for Seamless

Experience and
Corporate File Pp f
SAICS .COom Sharing /=5 erformance




AnyConnect Secure Mobility Client nowledge

Network and Security Follows User—It Just Works Is Power.
. C bil
Broad Mobile Support S RIS T

§ Fixed and semi-fixed platforms
§ Mobile platforms

Persistent Connectivity
§ Always-on connectivity

Optimal gateway selection

8
§ Automatic hotspot negotiation
§ Seamless connection hand-offs

Next-Gen Unified Security

Secure,
§ User/device identity Consistent
§ Posture validation including Managed vs Un Managed Access

Assets
Integrated web security for always-on security (hybrid)
§ Clientless and desktop virtualization

Voice—Video—Apps—Data J




Enabling the New Borderless Knowledge ﬂs
Organization stover Ml e

©0
=
Anything

Al ) e
Anywhere

Securely, Reliably, Seamlessly



Secure Borderless Network Architecture fnowvedoe

e

Is Power.
Enabling Mobility, Extending Security
Inside the Corp Environment Outside the Corp Environment
802.1X, TrustSec, Always-On Integrated
‘ MACsec ‘ ‘ Security and Policy ‘

- SECURITY
and POLICY

Branch Office @ ©

BORDER
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Deployment Scenarios



Cisco AnyConnect Secure Mobility S

Knowledge filladt

with Web Security Appliance s Power. J
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. Internet
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SSIs¥PN ASA
TantietRICTradfic

Untrusted Network Social Networking  Enterprise SaaS

AnyConnect ASA a WSA

Always-on VPN (admin * Authentication handoff (SSO)

configurable) Identity and location aware

Optimal head end auto-detect policy enforcement

Transparent auth (certificate) « Location-aware reporting
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Transparent Redirection — Single ASA  «nowiedge
(WCCP on Router) Is Power.

ASA Config
route inside 0.0.0.0 0.0.0.0 192.168.1.2 tunneled

route inside 10.10.10.0 255.0.0.0 192.168.1.2

WCCP 105 Router

K 192.168.1.1/24 192.168.1.2/24
\1_ TUPN Trafii Cm—

g : Adaptive Security Appliance ‘::91,

= (ASA) %

Client Assigned IP
10.10.10.0/8

..

gf
SidllH
uonIeNpaY 7

192.168.1 3.'2-1

Wab Sacurlty Appliance

10S Config
iIp wccp 80 redirect-list redirect-acl

------

interface ethO
Ip wccp 80 redirect in



Transparent Redirection — Single ASA

(WCCP on ASA)

Knowledge
Is Power.

b= =~

WPN
—Connactivity

192.168.1.2/24

LA |

12 NdA

Hieag )
R
UopIadipay 21
-

Client Assigned IP:
10.10.10.0/8

=

&
=

g3

I - 192.168.1.3/24

Web Security Appliance

ASA Config

route inside 0.0.0.0 0.0.0.0 192.168.1.2 tunneled
route iInside 10.10.10.0 255.0.0.0 192.168.1.2

wccp 80 redirect-list redirect-acl
wcpp i1terface inside 80 redirect iIn

f‘\\!
r"‘;;

lld):




Transparent Redirection howledge
(Alternate Egress) S rower |

route inside 0.0.0.0 0.0.0.0 192.168.1.2 tunneled

route inside 10.10.10.0 255.0.0.0 192.168.1.2

192.168.1.1/24 WCCP 105 Router |

192.168.1.2/24
VPN Traffic
—’.
| Adaptive Security Appliance
[ASA)

ent Assigned IP: | [
I§
10.10.10/8 %,)( ,

1I0S Config
iIp weccp 80 redirect-list redirect-acl

=,
=

Internet Traffi
S o Pl 192.168.1.4/24

interface ethO T

Ip wecp 80 redirect in
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EXpIiClt Proxy Redirection Knowledge ﬂ,

s Power. ’,

!

192.168.1.1/24

> —

Adaplive Security Appliance El
(ASA) -
Client Assigned IP: a
10.10.10.0/8 | _§ o J
=3
=
192.168.1.2/24 %
.
Web Security Appliance

(WSA)
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EXpIiCit Proxy RedireCtion Is Power.

Leam =hare, Eolighorses

- T— o = |
Edit Internal Group Policy: Secure Mobility
I Prowxy Server Policy
Inherit
[=-Advanced O
+--5plit Tunneling () Do nat modify dient praxy settings

\

SSL VPN Client () Do not use proxy

Psec Client

Select proxy server settings from the following

b Auto detect proxy
i
Il Use proxy server settings given below
: Use proxy auto configuration (PAC) given below
i Proxy Server Settings S

Server Address and Port: Inherit |192. 168.1.2

Bypass server for local addresses: Inherit Yes Mo

Exception List
Enter the list of addresses that will not be accessed through a proxy server. This list corresponds to the Exceptions box in the Proxy
Settings dialog box in Internet Explorer.

Exceptions: Inherit ‘ ‘
Proxy Auto Configuration (PAC) ¥
| Find: || | @ next @ Previous |

Lox J[ conel J[ tep |




Cisco AnyConnect Secure Mobility owiedoe @i
with Cloud Web Security s Power ﬁ

¥

Trusted Network

Internet

%W, ScanSafe A

------------

ASA

Untrusted Network

AnyConnect

Always-on VPN (admin * Web 2.0 Content Control
e Eele) Dynamic Web Classification

Optimal head end auto-detect Search Ahead

Transparent auth (certificate)

Outbreak Intelligence




AnyCon neCt 30 Knowledge
Web Security with ScanSafe Is Power.

Internet bound web
communications

-Illulllu AnyConnect
Cisco ability Clie

-
-
=
.
-
=
-
2
=

A\ 4

Internal

communications —

AnyConnect Secure
Mobility Client
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AnyConnect 3.0 howledge I
Web Security with ScanSafe Is Power.” I
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Feature Highlights
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Cisco AnyConnect Secure Mobility Features isrower

Web Security Cloud Web

AnyConnect ASA Firewall Appliance Security

§ Trusted Network

: 8 Remote Specific Web 2.0 Content
Detection

Policy Control

Application Controls Dynamic Web
Classification

AnyConnect Secure
Mobility Head End
Support

§ Session

Persistence Optimized WSA

Traffic handoff
Simplified
Management

SaaS Access
Control HTTP/s Scanning

Multi-layer malware Search Ahead

defense
e Outbreak
URL filtering & Intelligence

Dynamic

§ Optimal Gateway
Selection

§ Always-on VPN

& Enhanced Device Enterprise firewall

Support
8 IPSec IKEv2

8 Network Access
Manager

Remote Access
Head End

BotNet Filter

Categorization Real-Time Content
Analysis

Data Security

Application Visibility
and Control

§ Telemetry
8 SCEP Enrollment

§ Acceptable Use / Control

8§ Malware Defense




Cisco AnyConnect Secure Mobility P
Always On 's Power.

 Always On VPN extends the

Always-On Apply Security In- Policy . ;
AnyConnect The-Network Enforcement virtual perimeter to the
endpoint
— _, Threat o .
:9 Cocurity Enf A rotecton 8 Security Persistence and
r rl nrorcement Arr . . . .
J ecurity tniorcement Array policy are administratively
Captve portal S P “N)_L. acoome  controlled
nearest headend - -Iﬁ -J ‘:_;‘ = - (J) [ uee
Authpergtence ™ el § If ASA head-end is
' =2 _ unreachable,
Prevention . o
§ fail-open (direct network
e ¢ 3 g
or
Sec_urity Persister_me with Always On VPN § fail-close (no network
\ (Fail Closed or Fail Open) access) /




Cisco AnyConnect Secure Mobility S
Session Persistence s Power

§ Always-On, Failed Closed
§ No Network Access Available
§ Manual URL Entry is not Allowed

§ Connection Status

<2 Cisco AnyConnect VPN Client: Statistics Details

=3 Cisco AnyConnect VPN Client {unof... |._||E|E| Statistics |-F|0ute Details | Firewsall Details|

W, Connection | @ statistics | & about |

NIr
vl CISCO
CISCO

Connection |nformation Addresz Information
State: Connected Cligrt: 80.176.0.60
e g tode: Split Exclude Server 246281156
Diwration: 00:01:44 “web Secunty Server: ML, Cigco. com
Metwork Status: Blocked Client [IPvE): Dizabled
Mebwork, Skatus: Blocked - Always-On enabled Butes
Sent: 25298 | Tranzport Information
Sioup! |58cure_M0bilitv v | Received 3619 | Pratocal: LS
Cipher: RSA_RC4 128 SHA1
Lsernarme: | | EIES Compressian; M
Bertfy 158 pression; one
Passward: | | Received: 120 Prosy Address: Mo Proxy
Contral Frames Feature Configuration _
Sent 2 FIPS Mode: Dizabled
Received: 0 Posture Assess_ment: Mat Applicable
Truzted Metwark, Detection: Enabled
Alwaps On; Enabled

Secure Mobility Solution: Enabled

Feset ] [ Ewport Stats... ] [ Troubleshoat...

Please enter your username and password,




AnyConnect Always-On —
ASDM Profile Configuration

Is Power.

Configuration > Remote Access YPM > Network {Client) Access > AnyConnect Client Profile |

FPreferences

Auto Reconnect User Controllable
AdtoRecomnectBehavior S Esiise

fRecnnnectAfterResume [

Preferences(Conft)

Enable Automatic Server Selection

User Cantrallable
_4

Suspension Time Threshold (hours)
Performance Improvement Threshold (%) ZD

Automatic VPN Polcy Server List
Trusted Network Policy [

Disconnect %

Unitrusted Netwark Policy :Connect e

- Inherited --
Trusted ONS Domains

CisCo, Com

Trusted DNS Servers

20 176,04

Always On <
Connect Faiure Policy ' |
Allow Captive Portal Remediation:

n Siation Ti "




Trusted Network Detection o3

Knowledge filladt

Intelligent Mobility Is Power. P-

Trusted Network Detection

§ Automatically connects or disconnects
under the following conditions:

§ In Office
§ Out of Office

§ Location determination made by
Default Domain Name or DNS server IP

§ Other checks likely in future

§ Certificate authentication for seamless
reconnection

§ Administratively controlled policy
8 Windows XP, Vista, 7 & Mac OS X




Knowledge

TFUSted Network DeteCtIOn IsPower

Detects Trusted or Untrusted Network Infrastructures for Secure Connectivity

§ Trusted Network Detection is
Configurable VIA the AnyConnect
Profile

8 Trusted Networks can be Defined as
DNS Suffixes or DNS Server IP
Addresses

8 DNS Suffixes and DNS Server IP
Addresses must be defined on the N
Client Workstation Dynamically (DHCP) e ~ . DHCP Request

»

§ If Both the Trusted DNS Suffix and DNS
Server IP Address are Defined, the —=
Entries will be ANDed to Determine the Home Office
Trusted Network




Trusted Network Detection Knowledge
ASDM Profile Configuration o -

Configuration = Remote Access YPN = Network (Client) Access > AnyConnect Client Profile |

Preferences
Auto Reconnect User Controllable
Auto ReconnectBehavior User Controllable:

lRecunnectAfterResune v

Preferences(Cont)

Enable Automatic Server Selection User Contraollable

Suspension Time Threshold (hours) 14

Performance Improvement Threshold (%) 29

Autamatic VPN Policy
Trusted Network Policy Disconnect |

Unkrusted Metwork Policy :Cannact b '
Trusted DNS Domains |tisco,com

Trusted DNS Servers 190,176,0.1
Always On
Connect Failure Palicy
#illow Caphive Portal Remediatiori
Remediation Timeout
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Opt| mal Gateway Se|eCtIOn Is Power.

Feature Parameters:

London § Suspension Time Threshold (hours)
— § Performance Improvement Threshold (%)
Boston Time=33ms Los Angeles
] Time = 35ms _
- Time = 26ms —
Time = 25ms . Time = 28ms
Time = 23m Time = 27ms
Time = 24ms «, .+ Time =25ms

L/

HTTPS Request Approximated by F e
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Optimal Gateway Selection Kouted
ASDM Profile Configuration oo S Bt

Configuration > Remote Access YPN = Network (Client) Access > AnyConnect Client Profile |

FPreferences

Auto Reconnect User Controllable
Auto ReconnectBehavior User Controllable:

‘ ReconnectafterResume W

Preferences(Cont)

Enable Automatic Server Selection User Contrallable

Suspension Time Threshold (hours) ‘_1
Performance Improvement Threshold (%) 20

Automatic YPN Policy
Trusted Metwork Policy Disconneck v'
Unkrusted hetwork Policy :Connact A

Trusted DNS Domains cisco,com
Trusted DNS Servers 017601
Always On
Connect Failure Policy
Allow Captive Portal Remediation
Remediation Timeout
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Captive Portal Detection s Power & ﬁ‘

@ offsite login page - Mozilla Firefox (=l=][x]
Fle Edit View History delicio.us Bookmarks Tools Help
§ Always-On enforces VPN € D @O B A o b huwunszase. [ [ coose Q)
. . * =B 4 6 M0
con neCtIVIty' (| Setting up a captive portal ... - Offsite login page a |

Welcome to

§ If AnyConnect fails to connect, its Unnamed network
endpoint can fail closed, preventing B -~
network connectivity to and from
the endpoint.

Language: . = :
Engish -] Login or Signup here:

Metwork: Unnamed network

Username (or email):
admin

Password:

oooooo

§ Always-On allows AnyConnect
users to remediate their Captive
Port prior to required VPN
establishment.

Login Create a free account

I'm having difficulties:

# Re-send the validation email

sty
MMMM\M\/\¢MW\M i
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Ca pt|Ve PO rtal DeteCtIOn |S Power
User Experience

2 Cisco AnyConnect VPN Client (unof... [= |[B][X]

R Cornection | @ statitics| @ about] § Captive Portal Remediation Required

atfear]n
CISCO

Connect to: {;‘}0

Mebwork Status: Blocked - Web Authentication Required

Cisco AnyConnect VPN Client

' Internet access is being restricked by the service provider in your current location, You need to resolve this situation
. before a WPM session can be established. You can ey this with vour web browser or other remediation software.

‘ i Conneck

To gain access ko the network, open your browser




Knowledge

Ca ptlve PO rtal _I_s” I?va_g_r.
ASDM Profile Configuration

Configuration > Remote Access ¥YPN = Network {Client) Access > AnyConnect Client Profile |

FPreferences

Auto Reconnect User Controllable
Auto ReconnectBehavior User Controllable:

: ReconnectAfterResume |

Preferences(Cont)

[#] Enable Automatic Server Selection User Controllable

Suspension Time Threshold (hours) :1
Performance Improvement Threshold (%) 2D

Automatic YPM Policy
Trusted Network Policy 'Eis:unnsct_ V
Unkrusted Network Policy ;Connact |
Trusted DNS Domains |cisca.caom
Trusted DNS Servers 901?6__01

Always On
Connect Failure Policy
fllow Caphive Portal Remediatiort
Remediation Timeout
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Session Persistence s Power

Network Follows Users — It Just Works

&:00 am

HoN § VPN session remains connected
e § While user migrates between
Hoi networks (3G, WiFi, LAN, etc)
§ During loss of network
connectivity
§ During system hibernation /
standby
: § Administratively controlled policy
St ininls § Compatible with all auth methods
orei Auto-detect and connect
ersistent _
Connectivit Transparent handoff User does not re-authenticate after
y Session persistence hibernation/standby




Knowledge
Is Power.

Leam Share, Goiighorss:

Session Persistence
User Experience: User Indicator

#8 Cisco AnyConnect VPN Client (unof... |:||E||g|

%, Connection —é Statiskics I& P.I:u:uut]

TIr
CISCO

Connection Stake:

Reconnecking

BEvtes Sent:
Bytes Received:

Time Connected;

Client Address: 80.176.0.60
Server Address: 24.62.81.156
Client Address (IPva): Mok Awvailable

3517
2506

0o:00:16

Reestablishing YPM session to c-24-62-81-156.hsd1.ma.comcas | .
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Cisco AnyConnect Secure Mobility s Power.
ASA-WSA Communication

Across SSL Connection

User Identity & Tunneled IP

facebook

Ry Crtens | 0 ks | B At | g
N facebook.com g
cl;cq llIIIIIIIIIIIIIIIIIIIIII»E-
— = 211 User Authenticates
:  Adaptive Security Appliance W rity Applian
VPN Tunnel p y App eb Security Appliance
Established : VPN Tunnel NN
— : Authentication _ Authorization i

Active Directory LDAP,
NTLMSSP, Basic

ASA Extracts Username from Certificate or AAA Server
ASA Forwards Username and Tunneled IP Address to the WSA

WSA Verifies Username and Group Membership against Active Directory

o~ Wi

WSA Applies Policies based on Username or Group Membership



ASA > WSA Configuration < over

ASA to WSA Communication

Solukion Access Control

Specify the addresses of the hasts/netwiarks From where WSAs can communicate with this security appliance.

B Add‘ & Eu:Iit| o Delete|

Interface | IP Address | Mask |
10,10,10,250 255,255,255, 255

§ Services Port

§ WSA ACCQSS Password Salution Setup

Enable Secure Mobility Solution

Service Port: a081 h

Change Passward

W58 Access Passwaord:

h

Confirm Password:

Show WSA Sessions




WSA > ASA Configuration < over

Leam Share, Goiighorss:

ASA to WSA Communication

Monitor Web Security Manager Security Services Metwork System Administration

Mobile User Security Settings

When Mobile Usar Security is enabled, a policy can be created based on whether the user s physically in the corporate network or Jogin through VAN,

¥ Enable Mobile User Security

(examples: 10,1.1.1, 10.1.1.0/24, 10,1.1.1-10)

& Cisco ASA Integration

| ASA Hostname or 1P Address | Port Add Row,
[fFzz001.11 ] l w

The values balow will be applicable to all ASAs configurad above.

I ASA Access Password: (2] [easssssse




ASA > WSA Configuration

Communication Test

WSA Sessions

Knowledge
Is Power.

Leam Share, Goiighorss:

Start Test

Checking DNS resolution of ASA hostname(s)...
Success: Resolved '10.10.10.230" addre==: 10.10.10.230

Connecting and Running a test query on the ASA(s)...

Connecting and Running a test query on the ASA(s)...

o
=

Success: Connected and Authenticated with '10.10.10.230'
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Policy Enforcement
Control / Security
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Cisco IronPort Web Security Appliance ﬂ‘
¥

Industry Leading Secure Web Gateway

Security

Secure Mobility || =

B »  Internet
8

se Controls

saaS Access
ontrols

Centralized Management and Reporting
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Controls in Action
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Bandwidth Control: Corporate Approved s Power. &

NEWS

(LU Waorld U8, Africa  Asls  Euwops  Lofn Amarica  Middio Exst | Baminoss Entgrtsimmant  World Sport Toch  Travel  IRapon

Full Bandwidth
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Web Security Appliance Configuration S Power

Allow Business Relevant Video B

Access Policies

Policies

Add Paolicy...

Protocols and
Order | Group User Agents URL Filtering Applications
Monitor: 2
Business Relevant Video
— Safe S h: Block: 6
1 Identity: All : {glebal policy) are searc acl
\LLRh Eat_EEJEEE:_Ir‘I_ﬁESt_m_En_HE"_N e_w_s J Applications Settings

Browse Application Types

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTT]
enables decryption for application visibility and control (see Security Services = HTTPS Proxy).

Applications Settings

Edit all...

LinkedIn 85 Maonitor

Edit all...
=

Media | Bandwidth Limit: No Bandwidth Limit |

"ﬁ'ﬂ.‘ﬁdﬂi‘!ﬂf‘"""""’

——————— -

Edit all...




Bandwidth Control: Restricted Knowiedge. -

Finance Legal Marketing




Web Security Appliance Configuration

Restrict Media

Access Policies

Add Policy...

Knowledge
Is Power.

Leam Share,

IgROTsis

Protocols and
Order | Group User Agents URL Filtering Applications
Block: 10
Warn: 4
Global Policy Monitor: 52
Identity: All Mo blocked items S:FI: Sgarch: Default Actions for Application Types
B!“k All Unsafg Application Types Default Action for Type
Site Content Raj
Blogging 8 Monitor
| Facebook € Monitor
Instant Messaging 8 Monitor
LinkedIn 8 Monitor
} 8 Monitor
Media r————————————————-
1 Bandwidth Limit: 100 kbps 1
- o e e e e e e e e e e e
P2P / File Sharing Monitor
Presentation / Conferencing Q Monitor

Social Metwaorking

8 Monitor
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Bandwidth Control: Customized Sy &
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Web Security Appliance Configuration

Override Restrictions

Access Policies

Policies

Add Policy...

Knowledge
s Power.

Leam Share Collgharses

() All Authenticated Users

®  selected Groups and Users

i
1  Groups: 1
| LAB-DEMO\Marketing :

Users: Mo users entered

N

Protocols and
Order | Group User Agents URL Filtering Applications
; - Block: &
1 :;ar:fnﬂ.n;f 37 {global policy) {global policy) Mo rNeme: 41
entity: {Ban h Limit: 11)
Applications Settings
Identities and Users: [ All Identities H S TRy

To identify some applications, inspection of HTTPS content may be required. For best efficacy, e
enables decryption for application visibility and control {see Security Services = HTTPS Proxy).

Applications )
Edit all...
LinkedIn ) 5 Monitor
,———-_Edtﬂlu_________l
Lo L

11 Menitor

Edit all...
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FaCe bOOk CO ntI’O|S |S Power

Anne Chandler ] News Feed Top News - Most Recent

é‘ Edit My Prafile
)

welcome
"] News Feed

ﬁ Messages

share: =] Status Photo #]] Link '"3¥ ¥ideo

What's on your mind?

Anne Chandler

E Events L ]
ﬁ- Warking hard or hardly!

A5 Friends

T R - -

& Create Gr ’ g B ' o N Edit Cptions

. Games

B App

Mnr*
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Facebook Controls S Power

Search

"q, Anne Chandler =] News Feed Top News - Mozt Recent

i Edit My Prafile
f“‘h _ _
Share: [ Status Photo ¢]] Link '&¥ Yideo
Welcome

] News Feed
ljﬁ Messages

What's an your mind?

Anne Chandler
E Events ,
- '-.-'-.-'u:urkmg hard ar hardly

= alati

& | Create Gr

\GﬁMEVlLL

=t ":"F'F'S

More -

Edit Qpkions

.; start




Web Security Appliance Configuration s Power

Facebook Control Loom Sers Coabores

Access Policies

Add Policy...

Protocols and

Order | Group User Agents URL Filtering —
Block: 10 Edit Applications Settings
Warn: 4 [ Browse Application Types Hli
Global Policy ) Menitor: 52
_ Mo blocked items
Identlty: All Safe Search: To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Prox|

Block All Unsafe Sg | enables decryption for application visibility and control (see Security Services = HTTPS Proxy).
Site Content Rating

Applications Settings
Facebook Applications: Business OUse Default for Type (Monitor)
., Facebook Applications: Community © Use Default for Type (Monitor)
Facebook Applications: Education O'Use Default for Type (Monitor)
Facebook Applications: Entertainment OUse Default for Type (Monitor)
-
J Facebook Applications: Games Block |
o ——————————— -
Facebook Applications: Other € Use Default for Type (Manitor)
—————————— -
1 Facebook Applications: Sports QBIDck 1
N ——————————— -
Facebook Applications: Utilities GUse Default for Type (Monitor)
Facebook Chat ) Use Default for Type (Manitor)
Facebook Events ) Use Default for Type (Manitor)
Facebook General OUse Default for Type (Monitor)
Facebook Messages OUse Default for Type (Monitor)

Facebook Notes ) Use Default for Type (Manitor)




Facebook Controls Knowedge
s Power.

May 19, Toronto, Canada

Search

I & 3ason Chandler = Messages
Edit My Profile
| (]

Kl welcome

Delete |

@ Messanes Select: All, Read, Mone
Updztes

PERMISSION

dn | Create Group. .,

Garmnes

W5 Apps

More -
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Web Security Appliance Configuration S Power

Override Restrictions

Access Policies

Add Palicy. ..
Protocols and
Order | Group User Agents URL Filtering Applications
Block: 11
Warn: 4 Block: 8
Finance Policy ) Monitor: 51 Restri
1 Identity: All (global policy) Safe Search: Maonitor:
Applications Settings
I | Facebook Applications: Utilities s Gl o e e
N
- Facebook Chat /’ €3 Block \

Identities and Users: [ All Identities Y} \

Facebook Events Restrict: Block 2 behaviors
O All Authenticated U { © - ‘

enticated Users
Facebook General 1 Restrict: Block 3 behaviors 1
®  seclected Groups and Users 1 © :
-G:D:p::- SEEREREE -i : Set action for application Facebook Messages |
I_ LAB-DEMO\Finance_ _ _} : () Use Global Setting (Monitor) :
1 @ Monitor 1
Facebook Messages : E Block Posting Text :
1 O Block I
1
: Cancel Apply 1
1 1
Facebook Motes : l[—:-]'Resl:ri::t: Block 2 behaviors :
Facebook Photos '\ G'Restrict: Block 3 behaviors ’I
Facebook Places \\ GRestrict: Block 2 behaviors ,’
~ s
i N-——Tmﬁlm‘————————————’
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ACCeSS COntr'O| Is Power

Regaining Visibility and Control Through ldentity

Corporate
> Office Redirect @ Login

Branch e an
Office

| I

L3
e Home
Office

-
. -
~ & AnyConnect -
‘# Secure N
==  Mobility Client User Directory

Visibility | Centralized Enforcement | Single Source Revocation



SaaS Single Sign On s Power -

Home  Chatter GettingStarted Contacts [0 RS Reports e

o

Home
View: [All Accounts [~
Mo records to display

Recent Accounts
@ Recycle Bin MNo recent records. Click Go or select New

Reports
Account Name
| |
Phone i I -
| IR Scamless Single Sign-on
wase oot No login needed
Partner Accou

Go to Reports




SaaS Single Sign-On s Power .
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SeCure MOb”'ty RepOrtlng Is Power.

WSA Mobile User Reports

Top Applications by Total Transactions - Local Users

Top Applications by Total Transactions - Remote Users

Media

Blogging

P2P / File Sharing
Social Networking | 14

Top URL Categories - Local Users

Top URL Categories - Remote Users

Facebook |12 Infrastructure
Presentation / Conferencing | 11 Social Netwarking
LinkedIn |7 | Computers and Internet Search Engines and P...
[i] Search Engines and P... | Computers and Internet |
Business and Industry Mobile User S “r“:'f
— Web-based Email [ Summary | UAL Categney | Anti-Mabsare | Weh Reputatinn | Applicatons |
Streaming Media Frintable (FOF
Advertisements
MNews
Gambling
o 1,000 2004 Total Web Proxy Ackivity - Remote Usems
Transg
1000 Wek Proxy Summary
. Complated I Blocked 1800 - Wl Prusy L Tranisatdicm
N
1500 | B Clean 56.2% 8,534
— . S - =
i | = T T
i I ‘ Total Transaetions: BA71
1000 NP -
il Info... | Export..,
o 1
L]
e i1
o
Infa... | Expart.,.




Knowledge
Is Power.

Leam Share, Goiighorss:

Secure Mobility Reporting

Simple investigative tool

___ Track User activity / Track a web site =

Search by IP ranges

Available: 17 Aug 2009 21:44 to 28 Aug 2009 17:31 (GMT)

Time Range: | [Day v

>0

User / Client IP:

1 (ex. jdoe or DOMAINidoe)

« Previous | 1| 2 | Next =
Time (GMT -05:00) + Transaction Display Details... | Dispasition Bandwidth User / Client IP
17 May 2010 11:05:13 | http://www.ch-non-food.com/ Allow 21.5KB 173.37.9.25
17 May 2010 11:03:44 | http://www.jobdig.com/ Allow B4.2KB 173.37.9.25
17 May 2010 11:02:21 | http://m1.bzbattery.cn/up/up.htm Block 2,151B 173.37.9.25
U Know who is going to which web site 17 May 2010 11:01:43 | http://www.oceanaresorts.com/default.asp Allow 31.3KB 173.37.9.25
. . 17 May 2010 11:00:53 | http://www.booksamillion.com/ Allow 58.5KB 173.37.9.25
U KnOW Who Went to a SpeCIfIC Web Slte 17 May 2010 11:00:01 | http://www.reelviews.net/movies.php Allow 72.6KB 173.37.9.25
U And more. .. 17 May 2010 10:58:25 | http://www.browserwelten.net/ Allow 158.1KB 173.37.9.25
17 May 2010 10:58:05 | http://www.pathologyoutlines.com/ Allow B827B 173.37.9.25
17 May 2010 10:57:26 | http://www.store.nodakoutdoors.com/ Allow BO7.2KB 173.37.9.25
17 May 2010 10:57:00 | http://www.cellularmagazine.it/include/common.js Allow BO.7KB 173.37.9.25

Wehsite: l ! I(ex. google.com) .<
-_______________________J—
. L Frintable Download
Disposition: allow [ Black [¥] Monitor 4] warn
I Advanced | Search fransactions using aduvanced criterz
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Web Security with Next Generation Remote Access

Is Power.
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