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Virtual Private Network (VPN) Overview
IP security (IPsec) and SSL
= Mechanism for secure communication over IP

Authenticity (unforged/trusted party)
Integrity (unaltered/tampered)

Confidentiality (unread)

= Remote Access (RA) VPN components
Client (mobile or fixed)

Termination device (high number of endpoints)

—— VPN Tunnel
| iii!!}“"_/'rj’ <nmmo' =
I---ﬂ
VPN Client
Se\ézlr\:ty or Browser

Appliance



Remote Access VPN over the Internet

Remote Access Client Enterprise—Central Site
Cisco VPN Clients Router, Firewall, and
AnyConnect, IPsec VPN -Layer 3 VPN Security Appliance: VPN Tunnel Termination
Microsoft Windows, Mac OS X (L2TP/IPsec)
iPhone

SSL “Clientless”—Layer 7

Firewall

POi} Internet VPN

[ ! “ ' '
] j; e VPN Security Appliance
A

iy = |Integrated solution for enhanced

Extranet remote access

Consumer-to-Business = Standards-based interoperability



Easy VPN (IPsec) Implementation

IKE Mode Config Allows VPN Parameters

Branch to be Pushed to a Client
Office

HQ

VPN Remote

VPN Server

Dynamically Updated:  ° " g VO B Centralized Control:

= Central services and internal Network Mask = Configuration and
security policy security policy pushed
- Offload VPN function Internal DNS Server at the time of the VPN

from local devices Internal WINS Server tunnel establishment

Split Tunneling

= Client and network
extension mode

IPsec Transforms




Secure Sockets Layer (SSL) Overview

= Protocol developed by Netscape for secure
e-commerce

= Creates a tunnel between web browser and
web server

Authenticated and encrypted (RC4, 3DES, DES)
= Capabillity shipped by default in leading browsers

Self-signed certificate
= https://
Usually over port :443

Closed lock indicates SSL-enabled




I,
Understanding Your Remote Users

= What applications do they need to access?
Web browsing (including web-based email)
Thick client applications (TCP)
Full network access

= Where will they be accessing from?
Corporate managed computers
Unmanaged computers
Kiosks/public systems

= How long will users stay connected?

24x7 or entire business day
Limited period of time



Deployment Example
IPsec and SSL VPN Support Diverse User Populations

Supply Partner
Extranet

Account Manager

Central Site

Mobile User
IP/Internet VPN
Software Engineer A Doctor at Home
Telecommuter III| Unmanaged Desktop

Clientless (L7) Full Network Access (L3)
Clientless/AnyConnect VPN Client Cisco VPN Client

= Engineer—Many servers/apps, needs native
app formats, VolP, frequent access, long
connect times

= Account Manager—Diverse apps, home-grown
apps, always works from enterprise-managed
desktop

= Partner—Few apps/servers, tight access
control, no control over desktop software
environment, firewall traversal

= Doctor—OQOccasional access, few apps, no
desktop software control



Two Common IPsec RA Methods

= |[KE/IPsec

The IKE extension ModeCFG pushes IP address and other
useful information (WINS, DNS, etc.) to client

The IKE extension Xauth authenticates users

IPsec/ESP provides secure transport

= |IKE + L2TP/IPsec (Microsoft/Mac OS X/iPhone
VPN Client)

L2TP is used to provide network transparency to the client
(local virtual interface)

IPsec/ESP is used to provide secure transport

PPP handles assigning all necessary information
(WINS, DNS, etc.)



Cisco VPN Client (IPsec Client)

Provisioning and Customization
= Localized client

: P re d efi n e d p rOfi I eS an d # ¥PN Client | User Authentication for "denlab- x|
p O | i Cy CO nfi g U rati O n Zsﬁzz{i\;rnl;is requested the following information to complete the user

= Admin defined graphics ERT -

u Simple mOde 0K I Cancel

|

Customizable MSI package

# status: Disconnected | ¥PN Client = Wersi =101 x| # status: Disconnected | ¥YPN Client - Yersion 5.0.00.0320 10l =l
Connection Entries  Skaktus  Options  Help Connection Entries  Status  Certificates Log Ophions  Help
=, £= ;i
I " Headquarters vl Connect | ICIII.’:éII!'I @ ol I Iol I I
Connect Mew Import Modify Delete CISCO

| Mot connected, |

Connection Entriez IEertificates I Log I

I Connection Entry I Haost Tranzport I ;I

A - Headquarters headquarters-vpn.company._._. IPSec/UDP

B - Datacenter 1 datacenter -vpn.company. com IPSec/UDP

B - Datacenter 2 datacenter?2-vpn.company. com IPSec/UDP

C-Branch 1 branchl-wpn.compary. com IPSec/UDP

C-Branch 2 branchz-wpn.compary. com IPSec/UDP J

C-Branch 3 branch3-wpn.compary. com IPSec/UDP

[ - DR site dr-wpr.company. com IPSec/UDP j
| Hat connected, 4

Cisco AnyConnect VPN Client (SSL/DTLS Client) discussed later



SSL VPN Clientless (L7) Customization

Customizable

Customizable Gl
Banner Graphic 'cm.co' WebVPN Service 4

Banner Message

k I -
h‘@"l—lﬁi“néf AddresslhtthIJ| Browse | Logout E

) Weh Applications
Customizable <

ieh Bookmarks =]

g Browse Metworks e Dutlook OWis G

Access Methods e % SioskLinks s
o Ordering Applications [

s Company Intranet G|

# Citrix Server =

| File Folder Bookmarks =
» Technical Documentation Folder
» Shared Folder
» Project Folder

Customizable Links,

Customizable
Colors and Sections

Network Resource
Access . Advanced

Localization S
Customization




SSL for VPN Is Different Than
E-Commerce

= Must fit into existing networks and application
environments

= Must support all of the same authentication
mechanisms and often extensive application
list as available for IPsec
= SSL VPN has multiple access mechanisms
Content rewriting and application translation (clientless/L7)
Dynamic VPN client (full network access/L3)
SmartTunnel (thin client)

Port forwarding (thin client)



SSL VPN: Clientless (Content Rewriting

and Application Translation)
Standard Browser “Clientless”
= Concentrator proxies HTTP(S) over SSL connection

= Limited to web pages
HTML pages
Web-based (webified) applications

= Imperfect science due to content rewriting, increased
focus on advanced transformation capabilities

= For application translation, VPN appliance
“webifies” application
Translates protocol to HTTP
Requires detailed application knowledge
Delivers HTML look-and-feel
Expands use to some non-web applications
CIFS (NT and Active Directory file sharing)



Complex Content Handling

= Smart Tunnels

Allows Winsock v2 TCP applications to use the VPN security
appliance as a proxy gateway to the private side of a network

= Port Forwarding
Local “thin” client acts as proxy

Tunnels and forwards application traffic
= Application Profile Customization Framework
= Plug-ins
Cirtix ICA, RDP, SSH/TELNET, VNC provided by Cisco

Extensible framework for other popular protocols



Smart Tunnels
Applications Use VPN Appliance as Proxy Gateway
= Must create list of “authorized” processes

= Smart Tunnels loads a stub into each authorized
process and intercepts socket calls and redirects them
through the VPN appliance

= The parent of each authorized process passes on the
Information (cookie, etc.) to its children if a child is an
authorized process

= Example
Launch telnet via telnet.exe

telnet.exe must be authorized process



Application Profile Customization
Framework (APCF)
Application Helper

= Allows the security appliance to handle non-standard
applications and web resources so they display
correctly over a Clientless SSL VPN connection

= Profiles

An APCF profile contains a script that specifies when (pre,

post), where (header, body, request, response), and what data
to transform for a particular application

The script is in XML and uses sed (stream editor) syntax to
transform strings/text

Profile would come from Cisco TAC



Client/Server Plug-ins

Feature Overview

= ASA v8.0 supports a number
of common client/server

applications via Java plugins T x
S u C h aS Bookmark List Mame: bookmarks-portal
Mame | LURL | Add |
WI n d oOWS Term | n al Se rver (R D P) grdering Applications httpls:,l',l'orch?ring.compan\,.-'.com ;I —
ompany Inkranst bkt ffwssin, company, cam |
Citrix Server ikt [ cikris, comparsy . com Dielete |
Te I N et/SS H Technical Documentation Folder cifz:ff/docs, company  comftechdocs
Shared Folder cifz:f/docs. company . com)shared Mave Lp |
Hr H Project Falder cifz: [ [docs. company . comproject
Cltrlx ICA Cllent vnc-server-1 vnoyff10.1,110,90 Maowe Down |
VMC-SErVEr-2 vhosf10.1,110,20
VN C rdp-server-2 rdp:/f10.1.110.20
kelnet-swikchl kelmet:fi10,1,100,1 I
ssh-rouker-1 sshyff10.1.127.1 =]

= Resource is defined as a
URL with the appropriate
protocol type

rdp://server:port

Ok I Cancel Help

= Support for these third party applications exists in the form of
packaged single archive files in the .jar file format



Client/Server Plug-ins

= When clicking on a resource link, a dynamic page is generated that hosts
the ActiveX/Java applet

= The Java applet is rewritten and re-signed, ActiveX parameters are
rewritten, and the helper port-forwarder ActiveX is injected if needed

= The Java applet is transparently cached in the gateway cache

WebVPN Service

—=
@ Home Addresslhﬂp:ﬂ jl Elmwsel Logout a

GZ‘} Weh Applications hitp:if

Weh Bhttpssf o |
g Browse Networks cifsf
P53 Application A @?ﬂﬁ =]
;. RREZE D aises s Technf .y ntation Folder
44 Terminal Senvers s Sharejtelnet( |

E TelnetrS5H Servers

E NG ot | Terminal Servers Bookmarks
4 & rdp-senver-2

2 Help

| Telnet'SSH Servers Baokmarks
e lelnet-switchi

= |
1]
= |
5]
& ssh-router-1 I
= |
5]
5]

WhC Connections Bookmarks
& who-senver-1

® wnc-server-2




Client/Server Plug-ins

The Existing Capabilities of Java Rewriting and
the Use of APCF Files with Its Own ActiveX Port
Forwarder Lends Itself Well to the Techniques
Used to Both Extend These Capabilities and Add
Support for Additional Content Types

= SVG: (Scalable Vector Graphics) is an XML-based
vector graphics format

= MHTML: RFC2557 MIME Encapsulation of Aggregate
Documents

= XML/XSL: Extensible Stylesheet Language



SSL VPN Tunneling: AnyConnect Client

Persistent “Thick”, “Full Tunneling”, or “Tunnel” Client
= Traditional-style client delivered

via automatic download i

= Requires administrative L
privileges for initial install only _—

= Stub installer has been R
replaced with an MSI out-of- " Covstn © S| s
band/pre-installation package b

[ | Can use TLS Or DTLS Conrect ;:nne;j;ate:. 150:::0::2
aS tr anSp Ort [Please en Eer your Username an d passwar :::::‘:IESS: 10.94.154;:1?

[ | Can be upgraded from a Time Connected: 00:02:52
previous version upon
connection o




Datagram TLS (DTLS)

Why DTLS?

= Limitations of TLS with SSL VPN tunnels
TLS is used to tunnel TCP/IP over TCP/443
TCP requires retransmission of lost packets

Both application and TLS wind up retransmitting when packet
loss is detected

= DTLS solves the TCP over TCP problem

DTLS replaces underlying transport TCP/443 with UDP/443

DTLS uses TLS to negotiate and establish DTLS connection
(control messages and key exchange)

Datagrams only are transmitted over DTLS

= Other benefits

Low latency for real time applications
DTLS is optional and can fallback to TLS if required



SSL VPN: AnyConnect Client

Installation Options
= WebLaunch

Initiate via web browser

il A - .
cisco Cisco AnyConnect VPN Client

E@ webLaunch Using ActiveX for Installation

Log I n Vla portal Launching Cisco AnyConnect WPM Client,

Platform
¥ Detection

Auto-download S
(ActiveX/Java) "

Manual download

If the software does not start properly, Click here to
end the session cleanly,

H H EE

= Manual [Fep| Coree

M S I | n Stal I e r ¥PN Client Downloader —

Downloading required files, Please wait...
Time Left: 9 secs (796.0 KB of 1,70 ME copied)
Transfer rate: 99,7 KB/Sec

|

Cancel |




SSL VPN: Cisco AnyConnect VPN Client

Connect Options
= Web-based Initiation

Portal

AnyConnect

23 start AnyConnect
= Standalone Mode ‘J

Shortcut
Start Menu

Mew Cffice Document
Cpen Office Document

Command Line

anyConnect YPH Client

Command Prompt

C:wProgram FilessCisco“Cisco AnyConnect UPN Client>vpncli connect denlab—webvpn. Programs L

cizsco.com
Cisco AnyConnect UPH Client <version 2, B, B3688)>.
Copyright (C> 1998-2887 All Rights Reserved. Docurents 3
warning: Mo profile is availabhle. Please enter host to “Connect to'.
registered with local UPN subsystem.
state: Disconnected
> notice: UPH session ended. . =k
>> contacting host ¢{denlab—webvpn.cisco.com? for login information... sy onnect
Please enter your username and password. T N Wl P8
B> ANYCONNECT YPM Client
1) Internal
23 PORTAL
Group: [ANYCONNECT 1
Username: [agroudanl
Password: e
notice: Authentication succeeded. Checking for updates...
state: Connecting
notice: Estabhlishing connection to denlab—webvpn.cisco.com.
state: Connected
notice: UPN session established.

Setkings L4
Search k
Help and Suppart

Run...

Shuk Crawn, .

™
=
B
oy
a)
£
o
L
o
o
>
0
=
o
°
i

C:\Program Files\Cisco“Cisco AnyConnect UPN Client>




Client Comparison

Key Differences
: : Cisco AnyConnect
Cisco VPN Client VPN client

Approximate Size ~10 MB ~1.2 MB
N - Auto Download
Initial Install Distribute -
Distribute

o _ Yes

Admin Rights Required Yes N
Initial Install Only
Protocol IPsec DTLS, TLS
OS Support Multiple* Multiple**
i ®ICi ®
Head End CIEEE AT C'SC@? P Cisco ASA/Cisco I0S
Cisco 10S

Client Reboot Required Yes No

* W2K/XP x32, Vista x32, Mac OS X 10.4/10.5, Linux Kernels 2.6, Solaris UltraSparc
** W2K x32, XP x32/x64, Vista x32/x64, Mac OS X 10.4/10.5, Linux Kernels 2.6




Design Considerations




Network Design Components

= VPN termination device (head-end)

Security appliance/firewall

VPN-enabled router
Cisco Catalyst® Switch with VPN-SPA

= VPN client/SSL clientless
Software
Hardware

Dynamic (AnyConnect or SSL VPN client)
SSL VPN clientless access



Design Considerations

= Firewall placement and configuration
= Routing

= Client authentication

= Address assignment

= Access control



Firewall Placement and Configuration
Controlling Access to/from Public/Private Interfaces
= Limit incoming traffic to IPsec and/or SSL for FW policy

= Use firewall to inspect IP traffic after decryption

Access Rule

\
2

S\
S N

L ]
LD
_

Parallel



Routing—Interfaces/VLANS

User/Group Based Policies
= Map users to group based

on role

= Use group policy to restrict

egress VLAN

vlian 10

L. _ A
g C1/
:-E?’ -I’I
E-ij’ T T Tl

I
-—
[
-—
[

Internal Resources

Shared Resources

=

Mame: ‘ |emp|0yee ’
Banner: v Inherit I

Address Poals: [+ Inherit I

More Options

Tunneling Protocols: [+ Inherit
Filker: [ Inherit
MAC Policy: Iv¥ Inherit

Access Hours: [+ Inherit

[~ Clientless 550 WEHE 7550 YRR Client [T IPsec [T LETF/IPsec

Selech, ., |

e
F

;l Mamage. .. |

ﬂ [Manage. .. |

LI [Manage. .. |

Simultaneous Logins: L _Inhesit

< Restrict access bo WLAN: [ inherit

<

e ——

- Unrestricted --

>

Marne: Ipartner

Barner: [ Inherit I

Address Pools: [+ Inherit I

More Options

Tunneling Pratacols: [+ Inherit
Filker: |+ Inherit
NAC Policy: ¥ Inherit

Access Hours: [ Inherit

[~ Clientless/ 55l YRR 7550 YERIClient [T IPsec [T LETF(IFsec

Tellanr, . |

*

;I Manmage. .. |

;I Mamage, .. |

j [Manage, .. |

Simultaneous Logins: L _Inhesit

Restrict access ko YLAM: [~ Inherit
——

IID {assigned to interface: shared)

D




Address Assignment

= Least complex and most commonly used are internal
address pools

Global pool can be shared across multiple groups

Group-based and Interface-Specific address pools may be used
for access control together with ACLs on a downstream device

= DHCP assignment allows for centralized IP
management

= Static assignment requires RADIUS or LDAP to deploy

= Clientless users share the IP of the head-end device
private interface

Downstream IP filtering capabilities are limited as all end users
source the same IP address

Can use more granular filtering on VPN Security Appliance



Routing: Address Assignment

= Proxy-ARP
IP pool/DHCP scope/static included within range of private interface subnet
No changes required to router, no routing protocol required
Transit network must have enough available IP space

Configured/Learned Routes
IP pools are unique
More scalable and can use unique per group IP pools
Use static route(s) on downstream router pointing to private interface
Use Reverse Route Injection (RRI), note IPsec only
Use static route and route redistribution

.

<)

IP pool:
= 192.168.1.128/26 . i 192I|i)6%0§ I0/24

192.168.1.0/24 | 192.168.1.0/24 |
VPN Security Appliance Uses Proxy-ARP

.
D

§

/

,,/'

. |

Downstream Router Requires a Specific Route




Routing Design Consideration

Tech Tip

Create summary route to
prevent route table
recalculation

Remote
SW Client $—\/

@— Head-End —@

Internet

N
10.1.1.1/32

-

Router S RRI: “I Can Reach 10.1.1.1"

= Reverse Route Injection (RRI) is used to populate the routing table
of internal routers via EIGRP, OSPF or RIPv2

= VPN software clients inject their assigned IP address as
host routes

= A hardware client can connect using Network Extension Mode
(NEM) and inject its protected network address (note that a
hardware client in Port Address Translation [PAT] mode is treated

just like a VPN client)



Client Authentication Design

= VPNSs can utilize many types of databases for
centralized authentication

Username and password
Tokens
Digital certificate/smartcards

= Authenticated against:
Authenticated against:
RADIUS
Active Directory (AD)/Kerberos
NT Domain
RSA SecurlD
LDAP

Other One-Time Password server (OTP) via RADIUS



I,
Commonly Deployed Authentication

= Most security conscious customers utilize One-Time
Passwords (OTPs)

= Government and financial customers are also some
of the strongest adopters of digital certificates or
smartcards for greater security

= Customers mainly focused on convenience sometimes
authenticate to an internal NT/AD domain controller or
static RADIUS password database; any type of static
password configuration leaves the corporation
vulnerable to brute force password attacks

This can get you going quickly for testing but for the long run
look at PKI or OTP solutions



Access Control Overview

= Unless your goal is to provide unrestricted network access, it is
generally a good idea to provide access control rules for users

= Some companies choose to maintain all access rules on an
internal FW based on source IP of the client

= Access control rules can generally be defined at a per-group
basis on the head-end device (easy to deploy, but more difficult
to maintain large numbers of policies or across multiple boxes)

= Access control rules can be defined on the head-end RADIUS
server; RADIUS has a 4K packet size limit which makes using
a generic RADIUS server for access control challenging

= Cisco Secure ACS offers a downloadable ACL feature
which can be used with Cisco head-end devices to support
large-sized policies



Access Control: L3 and L7

= Tunnel-based (L3) VPN (IPsec and AnyConnect
VPN client) provides control at the protocol/port and
destination IP level

= Clientless (L7) SSL VPN offers more granular access
control including URL-based access or file server
directory level access control (in addition to controls set
up via the servers authentication rules); this may be
particularly useful for partners



Virtual Keyboard
WebVPN Login Page

a https://80.0.1.7/ +CSCOE+/logon.html - Microsoft Internet Explorer ;lglil
J File Edit Wiew Favorites Tools Help | #
J (JBack ~ £ ~ ] 2] ¢u | ) Search - Favorites 44 | G BLLD 3

| Address @ https:f/80.0, 1.7+ CSCOE+logan. html ~| B o |J Links >

Llsername |weh\rpn

Password [eessssss

Group

| I . Slear |

|i&] Dore l_ l_ ’_ l_ E | Trusted sites i




Virtual Keyboard
All Clientless SSL VPN Pages Requiring Authentication

=} sign In - Microsoft Internet Explorer =0 ll

J File Edit ‘fjew Favorites Tools  Help | a‘
J Y Back ~ 3 - [x] 2] | - search 7 Favorites 4% | G- BLE @3
| Biddress [{] hitps: 180,01, 7/+CSC0-H007567676 33A2F 2F 7962747661 2E7I76607Z2ET062T A+ lagin srfPwa=wsig 7 | [ G0 |J Links

EXRTIE
B
msn\ " Slg n In Account Services | Help

| Sign in bo MSN.com MNew to MSN?
E-mail address: |cisc0@msn.com ® Use one Windows Live ID to sign in ko any
MM, Windows Live, or Passport site,
Password: I"""'" * Get what matters o you most online:
e S | cuskam news, entertainment, weather,

FIE{E1E [ EE=EEe = =Ew]
[ Jallwllell - e]lv o]l ffe]le CILTIA]
(RO O |
[ e LA s |

|| Clear |

" Save my e-mail add

% save my e-mail add Cap.s EIE”EIEI
 always ask For my & EIIEI

EX

©2007 Microsoft Terms of se | Privacy Statement | Anti-Spam Palicy

|@ I_ I_ ,_ I_ E |0 Trusted sites

=
Y




Session Logoff/ldle Timeout

'3 User Alert - Microsoft Internet 3” e = | Ellll

Logout

Goodhbye.

Logon |

Your session will expire in 57 seconds due to inactivity.

Continue Session | Logoutl

= SSL VPN requires more stringent session control than IPsec since users are most
likely to be accessing the network from public terminals

= Session control and termination is paramount to security

Ensure that users that leave their system or improperly disconnect (system failure or browser suddenly
stopped) are properly logged out in order to free up resources for other users and prevent someone else
visiting the system from gaining unauthorized network access

Session control can become challenging if you need to support users that require
continuous access
= Client based (IPsec and SSL VPN Client) solutions often integrate the ability to
determine if a peer has lost its connection; this makes continuous connectivity
more practical (DPD—Dead Peer Detection)

= Clientless SSL/VPN relies on idle timeout and max connect timers to clean up
sessions where the user does not properly disconnect

= Deploying a SSL solution without idle timeouts or max connect time may
prevent sessions from being cleaned up and will cause unnecessary exposure
to your network



Deployment

Considerations




I,
Deployment Objectives

= NAT/PAT Transparency
= Firewall traversal

= Security policies
Split tunneling

Local (LAN) access

= Resiliency and availability
Dead Peer Detection (DPD)
HSRP/VRRP
Backup peer list (VPN client)

Remote access load balancing



-
IPsec VPN and NAT/PAT Transparency

= |Internet Security Association and Key Management Protocol
(RFC 2408)
ISAKMP: UDP 500

= |P Encapsulating Security Payload (RFC 2406)
ESP: IP Protocol 50

= |P Authentication Header (RFC 2402)
AH: IP Protocol 51 (typically not used for remote access VPN)

Standard IPsec Packet

NAT Device
0 Encrypted Data Hash
Cannot Map l@ A

Standard IPsec Packet: Original IP Header Is Hashed

NAT Device | Hashed Data Hash
Cannot Map

See RFC 3715 for more detail



IPsec VPN and NAT/PAT Transparency

IPsec/UDP and IPsec/TCP
= Allows clients to operate behind a NAT/PAT device

= |t uses a UDP or TCP header with configurable (on server) port
number to bypass PAT devices (default port 10,000)

= Provides the same security as IPsec/ESP

= Requires no user intervention as administrator centrally controls
IPsec/UDP via group policies.

= |Psec/TCP is configured via global IKE parameters

IPsec/UDP Packet

NAT Device @ E—
Can Map

IPsec/TCP Packet

NAT Device @ T
Can Map



NAT Traversal (NAT-T)

= NAT discovery payload is used to
discover the existence/ location of

- - Tech Tip
NAT device during IKE phase 1 If You Have Connectivity
= |f there is NAT, encapsulate ESP Problems the First Thing
packet as UDP payload to Enable Is NAT-T.=

(UDP/4500)
= |KE NAT keepalive is sent to keep

translations from timeout

Typical Broadband Hotspot

Wireless Computer
NAT Gateway with VPN Client

Uses PAT to Hide RFC 1918 Addresses

Servers —

= ac ___._., 000000 2

VPN Appllance

Bin

See RFCs 3947 and 3948 for more detall



NAT Transparency
UDP Encapsulation

Cisco VPN Client VPN Security Appliance

@ ¥PN Client | Properties for A - Headquarters® x| ~Enable IKE ~MNAT Transparenc

Cannection Entry: |A - Headquarters Inkerface IKE Enabled Enahle | ¥ Enable IPsec over NAT-T

il I el I I MAT Keepalive: IZD seconds
Disable

CISCO
[~ Enable IPsec over TCP

Degcription: I

Host: Iheadquarters-vpn.compan_l,l.com
Enter up ba 10 comma-separated TR pork:

Auithentication | iTransport; | Backup Servers | Dial-Up I values (1- 65535];

¥ Enable Transparert Turneling IlDDDD
+ |PSec over UDP [ NAT £ RAT )
™ IPSec aver TCP TEP Polt:|1DDDD

[~ Allow Local LAM Access
Peer rezponze timeout [seconds]: ISEI
IPsec Over UDP: [~ Irherit * Enable " Disable

Sl | sae | Concad | IPsec Cver UDP Port: [~ Irherit [10000

= NAT-T preferred over legacy IPsec over UDP
= NAT-T always uses UDP/4500
= |Psec over UDP uses administrator defined port

= |Psec over UDP configured at group policy



NAT Transparency
TCP Encapsulation

Cisco VPN Client VPN Security Appliance

@ ¥PN Client | Properties for A - Headquarters® i x| ~Enakble IKE ~NAT Transparenc
Comnection Entry: |A - Headquarters Interface IKE Enabled Enable | I™ Enable [isec over HAT-T
| ol I Ial I I - v " AT Keepalive: IZD seconds
Description: outside 1= Dsahle |
cisco shared Mo
[ Enable IPsec aver TCP
Host: Iheadquarters-vpn.compan_l,l.com
m— . Enter up ko 10 comma-separated TCP pork
Auithentication | Transport | Backup Servers | Dial-Up I walues {1- 65535}

¥ Enable Transparert Turneling
" IPSec over UDP [ NAT /RAT )
% |PSec aver TCP TCF Polt:|1DDDD

10000

[~ Allow Local LAM Access

Peer rezponze timeout [seconds]: ISEI
Eraze User Fassword | | Save I Cancel |

= Select up to 10 administrator defined ports
= Select one port value from this set on client
= Do not use TCP 443 if you also want to use SSL VPN



Firewall Traversal

SSL VPN IPsec VPN
B % Bty deeis D thb s # status: Disconnected | ¥PN Client = ¥ersi =10l x|
B RIREG o S = ' Connection Entries  Status Options  Help
BT Cormect | ‘eliely
5 | Mot connected. [
= HTTPS—TCP/443 = Standard IPsec
= DTLS—UDP/443 ESP (Protocol 50)
Will fallback to TCP IKE (UDP 500)
= HTTP—TCP/80 = Standard NAT/PAT Traversal

IKE (UDP 500/UDP 4500)
ESP over UDP (UDP 4500)

If HTTP redirection desired

= The ports and protocols listed _ _
must be open for a remote userto ~ * Proprietary TCP Encapsulation
be able to connect successfully Administrator defined TCP port(s)



Split Tunneling

Remote Access Client or Device

Without Split Tunneling

http://www.cisco.com/

-

VPN Appliance

Maximum Security

With Split Tunneling

http://www.cisco.com/

VPN Appliance
VPN Client

Maximum Performance


http://www.cisco.com/
http://www.cisco.com/

Split Tunneling

Enforced via Set of Routes on Client

No Split Tunneling With Split Tunneling
(Default)

Tunnel All Tunnel List Exclude List

sco AnyConnect YPN Client: Stati i L x| isco AnyConnect ¥PN Client: Statisti i i x| #@ Cisco AnyConnect YPN Client: Statistics Details L x|
Statistics  Floute Details | Statistics  Foute Details I Statistics  Floute Details |
i 1 O A i
Non-Secured Routes Secured Routes Non-Secured Routes Secured Routes Non-Secured Routes Secured Routes
Destination Subnet Mask Diestination Subnet Mask Deestination Subret Mask Destination Subnet Mask Destination Subnet Mask Diestination Subnet Mask
oooo oono 10.0.00 266.266.0.0 19216210 oooo oono
& ¥YPN t | Stal x| & ¥YPN t | Stal x| # ¥PN Client | Statistics [ x|
Tunnel Details ‘ H | Firewyall | Tunnel Details ‘ H | Firewyall | Tunnel Details | kF'iuute PEETE | Firepall |
Local LAN Routes Secured Routes Local LAN Routes Secured Routes Local LAN Routes Secured Routes
Network | Subnet Mask, | Metwork ISubnet Magk Network | Subnet Mask | Netwark Subnet Mask I Metwork | Subnet Mask | Metwark Subnet Mask I
0.0.0.0 0ooo 101.0.0 255.266.0.0 192.162.1.0 255.266.265.0 0o.oo oonno

Clase Clase Close




Local (LAN) Access

Remote Access Client or Device

Without Local LAN Access With Local LAN Access

Local Printer Local Printer

Central Site Central Site
., B g ., = g

uuuuuu

DDDDDD ‘nooo 00
nnnnnn

Unreachable

VPN Appliange\ VPN Appliange\
VPN Client VPN Client
Palicy: [~ Inherit IExu:qu:Ie Metwork List Below

Lol Lo

Mebwork List: [~ Inherit ILOC.ﬂ.L-L.ﬁ.N-.ﬁ.CCESS

Split Tunneling Special Case e

G add - [ Edi ﬁDelete| + + | & =) '|

Mo | Address | Action I Description
=] LOCAL-LAMN-ACCESS
1 = 0.0.0.0 & Permit Local LAM Access - host 0.0.0.0 gets expanded to match locally connected subnet

Note: Requires checkbox on IPsec client



Dead Peer Detection (DPD)

VPN Appliance
Application I
Server — @ 4

=]

Internet

= Receive Data

Client

DPD Message (R-U-There)

A 4

A

DPD Message (R-U-There ACK)

“Worry
Timer”
Expires

= DPD is a special type of IKE keepalive for remote access IPsec clients

= Make sure the headend devices support the same type of keepalives

= Only when no traffic

See RFC 3706 for more detail



Local/Geographical Failover/
Load Balancing

10.10.1.X 124.118.24.x  Client Request Connection to 124.118.24.50
Virtual Cluster Master Responds with 124.118.24.33 g
31 (Least Loaded VPN Appliance) .
Client Requests IPsec Tunnel to 124.118.24.33 .-_-_-’:il
32

.33

.34

Master Selected

Virtual Cluster IP Address = Dynamically Based on:

124.118.24.50 :
= First to power up

= Priority (1-10)

* Virtual Cluster Master = Lowest IP address



Backup Peers

= Configure locally or & VPN Clent | Praperticsfo "A - Headuarters® =
p u S h e d fro m h e ad - e n d Connection Entry: I.& - Headquarters

Description: I
CISCO
|
Local Iy Host: Iheadquarters-vpn.u:u:umpan_l,l.u:u:um

In C|U ded |n prOflle Authentication | Tranzpart BackupSewers | Dial-Lp |

. [¥ Enable Backup Servers
Can be part Of Cllent datacenter-1-vpr. company. com Add
. . dat ber-2-vpr, :
install script PR TE IEAl Remove

= Head-end
Keep client settings

P

Clear client settings

. Eraze Uzer Fazaword Save Cancel
Force use of listed servers |
IPsec Backup Servers: [ Inherit
Server Configuration: ILIse the Backup Servers Below ﬂ

server Addresses: Ijatacenter-z-vpn.cnmpany.u:u:um



Unattended Connectivity Mode

= Kiosk or back office application that typically connected
over a leased line or dial-up

Examples include: ATMs, lottery machines, other various
remote kiosk machines

= Connections need to be able to be established without
user intervention (saved credentials, certificates, or API
authentication pass-through)

= Connection migration to Internet-based VPN desired

= Options:

Cisco VPN Client auto-initiation—simple to deploy,
limited flexibility

Cisco AnyConnect or Cisco VPN Client API—more complex to
initially deploy, unlimited flexibility



Endpoint Security




Endpoint Security Capabilities

= Embedded capabilities on VPN Security Appliance
Time based access hours
Network ACL filters
Web ACL filters
Cisco Secure Desktop (CSD)
Host Scanning

Dynamic Access Policies (DAP)

= Extended capabillities with Network Admission Control
Network Admission Control (NAC) Appliance



Endpoint Security
Best Practices by Access Method
= Full Tunneling (IPsec and SSL)

Consider as a remote node on network
Grant conditional access based on identity and security posture

Use Network ACLs filtering to limit access

= Clientless SSL VPN

Grant access for specific applications only
Grant conditional access based on identity and security posture
Use Web ACL filtering to limit access

Protect against leakage of confidential data



Endpoint Control for IPsec Full Tunnel
Cisco VPN Client
= Policies for users and groups

Assign IP address based on user/group identity
Apply network ACL filter

Restrict access to VLAN

= Policies applied via NAC Appliance

VPN User Compliance

Intranet access only for
compliant remote access

users
INTERNET
IPSec




Security Concerns for SSL VPN

= ]

D Supply Partner )

L = Extranet Machine

®

Employee at Home
Unmanaged Machine

Remote User
Customer Managed Machine

Before SSL VPN Session During SSL After SSL VPN Session
» Who owns the endpoint? VPN Session - Browser cached intranet
° Endpoint Security posture: * |s session data protected? Web pageS?
AV, personal firewall? - Are typed passwords » Browser stored passwords?
* Is malware running? protected? « Downloaded files left

* Has malware launched? behind?



Endpoint Control for SSL Full Tunnel

AnyConnect Client

= Policies for users and groups
Assign IP address based on user/group identity
Apply network ACL filter
Restrict access to VLAN

= Policies applied based on end station criteria
Cisco Secure Desktop (CSD)
Dynamic Access Policy (DAP)
Assign NAC policy

Computer with
AnyConnect Client

DHCP/RADIUS/OTP
Servers csD/Host Scan -
_ ..l'
E— i/ . I 7 Y 7 _ew—" p
e I ._-.-_&/ﬂ&!

VPN Appliance

Configure User/Group Policies




Endpoint Control for Clientless SSL VPN

= Policies for users and groups
Restrict access to VLAN
Apply Web ACL filter
Control URL entry
Control file server entry and browsing

= Policies applied based on end station criteria
Cisco Secure Desktop (CSD)
Dynamic Access Policy (DAP)

Configure User/Group Policies

Computer with SSL

DHCP/RADIUS/OTP -
Servers csD/Host gcan Yy 4
_ ...'
N i/ . I /\
=B &0 o=

VPN Appliance




Protection of Confidential Information
The Risk of VPN on Public Systems
= Cookies

Usernames and passwords
= URL history

= Page caches

Sensitive corporate data

= Downloaded files



Cisco Secure Desktop
Comprehensive Endpoint Security for SSL VPN

= Works with desktop
guest permissions

Hardware resourses

No admin privileges required f e, itghain IABL Mot G0, URK. Font Dird Flipgy diok .
|
= Complete pre-connect assessment: [ LY ]
Location assessment—managed or & Windows 2000 or XP Cisco Secure Desktop |
unmanaged desktop? b byt D e s 4 i by Samreapon, '
Gathers data for Dynamic Access Policy Original User Desktop I Temporary CSD Desktop
Specific applications running—defined et 1 modtiod o e aryginal desATDg e e o i e T B

by admin
= Comprehensive session protection:

Malware detection

Data sandbox and encryption protects
every aspect of session

= Post-session clean-up:

Encrypted partition overwrite (not just
deletion) using DoD algorithm

Cache, history and cookie overwrite

File download and emaiil
attachment overwrite

Auto-complete password overwrite



Cisco Secure Desktop
How it Works (Pre-Login)

= Step One: A remote user connects with the VPN
appliance via SSL

= Step Two: The VPN appliance pushes
down the Secure Desktop

= Step Three: Based on checks,
determine location (or fail login) -;.'

= Step Four: Based on location Enterprise HQ

settings apply CSD policies
Cisco

Secure

Desktop

Employee-
Owned Desktop




Cisco Secure Desktop
Pre-Login Decision Tree
= Supported Checks

Windows Location Settings

Registry check

Belows is the pre-login decision tree For the Windows Locations, Additional checks can be inserted by clicking the 4+ symbol &t the
beginning of a node, Checks can be removed by selecting the node and pressing delete. Leaf nodes can either be set ko "Login
Denied"”, a Windows Location, or link to & subsequence.

File check

Certificate check ED T ]
P < Login Denied |
< Login Denied |

Windows version check

IP address check

(WS G —{Cartete Gheekd [ < Ssgauanee CarmpaniAasel]
ailui

= | eaf Nodes

Sucocess > >
. . _— —ilPAddressCheck? Engineering
Login denied —
— Mon-Engineering

Location

Subsequence




Cisco Secure Desktop
Location Settings
= Secure Desktop (Vault) or Cache Cleaner

= Keystroke logger and host emulation

Secure Desktop General Secure Desktop Settings
[+ Enable switching between Secure Deskiop and Local Deskiop [ Restrict application usage ko the web browser only
[~ Enable Yaulk Reuse (User chonses a passward) [~ Disable access ta network drives and netwark Folders
[~ Suggest application uninstall upon Secure Desktop closing [~ Do not encrypt: files on netwark drives
[~ Force application uninstall upon Secure Deskkop closing [~ Disable access ta removable drives and removable Folders
[+ Enable Secure Desktop inactivity timeout [~ Do not encrypt files on removable drives
Timeaut After: IG minutels) [~ Disable registry modification
[+ Enable Secure Desktop inactivity timeout audio alert [~ Disable command prompt access
[~ ©pen following web page after Secure Desktop closes [ Disable printing
LRL I [ allow email applications to work transparently

Secure Delgte: |3 vl passies)

[~ Launch the Following application after installation:

Broaram Files)) I



Cisco Secure Desktop
Keystroke Logger Detection

= At session initiation CSD ST
checks the host SyStem for cisco  SECURE DESKTOPfor SSLVPN
. / . . Suspicious modules that are involved during a Ii.ey st_rnkg are listed below. Check the items that
ab n O rm al d rlve rS In d ICatI n g you consider safe. You will be able to proceed if all items are checked.
the presence Of keyStrO ke Safe | Miodule | Commparns | Signed | |
logging programs Shtinsteeicoit o MV v
CHWINDOWSY System3Z\DRIVER S, TPINput 5ys IEM Corpora... Mo Click For info
= CSD prompts the user to
select and terminate the
suspicious modules before
|Oad i n g th e Secu re DeS kto p [~ Do not show this dialog next time if all modules are safe
o

= |If the user does not
acknowledge that all
unrecognized keystroke
loggers are safe, the
connection will not establish

= User is notified during the
session if a keystroke logger is
attempting install from within
the secure desktop



Cisco Secure Desktop

How It Works (Login Phase)
= Step Five: Check for keystroke logger and host emulation

Step Six: Create the vault and switch to secure desktop

Step Seven: Present login to user

Step Eight: User logs in and initiates VPN session

Step Nine: Host scan information gathered from endpoint
for DAP

& Cisco Secure De ;IEIEI

Switch ta the Secure Deskiop

.
E Cloze the Secure Dezkiop B i ol e 18 St




Cisco Secure Desktop

How It Works (Post Login)
= Step Ten: DAP checks applied

= Step Eleven: VPN connection active
= Step Twelve: User is able to access resources

= Step Thirteen: After session complete (or idle timeout expired)
VPN is disconnected and Secure Desktop post session cleanup
Initiated

L SECURE DESKTOP
CISCO for WEBVPN

Close the Secure Desktop

Switches back to the Guaest Computer and closes the Secure
Launch Login Page Diesklop,

Switch Desktop m
@: All P session data will be wiped out upon dosing

Close Desktop




Cisco Secure Desktop
Host Scan

F= Cisco ASDM 6.0 for ASA (Beta Release) - denlab-asa5510v._cisco.com

8 m] 3
File Wiew Tools ‘Wizards ‘Window Help

LookFor:l Find =
atfen]n
@ Home | &% Configuration D Monitoring B Save @Refresh o Back, \) Forward @ Help

Cisco

onfiguration > Remote Access VPH >

Secure Desktop Manage
MNebwark (Clisnt) Access

Host Scan
Clientless S5LYPM Access
onneckion Profiles Create entries to be scanned on the endpoint system. The scanned information will
orbal then be stored in the endpoint attribute, Access policies using the endpoint information
B3 Group Policies can be configured under Dynamic Access Policies
: gz::;n;d.ﬁ.ccess Roldies ~Basic Host Scan
i
AdA Setup Type b8} Info
Secure Deskkop Manager F.egistry Test 1 HKEY_LOCAL_MACHIMELVSOF. ..
----- 25 Setup File Test 2 ctibest. bt
----- &H windows Location Settings Process Test 3 test exe
=15t Win 2K1%P Crly i .
(55 Keystroke Logger & Safety Checks The configurations above are the .|
5 Cache Cleaner H H
[£3 secure Desktop General three types Of Conflgurable Optlons Delete |
I} Secure Desktop Settings Registry, File, and Process.
\1_53 Secure Desktop Browser
----- Qj Mac and Linux Cache Cleaner
[#-[E3 Certificate Management
""" £ Load Balancing ~Hosk Scan Extension:
iﬁ‘ DHCP Server

¥ advarced Endpoint Assessment ver 2,3,3.1

3.3, Configure .. |
¥ Endpaint &ssessment ver 2.3.3.1

Endpoint Assessment gives the ability
to check/enforce AV, AS, and Firewall
software for CSD. The Advanced
Endpoint Assessment option is a
licensed feature.

4| | =
»

Apply all Reset all |

lagroudan 15 B '_ﬁ_| | | & l#6i07 11:16:23 A0 MDT




Advanced Endpoint Assessment
Built-in Enforcement Capabillity

= Supported endpoint
components

Anti-Virus

[V Erforce &ntivirus | Computer Associates International, Inc, ;I

ICA eTrust Internet Security Suike antivirus 7.x LI

I~ Force File System Probection

[¥ Faorce Yirus Definitions Update

Personal Firewall

if not updated in last |2 days

Anti-Spyware S — s
= Licensed feature e
= Regular updates provided _|
= No Dynamic Access .

Policies required

[” Fotce Spyware Defintions Update

if ok updated in last | days

oK | Cancel




Dynamic Access Policies

Rulesets based on attributes
Can terminate connection based on any match
Can continue to evaluate against multiple rules

Access Policy Attributes
Network ACL and Web ACL Filters
Portal Function Restrictions
Port Forwarding and URL Lists
Access Methods

Configure Dynamic Access Policies

For IPSec and clientless sessions, wou can configure dynamic access policies that define which network resources a user is
authorized to access, Policies in the table below are sorted automatically based on the priority assigned to them.

Priority Mame Metwork ACL | Web-Tvpe ACL Descripkion Add
100 DaP-100 Maost general policy - require A% Edit |
50 DAP-50 Mare specific policy - require A5 For AnyConneck |

Delete

DfltaccessPalicy Defaulk



Dynamic Access Policies

Endpoint Attributes
= Endpoint Assessment = OS Attributes
endpoint.fw {personal firewall} endpoint.os.version
endpoint.as {anti-spyware} endpoint.os.servicepack
endpoint.av {anti-virus} endpoint.policy.location

= Custom Scans
endpoint.registry
endpoint.file
endpoint.process

Note: Cisco Secure Desktop must be enabled to return these attributes



Dynamic Access Policies
Additional Attributes

JAVAVAN NAC Appliance

= Cisco = VLAN ID
aaa.cisco.memberof endpoint.vlan.id
aaa.cisco.username = VLAN Type
aaa.cisco.class endpoint.vlan.type

aaa.cisco.ipaddress

= LDAP = NAC Posture
aaa.ldap.<label> endpoint.nac.status
= RADIUS P

aaa.ldap.<label>

Access Method

= Application (client type)
endpoint.application.clientype



DAP Posture Assessment
Capability by Connection Protocol

Host Scan Vault NAC
Appliance

Cisco VPN Client No N/A Yes

Cisco AnyConnect

VPN Client Yes (€S Yes

Clientless SSL Yes Yes No







Key Takeaways
What Solution Fits Your Situation Best?

= If your customers carry their pc/laptop and
Installing a client is not an issues then focus on
AnyConnect

AnyConnect is the client for the future

= |f your customers access corporate resources
sporadically or you require access from non-
employees then clientless SSL is best

Good for partner and occasional guest access

Good for employees that need basic services

= |f you workforce is dedicated telecommuters look into a
hardware solution



Recommended Reading

= Continue your Cisco Live clisco.

learning experience with further
reading from Cisco Press®

= Check the Recommended

Reading flyer for suggested
books

Authorized Self-5tudy Guide

Building Scalable Cisco
Internetworks (BSCI)

I hird Editian

Foumndation Learning for GOMP G42-901 B3I

Dlane Tears
Catherine Paguat

Available Onsite at the Cisco Company Store



I,
Recommended Reading Flyer

* Troubleshooting Remote Access Networks
ISBN: 1-58705-076-5

= CCSP™ Cisco Secure VPN Exam Certification Guide
ISBN: 1-58720-070-8

= Cisco Secure Virtual Private Networks
ISBN: 1-58705-145-1

= Network Security Architectures
ISBN: 1-58705-115-X

= Troubleshooting Virtual Private Networks
ISBN: 1-58705-104-4



-
Complete Your Online

Session Evaluation

Give us your feedback and you could win
fabulous prizes; winners announced daily

= Receive 20 Passport points for each session
evaluation you complete

= Complete your session evaluation online now
(open a browser through our wireless network
to access our portal) or visit one of the Internet
stations throughout the Convention Center

BRKSEC-2010%,

14332_04_2008_c1

Don't forget to activate
your Cisco Live virtual
account for access to
all session material
on-demand and return
for our live virtual event
in October 2008.

Go to the Collaboration
Zone in World of
Solutions or visit
WWW.cisco-live.com.
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