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Cisco Data Center Network Architecture

Application Delivery Optimization

K u rt I riart
S ys tems  E ng ineer
M arch ,  2 0 0 6
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Ap p l ication Del iv ery
Ag end a

• Application Challenges
I T  Drivers
W h y Applications  F ail

• Application D eliv er y  S olu tions
I . Data C enter:  L et S ervers  S erve!
I I . B ranch  Of f ice:  M oving  S ervers  

b ack  to th e Data C enter
• S u m m ar y  and  Q + A
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T he G l ob al  2 0 0 0  Ap p l ication Del iv ery  
P rob l em

< 13% o f  
u s e r s
a t  H Q

B u s i n e s s  
a u t o m a t i o n

Poor p e rf orm a n c e
L i m i t e d v i s i b i l i t y  
S e c u ri t y  v u l n e ra b i l i t i e s

E n t e r p r i s e  
A p p l i c a t i o n  
D e l i v e r y  

B r e a k d o w n

D a t a  c e n t e r  
c o n s o l i d a t i o n

>  8 7 % o f  u s e r s
a c r o s s  t h e  
e x t e n d e d  
e n t e r p r i s e

(Nemertes Research, 2004)
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A New P ersp ectiv e f or I T
Network

• More bandwidth
• L ots  of  p oint p rodu c ts
• R ep l ic ate data c enters

A p p l i c a ti on s

• More tes ting
• R ewrite ap p l ic ations
• S ec u rity  p atc hing

O p era ti on s

• More s erv ers
• More m anag em ent tool s
• R e-arc hitec t inf ras tru c tu re

O p era ti on s

W A E W A E
A V S

C at 6 K
C S S / C S M

Cisco Application D eliv er y  S olu tions

Network A p p l i c a ti on s

W A N
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I T  F aces Dual  P ressures 
in the G l ob al  E nterp rise

A p p l ic ations  and P ortal s  A re 
C entral iz ed I n D atac enters ;  
U s ers  and B ranc hes  A re 
R em ote

C ons ol idating  R em ote 
S erv ers  into the D ata C enter 
g iv es  data p rotec tion,  
c om p l ianc e,  and l owered O S  
l ic ens e c os ts

A v erag e W A N  L ink s  C annot 
A c c om m odate R eal -tim e 
D el iv ery  of  A l l  A p p l ic ation 
D ata,  E s p ec ial l y  Media and 
L arg e D oc u m ents

G eneric  C om p res s ion 
S ol u tions  C annot A c c el erate 
S S L -bas ed A p p l ic ations

B as ic  W eb C ac hing  S ol u tions  
C annot H andl e D y nam ic  
A p p l ic ation D el iv ery  W ithou t 
L os ing  C oherenc y

S erv er O f f l oad of  B as ic  
F u nc tions  L ik e S S L  
P roc es s ing  and W eb S erv ing  
I s  R eq u ired to R edu c e C os ts  
and D riv e T hrou g hp u t

I nc reas ing  U s er
F u nc tional ity  and 

D is tribu tion

I nc reas ing
I T  C ons ol idation
and C om p l ianc e

DAT A C E N T E RDAT A C E N T E RB R AN C H
OF F I C E
B R AN C H
OF F I C E
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File Servers

H o m e/ R o a d  U ser

T y p ical  Ap p l ication E nv ironm ent T od ay

W A N ,  V PN ,  
I n t e r n e t

DAT A
C E N T E R

H T T P,  H T T PS
Enterprise Applications

Web Servers App Servers DB Servers 

E-mail Servers

Exchange
Servers

Notes
Servers

M A PI ,  I M A P,  
W e bD A V

CI F S ,  N F S ,  
W e bD A V

Legacy Application Servers

Emulation and
Citrix Servers

Mainframe &
Legacy 2-Tier

I CA ,  T N 3 2 7 0

M aj ority of  U s ers  are R emote

B ra n c h  O f f ic e U ser

Streaming Media
Servers

M M S ,  
R T S P/ R T P

• 100s TCP sessions/second
• S S L  or  I Psec encr y p t ion
• R ich  cont ent  ( g r a p h ics,  X M L )
• Com p l ex  a p p  env ir onm ent s:  S O A ,  X ML / S O A P
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Why MS Applications are slow over the WAN
C l ient S erv er

T i m e

F i l e

O p e n
F I D

3 0 0 m sW A N  
L a t e n c y

R e a d ( 1 )
3 0 0 m sW A N  

L a t e n c y

R e a d ( 2 )
3 0 0 m sW A N  

L a t e n c y

R e a d ( n )W A N  
L a t e n c y

R e a d ( 2 )

R e a d ( 1 )

F i l e

3 0 0 m s R e a d ( n )

A F ile C opy can g enerate 4 , 0 0 0 K  R ou nd  T rips
L AN  � 4 , 0 0 0  x  1 0 ms  =  4  s econd s W AN  � 4 , 0 0 0  x  3 0 0 ms  =  2 0  minu tes !
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Client A p p S c o p e Origin
S e rv e r

D N S
S er v er

Queuing 
D el a y  1

F 4

DNS Lookup

C on t a i n e r  P a g e  
R e q ue s t

R e s pon s e  
F or
C on t a i n e r
P a g e

E m b e d d e d  
O b j e c t s
F i n a l  Spe c i a l  
R e q ue s t

F 5

NO P QR STU VW VX YO UZ O UO r i g i n  Se r v e r  
La t e n c y

F 1 1

Queuing 
D el a y  2

C1
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C2

c d e fg h i j k h g
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F 9
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Why WE B  applications are slow over the WAN

Client Does DNS Lookup

Client Sets U p T CP  c onnec tion to 
A ppSc ope Ser v er

Client Send s W eb  R eq uest

A ppSc ope F or w a r d s R eq uest to Ser v er  
a nd  T im e-sta m ps T ota l Ser v er  T im e

R esponse is tr a nspa r ently  
instr um ented  w ith  a nd  em b ed d ed  

. j s f ile ( 3 0 0  b y tes)

Client r ela tiv ely  tim esta m ps on pa g e 
loa d  ev ent a f ter  r end er ing  a nd  send s 
b a c k a  spec ia l r eq uest,  a  G E T  w ith  
q uer y  pa r a m eter s c onta ining  th e 

d a ta .   A ppSc ope r epor ts on T im e f or  
user  to send  r eq uest a nd  r end er  
pa g e a nd  b r ea ks out c om ponents,  
ser v er ,  netw or k a nd  r end er ing  tim e

Client pa r ses c onta iner  pa g e a nd  
r ela tiv ely  tim esta m ps T T F B  ( T im e 
to F ir st B y te)  a nd  T T LB  ( T im e to 

La st B y te)

}
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Application Networking
Agend a

• Application C halleng es
IT Drivers
W h y  A p p l ic a t io n s F a il

• Application D elivery Solu tions
I. Da t a  C en t er:  L et  S ervers S erve!
II. B ra n c h  O f f ic e:  M o vin g  S ervers 

b a c k  t o  t h e Da t a  C en t er
• Su m m ary and  Q + A
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C is co Application D eliv ery  S olu tions

• Cisco Application Delivery 
S olu tions cooperate to d eliver 
service across th e ex tend ed  
enterprise,  allow ing  u sers to 
interact as th ou g h  th ey w ere 
local

• T h e S olu tions
Are network-b a s ed  d ev i c es  
At d i f f erent p oi nts  i n th e network
T h a t of f l oa d  f u nc ti ons  f rom  s erv ers
And  p roc es s  a p p l i c a ti ons  i n rea l -ti m e

• Allow  I T  to m eet b u siness 
req u irem ents (service,  
f lex ib ility) plu s th e I T  m and ate 
f or low er costs and  b etter 
com pliance L i ke a  rel i a b l e m es s eng er,  C i s c o 

H el p s  I T  E x tend  i ts  R ea c h  to 
S u p p ort a l l  U s ers  a nd  Ap p l i c a ti ons  
Ac ros s  th e E nterp ri s e
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Data Center
C isc o  A p p l ic a t io n  Del ivery  S o l u t io n s

C is co P rov id es an C om preh ens iv e 
Approach  to Application D eliv ery

ScaleScale D eli v erD eli v er O p t i m i z eO p t i m i z e

S tora g e

Teleworker and 
B u s i nes s  P art ner

Data Center

AVS

C SS/ C SM

B ranc h

W A N

W AEI SR

B ranc h / W A N

• W i d e Area  Ap p l i c a ti on E ng i ne ( W AE )
• I nteg ra ted  S erv i c es  R ou ter ( I S R )
• I O S  ( N etF l ow,  N B AR ,  Q oS ,  I P -S L A)

• Ap p l i c a ti on V el oc i ty  S y s tem  ( AV S )
• L 4 -7  C ontent S wi tc h es  ( C S S / C S M )
• C a ta l y s t 6 5 0 0  L AN  S wi tc h
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